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    Testing

This guide covers how to test code that uses the AccessGrid SDK.
Mocking with Mox
The SDK uses a behaviour-based HTTP client, making it easy to mock with Mox.
Setup
Add Mox to your test dependencies:
# mix.exs
defp deps do
  [
    {:mox, "~> 1.0", only: :test}
  ]
end
Define a mock in your test/test_helper.exs:
Mox.defmock(AccessGrid.HttpClient.Mock, for: AccessGrid.HttpClient.Behaviour)
Application.put_env(:accessgrid, :http_client, AccessGrid.HttpClient.Mock)
Basic Example
defmodule MyApp.CardServiceTest do
  use ExUnit.Case, async: true

  import Mox

  alias AccessGrid.HttpResponse

  # Verify mocks are called
  setup :verify_on_exit!

  test "issues a card successfully" do
    expect(AccessGrid.HttpClient.Mock, :post, fn _url, _opts ->
      {:ok, %HttpResponse{
        status: 201,
        body_decoded: %{
          "id" => "card_123",
          "state" => "active",
          "install_url" => "https://install.example.com/card_123"
        }
      }}
    end)

    assert {:ok, card} = AccessGrid.AccessCards.issue(%{
      card_template_id: "tmpl_123",
      full_name: "Test User"
    })

    assert card.id == "card_123"
    assert card.state == "active"
  end
end
Testing Error Handling
test "handles not found errors" do
  expect(AccessGrid.HttpClient.Mock, :get, fn _url, _opts ->
    {:error, %AccessGrid.HttpFailure{
      status: 404,
      reason: :not_found,
      body_decoded: %{"error" => "Card not found"}
    }}
  end)

  assert {:error, :not_found, failure} = AccessGrid.AccessCards.get("invalid_id")
  assert failure.status == 404
end

test "handles validation errors" do
  expect(AccessGrid.HttpClient.Mock, :post, fn _url, _opts ->
    {:error, %AccessGrid.HttpFailure{
      status: 422,
      reason: :unprocessable_entity,
      body_decoded: %{"errors" => ["card_template_id is required"]}
    }}
  end)

  assert {:error, :validation_failed, failure} = AccessGrid.AccessCards.issue(%{})
  assert failure.status == 422
end
Using Explicit Clients
For more control in tests, pass an explicit client instead of relying on config:
setup do
  client = AccessGrid.Client.new(
    account_id: "test_account",
    api_secret: "test_secret"
  )

  {:ok, client: client}
end

test "uses explicit client", %{client: client} do
  expect(AccessGrid.HttpClient.Mock, :get, fn url, opts ->
    # Verify the client credentials were used
    assert opts[:headers]["X-ACCT-ID"] == "test_account"
    {:ok, %HttpResponse{status: 200, body_decoded: %{"id" => "card_123"}}}
  end)

  AccessGrid.AccessCards.get("card_123", client: client)
end
Using Gestalt for Config Isolation
For async tests that need different config values, use Gestalt:
setup do
  # Override config for this test process only
  Gestalt.replace_config(:accessgrid, :account_id, "test_account", self())
  Gestalt.replace_config(:accessgrid, :api_secret, "test_secret", self())
  :ok
end
This allows async tests to run with different configurations without interfering with each other.
Creating a Test Helper
For cleaner tests, create a helper module with a __using__ macro:
# test/support/accessgrid_testing.ex
defmodule MyApp.AccessGridTesting do
  @moduledoc """
  Test helper for AccessGrid mocking.

  ## Usage

      # Default - uses mock HTTP client
      use MyApp.AccessGridTesting

      # Live mode - uses real HTTP client for integration tests
      use MyApp.AccessGridTesting, live: true

  Then use `mock_http_client/0` to set expectations:

      expect(mock_http_client(), :get, fn _url, _opts ->
        {:ok, %HttpResponse{status: 200, body_decoded: %{"id" => "abc"}}}
      end)
  """

  defmacro __using__(opts) do
    quote do
      import Mox
      import MyApp.AccessGridTesting

      alias AccessGrid.HttpFailure
      alias AccessGrid.HttpResponse

      setup :verify_on_exit!

      setup do
        if unquote(opts[:live]) == true do
          # Use real HTTP client for integration tests
          # `AccessGrid.HttpClient.Req` is the default http client
          Mox.stub_with(AccessGrid.HttpClient.Mock, AccessGrid.HttpClient.Req)
        end

        :ok
      end
    end
  end

  def mock_http_client, do: AccessGrid.HttpClient.Mock

  # Convenience helpers for common responses

  def mock_card_response(attrs \\ %{}) do
    Map.merge(
      %{
        "id" => "card_#{System.unique_integer([:positive])}",
        "state" => "active",
        "install_url" => "https://install.example.com",
        "full_name" => "Test User"
      },
      attrs
    )
  end

  def expect_card_issue(response_attrs \\ %{}) do
    expect(mock_http_client(), :post, fn _url, _opts ->
      {:ok, %HttpResponse{status: 201, body_decoded: mock_card_response(response_attrs)}}
    end)
  end

  def expect_card_get(card_id, response_attrs \\ %{}) do
    expect(mock_http_client(), :get, fn url, _opts ->
      assert url =~ card_id
      {:ok, %HttpResponse{status: 200, body_decoded: mock_card_response(response_attrs)}}
    end)
  end

  def expect_not_found do
    expect(mock_http_client(), :get, fn _url, _opts ->
      {:error, %HttpFailure{status: 404, reason: :not_found}}
    end)
  end
end
Usage with mocked HTTP (default):
defmodule MyApp.CardServiceTest do
  use ExUnit.Case, async: true
  use MyApp.AccessGridTesting

  test "issues a card" do
    expect_card_issue(%{"full_name" => "Jane Doe"})

    {:ok, card} = AccessGrid.AccessCards.issue(%{card_template_id: "tmpl_123"})
    assert card.full_name == "Jane Doe"
  end

  test "handles not found" do
    expect_not_found()

    assert {:error, :not_found, _} = AccessGrid.AccessCards.get("invalid")
  end
end
Usage with live HTTP (integration tests):
defmodule MyApp.CardServiceIntegrationTest do
  use ExUnit.Case, async: false
  use MyApp.AccessGridTesting, live: true

  # These tests hit the real AccessGrid API
  # Make sure you have valid credentials configured

  @tag :integration
  test "actually issues a card" do
    {:ok, card} = AccessGrid.AccessCards.issue(%{
      card_template_id: "real_template_id",
      full_name: "Integration Test"
    })

    assert card.id
  end
end
Run integration tests separately:
# Skip integration tests (default)
mix test --exclude integration

# Run only integration tests
mix test --only integration



  

    LICENSE


MIT License

Copyright (c) 2026 AccessGrid

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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AccessGrid is an Elixir SDK for interacting with the AccessGrid.com API. This SDK provides a simple interface for managing NFC key cards, card templates, landing pages, credential profiles, webhooks, HID Origo organizations, and ledger items. Full docs at https://www.accessgrid.com/docs.
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Installation
Add accessgrid to your list of dependencies in mix.exs:
def deps do
  [
    {:accessgrid, "~> 0.1.0"}
  ]
end
Configuration
The SDK reads credentials from your application config. Add them in config/runtime.exs so environment variables are picked up at boot:
# config/runtime.exs
import Config

config :accessgrid,
  account_id: System.get_env("ACCESSGRID_ACCOUNT_ID"),
  api_secret: System.get_env("ACCESSGRID_API_SECRET")
For static values (set at compile time) use config/config.exs instead. Either file works — the SDK doesn't care where the config came from.
With credentials in config, every SDK call resolves them automatically:
{:ok, card} = AccessGrid.AccessPasses.get("card_id")
This is the default path for single-tenant apps.
Using a custom client
For multi-tenant scenarios, testing, or scripted operations against multiple accounts, pass credentials explicitly via AccessGrid.Client.new/1:
client = AccessGrid.Client.new(
  account_id: "your_account_id",
  api_secret: "your_api_secret"
)

{:ok, card} = AccessGrid.AccessPasses.get("card_id", client: client)
Every SDK function accepts client: as an option; when omitted, it falls back to the project config.
Quick Start
# Issue a new card
{:ok, card} = AccessGrid.AccessPasses.issue(%{
  card_template_id: "template_id",
  full_name: "Employee Name",
  email: "employee@company.com"
})

IO.puts("Install URL: #{card.install_url}")
API Reference
Access passes
Issue a new card
{:ok, card} = AccessGrid.AccessPasses.issue(%{
  card_template_id: "template_id",
  employee_id: "123456789",
  card_number: "16187",
  site_code: "100",
  full_name: "Employee Name",
  email: "employee@yourwebsite.com",
  phone_number: "+19547212241",
  classification: "full_time",
  start_date: "2025-01-31T22:46:25.601Z",
  expiration_date: "2025-04-30T22:46:25.601Z",
  employee_photo: AccessGrid.Utils.base64_file!("path/to/photo.png"),
  metadata: %{department: "Engineering"}
})

IO.puts("Install URL: #{card.install_url}")
Get a card
{:ok, card} = AccessGrid.AccessPasses.get("card_id")

IO.puts("Card ID: #{card.id}")
IO.puts("State: #{card.state}")
IO.puts("Full Name: #{card.full_name}")
IO.puts("Install URL: #{card.install_url}")
IO.puts("Expiration Date: #{card.expiration_date}")
IO.puts("Card Number: #{card.card_number}")
IO.puts("Site Code: #{card.site_code}")
IO.puts("Devices: #{length(card.devices)}")
IO.puts("Metadata: #{inspect(card.metadata)}")
Update a card
{:ok, card} = AccessGrid.AccessPasses.update("card_id", %{
  employee_id: "987654321",
  full_name: "Updated Employee Name",
  classification: "contractor",
  expiration_date: "2025-02-22T21:04:03.664Z"
})
List cards
# List all cards for a template
{:ok, cards} = AccessGrid.AccessPasses.list("template_id")

# List cards filtered by state
{:ok, active_cards} = AccessGrid.AccessPasses.list("template_id", state: "active")
Manage card states
# Suspend a card
{:ok, card} = AccessGrid.AccessPasses.suspend("card_id")

# Resume a card
{:ok, card} = AccessGrid.AccessPasses.resume("card_id")

# Unlink a card
{:ok, card} = AccessGrid.AccessPasses.unlink("card_id")

# Delete a card
{:ok, card} = AccessGrid.AccessPasses.delete("card_id")
Card templates
Create a template
All template fields are flat — no design: or support_info: wrappers. Pair image params with AccessGrid.Utils.base64_file!/1.
{:ok, result} = AccessGrid.Console.create_template(%{
  name: "Employee NFC key",
  platform: "apple",
  use_case: "corporate_id",
  protocol: "desfire",
  allow_on_multiple_devices: true,
  watch_count: 2,
  iphone_count: 3,
  background_color: "#FFFFFF",
  label_color: "#000000",
  label_secondary_color: "#333333",
  background: AccessGrid.Utils.base64_file!("path/to/background.png"),
  logo: AccessGrid.Utils.base64_file!("path/to/logo.png"),
  icon: AccessGrid.Utils.base64_file!("path/to/icon.png"),
  support_url: "https://help.yourcompany.com",
  support_phone_number: "+1-555-123-4567",
  support_email: "support@yourcompany.com",
  privacy_policy_url: "https://yourcompany.com/privacy",
  terms_and_conditions_url: "https://yourcompany.com/terms",
  credential_profiles: ["cp_ex_id_1"],
  landing_pages: ["lp_ex_id_1"],
  metadata: %{version: "1.0"}
})

IO.puts("Template ID: #{result.id}")
IO.puts("Estimated Publishing: #{result.estimated_publishing_date}")
Update a template
{:ok, result} = AccessGrid.Console.update_template("template_id", %{
  name: "Updated Employee NFC key",
  watch_count: 3,
  support_url: "https://help.yourcompany.com",
  support_email: "newsupport@yourcompany.com"
})
Read a template
The same endpoint serves both single templates and template pairs. Pattern match on the returned struct to tell them apart.
case AccessGrid.Console.read_template("template_id") do
  {:ok, %AccessGrid.CardTemplate{} = template} ->
    IO.puts("Name: #{template.name}")
    IO.puts("Platform: #{template.platform}")
    IO.puts("Background color: #{template.background_color}")
    IO.puts("Support email: #{template.support_email}")
    IO.puts("Watch count: #{template.watch_count}")
    IO.puts("Allow on multiple devices: #{template.allow_on_multiple_devices}")
    IO.puts("Issued keys: #{template.issued_keys_count}")
    IO.puts("Active keys: #{template.active_keys_count}")
    IO.puts("Credential profiles: #{inspect(template.credential_profiles)}")
    IO.puts("Landing pages: #{inspect(template.landing_pages)}")

  {:ok, %AccessGrid.CardTemplatePair{} = pair} ->
    IO.puts("Pair: #{pair.name}")
    Enum.each(pair.templates, fn t -> IO.puts(" - #{t.platform}: #{t.id}") end)
end
Get event logs
{:ok, events, pagination} = AccessGrid.Console.get_logs("template_id",
  page: 1,
  per_page: 50,
  filters: %{
    device: "mobile",
    start_date: "2025-01-01T00:00:00Z",
    end_date: "2025-01-31T23:59:59Z",
    event_type: "access_pass.installed"
  }
)

Enum.each(events, fn event ->
  IO.puts("#{event.created_at}: #{event.event}")
end)

IO.puts("Page #{pagination["current_page"]} of #{pagination["total_pages"]}")
iOS preflight
Returns the Apple In-App Provisioning preflight bundle for an access pass.
{:ok, preflight} = AccessGrid.Console.ios_preflight(
  "template_id",
  %{access_pass_ex_id: "ap_abc123"}
)

IO.puts("Provisioning credential: #{preflight.provisioning_credential_identifier}")
IO.puts("Sharing instance: #{preflight.sharing_instance_identifier}")
IO.puts("Card template: #{preflight.card_template_identifier}")
IO.puts("Environment: #{preflight.environment_identifier}")
Publish a template
For Android+SEOS templates, Rails also syncs the template to the HID portal. If the sync fails the template rolls back to draft and the call returns {:error, :validation_failed, _}.
{:ok, result} = AccessGrid.Console.publish_template("template_id")

IO.puts("Template #{result.id} status: #{result.status}")
# status is one of: "publishing" (already in flight), "in-review" (Apple
# queued), or "ready" (Android immediate)
Reveal SmartTap credentials
Returns the template's smart_tap_key encrypted with your ephemeral public key. Each request needs a fresh keypair (Rails enforces single-use by fingerprint, and rate-limits to 1 per minute per account).
# Generate an ephemeral EC keypair (e.g. via openssl)
{pub_pem, 0} = System.cmd("openssl", ["ec", "-in", "priv.pem", "-pubout"])

{:ok, reveal} = AccessGrid.Console.reveal_smart_tap(
  "template_id",
  %{client_public_key: pub_pem}
)

IO.puts("Key version: #{reveal.key_version}")
IO.puts("Collector ID: #{reveal.collector_id}")
IO.puts("Fingerprint: #{reveal.fingerprint}")
IO.inspect(reveal.encrypted_private_key, label: "envelope")
# encrypted_private_key is a map: %{"alg" => ..., "ephemeral_public_key" => ..., "iv" => ..., "ciphertext" => ..., "tag" => ...}
# Decrypt with your matching private key.
If you retry with the same public key, the call returns {:error, :conflict, _} (single-use enforcement).
Card template pairs
List template pairs
{:ok, pairs, pagination} = AccessGrid.Console.list_card_template_pairs(
  page: 1,
  per_page: 25
)

Enum.each(pairs, fn pair ->
  IO.puts("#{pair.name}: iOS=#{pair.ios_template.id}, Android=#{pair.android_template.id}")
end)
Create a template pair
Pairs two existing card templates (one Apple, one Android) for cross-platform issuance. Both templates must be status: "ready" and use a compatible protocol combination (both SEOS, or Apple-DESFire + Android-SmartTap).
{:ok, pair} = AccessGrid.Console.create_card_template_pair(%{
  name: "Cross-Platform Employee Badge",
  apple_card_template_id: "tpl_apple_xyz",
  google_card_template_id: "tpl_android_xyz"
})

IO.puts("Pair ID: #{pair.id}")
Landing pages
List landing pages
{:ok, pages} = AccessGrid.Console.list_landing_pages()

Enum.each(pages, fn page -> IO.puts("#{page.id}: #{page.name} (#{page.kind})") end)
Create a landing page
{:ok, page} = AccessGrid.Console.create_landing_page(%{
  name: "Lobby Access",
  kind: "universal",
  additional_text: "Welcome — install your pass on your phone",
  bg_color: "#1a1a1a",
  allow_immediate_download: true,
  logo: AccessGrid.Utils.base64_file!("path/to/logo.png")
})

IO.puts("Landing page ID: #{page.id}")
IO.puts("Logo URL: #{page.logo_url}")
Update a landing page
kind is immutable after creation — passing a different value yields a {:error, :validation_failed, _}. Other fields can be updated freely.
{:ok, page} = AccessGrid.Console.update_landing_page("lp_ex_id_1", %{
  name: "Lobby Access (renamed)",
  password: "letmein",
  is_2fa_enabled: true
})
Credential profiles
List credential profiles
{:ok, profiles} = AccessGrid.Console.list_credential_profiles()

Enum.each(profiles, fn p -> IO.puts("#{p.id}: #{p.name} (aid=#{p.aid})") end)
Create a credential profile
Each app has a fixed required key count: KEY-ID-main and KEY-ID-alt need 2 keys, ag_main needs 3. Passing the wrong number yields {:error, :validation_failed, _}.
{:ok, profile} = AccessGrid.Console.create_credential_profile(%{
  name: "Office Reader",
  app_name: "KEY-ID-main",
  keys: [
    %{value: "00112233445566778899AABBCCDDEEFF"},
    %{value: "FFEEDDCCBBAA99887766554433221100", keys_diversified: true}
  ]
})

IO.puts("Profile ID: #{profile.id}")
IO.puts("AID: #{profile.aid}")
IO.inspect(profile.keys, label: "keys")
IO.inspect(profile.files, label: "files")
Webhooks
List webhooks
{:ok, webhooks, pagination} = AccessGrid.Console.list_webhooks(page: 1, per_page: 50)

Enum.each(webhooks, fn wh ->
  IO.puts("#{wh.id}: #{wh.name} (#{wh.auth_method}) → #{wh.url}")
end)
Create a webhook
auth_method is either "bearer_token" (default) or "mtls". Sensitive fields appear on the create response only once:
	bearer_token: private_key is returned — store it immediately, it cannot be retrieved later.
	mtls: client_cert (PEM) and cert_expires_at are returned.

{:ok, webhook} = AccessGrid.Console.create_webhook(%{
  name: "Production",
  url: "https://example.com/hooks",
  subscribed_events: ["ag.access_pass.issued", "ag.card_template.created"],
  auth_method: "bearer_token"
})

IO.puts("Webhook ID: #{webhook.id}")
IO.puts("Private key (store now — not retrievable later): #{webhook.private_key}")
Delete a webhook
Returns :ok (flat, not {:ok, _}) on success since Rails returns 204 No Content.
:ok = AccessGrid.Console.delete_webhook("webhook_id")
HID orgs
List HID orgs
{:ok, orgs} = AccessGrid.Console.list_hid_orgs()

Enum.each(orgs, fn org -> IO.puts("#{org.id}: #{org.name} (status=#{org.status})") end)
Create a HID org
Idempotent on the derived slug — if an org with the same slug already exists, Rails returns the existing record with 200 instead of creating a new one.
{:ok, org} = AccessGrid.Console.create_hid_org(%{
  name: "Acme Corp",
  full_address: "1 Acme Plaza, NY 10001",
  phone: "+1-555-0100",
  first_name: "Wile E.",
  last_name: "Coyote"
})

IO.puts("HID org ID: #{org.id}")
IO.puts("Slug: #{org.slug}")
Activate a HID org
Completes registration with the HID portal using the org's registered email and the customer's HID portal password.
{:ok, org} = AccessGrid.Console.activate_hid_org(%{
  email: "admin@acme.com",
  password: "hid-portal-password"
})

IO.puts("Status: #{org.status}")
Rails may return extra fields (already_completed: true if the org is already activated, job_queued: true if a registration job is in flight) — these aren't surfaced on the struct. Inspect org.status for the current state.
Ledger items
List ledger items
{:ok, items, pagination} = AccessGrid.Console.list_ledger_items(
  page: 1,
  per_page: 50,
  start_date: "2026-01-01T00:00:00Z",
  end_date: "2026-12-31T23:59:59Z"
)

Enum.each(items, fn item ->
  IO.puts("#{item.created_at}: #{item.kind} $#{item.amount}")
  if item.access_pass, do: IO.puts("  pass: #{item.access_pass.full_name}")
end)
Utilities
Encode an image as base64
AccessGrid.Utils.base64_file!/1 reads a file from the local filesystem and returns its contents Base64-encoded as a string — suitable for any of the SDK's image-accepting params (background, logo, icon on create_template; logo on create_landing_page; employee_photo on AccessPasses.issue).
# Bang variant — raises File.Error if the path doesn't exist
b64 = AccessGrid.Utils.base64_file!("path/to/badge.png")

# Tuple variant — returns {:ok, encoded} or {:error, posix_reason}
case AccessGrid.Utils.base64_file("path/to/badge.png") do
  {:ok, b64} -> # ...
  {:error, :enoent} -> # file missing
end
The helper does not validate the file's contents — Rails enforces format and size limits (PNG/JPEG, 10MB max) and returns clear errors. No URL support: if you have an image at a URL, fetch it with your own HTTP client and Base.encode64/1 the bytes.
Error Handling
All functions return {:ok, result} (or {:ok, list, pagination} for paginated lists, or :ok for delete_webhook) on success, or {:error, reason, failure} on failure:
case AccessGrid.AccessPasses.get("card_id") do
  {:ok, card} ->
    IO.puts("Found card: #{card.full_name}")

  {:error, :not_found, _failure} ->
    IO.puts("Card not found")

  {:error, :unauthorized, _failure} ->
    IO.puts("Invalid credentials")

  {:error, :validation_failed, failure} ->
    IO.puts("Validation error: #{inspect(failure.body_decoded)}")

  {:error, reason, _failure} ->
    IO.puts("Request failed: #{reason}")
end
Error reasons include:
	:unauthorized - Invalid credentials (401)
	:forbidden - Access denied (403)
	:not_found - Resource not found (404)
	:conflict - Conflict with current resource state (409) — e.g. reveal_smart_tap retried with a pubkey that's already been used
	:validation_failed - Invalid parameters (422)
	:rate_limited - Too many requests (429)
	:timeout - Request timeout
	:server_error - Server error (5xx)
	:request_failed - Other failures
	:missing_required - Local validation caught a missing/blank required field before any HTTP call. The third element is a non-empty list of atom field names (e.g. [:template_id, :access_pass_ex_id]) — not an HttpFailure. See AccessGrid.Params.

The third element (failure) is an AccessGrid.HttpFailure struct with additional context like status code and response body, except for :missing_required (see above — that variant carries a list of field-name atoms instead).
Testing
See the Testing Guide for detailed examples of how to mock AccessGrid in your tests.
Security
The SDK automatically handles:
	Request signing using HMAC-SHA256
	Secure payload encoding
	Authentication headers
	HTTPS communication

Never expose your api_secret in client-side code. Always use environment variables or a secure configuration management system.
Contributing
Bug reports and pull requests are welcome on GitHub.
Development
Requirements
	Elixir 1.17 or higher
	OTP 26 or higher

Note: A .tool-versions file exists. asdf users can install these requirements with asdf install from the project root.

Initial setup
After checking out the repo, run the doctor script to verify your environment:
bin/dev/doctor

Run tests:
mix test

Run all checks (format, credo, dialyzer):
bin/dev/audit

License
The package is available as open source under the terms of the MIT License.

      




  

    
AccessGrid.AccessPasses 
    



      
Manages access-pass lifecycle operations against /v1/key-cards.
All functions accept an optional :client in opts. If not provided,
credentials are loaded from application config via Gestalt.
Examples
# Using explicit client
client = AccessGrid.Client.new(account_id: "...", api_secret: "...")
AccessGrid.AccessPasses.issue(%{card_template_id: "tmpl_123"}, client: client)

# Using config (client resolved automatically)
AccessGrid.AccessPasses.get("card_abc123")
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        result()

      


    





  
    Functions
  


    
      
        delete(card_id, opts \\ [])

      


        Deletes a key card.



    


    
      
        get(card_id, opts \\ [])

      


        Retrieves a key card by ID.



    


    
      
        issue(params, opts \\ [])

      


        Issues a new key card.



    


    
      
        list(template_id, opts \\ [])

      


        Lists key cards for a template.



    


    
      
        resume(card_id, opts \\ [])

      


        Resumes a suspended key card.



    


    
      
        suspend(card_id, opts \\ [])

      


        Suspends a key card.



    


    
      
        unlink(card_id, opts \\ [])

      


        Unlinks a key card from its device.



    


    
      
        update(card_id, params, opts \\ [])

      


        Updates a key card.
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      list_result()



        
          
        

    

  


  

      

          @type list_result() ::
  {:ok, [AccessGrid.AccessPass.t()]}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() ::
  {:ok, AccessGrid.AccessPass.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      delete(card_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(
  String.t(),
  keyword()
) :: result()


      


Deletes a key card.
Examples
AccessGrid.AccessPasses.delete("card_abc123")

  



    

  
    
      
    
    
      get(card_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get(
  String.t(),
  keyword()
) :: result()


      


Retrieves a key card by ID.
Examples
AccessGrid.AccessPasses.get("card_abc123")

  



    

  
    
      
    
    
      issue(params, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(
  map(),
  keyword()
) :: result()


      


Issues a new key card.
Parameters
	params - Map with card parameters (card_template_id, full_name, etc.)
	opts - Options including :client

Examples
AccessGrid.AccessPasses.issue(%{
  card_template_id: "tmpl_123",
  full_name: "John Doe"
})

  



    

  
    
      
    
    
      list(template_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list(
  String.t(),
  keyword()
) :: list_result()


      


Lists key cards for a template.
Options
	:state - Filter by card state (e.g., "active", "suspended")
	:client - Client for authentication

Examples
AccessGrid.AccessPasses.list("tmpl_123")
AccessGrid.AccessPasses.list("tmpl_123", state: "active")

  



    

  
    
      
    
    
      resume(card_id, opts \\ [])



        
          
        

    

  


  

      

          @spec resume(
  String.t(),
  keyword()
) :: result()


      


Resumes a suspended key card.
Examples
AccessGrid.AccessPasses.resume("card_abc123")

  



    

  
    
      
    
    
      suspend(card_id, opts \\ [])



        
          
        

    

  


  

      

          @spec suspend(
  String.t(),
  keyword()
) :: result()


      


Suspends a key card.
Examples
AccessGrid.AccessPasses.suspend("card_abc123")

  



    

  
    
      
    
    
      unlink(card_id, opts \\ [])



        
          
        

    

  


  

      

          @spec unlink(
  String.t(),
  keyword()
) :: result()


      


Unlinks a key card from its device.
Examples
AccessGrid.AccessPasses.unlink("card_abc123")
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          @spec update(String.t(), map(), keyword()) :: result()


      


Updates a key card.
Examples
AccessGrid.AccessPasses.update("card_abc123", %{full_name: "New Name"})

  


        

      


  

    
AccessGrid.Console 
    



      
Manages enterprise template and logging operations.
This module provides functions for card template management (create, update, read),
retrieving activity logs, and listing template pairs. These are enterprise-only
features requiring special account permissions.
Examples
# Create a new template
{:ok, result} = AccessGrid.Console.create_template(%{
  name: "Employee Badge",
  platform: "apple",
  use_case: "employee_badge",
  protocol: "desfire"
})

# Read full template details
{:ok, template} = AccessGrid.Console.read_template(result.id)

# Get activity logs
{:ok, logs, pagination} = AccessGrid.Console.get_logs(template.id)
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    Functions
  


    
      
        activate_hid_org(params, opts \\ [])

      


        Completes registration for an HID Origo organization (activate).



    


    
      
        create_card_template_pair(params, opts \\ [])

      


        Creates a card template pair from an existing Apple and Google template.



    


    
      
        create_credential_profile(params, opts \\ [])

      


        Creates a new credential profile.



    


    
      
        create_hid_org(params, opts \\ [])

      


        Registers a new HID Origo organization for the account.



    


    
      
        create_landing_page(params, opts \\ [])

      


        Creates a new landing page.



    


    
      
        create_template(params, opts \\ [])

      


        Creates a new card template.



    


    
      
        create_webhook(params, opts \\ [])

      


        Creates a new webhook subscription.



    


    
      
        delete_webhook(webhook_id, opts \\ [])

      


        Deletes a webhook subscription.



    


    
      
        get_logs(template_id, opts \\ [])

      


        Retrieves activity logs for a card template.



    


    
      
        ios_preflight(template_id, params, opts \\ [])

      


        Runs Apple Wallet In-App Provisioning preflight for an access pass.



    


    
      
        list_card_template_pairs(opts \\ [])

      


        Lists all pass template pairs for the account.



    


    
      
        list_credential_profiles(opts \\ [])

      


        Lists all credential profiles for the account.



    


    
      
        list_hid_orgs(opts \\ [])

      


        Lists HID Origo organizations registered to the account.



    


    
      
        list_landing_pages(opts \\ [])

      


        Lists all landing pages for the account.



    


    
      
        list_ledger_items(opts \\ [])

      


        Lists ledger items for the account, paginated and optionally date-filtered.



    


    
      
        list_webhooks(opts \\ [])

      


        Lists webhook subscriptions for the account.



    


    
      
        publish_template(template_id, opts \\ [])

      


        Publishes a card template, moving it out of draft toward ready or in-review.



    


    
      
        read_template(template_id, opts \\ [])

      


        Retrieves a card template or card template pair by id.



    


    
      
        reveal_smart_tap(template_id, params, opts \\ [])

      


        Reveals Smart Tap credentials for a card template, encrypted with the
caller's ephemeral public key.



    


    
      
        update_landing_page(landing_page_id, params, opts \\ [])

      


        Updates an existing landing page.



    


    
      
        update_template(template_id, params, opts \\ [])

      


        Updates an existing card template.
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          @type credential_profile_result() ::
  {:ok, AccessGrid.CredentialProfile.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}


      



  



  
    
      
    
    
      credential_profiles_result()



        
          
        

    

  


  

      

          @type credential_profiles_result() ::
  {:ok, [AccessGrid.CredentialProfile.t()]}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type hid_org_result() ::
  {:ok, AccessGrid.HidOrg.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type hid_orgs_result() ::
  {:ok, [AccessGrid.HidOrg.t()]}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type ios_preflight_result() ::
  {:ok, AccessGrid.IosPreflight.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type landing_page_result() ::
  {:ok, AccessGrid.LandingPage.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type landing_pages_result() ::
  {:ok, [AccessGrid.LandingPage.t()]}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}


      



  



  
    
      
    
    
      ledger_items_result()



        
          
        

    

  


  

      

          @type ledger_items_result() ::
  {:ok, [AccessGrid.LedgerItem.t()], map()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type logs_result() ::
  {:ok, [AccessGrid.Event.t()], map()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type pair_summary_result() ::
  {:ok, AccessGrid.CardTemplatePair.Summary.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type pairs_result() ::
  {:ok, [AccessGrid.CardTemplatePair.Summary.t()], map()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type publish_result() ::
  {:ok, AccessGrid.CardTemplate.PublishResult.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type result() ::
  {:ok, AccessGrid.CardTemplate.Result.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}


      



  



  
    
      
    
    
      smart_tap_reveal_result()



        
          
        

    

  


  

      

          @type smart_tap_reveal_result() ::
  {:ok, AccessGrid.SmartTapReveal.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type template_result() ::
  {:ok, AccessGrid.CardTemplate.t() | AccessGrid.CardTemplatePair.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type webhook_delete_result() ::
  :ok
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type webhook_result() ::
  {:ok, AccessGrid.Webhook.t()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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          @type webhooks_result() ::
  {:ok, [AccessGrid.Webhook.t()], map()}
  | {:error, AccessGrid.Types.api_error_reason(),
     AccessGrid.HttpFailure.t() | [atom(), ...]}
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      activate_hid_org(params, opts \\ [])



        
          
        

    

  


  

      

          @spec activate_hid_org(
  map(),
  keyword()
) :: hid_org_result()


      


Completes registration for an HID Origo organization (activate).
Rails may return extra fields on the response (already_completed: true when
the org is already activated, job_queued: true when a registration job is
in flight). Those flags are not surfaced on the returned struct — inspect
org.status to determine activation state.
Parameters
	params - Map with:
	:email - Email used to register the org
	:password - HID portal password


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %HidOrg{}} - 200 OK (fresh, already-complete, or no-op)
	{:error, reason, %HttpFailure{}} - 404 if no org matches the email


  



    

  
    
      
    
    
      create_card_template_pair(params, opts \\ [])



        
          
        

    

  


  

      

          @spec create_card_template_pair(
  map(),
  keyword()
) :: pair_summary_result()


      


Creates a card template pair from an existing Apple and Google template.
The Rails API enforces several validations before the pair is created:
	Both referenced templates must belong to the current account (404 otherwise).
	Apple template must have platform == "apple" and Google template platform == "android" (422).
	Protocol combination must be either both SEOS, or Apple DESFire + Google Smart Tap (422).
	Both templates must be in status == "ready" (i.e. published) (422).

Parameters
	params - Map with:
	:name - Name for the new pair (required)
	:apple_card_template_id - ex_id of the published Apple template
	:google_card_template_id - ex_id of the published Google template


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CardTemplatePair.Summary{}} - Pair created. Same shape as items returned by
list_card_template_pairs/1.
	{:error, reason, %HttpFailure{}} - Creation failed.
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          @spec create_credential_profile(
  map(),
  keyword()
) :: credential_profile_result()


      


Creates a new credential profile.
Parameters
	params - Map with:
	:name - Display name (required)
	:app_name - Reader app name (optional, defaults to "KEY-ID-main")
	:keys - List of %{value, keys_diversified?, source_key_index?} maps;
length must match the app's required key count
	:file_id - Hex file id string (optional, defaults to "00")


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CredentialProfile{}} - Created
	{:error, reason, %HttpFailure{}} - 422 on invalid app_name, wrong key count, or validation failure


  



    

  
    
      
    
    
      create_hid_org(params, opts \\ [])



        
          
        

    

  


  

      

          @spec create_hid_org(
  map(),
  keyword()
) :: hid_org_result()


      


Registers a new HID Origo organization for the account.
Idempotent on name → slug: if an org with the derived slug already exists,
Rails returns the existing record with status 200 instead of creating a new one.
Parameters
	params - Map with:
	:name - Display name (required)
	:full_address - Full mailing address
	:phone - Contact phone number
	:first_name - Primary contact first name
	:last_name - Primary contact last name


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %HidOrg{}} - Created (201) or existing (200)
	{:error, reason, %HttpFailure{}} - 422 on validation failure


  



    

  
    
      
    
    
      create_landing_page(params, opts \\ [])



        
          
        

    

  


  

      

          @spec create_landing_page(
  map(),
  keyword()
) :: landing_page_result()


      


Creates a new landing page.
Parameters
	params - Map with:
	:name - Display name (required)
	:kind - Landing page kind (required; immutable after creation)
	:additional_text, :bg_color, :allow_immediate_download,
:password, :is_2fa_enabled - Optional fields
	:logo - Base64-encoded PNG or JPEG image (optional)


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %LandingPage{}} - Created
	{:error, reason, %HttpFailure{}} - Creation failed


  



    

  
    
      
    
    
      create_template(params, opts \\ [])



        
          
        

    

  


  

      

          @spec create_template(
  map(),
  keyword()
) :: result()


      


Creates a new card template.
Params are passed straight through to Rails — pass top-level keys using the
exact wire names (no nested design: / support_info: wrappers). Image fields
(background, logo, icon) accept base64-encoded strings; see
AccessGrid.Utils.base64_file/1 for a helper.
Parameters
	params - Template configuration:
	:name - Display name for the template (required)
	:platform - "apple" or "android" (required)
	:use_case - e.g. "employee_badge" (required)
	:protocol - "desfire" (Apple), "seos", or "smart_tap" (Android)
	:allow_on_multiple_devices, :watch_count, :iphone_count - Device limits
	:background_color, :label_color, :label_secondary_color - Style settings
	:background, :logo, :icon - Base64-encoded PNG/JPEG images (max 10MB decoded)
	:support_url, :support_phone_number, :support_email - Support contact info
	:privacy_policy_url, :terms_and_conditions_url - Legal URLs
	:credential_profiles - List of credential-profile ex_id strings to attach
	:landing_pages - List of landing-page ex_id strings to attach
	:metadata - Custom metadata map


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CardTemplate.Result{}} - Template created successfully
	{:error, reason, %HttpFailure{}} - Creation failed


  



    

  
    
      
    
    
      create_webhook(params, opts \\ [])



        
          
        

    

  


  

      

          @spec create_webhook(
  map(),
  keyword()
) :: webhook_result()


      


Creates a new webhook subscription.
Parameters
	params - Map with:
	:name - Display name
	:url - HTTPS endpoint to receive events
	:subscribed_events - List of event names (e.g. ["ag.access_pass.issued"])
	:auth_method - "bearer_token" (default) or "mtls"


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %Webhook{}} - Created. For bearer_token, the struct includes
private_key (sensitive — store on receipt, Rails does not return it
again). For mtls, the struct includes client_cert and cert_expires_at.
	{:error, reason, %HttpFailure{}} - 422 on empty or invalid subscribed_events.


  



    

  
    
      
    
    
      delete_webhook(webhook_id, opts \\ [])



        
          
        

    

  


  

      

          @spec delete_webhook(
  String.t(),
  keyword()
) :: webhook_delete_result()


      


Deletes a webhook subscription.
Parameters
	webhook_id - The webhook ID to delete
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	:ok - Deleted (Rails returns 204 No Content; there is no body)
	{:error, reason, %HttpFailure{}} - 404 if id missing


  



    

  
    
      
    
    
      get_logs(template_id, opts \\ [])



        
          
        

    

  


  

      

          @spec get_logs(
  String.t(),
  keyword()
) :: logs_result()


      


Retrieves activity logs for a card template.
Parameters
	template_id - The template ID to get logs for
	opts - Options:	:client - Client struct (optional, defaults to config)
	:page - Page number (default: 1)
	:per_page - Results per page (default: 50, max: 100)
	:filters - Map with optional filters:	:device - "mobile" or "watch"
	:start_date - ISO8601 timestamp
	:end_date - ISO8601 timestamp
	:event_type - Event type string





Returns
	{:ok, [%Event{}], pagination} - List of events and pagination info
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      ios_preflight(template_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec ios_preflight(String.t(), map(), keyword()) :: ios_preflight_result()


      


Runs Apple Wallet In-App Provisioning preflight for an access pass.
Returns the identifiers needed to drive the iOS provisioning flow. Note that
Rails returns these keys in camelCase (Apple convention); the resulting struct
uses snake_case Elixir-idiomatic field names.
Parameters
	template_id - The card template ID containing the access pass
	params - Map with:	:access_pass_ex_id - ex_id of the access pass to preflight (required)


	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %IosPreflight{}} - Preflight identifiers
	{:error, reason, %HttpFailure{}} - Preflight failed (404 if template or access pass missing)


  



    

  
    
      
    
    
      list_card_template_pairs(opts \\ [])



        
          
        

    

  


  

      

          @spec list_card_template_pairs(keyword()) :: pairs_result()


      


Lists all pass template pairs for the account.
Template pairs combine an iOS and Android template for cross-platform pass issuance.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)
	:page - Page number (default: 1)
	:per_page - Results per page (default: 50, max: 100)



Returns
	{:ok, [%CardTemplatePair.Summary{}], pagination} - List of pairs and pagination info
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      list_credential_profiles(opts \\ [])



        
          
        

    

  


  

      

          @spec list_credential_profiles(keyword()) :: credential_profiles_result()


      


Lists all credential profiles for the account.
Rails returns a flat JSON array — no wrapper, no pagination — so the result
is {:ok, list} rather than {:ok, list, pagination}.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, [%CredentialProfile{}]} - List of credential profiles (may be empty)
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      list_hid_orgs(opts \\ [])



        
          
        

    

  


  

      

          @spec list_hid_orgs(keyword()) :: hid_orgs_result()


      


Lists HID Origo organizations registered to the account.
Rails returns a flat JSON array — no wrapper, no pagination.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, [%HidOrg{}]} - List of HID orgs (may be empty)
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      list_landing_pages(opts \\ [])



        
          
        

    

  


  

      

          @spec list_landing_pages(keyword()) :: landing_pages_result()


      


Lists all landing pages for the account.
Rails returns a flat JSON array — there is no landing_pages wrapper and no
pagination, so the result is {:ok, list} rather than {:ok, list, pagination}.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, [%LandingPage{}]} - List of landing pages (may be empty)
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      list_ledger_items(opts \\ [])



        
          
        

    

  


  

      

          @spec list_ledger_items(keyword()) :: ledger_items_result()


      


Lists ledger items for the account, paginated and optionally date-filtered.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)
	:page - Page number (default: 1)
	:per_page - Results per page (default: 50, max: 100)
	:start_date - ISO8601 timestamp; filters items created on/after
	:end_date - ISO8601 timestamp; filters items created on/before



Returns
	{:ok, [%LedgerItem{}], pagination} - List + pagination map
	{:error, reason, %HttpFailure{}} - 422 on bad date format


  



    

  
    
      
    
    
      list_webhooks(opts \\ [])



        
          
        

    

  


  

      

          @spec list_webhooks(keyword()) :: webhooks_result()


      


Lists webhook subscriptions for the account.
Parameters
	opts - Options:	:client - Client struct (optional, defaults to config)
	:page - Page number (default: 1)
	:per_page - Results per page (default: 50, max: 100)



Returns
	{:ok, [%Webhook{}], pagination} - List + pagination map
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      publish_template(template_id, opts \\ [])



        
          
        

    

  


  

      

          @spec publish_template(
  String.t(),
  keyword()
) :: publish_result()


      


Publishes a card template, moving it out of draft toward ready or in-review.
For Android+SEOS templates, Rails also syncs the template to the HID portal as
part of publish. If that sync fails, the template is rolled back to draft
and this call returns {:error, :validation_failed, failure} with a
field-tagged error message in failure.body_decoded["message"].
Parameters
	template_id - The card template id to publish
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CardTemplate.PublishResult{}} - 200 OK with {id, status}. status is
"publishing" (already in flight), "in-review" (Apple queued), or "ready"
(Android, immediate).
	{:error, reason, %HttpFailure{}} - 404 if template missing, 422 on validation
failure or HID-sync failure (for Android+SEOS).


  



    

  
    
      
    
    
      read_template(template_id, opts \\ [])



        
          
        

    

  


  

      

          @spec read_template(
  String.t(),
  keyword()
) :: template_result()


      


Retrieves a card template or card template pair by id.
The /v1/console/card-templates/:id endpoint serves both shapes: a single
template, or a pair containing two member templates. Match on the returned
struct to tell them apart.
Parameters
	template_id - The template (or pair) id to retrieve
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CardTemplate{}} - Single template
	{:ok, %CardTemplatePair{}} - Pair, with member templates under :templates
	{:error, reason, %HttpFailure{}} - Retrieval failed


  



    

  
    
      
    
    
      reveal_smart_tap(template_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec reveal_smart_tap(String.t(), map(), keyword()) :: smart_tap_reveal_result()


      


Reveals Smart Tap credentials for a card template, encrypted with the
caller's ephemeral public key.
The caller decrypts the returned encrypted_private_key with their
corresponding private key. Each request must use a fresh ephemeral keypair —
Rails enforces single-use via the pubkey fingerprint (returns 409 if reused).
Parameters
	template_id - The card template id (must be SmartTap protocol with a smart_tap_key)

	params - Map with:
	:client_public_key - PEM-encoded public key string (required)


	opts - Options:
	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %SmartTapReveal{}} - Encrypted credentials envelope
	{:error, :not_found, %HttpFailure{}} - Template missing, not SmartTap, or no smart_tap_key
	{:error, :conflict, %HttpFailure{}} - This client_public_key has been used before
	{:error, :validation_failed, %HttpFailure{}} - Invalid PEM or save failure


  



    

  
    
      
    
    
      update_landing_page(landing_page_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec update_landing_page(String.t(), map(), keyword()) :: landing_page_result()


      


Updates an existing landing page.
The :kind field is immutable after creation. Sending a different value
returns 422.
Parameters
	landing_page_id - The landing page ID to update
	params - Same fields as create_landing_page/2 except :kind
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %LandingPage{}} - Updated
	{:error, reason, %HttpFailure{}} - 404 if id missing, 422 on validation


  



    

  
    
      
    
    
      update_template(template_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec update_template(String.t(), map(), keyword()) :: result()


      


Updates an existing card template.
Parameters
	template_id - The template ID to update
	params - Fields to update (same options as create_template)
	opts - Options:	:client - Client struct (optional, defaults to config)



Returns
	{:ok, %CardTemplate.Result{}} - Template updated successfully
	{:error, reason, %HttpFailure{}} - Update failed


  


        

      


  

    
AccessGrid.AccessPass 
    



      
Represents an access pass — the credential issued to an end user. Returned
by AccessGrid.AccessPasses operations (issue, get, update, list, suspend,
resume, unlink, delete).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates an AccessPass struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.AccessPass{
  card_number: String.t() | nil,
  card_template_id: String.t() | nil,
  devices: list(),
  direct_install_url: String.t() | nil,
  expiration_date: String.t() | nil,
  file_data: map() | nil,
  full_name: String.t() | nil,
  id: String.t() | nil,
  install_url: String.t() | nil,
  metadata: map(),
  site_code: String.t() | nil,
  state: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates an AccessPass struct from an API response map.

  


        

      


  

    
AccessGrid.CardTemplate 
    



      
Represents a full card template configuration.
This struct contains all template data as returned by AccessGrid.Console.read_template/2.
For minimal representations, see:
	AccessGrid.CardTemplate.Result - returned from create/update operations
	AccessGrid.CardTemplate.Summary - embedded in AccessGrid.CardTemplatePair.Summary


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a CardTemplate struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplate{
  active_keys_count: integer() | nil,
  allow_on_multiple_devices: boolean() | nil,
  background_color: String.t() | nil,
  created_at: String.t() | nil,
  credential_profiles: [String.t()],
  id: String.t() | nil,
  iphone_count: integer() | nil,
  issued_keys_count: integer() | nil,
  label_color: String.t() | nil,
  label_secondary_color: String.t() | nil,
  landing_pages: [String.t()],
  last_published_at: String.t() | nil,
  metadata: map(),
  name: String.t() | nil,
  platform: String.t() | nil,
  privacy_policy_url: String.t() | nil,
  protocol: String.t() | nil,
  support_email: String.t() | nil,
  support_phone_number: String.t() | nil,
  support_url: String.t() | nil,
  terms_and_conditions_url: String.t() | nil,
  use_case: String.t() | nil,
  watch_count: integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a CardTemplate struct from an API response map.
Rails groups some fields under nested objects (allowed_device_counts,
support_settings, terms_settings, style_settings) and renames a few
along the way (e.g. wire support_settings.url → struct :support_url).
This function does the flatten + rename so the struct's field names match
the request param names. Symmetric: write background_color: "..." on
create, read template.background_color on get.

  


        

      


  

    
AccessGrid.CardTemplate.PublishResult 
    



      
Response from publishing a card template via
AccessGrid.Console.publish_template/2. Contains the template id and the
resulting publish status:
	"publishing" — already in flight from a prior call
	"in-review" — Apple-side review queued (typical for Apple templates)
	"ready" — published immediately (typical for Android templates)


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a PublishResult struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplate.PublishResult{
  id: String.t() | nil,
  status: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a PublishResult struct from an API response map.

  


        

      


  

    
AccessGrid.CardTemplate.Result 
    



      
Represents the response from template create/update operations.
This is a minimal acknowledgment containing only the template ID,
estimated publishing date, and metadata. For full template data,
use AccessGrid.Console.read_template/2 which returns AccessGrid.CardTemplate.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a Result struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplate.Result{
  estimated_publishing_date: String.t() | nil,
  id: String.t() | nil,
  metadata: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a Result struct from an API response map.

  


        

      


  

    
AccessGrid.CardTemplate.Summary 
    



      
Represents a minimal template reference embedded in AccessGrid.CardTemplatePair.Summary.
Contains only the essential identifying information: id, name, and platform.
For full template data, use AccessGrid.Console.read_template/2.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a Summary struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplate.Summary{
  id: String.t() | nil,
  name: String.t() | nil,
  platform: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a Summary struct from an API response map.

  


        

      


  

    
AccessGrid.CardTemplatePair 
    



      
Full representation of a template pair, as returned by
AccessGrid.Console.read_template/2 when the resolved id belongs to a pair.
The same card-templates/:id endpoint serves both single templates and pairs;
the server marks pairs with is_pair: true and embeds the full member templates
under templates. For the lightweight list-view shape, see
AccessGrid.CardTemplatePair.Summary.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a CardTemplatePair struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplatePair{
  id: String.t() | nil,
  name: String.t() | nil,
  templates: [AccessGrid.CardTemplate.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a CardTemplatePair struct from an API response map.

  


        

      


  

    
AccessGrid.CardTemplatePair.Summary 
    



      
Minimal representation of a template pair, as returned by
AccessGrid.Console.list_card_template_pairs/1.
Holds the pair's identity plus platform-keyed summaries of its member templates.
For the full pair representation (returned from AccessGrid.Console.read_template/2
when the resolved id belongs to a pair), see AccessGrid.CardTemplatePair.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a CardTemplatePair.Summary struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CardTemplatePair.Summary{
  android_template: AccessGrid.CardTemplate.Summary.t() | nil,
  created_at: String.t() | nil,
  id: String.t() | nil,
  ios_template: AccessGrid.CardTemplate.Summary.t() | nil,
  name: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a CardTemplatePair.Summary struct from an API response map.

  


        

      


  

    
AccessGrid.CredentialProfile 
    



      
Credential profile bound to a specific reader app (e.g. "KEY-ID-main").
Returned by AccessGrid.Console.list_credential_profiles/1 and
AccessGrid.Console.create_credential_profile/2.
keys and files are kept as raw lists of maps with string keys, matching
the SDK convention for embedded config blocks (see Template.support_settings).
Each keys entry: {ex_id, label, keys_diversified, source_key_index}. Each
files entry: {ex_id, file_type, file_size, communication_settings, read_rights, write_rights, read_write_rights, change_rights}.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a CredentialProfile struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.CredentialProfile{
  aid: String.t() | nil,
  apple_id: String.t() | nil,
  card_storage: String.t() | nil,
  created_at: String.t() | nil,
  files: [map()],
  id: String.t() | nil,
  keys: [map()],
  name: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a CredentialProfile struct from an API response map.

  


        

      


  

    
AccessGrid.Event 
    



      
Represents a template activity log event.
Events are returned by AccessGrid.Console.get_logs/2 and capture
actions taken on templates and access passes.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates an Event struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.Event{
  created_at: String.t() | nil,
  event: String.t() | nil,
  id: String.t() | integer() | nil,
  ip_address: String.t() | nil,
  metadata: map(),
  user_agent: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates an Event struct from an API response map.

  


        

      


  

    
AccessGrid.HidOrg 
    



      
HID Origo organization registered to the account. Returned by
AccessGrid.Console.list_hid_orgs/1, AccessGrid.Console.create_hid_org/2,
and AccessGrid.Console.activate_hid_org/2.
The activate endpoint (activate_hid_org/2) may return extra fields like
already_completed: true or job_queued: true to indicate state — those are
not surfaced on this struct. Use org.status to determine activation state.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a HidOrg struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.HidOrg{
  created_at: String.t() | nil,
  first_name: String.t() | nil,
  full_address: String.t() | nil,
  id: String.t() | nil,
  last_name: String.t() | nil,
  name: String.t() | nil,
  phone: String.t() | nil,
  slug: String.t() | nil,
  status: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a HidOrg struct from an API response map.

  


        

      


  

    
AccessGrid.IosPreflight 
    



      
Response from AccessGrid.Console.ios_preflight/3 — the identifiers needed
to drive Apple Wallet In-App Provisioning for a specific access pass.
Rails returns these keys in camelCase (Apple convention, not the usual
snake_case AccessGrid wire shape). This struct maps them to snake_case
Elixir fields via from_response/1.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates an IosPreflight struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.IosPreflight{
  card_template_identifier: String.t() | nil,
  environment_identifier: String.t() | nil,
  provisioning_credential_identifier: String.t() | nil,
  sharing_instance_identifier: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates an IosPreflight struct from an API response map.

  


        

      


  

    
AccessGrid.LandingPage 
    



      
Account-scoped landing page where pass holders are directed before installing
a pass. Returned by AccessGrid.Console.list_landing_pages/1,
AccessGrid.Console.create_landing_page/2, and
AccessGrid.Console.update_landing_page/3.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a LandingPage struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.LandingPage{
  created_at: String.t() | nil,
  id: String.t() | nil,
  kind: String.t() | nil,
  logo_url: String.t() | nil,
  name: String.t() | nil,
  password_protected: boolean() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a LandingPage struct from an API response map.

  


        

      


  

    
AccessGrid.LedgerItem 
    



      
A line item from the account's billing ledger. Returned by
AccessGrid.Console.list_ledger_items/1.
access_pass is populated when the ledger item is tied to a specific access
pass — typically credit/debit lines for issuance, renewals, etc. It is nil
for line items that aren't pass-scoped.
The API returns both id and ex_id for ledger items (same value); ex_id
is deprecated. This struct reads from id.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a LedgerItem struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.LedgerItem{
  access_pass: AccessGrid.LedgerItem.AccessPass.t() | nil,
  amount: number() | nil,
  created_at: String.t() | nil,
  event: String.t() | nil,
  id: String.t() | nil,
  kind: String.t() | nil,
  metadata: map()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a LedgerItem struct from an API response map.

  


        

      


  

    
AccessGrid.LedgerItem.AccessPass 
    



      
Narrow access-pass representation embedded in AccessGrid.LedgerItem. Returned
with just enough fields to identify the pass behind a ledger line; for the full
access-pass shape, use AccessGrid.AccessPasses.get/2.
The field is named pass_template here (matching the wire key Rails returns)
but its value is a %AccessGrid.LedgerItem.CardTemplate{}.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a LedgerItem.AccessPass struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.LedgerItem.AccessPass{
  full_name: String.t() | nil,
  id: String.t() | nil,
  metadata: map(),
  pass_template: AccessGrid.LedgerItem.CardTemplate.t() | nil,
  state: String.t() | nil,
  unified_access_pass_id: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map() | nil) :: t() | nil


      


Creates a LedgerItem.AccessPass struct from an API response map.

  


        

      


  

    
AccessGrid.LedgerItem.CardTemplate 
    



      
Narrow card-template representation embedded in
AccessGrid.LedgerItem.AccessPass. Returned with just enough fields to identify
the template behind a ledger line; for the full template shape, use
AccessGrid.Console.read_template/2.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a LedgerItem.CardTemplate struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.LedgerItem.CardTemplate{
  id: String.t() | nil,
  name: String.t() | nil,
  platform: String.t() | nil,
  protocol: String.t() | nil,
  use_case: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map() | nil) :: t() | nil


      


Creates a LedgerItem.CardTemplate struct from an API response map.

  


        

      


  

    
AccessGrid.SmartTapReveal 
    



      
Response from AccessGrid.Console.reveal_smart_tap/3 — the Smart Tap
credentials for a card template, encrypted with the caller's ephemeral public
key.
The caller decrypts encrypted_private_key using their corresponding private
key (out-of-scope for this SDK — Smart Tap decryption is the caller's
responsibility).
encrypted_private_key is exposed as a raw map (string keys) — it's an
encryption envelope, not a first-class entity. Expected keys:
	"alg" — encryption algorithm identifier
	"ephemeral_public_key" — server-side ephemeral key for ECDH
	"iv" — initialization vector
	"ciphertext" — encrypted Smart Tap private key
	"tag" — authentication tag


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a SmartTapReveal struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.SmartTapReveal{
  collector_id: String.t() | nil,
  encrypted_private_key: map() | nil,
  fingerprint: String.t() | nil,
  key_version: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a SmartTapReveal struct from an API response map.

  


        

      


  

    
AccessGrid.Webhook 
    



      
Webhook subscription that receives event notifications. Returned by
AccessGrid.Console.list_webhooks/1 and AccessGrid.Console.create_webhook/2.
Auth-method-specific fields appear only when applicable:
	private_key is returned ONLY on auth_method: "bearer_token" creation
(sensitive; store on receipt — Rails does not return it again).
	client_cert and cert_expires_at are returned on auth_method: "mtls".

Unused fields are nil on the struct.

      


      
        Summary
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        t()

      


    





  
    Functions
  


    
      
        from_response(data)

      


        Creates a Webhook struct from an API response map.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.Webhook{
  auth_method: String.t() | nil,
  cert_expires_at: String.t() | nil,
  client_cert: String.t() | nil,
  created_at: String.t() | nil,
  id: String.t() | nil,
  name: String.t() | nil,
  private_key: String.t() | nil,
  subscribed_events: [String.t()],
  url: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_response(data)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Creates a Webhook struct from an API response map.

  


        

      


  

    
AccessGrid.Client 
    



      
Holds configuration for AccessGrid API authentication.
A client can be created explicitly with new/1 or loaded from application config with from_config/0.
Examples
# Explicit credentials
client = AccessGrid.Client.new(
  account_id: "acct_123",
  api_secret: "secret_456"
)

# From application config (uses Gestalt for process isolation)
client = AccessGrid.Client.from_config()

      


      
        Summary


  
    Types
  


    
      
        method()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_config()

      


        Creates a client from application configuration.



    


    
      
        new(opts)

      


        Creates a new client with explicit credentials.



    


    
      
        request(client, method, path, opts \\ [])

      


        Makes an authenticated request to the AccessGrid API.



    





      


      
        Types


        


  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @type method() :: :get | :post | :put | :patch | :delete | :head


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.Client{
  account_id: String.t(),
  api_host: String.t(),
  api_secret: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_config()



        
          
        

    

  


  

      

          @spec from_config() :: t()


      


Creates a client from application configuration.
Uses Gestalt for process-specific config overrides, enabling async test isolation.
Configuration
config :accessgrid,
  account_id: "acct_123",
  api_secret: "secret_456",
  api_host: "https://api.accessgrid.com"  # optional

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a new client with explicit credentials.
Options
	:account_id - Required. The AccessGrid account ID.
	:api_secret - Required. The API secret for signing requests.
	:api_host - Optional. API host URL. Defaults to https://api.accessgrid.com.

Examples
iex> AccessGrid.Client.new(account_id: "acct_123", api_secret: "secret_456")
%AccessGrid.Client{account_id: "acct_123", api_secret: "secret_456", api_host: "https://api.accessgrid.com"}

  



    

  
    
      
    
    
      request(client, method, path, opts \\ [])



        
          
        

    

  


  

      

          @spec request(t() | nil, method(), String.t(), keyword()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Makes an authenticated request to the AccessGrid API.
Handles URL construction, payload signing, and header generation.
Options
	:body - Request body (map). Will be JSON encoded for POST/PUT/PATCH.
	:params - Query parameters (map).
	:headers - Additional headers (map).

Examples
client = AccessGrid.Client.new(account_id: "acct_123", api_secret: "secret")

# POST with body
Client.request(client, :post, "/v1/key-cards", body: %{name: "Test"})

# GET with params
Client.request(client, :get, "/v1/key-cards", params: %{"page" => "2"})

# Using config (pass nil for client)
Client.request(nil, :get, "/v1/key-cards/card_123")

  


        

      


  

    
AccessGrid.Types 
    



      
Shared type definitions for the AccessGrid client.
This module contains types used across multiple modules to avoid
circular dependencies.

      


      
        Summary


  
    Types
  


    
      
        api_error_reason()

      


        Error reasons returned from API operations.



    





      


      
        Types


        


  
    
      
    
    
      api_error_reason()



        
          
        

    

  


  

      

          @type api_error_reason() ::
  :unauthorized
  | :forbidden
  | :not_found
  | :conflict
  | :validation_failed
  | :rate_limited
  | :timeout
  | :server_error
  | :request_failed
  | :missing_required


      


Error reasons returned from API operations.
	:unauthorized - Invalid or missing credentials (401)
	:forbidden - Access denied (403)
	:not_found - Resource not found (404)
	:conflict - Request conflicts with current state (409)
	:validation_failed - Invalid request parameters (422)
	:rate_limited - Too many requests (429)
	:timeout - Request timed out
	:server_error - Server-side error (5xx)
	:request_failed - Other/unknown failures
	:missing_required - A required field was nil or blank before the request was
sent. The third tuple element is the offending field name as an atom (no
HttpFailure is produced — the SDK short-circuits before any HTTP call).


  


        

      


  

    
AccessGrid.Params 
    



      
Helpers for composing SDK request params. Currently just require/2 for
client-side required-field presence checks — used internally by Console
and AccessPasses create/action functions to surface "you forgot X" without
a round-trip to the API.

      


      
        Summary


  
    Functions
  


    
      
        require(params, required_keys)

      


        Returns :ok if every atom key in required_keys has a non-blank value
in params. Returns {:error, :missing_required, missing} where missing
is the non-empty list of every missing/blank key (in input order —
deterministic).



    


    
      
        require_present(value, name)

      


        Returns :ok if value is non-blank. Returns
{:error, :missing_required, [name]} otherwise (single-element list for
shape consistency with require/2). Used to validate positional arguments
(path-segment IDs like template_id, card_id, etc.) where the SDK
function takes a positional string rather than a key in a params map.



    





      


      
        Functions


        


  
    
      
    
    
      require(params, required_keys)



        
          
        

    

  


  

      

          @spec require(map(), [atom()]) :: :ok | {:error, :missing_required, [atom(), ...]}


      


Returns :ok if every atom key in required_keys has a non-blank value
in params. Returns {:error, :missing_required, missing} where missing
is the non-empty list of every missing/blank key (in input order —
deterministic).
"Blank" means nil, key absent, an empty string "", or a whitespace-only
string (" ", "\t\n", etc.). Empty lists, maps, and other values pass
through — the server validates whether an empty collection is acceptable
for a given field (e.g. Rails rejects subscribed_events: [] with its own
clear 422 message).
Atom-keyed maps only; mirrors the SDK's input convention.
Examples
iex> AccessGrid.Params.require(%{name: "X", protocol: "desfire"}, [:name, :protocol])
:ok

iex> AccessGrid.Params.require(%{name: "X"}, [:name, :protocol])
{:error, :missing_required, [:protocol]}

iex> AccessGrid.Params.require(%{}, [:name, :platform, :protocol])
{:error, :missing_required, [:name, :platform, :protocol]}

iex> AccessGrid.Params.require(%{name: "  "}, [:name])
{:error, :missing_required, [:name]}

  



  
    
      
    
    
      require_present(value, name)



        
          
        

    

  


  

      

          @spec require_present(any(), atom()) ::
  :ok | {:error, :missing_required, [atom(), ...]}


      


Returns :ok if value is non-blank. Returns
{:error, :missing_required, [name]} otherwise (single-element list for
shape consistency with require/2). Used to validate positional arguments
(path-segment IDs like template_id, card_id, etc.) where the SDK
function takes a positional string rather than a key in a params map.
Examples
iex> AccessGrid.Params.require_present("tpl_abc", :template_id)
:ok

iex> AccessGrid.Params.require_present(nil, :template_id)
{:error, :missing_required, [:template_id]}

iex> AccessGrid.Params.require_present("  ", :template_id)
{:error, :missing_required, [:template_id]}

  


        

      


  

    
AccessGrid.Utils 
    



      
Utility helpers for composing API request params.
These functions are intentionally not invoked automatically by the Console /
AccessPasses functions — they're building blocks. Callers compose the params they
want and pass them through.

      


      
        Summary


  
    Functions
  


    
      
        base64_file(path)

      


        Reads path and returns its contents Base64-encoded.



    


    
      
        base64_file!(path)

      


        Same as base64_file/1 but raises File.Error on failure.



    





      


      
        Functions


        


  
    
      
    
    
      base64_file(path)



        
          
        

    

  


  

      

          @spec base64_file(Path.t()) :: {:ok, String.t()} | {:error, File.posix()}


      


Reads path and returns its contents Base64-encoded.
Pairs with image-accepting endpoints (Console.create_template/2,
Console.update_template/3, Console.create_landing_page/2,
Console.update_landing_page/3, AccessPasses.issue/2, AccessPasses.update/3) —
Rails decodes the base64 string server-side and attaches the resulting image.
Returns {:ok, encoded} on success or {:error, reason} on failure, where
reason is the posix atom from File.read/1 (:enoent, :eacces, etc.).
Examples
{:ok, b64} = AccessGrid.Utils.base64_file("badge.png")

AccessGrid.Console.create_template(
  %{
    name: "Employee Badge",
    platform: "apple",
    background: b64
  },
  client: client
)

  



  
    
      
    
    
      base64_file!(path)



        
          
        

    

  


  

      

          @spec base64_file!(Path.t()) :: String.t()


      


Same as base64_file/1 but raises File.Error on failure.
Use when the file is known to exist and an unrecoverable error is appropriate.
Examples
b64 = AccessGrid.Utils.base64_file!("badge.png")

  


        

      


  

    
AccessGrid.HttpClient 
    



      
HTTP client dispatcher.
Delegates to the configured HTTP client implementation (default: AccessGrid.HttpClient.Req).
The implementation can be configured via application config or overridden per-process
using Gestalt for testing.

      


      
        Summary


  
    Functions
  


    
      
        delete(url, opts \\ %{})

      


        Performs an HTTP DELETE request.



    


    
      
        get(url, opts \\ %{})

      


        Performs an HTTP GET request.



    


    
      
        head(url, opts \\ %{})

      


        Performs an HTTP HEAD request.



    


    
      
        patch(url, opts \\ %{})

      


        Performs an HTTP PATCH request.



    


    
      
        post(url, opts \\ %{})

      


        Performs an HTTP POST request.



    


    
      
        put(url, opts \\ %{})

      


        Performs an HTTP PUT request.



    





      


      
        Functions


        


    

  
    
      
    
    
      delete(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec delete(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP DELETE request.

  



    

  
    
      
    
    
      get(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec get(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP GET request.

  



    

  
    
      
    
    
      head(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec head(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP HEAD request.

  



    

  
    
      
    
    
      patch(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec patch(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP PATCH request.

  



    

  
    
      
    
    
      post(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec post(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP POST request.

  



    

  
    
      
    
    
      put(url, opts \\ %{})



        
          
        

    

  


  

      

          @spec put(String.t(), map()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP PUT request.

  


        

      


  

    
AccessGrid.HttpClient.Behaviour behaviour
    



      
Behaviour for HTTP clients.
Implementations must normalize responses to AccessGrid.HttpResponse and
errors to AccessGrid.HttpFailure.

      


      
        Summary


  
    Types
  


    
      
        request_opts()

      


    


    
      
        url()

      


    





  
    Callbacks
  


    
      
        delete(url, request_opts)

      


        Performs an HTTP DELETE request.



    


    
      
        get(url, request_opts)

      


        Performs an HTTP GET request.



    


    
      
        head(url, request_opts)

      


        Performs an HTTP HEAD request.



    


    
      
        patch(url, request_opts)

      


        Performs an HTTP PATCH request.



    


    
      
        post(url, request_opts)

      


        Performs an HTTP POST request.



    


    
      
        put(url, request_opts)

      


        Performs an HTTP PUT request.



    





      


      
        Types


        


  
    
      
    
    
      request_opts()



        
          
        

    

  


  

      

          @type request_opts() :: %{
  optional(:headers) => [{String.t(), String.t()}],
  optional(:params) => %{optional(String.t()) => String.t()},
  optional(:timeout) => integer(),
  optional(:body) => term()
}


      



  



  
    
      
    
    
      url()



        
          
        

    

  


  

      

          @type url() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(url, request_opts)



        
          
        

    

  


  

      

          @callback delete(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP DELETE request.

  



  
    
      
    
    
      get(url, request_opts)



        
          
        

    

  


  

      

          @callback get(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP GET request.

  



  
    
      
    
    
      head(url, request_opts)



        
          
        

    

  


  

      

          @callback head(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP HEAD request.

  



  
    
      
    
    
      patch(url, request_opts)



        
          
        

    

  


  

      

          @callback patch(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP PATCH request.

  



  
    
      
    
    
      post(url, request_opts)



        
          
        

    

  


  

      

          @callback post(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP POST request.

  



  
    
      
    
    
      put(url, request_opts)



        
          
        

    

  


  

      

          @callback put(url(), request_opts()) ::
  {:ok, AccessGrid.HttpResponse.t()} | {:error, AccessGrid.HttpFailure.t()}


      


Performs an HTTP PUT request.

  


        

      


  

    
AccessGrid.HttpClient.Req 
    



      
HTTP client implementation using Req.

      


      
        Summary


  
    Functions
  


    
      
        delete(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.delete/2



    


    
      
        get(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.get/2



    


    
      
        head(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.head/2



    


    
      
        patch(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.patch/2



    


    
      
        post(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.post/2



    


    
      
        put(url, opts \\ %{})

      


        Callback implementation for AccessGrid.HttpClient.Behaviour.put/2



    





      


      
        Functions


        


    

  
    
      
    
    
      delete(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.delete/2

  



    

  
    
      
    
    
      get(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.get/2

  



    

  
    
      
    
    
      head(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.head/2

  



    

  
    
      
    
    
      patch(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.patch/2

  



    

  
    
      
    
    
      post(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.post/2

  



    

  
    
      
    
    
      put(url, opts \\ %{})



        
          
        

    

  


  

Callback implementation for AccessGrid.HttpClient.Behaviour.put/2

  


        

      


  

    
AccessGrid.HttpFailure 
    



      
Represents an HTTP request failure.
This covers both transport-level failures (connection refused, timeout) and
HTTP error responses (4xx, 5xx status codes).
This is a struct, not an exception. All HTTP client implementations must
normalize their errors to this struct.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.HttpFailure{
  body_decoded: term() | nil,
  body_raw: binary() | nil,
  content_type: String.t() | nil,
  message: String.t() | nil,
  original: term(),
  reason: atom(),
  status: integer() | nil
}


      



  


        

      


  

    
AccessGrid.HttpResponse 
    



      
Represents a successful HTTP response (2xx status codes).
All HTTP client implementations must normalize their responses to this struct.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %AccessGrid.HttpResponse{
  body_decoded: term(),
  body_raw: binary(),
  content_type: String.t() | nil,
  headers: [{String.t(), String.t()}],
  status: integer()
}
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