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Age
    

A small Elixir implementation of the age encryption format.
This currently supports version 1 of the format, and only implements X25519 identities.
Usage
# Generate a new identity
{recipient, identity} = Age.generate_identity()

# Encrypt a message
encrypted = Age.encrypt("Hello world\n", [recipient])

# Decrypt a message
{:ok, decrypted} = Age.decrypt(encrypted, identity)
Installation
Requires basic build tools, e.g. build-essential on Ubuntu.
def deps do
  [
    {:age, "~> 0.1.0"}
  ]
end
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Elixir implementation of the age encryption format.
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    Functions
  


    
      
        decrypt(data, identity)

      


        Decrypts the given data using the given identity.



    


    
      
        encrypt(data, recipients)

      


        Encrypts the given data for the given list of recipients.



    


    
      
        generate_identity()

      


        Generates a new identity keypair and formats it in Bech32.
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      Link to this function
    
    decrypt(data, identity)


      
       
       View Source
     


  


  

      

          @spec decrypt(binary(), String.t()) :: {:ok, binary()} | {:error, String.t()}


      


Decrypts the given data using the given identity.

  



  
    
      
      Link to this function
    
    encrypt(data, recipients)


      
       
       View Source
     


  


  

      

          @spec encrypt(binary(), [String.t()]) :: {:ok, binary()} | {:error, String.t()}


      


Encrypts the given data for the given list of recipients.

  



  
    
      
      Link to this function
    
    generate_identity()


      
       
       View Source
     


  


  

      

          @spec generate_identity() :: {String.t(), String.t()}


      


Generates a new identity keypair and formats it in Bech32.
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Internal helper functions for the X25519 identity format.
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        private_key()

      


    


    
      
        public_key()

      


    





  
    Functions
  


    
      
        decode_private_key(priv)

      


        Decodes the private key from a Bech32 string of format AGE-SECRET-KEY-1...



    


    
      
        decode_public_key(pub)

      


        Decodes the public key from a Bech32 string of format age1...



    


    
      
        derive_public_key(private_key)

      


        X25519(secret, base) to derive a public key from a private key.



    


    
      
        derive_wrap_key(shared_secret, ephemeral_share, recipient)

      


        Helper function to derive the wrap key for the file key.



    


    
      
        encode_private_key(priv)

      


        Encodes the private key as a Bech32 string of format AGE-SECRET-KEY-1...



    


    
      
        encode_public_key(pub)

      


        Encodes the public key as a Bech32 string of format age1...



    


    
      
        generate_keypair()

      


        Generates a new public/private keypair.



    


    
      
        stanza(recipient, file_key)

      


        Generates the stanza for file encryption from the given recipient and file key.
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      Link to this type
    
    private_key()


      
       
       View Source
     


  


  

      

          @type private_key() :: binary()


      



  



  
    
      
      Link to this type
    
    public_key()


      
       
       View Source
     


  


  

      

          @type public_key() :: binary()
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      Link to this function
    
    decode_private_key(priv)


      
       
       View Source
     


  


  

      

          @spec decode_private_key(binary()) :: private_key()


      


Decodes the private key from a Bech32 string of format AGE-SECRET-KEY-1...

  



  
    
      
      Link to this function
    
    decode_public_key(pub)


      
       
       View Source
     


  


  

      

          @spec decode_public_key(binary()) :: public_key()


      


Decodes the public key from a Bech32 string of format age1...

  



  
    
      
      Link to this function
    
    derive_public_key(private_key)


      
       
       View Source
     


  


  

      

          @spec derive_public_key(private_key()) :: public_key()


      


X25519(secret, base) to derive a public key from a private key.

  



  
    
      
      Link to this function
    
    derive_wrap_key(shared_secret, ephemeral_share, recipient)


      
       
       View Source
     


  


  

      

          @spec derive_wrap_key(binary(), binary(), public_key()) :: binary()


      


Helper function to derive the wrap key for the file key.

  



  
    
      
      Link to this function
    
    encode_private_key(priv)


      
       
       View Source
     


  


  

      

          @spec encode_private_key(private_key()) :: binary()


      


Encodes the private key as a Bech32 string of format AGE-SECRET-KEY-1...

  



  
    
      
      Link to this function
    
    encode_public_key(pub)


      
       
       View Source
     


  


  

      

          @spec encode_public_key(public_key()) :: binary()


      


Encodes the public key as a Bech32 string of format age1...

  



  
    
      
      Link to this function
    
    generate_keypair()


      
       
       View Source
     


  


  

      

          @spec generate_keypair() :: {public_key(), private_key()}


      


Generates a new public/private keypair.

  



  
    
      
      Link to this function
    
    stanza(recipient, file_key)


      
       
       View Source
     


  


  

      

          @spec stanza(public_key(), binary()) :: {binary(), binary()}


      


Generates the stanza for file encryption from the given recipient and file key.
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