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Argon2id for Elixir
Fast and secure Argon2 password hashing library for Elixir.
Features
	Uses the pure Rust implementation of Argon2
	Only Argon2i implementation (version 0x13) at the moment
	Built-in security presets (OWASP, Strong)

Installation
Add argon2id_elixir to your list of dependencies in mix.exs:
def deps do
  [
    {:argon2id_elixir, "~> 1.1.1"}
  ]
end
Ensure you have Rust installed, as it's required for compilation:
# On Windows
winget install Rust.Rust

# On Unix-like systems (https://rustup.rs/)
curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh

Usage
Basic Password Hashing
# Hash a password with default OWASP settings
hash = Argon2.hash_password("secure_password123")

# Verify a password
if Argon2.verify_password("secure_password123", hash) do
  # Password matches
else
  # Password is incorrect
end
Configuration Presets
Three security presets are available:
# OWASP (default) - Recommended for most use cases
hash = Argon2.hash_password("secure_password123")

# Strong - Higher security for sensitive applications
hash = Argon2.hash_password("secure_password123", "strong")
Preset specifications:
	OWASP: m=19456 KiB, t=2, p=1
	Strong: m=65540 KiB, t=3, p=4

Benchmarking
You can benchmark the different configurations on your hardware:
mix run -e "Argon2.Benchmark.run(10)"

Configuration Benchmarks (averaged over 10 runs):

OWASP:
  Hash time: 25ms
  Verify time: 24ms
  Memory: 19MB

STRONG:
  Hash time: 145ms
  Verify time: 139ms
  Memory: 65MB
Development
# Install dependencies
mix deps.get

# Run tests
mix test

# Run benchmarks
mix run -e "Argon2.Benchmark.run()"

# Run code quality checks
mix quality

# Generate documentation
mix docs

# Format code
mix format

License
Licensed under either of
	Apache License, Version 2.0, (LICENSE-APACHE or http://www.apache.org/licenses/LICENSE-2.0)
	MIT license (LICENSE-MIT or http://opensource.org/licenses/MIT)

at your option.
Credits
	RustCrypto Argon2 - The Rust implementation
	Rustler - Elixir NIF interface



  

    LICENSE-APACHE


Copyright 2024 Jussi Räsänen

Licensed under the Apache License, Version 2.0 (the "License");
you may not use this file except in compliance with the License.
You may obtain a copy of the License at

    http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.



  

    LICENSE-MIT


Copyright 2024 Jussi Räsänen

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Argon2 password hashing using Rust.
This module provides a secure way to hash passwords using the Argon2i algorithm.
Installation
Add argon2 to your list of dependencies in mix.exs:
def deps do
  [
    {:argon2id_elixir, "~> 1.1.1"}
  ]
end
Ensure you have Rust installed, as it's required for compilation:
# On Windows
winget install Rust.Rust

# On Unix-like systems (https://rustup.rs/)
curl --proto '=https' --tlsv1.2 -sSf https://sh.rustup.rs | sh

Security Presets
	:owasp (default) - OWASP recommended settings (m=19456, t=2, p=1)
	:strong - Higher security settings (m=65540, t=3, p=4)

Examples
# Hash with default OWASP settings
iex> hash = Argon2.hash_password("secure_password123")
iex> String.starts_with?(hash, "$argon2i$v=19$m=19456,t=2,p=1$")
true

# Hash with strong settings
iex> hash = Argon2.hash_password("secure_password123", "strong")
iex> String.starts_with?(hash, "$argon2i$v=19$m=65540,t=3,p=4$")
true

# Verify password
iex> hash = Argon2.hash_password("secure_password123")
iex> Argon2.verify_password("secure_password123", hash)
true
iex> Argon2.verify_password("wrong_password", hash)
false
Security Notes
	Passwords must be at least 8 characters long
	Each hash uses a unique random salt
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          @spec hash_password(password :: password(), config :: config() | nil) :: hash()


      


Hashes a password using Argon2i.
Options
	config - One of "owasp" (default) or "strong"

Examples
iex> hash = Argon2.hash_password("secure_password123")
iex> is_binary(hash)
true
Security Notes
	Passwords must be at least 8 characters
	A unique random salt is used for each hash
	The default OWASP preset is recommended for most use cases

Raises ArgumentError if the password is less than 8 characters long.
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          @spec verify_password(password :: password(), hash :: hash()) :: boolean()


      


Verifies a password against a hash.
Takes constant time regardless of whether the password matches or not.
Examples
iex> hash = Argon2.hash_password("secure_password123")
iex> Argon2.verify_password("secure_password123", hash)
true
Raises ArgumentError if:
	The password is less than 8 characters long
	The hash format is invalid
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Native implementation of the Argon2 password hashing algorithm.
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Benchmarking utilities for Argon2 password hashing.
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