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    AshAuthentication.Oauth2Server

An OAuth 2.1 authorization server for Ash Framework apps. Pairs with
ash_authentication for the
user-login side and runs on Phoenix.
What this gives you
	OAuth 2.1 /authorize + /token flow with PKCE-only (RFC 9700)
	Dynamic Client Registration (RFC 7591) — opt-in, with optional
initial-access-token gating
	Audience-bound access tokens (RFC 8707)
	Refresh-token rotation with reuse detection
	Discovery metadata (RFC 8414 + RFC 9728) + /.well-known/openid-configuration
	User-driven consent screen with override-friendly UI
	Bearer plug for protected resource endpoints
	Designed to host Model Context Protocol (MCP) servers, ChatGPT Apps
SDK connectors, Claude.ai integrations, etc.

Installation
mix igniter.install ash_authentication_oauth2_server

This scaffolds the four resources (OAuthClient,
OAuthAuthorizationCode, OAuthRefreshToken, OAuthConsent), wires
them into your Accounts domain, generates an Oauth2Server config
module, and adds the secret-resolution clauses on your Secrets
module.
Usage
See AshAuthentication.Oauth2Server for full configuration, and the
post-install notice for the steps to wire the routes into your
Phoenix router and mount AshAuthentication.Phoenix.Oauth2Server.BearerPlug
on your protected endpoints.


  

    
AshAuthentication.Oauth2Server 
    



      
An OAuth 2.1 authorization server, configured per app via a single module.
The authorization server is a singleton — one per app, not one per user
resource — so its config lives on its own module rather than on a strategy
block of a user resource.
Usage
defmodule MyApp.Oauth2Server do
  use AshAuthentication.Oauth2Server,
    otp_app: :my_app,
    user_resource: MyApp.Accounts.User,
    issuer_url: {MyApp.Secrets, []},
    resource_url: {MyApp.Secrets, []},
    signing_secret: {MyApp.Secrets, []},
    client_resource: MyApp.Accounts.OAuthClient,
    authorization_code_resource: MyApp.Accounts.OAuthAuthorizationCode,
    refresh_token_resource: MyApp.Accounts.OAuthRefreshToken,
    consent_resource: MyApp.Accounts.OAuthConsent,
    scopes: ["mcp"]
end
Required keys: :otp_app, :user_resource, :issuer_url, :resource_url,
:signing_secret, :client_resource, :authorization_code_resource,
:refresh_token_resource, :consent_resource.
Optional keys (with defaults):
	Key	Default	Notes
	:scopes	[]	Scope catalogue advertised in metadata and accepted at /authorize. Can be a static list (["read", "write"]), a 0-arity function (fn -> [...] end), or an MFA tuple ({Module, :function, [args]}) — use the function/MFA forms for dynamically-computed catalogues. The library default is empty, which combined with :enforce_scopes? (also default) means no scope works out of the box — the installer scaffolds a placeholder you're meant to replace.
	:enforce_scopes?	true	When true, requested scopes at /authorize MUST be a subset of :scopes. Set to false only if you have a dynamic / runtime-generated scope catalogue and intend to validate downstream.
	:access_token_lifetime	{1, :hour}	{integer, unit} where unit is :second, :minute, :hour, or :day
	:refresh_token_lifetime	{30, :days}	
	:authorization_code_lifetime	{10, :minutes}	
	:clock_skew_seconds	30	Tolerance applied to exp and nbf JWT claim checks. Allows for small clock differences between the AS and resource server. RFC 7519 §4.1.4 — "MAY provide for some small leeway, usually no more than a few minutes."
	:dcr_enabled?	false	Enable dynamic client registration (RFC 7591) at POST /oauth/register. Off by default — the safer posture for first-party-only apps. Turn on if you're hosting clients that self-register (MCP, ChatGPT Apps SDK, Claude.ai connectors). When off, the route 404s and the metadata document omits registration_endpoint.
	:dcr_always_return_client_secret?	false	Workaround for clients that misbehave when client_secret is absent for auth_method: none. See https://community.openai.com/t/1366118
	:sign_in_path	nil	Path to redirect unauthenticated /oauth/authorize requests to. When nil, returns 401.
	:initial_access_token	nil	When set, POST /oauth/register requires the request to present a matching Authorization: Bearer … token (RFC 7591 §3). When nil (default), dynamic client registration is open — see the trust-model note below.

Dynamic client registration
RFC 7591's POST /oauth/register endpoint is off by default —
the safer posture for first-party-only apps, where you have a fixed
set of clients and don't want a registration surface.
Turn it on (dcr_enabled?: true) when you're hosting an OAuth server
for clients that self-register: MCP servers (ChatGPT Apps SDK,
Claude.ai connectors, Claude Code, etc.) literally cannot work
without it — they fetch your discovery document, see the
registration_endpoint, and POST themselves into existence before
the user-facing flow can start. User-facing protection in that mode
lives further down in the consent screen and audience-bound tokens.
Even with DCR on, you can gate who can register by setting
:initial_access_token (RFC 7591 §3) and requiring the matching
Authorization: Bearer … header — useful when DCR exists for known
infrastructure rather than arbitrary internet clients.
Rate limiting
The protocol endpoints — /oauth/register, /oauth/token,
/oauth/revoke — are unauthenticated by design (clients haven't
finished authenticating yet) and so are reasonable DoS targets. RFC
7591 §5 explicitly notes that /register "MAY be rate-limited or
otherwise limited to prevent a denial-of-service attack on the
client registration endpoint."
We recommend implementing this at the router level rather than in
the library — the right tool depends on your deployment (in-process
per-node, Redis-backed across nodes, CDN/edge), and any plug you
already use for the rest of your app will work here too. Some
options:
	Hammer — flexible counter
backends (ETS, Redis, Mnesia).
	PlugAttack — composable
throttling/blocking rules as a plug pipeline.
	Edge/CDN-level limits (Cloudflare, Fastly, fly.io) — cheapest
and stops bad traffic before it reaches your app.

If your app sits behind a reverse proxy or CDN, conn.remote_ip
defaults to the proxy's IP. Set up
remote_ip (or your own
X-Forwarded-For plug) so Phoenix sees the real client before any
IP-based limiter runs. For deployments where DCR doesn't need to be
open, you can turn the registration endpoint off entirely with
dcr_enabled?: false (the library default), or gate it behind a
shared secret with :initial_access_token.
Secret values
:issuer_url, :resource_url, :signing_secret, and
:initial_access_token accept any of:
	a literal string — resolved at compile time
	a {Module, opts} tuple where Module implements
AshAuthentication.Secret — resolved at call time
	a 2-arity anonymous function — resolved at call time
	an MFA tuple {Module, :function, [extra_args]} — resolved at call time

See AshAuthentication.Secret for details.
Reading the config
Each option is exposed as a function on the module:
iex> MyApp.Oauth2Server.user_resource()
MyApp.Accounts.User
iex> MyApp.Oauth2Server.issuer_url()
"https://app.example.com"
iex> MyApp.Oauth2Server.access_token_lifetime()
3600
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        __normalize_url__(url)

      


        Canonicalize a URL for redirect_uri / resource / issuer comparison.
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Canonicalize a URL for redirect_uri / resource / issuer comparison.
Per RFC 8252 §7.3 and RFC 3986 §6 — lowercase scheme + host, elide
default ports (80 for http, 443 for https), strip trailing slash off
an empty path, drop the fragment. Two URLs that compare equal after
this canonicalization are considered equivalent.

  


        

      


  

    
AshAuthentication.Oauth2Server.Authorize 
    



      
Protocol-pure logic for the /oauth/authorize endpoint.
Controllers in ash_authentication_phoenix are thin wrappers around
validate_request/2, consented?/4, grant_consent!/4, and
issue_code!/3. None of these functions touch Plug.Conn.

      


      
        Summary


  
    Types
  


    
      
        validated()

      


        The validated authorize-request payload. The struct is intentionally small —
enough to render a consent screen and ultimately mint an authorization code.



    





  
    Functions
  


    
      
        consented?(server, user, client, requested_scope)

      


        Has the user already consented to this client at a scope that covers the
currently-requested scope?



    


    
      
        grant_consent!(server, user, client, scope)

      


        Record (or refresh) a consent row for (user, client) at the given scope.



    


    
      
        issue_code!(server, user, validated)

      


        Mint a new short-lived authorization code bound to the user, client, scope,
PKCE challenge, and resource URI.



    


    
      
        validate_request(server, params)

      


        Validate an inbound authorize request.
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          @type validated() :: %{
  client: Ash.Resource.record(),
  redirect_uri: String.t(),
  code_challenge: String.t(),
  scope: String.t(),
  state: String.t(),
  resource: String.t()
}


      


The validated authorize-request payload. The struct is intentionally small —
enough to render a consent screen and ultimately mint an authorization code.
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      consented?(server, user, client, requested_scope)



        
          
        

    

  


  

      

          @spec consented?(
  server :: module(),
  user :: Ash.Resource.record(),
  client :: Ash.Resource.record(),
  requested_scope :: String.t()
) :: boolean()


      


Has the user already consented to this client at a scope that covers the
currently-requested scope?
Returns true ONLY when prior consent exists AND its scope is a superset of
requested_scope. This prevents silent privilege expansion when a client
later asks for more scopes than the user originally agreed to.

  



  
    
      
    
    
      grant_consent!(server, user, client, scope)



        
          
        

    

  


  

      

          @spec grant_consent!(
  server :: module(),
  user :: Ash.Resource.record(),
  client :: Ash.Resource.record(),
  scope :: String.t()
) :: Ash.Resource.record()


      


Record (or refresh) a consent row for (user, client) at the given scope.

  



  
    
      
    
    
      issue_code!(server, user, validated)



        
          
        

    

  


  

      

          @spec issue_code!(
  server :: module(),
  user :: Ash.Resource.record(),
  validated :: validated()
) :: Ash.Resource.record()


      


Mint a new short-lived authorization code bound to the user, client, scope,
PKCE challenge, and resource URI.
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          @spec validate_request(server :: module(), params :: map()) ::
  {:ok, validated()}
  | {:error, :bad_redirect_uri}
  | {:error, String.t(), String.t()}


      


Validate an inbound authorize request.
Returns:
	{:ok, validated} — request is structurally sound and the client +
redirect_uri are known.
	{:error, :bad_redirect_uri} — redirect_uri is missing or doesn't
match a registered URI; per RFC 6749 §4.1.2.1 the controller MUST NOT
redirect.
	{:error, error_code, description} — any other validation error.
Controllers redirect these errors back to redirect_uri.

A note on the state parameter
Clients MUST set state to a cryptographically random, unguessable
value (RFC 6749 §10.12 / RFC 9700 §4.7). The server echoes it back via
the redirect so the client can correlate the response with its
pending request — and verify the response didn't come from a CSRF or
injection attack.
This means clients should NOT use state as a stash for
application-level data like a "return-to" URL or routing hints. That
pattern is unsafe — the value travels through the user-agent and
query string and is reflected back by the server, so any data put in
it can be observed, replayed, or tampered with. Stash that data
server-side (keyed by a fresh state), or encode it in a signed
cookie.
We don't enforce a shape or entropy minimum here, but anything other
than a random per-request value defeats the purpose of state.

  


        

      


  

    
AshAuthentication.Oauth2Server.Changes.RotateRefreshToken 
    



      
Change that rotates a refresh-token row atomically.
Attaches a filter expression — is_nil(rotated_to_id) and is_nil(revoked_at)
— to the changeset so the underlying UPDATE only matches a row that's
still valid AND unrotated AND unrevoked. The :rotated_to_id argument
is then written to the row.
A concurrent rotation race produces one winner; the loser's UPDATE
matches zero rows and the Token core treats it as :reuse, triggering
chain revocation per OAuth 2.1 §4.3.1.
Usage in your refresh-token resource:
update :rotate do
  argument :rotated_to_id, :uuid_v7, allow_nil?: false
  accept []
  require_atomic? false

  change AshAuthentication.Oauth2Server.Changes.RotateRefreshToken
end

      




  

    
AshAuthentication.Oauth2Server.Jwt 
    



      
Mint and verify OAuth 2.1 access tokens.
Uses HS256 with a shared secret resolved through the
AshAuthentication.Secret behaviour.
Why this exists alongside AshAuthentication.Jwt
Both modules wrap Joken. They are kept separate because:
	Audience binding (RFC 8707) — every minted token carries an aud
matching the configured resource_url, and verify/2 rejects tokens
whose aud doesn't match. AshAuthentication.Jwt's aud is
hardcoded to a version constraint and is not customizable per-token.
	Hot-path verify — the resource server validates a token on every
protected request. Verify here is signature + claims only, no user
load. The bearer plug controls when the user record is fetched.
	Decoupling — these tokens identify a user by their primary key
(sub), not via an AshAuthentication strategy, so we don't require
the user resource to declare authentication.tokens.enabled? true.
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    Functions
  


    
      
        mint(server, opts)

      


        Mint a new access token.



    


    
      
        verify(server, token)

      


        Verify a token's signature, issuer, audience, expiry, and not-before.
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          @spec mint(
  server :: module(),
  keyword()
) :: {:ok, String.t(), map()} | {:error, term()}


      


Mint a new access token.
Required keys: :sub, :client_id, :scope.
Optional: :ttl (seconds, defaults to the server's access_token_lifetime).

  



  
    
      
    
    
      verify(server, token)



        
          
        

    

  


  

      

          @spec verify(server :: module(), String.t()) :: {:ok, map()} | {:error, term()}


      


Verify a token's signature, issuer, audience, expiry, and not-before.
Per RFC 7519 §4.1.4 we allow a small leeway on exp and nbf (the
server-configured clock_skew_seconds, default 30s) so tokens minted
by an AS whose clock is slightly off from the resource server still
verify.
Returns {:ok, claims} on success or {:error, reason} on failure.

  


        

      


  

    
AshAuthentication.Oauth2Server.Metadata 
    



      
Builders for the discovery metadata endpoints.
	protected_resource/1 (RFC 9728) — for the resource server, served at
/.well-known/oauth-protected-resource.
	authorization_server/1 (RFC 8414) — for the authorization server,
served at /.well-known/oauth-authorization-server.

Both return plain maps; controllers JSON-encode them.

      


      
        Summary


  
    Functions
  


    
      
        authorization_server(server)

      


        Build the OAuth Authorization Server Metadata document (RFC 8414).



    


    
      
        protected_resource(server)

      


        Build the OAuth Protected Resource Metadata document (RFC 9728).
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          @spec authorization_server(server :: module()) :: map()


      


Build the OAuth Authorization Server Metadata document (RFC 8414).
Endpoint paths are derived from the issuer_url so that mounting under a
custom prefix works without configuration.

  



  
    
      
    
    
      protected_resource(server)



        
          
        

    

  


  

      

          @spec protected_resource(server :: module()) :: map()


      


Build the OAuth Protected Resource Metadata document (RFC 9728).

  


        

      


  

    
AshAuthentication.Oauth2Server.PKCE 
    



      
PKCE (RFC 7636) S256 helpers.
We only support S256 — plain is rejected at the authorize endpoint per
OAuth 2.1.

      


      
        Summary


  
    Functions
  


    
      
        challenge(verifier)

      


        Compute the S256 code challenge for a verifier.



    


    
      
        verify(verifier, challenge)

      


        Constant-time comparison of verifier against a stored challenge.
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      challenge(verifier)



        
          
        

    

  


  

      

          @spec challenge(String.t()) :: String.t()


      


Compute the S256 code challenge for a verifier.
challenge = base64url(sha256(verifier))

  



  
    
      
    
    
      verify(verifier, challenge)



        
          
        

    

  


  

      

          @spec verify(String.t() | nil, String.t() | nil) :: :ok | :error


      


Constant-time comparison of verifier against a stored challenge.
Returns :ok if they match, :error otherwise. Bad input shapes return
:error rather than crashing.

  


        

      


  

    
AshAuthentication.Oauth2Server.RefreshTokenResource 
    



      
Marker extension for an OAuth 2.1 refresh-token resource.
Registers AshAuthentication.Oauth2Server.RefreshTokenResource.Verifier,
which checks at compile time that the resource conforms to the contract
the Token core depends on for race-safe rotation.
Add to your refresh-token resource:
use Ash.Resource,
  extensions: [AshAuthentication.Oauth2Server.RefreshTokenResource],
  ...

      




  

    
AshAuthentication.Oauth2Server.RefreshTokenResource.Verifier 
    



      
Verifies the refresh-token resource has the shape the Token core
depends on:
	:id attribute is writable (the library pre-allocates the new
refresh row's id so a rotation is one filtered UPDATE).
	:rotate action exists and carries a filter expression (filters
already-rotated / already-revoked rows out of the underlying
UPDATE; race-safety lives entirely here).

Violations raise at resource-compile time with a fix-it message.

      




  

    
AshAuthentication.Oauth2Server.Register 
    



      
Protocol-pure logic for /oauth/register (RFC 7591 Dynamic Client
Registration).
v1 supports public clients only (PKCE, token_endpoint_auth_method: "none").
Confidential clients (client_secret_basic) are deferred.
Registration is open by default — the standard RFC 7591 mode. To gate
it, set :initial_access_token on your Oauth2Server module and pass
the request's bearer token via opts[:initial_access_token] when
calling register/3 (RFC 7591 §3).

      


      
        Summary


  
    Functions
  


    
      
        register(server, params, opts \\ [])

      


        Register a new OAuth client from RFC 7591-shaped parameters.
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      register(server, params, opts \\ [])



        
          
        

    

  


  

      

          @spec register(server :: module(), params :: map(), opts :: keyword()) ::
  {:ok, Ash.Resource.record(), map()}
  | {:error, :dcr_disabled}
  | {:error, :invalid_initial_access_token}
  | {:error, String.t(), String.t()}


      


Register a new OAuth client from RFC 7591-shaped parameters.
opts may include:
	:initial_access_token — the bearer token the request presented
(or nil). When the server has :initial_access_token configured,
this MUST match (constant-time) or registration is rejected.

Returns:
	{:ok, client_record, response_body} on success.
	{:error, :dcr_disabled} when the server has dcr_enabled?: false
(the library default). Controllers should treat this as a 404 —
the endpoint is not exposed.
	{:error, :invalid_initial_access_token} when the bearer was
missing or didn't match. Per RFC 7591 §3.2.2 this is a Bearer-auth
failure — controllers should emit 401 with
WWW-Authenticate: Bearer error="invalid_token", not 400.
	{:error, code, description} for any other validation failure —
a 400 DCR error response per RFC 7591 §3.2.2.


  


        

      


  

    
AshAuthentication.Oauth2Server.Token 
    



      
Protocol-pure logic for the /oauth/token endpoint.
Supports two grant types:
	authorization_code — with PKCE verification, redirect/resource
binding checks, and one-shot consumption of the code.
	refresh_token — with rotation and reuse detection per OAuth 2.1
§4.3.1. A second use of an already-rotated refresh token revokes the
entire descendant chain.

All functions return tagged tuples; controllers translate them to HTTP.

      


      
        Summary


  
    Types
  


    
      
        token_response()

      


        Result of a successful grant — the bundle returned to the client.



    





  
    Functions
  


    
      
        exchange_authorization_code(server, params)

      


        Exchange an authorization code (with PKCE verifier) for an access + refresh
token pair. Consumes the code atomically; a second call with the same code
returns {:error, :reuse}.



    


    
      
        exchange_refresh_token(server, params)

      


        Exchange a refresh token for a new access + refresh pair. Implements
rotation + reuse detection (OAuth 2.1 §4.3.1): a second use of an
already-rotated refresh token returns {:error, :reuse} and revokes the
descendant chain.



    


    
      
        revoke(server, arg2)

      


        Revoke a token per RFC 7009. Always returns :ok regardless of whether the
token existed, was already revoked, or belonged to a different client — the
RFC requires the endpoint not to leak token state.



    





      


      
        Types


        


  
    
      
    
    
      token_response()



        
          
        

    

  


  

      

          @type token_response() :: %{
  access_token: String.t(),
  token_type: String.t(),
  expires_in: pos_integer(),
  refresh_token: String.t(),
  scope: String.t()
}


      


Result of a successful grant — the bundle returned to the client.

  


        

      

      
        Functions


        


  
    
      
    
    
      exchange_authorization_code(server, params)



        
          
        

    

  


  

      

          @spec exchange_authorization_code(server :: module(), params :: map()) ::
  {:ok, token_response()} | {:error, atom()}


      


Exchange an authorization code (with PKCE verifier) for an access + refresh
token pair. Consumes the code atomically; a second call with the same code
returns {:error, :reuse}.

  



  
    
      
    
    
      exchange_refresh_token(server, params)



        
          
        

    

  


  

      

          @spec exchange_refresh_token(server :: module(), params :: map()) ::
  {:ok, token_response()} | {:error, atom()}


      


Exchange a refresh token for a new access + refresh pair. Implements
rotation + reuse detection (OAuth 2.1 §4.3.1): a second use of an
already-rotated refresh token returns {:error, :reuse} and revokes the
descendant chain.
The rotation is atomic at the data-layer level — every "is this
refresh usable" check lives in the :rotate action's filter, so
validate + rotate is one query in the happy path. On a 0-row result
(race lost, invalid token, expired, etc.) we do a follow-up read to
distinguish :reuse from the other failure modes.

  



  
    
      
    
    
      revoke(server, arg2)



        
          
        

    

  


  

      

          @spec revoke(server :: module(), params :: map()) :: :ok


      


Revoke a token per RFC 7009. Always returns :ok regardless of whether the
token existed, was already revoked, or belonged to a different client — the
RFC requires the endpoint not to leak token state.
Only refresh tokens are revocable here: access tokens are stateless JWTs.
When a refresh token is revoked, the entire descendant chain (rotated-to
successors) is also revoked, so a refresh that has been rotated through
cannot resurrect the session.
The params map mirrors what RFC 7009 §2.1 sends to the endpoint:
	"token" (required) — the raw token string the client wishes to revoke.
	"client_id" (required) — the public client identifier.
	"token_type_hint" (optional) — "refresh_token" or "access_token".
Treated as a hint only; access-token revocation is a silent no-op.


  


        

      


  

    
AshAuthentication.Phoenix.Oauth2Server.BearerPlug 
    



      
Resource-server side bearer token validation.
Validates an Authorization: Bearer <jwt> header against the configured
authorization server. On success, loads the user via Ash.get/3 on the
configured user_resource and sets it as the conn's actor.
Usage
pipeline :mcp_protected do
  plug AshAuthentication.Phoenix.Oauth2Server.BearerPlug,
    oauth2_server: MyApp.Oauth2Server
end
Options
	:oauth2_server (required) — your Oauth2Server config module
	:required? (default true) — when false, missing/invalid tokens
pass through unchanged instead of returning 401. Useful for routes
that should serve unauthenticated users with a different (e.g.
session-based) signal.

Failure behavior
Per RFC 6750 §3, a missing or invalid token results in 401 with a
WWW-Authenticate: Bearer resource_metadata="..." header pointing at
the protected-resource metadata endpoint, so MCP-style clients can
auto-discover the authorization server.

      




  

    
AshAuthentication.Phoenix.Oauth2Server.ConsentRouter 
    



      
Plug router for the human-driven consent step of the OAuth 2.1 flow.
Handles GET /authorize (renders the consent screen) and
POST /authorize (records the consent decision and redirects with a code).
Both require a logged-in browser session — mount this behind your
browser/session pipeline, not your API pipeline.
See AshAuthentication.Phoenix.Oauth2Server.ProtocolRouter for the
client-facing protocol endpoints (token, register, metadata).
Options
	:oauth2_server (required) — the user's Oauth2Server config module
	:consent_view — module exposing render(:consent, assigns)
(default: AshAuthentication.Phoenix.Oauth2Server.ConsentView)
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    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
AshAuthentication.Phoenix.Oauth2Server.ConsentView 
    



      
Default HTML consent screen.
An app can ship a custom consent screen by configuring its own module
exporting render(:consent, assigns) and passing it to the router as
consent_view: MyApp.MyConsentView.
Assigns
	:client_name — registered client display name
	:client_id — UUID (for display)
	:redirect_uri — where approval will redirect (for display)
	:scope — the space-separated scope string requested (for display)
	:resource — the resource URL the token will bind to (for display)
	:action_path — POST destination for the consent form
	:csrf_token — CSRF token to embed
	:consent_request — sealed token capturing the validated request;
the POST handler reconstructs all protocol fields from this rather
than trusting form-submitted values.
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    Functions
  


    
      
        render(atom, assigns)

      


        Render the consent screen as a binary HTML body.



    


    
      
        render_consent(assigns)
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      render(atom, assigns)



        
          
        

    

  


  

      

          @spec render(:consent, map()) :: iodata()


      


Render the consent screen as a binary HTML body.

  



  
    
      
    
    
      render_consent(assigns)



        
          
        

    

  


  


  


        

      


  

    
AshAuthentication.Phoenix.Oauth2Server.Errors 
    



      
HTTP error response helpers for OAuth 2.1 / RFC 7591.

      


      
        Summary


  
    Functions
  


    
      
        describe_token_error(reason)

      


        Translate a :reason atom returned from a core module into an
{http_status, error_code, description} triple suitable for an OAuth
error response.



    


    
      
        send_bearer_error(conn, status, code, description \\ nil)

      


        Send a Bearer-auth error per RFC 6750 §3 — JSON body + a
WWW-Authenticate: Bearer error="…", error_description="…" header.



    


    
      
        send_dcr_error(conn, code, description \\ nil)

      


        Send a 400 with an RFC 7591 DCR-shaped error.



    


    
      
        send_oauth_error(conn, status, code, description \\ nil)

      


        Send a JSON error per OAuth 2.0 / RFC 6749 §5.2.



    





      


      
        Functions


        


  
    
      
    
    
      describe_token_error(reason)



        
          
        

    

  


  

      

          @spec describe_token_error(atom()) :: {pos_integer(), String.t(), String.t()}


      


Translate a :reason atom returned from a core module into an
{http_status, error_code, description} triple suitable for an OAuth
error response.

  



    

  
    
      
    
    
      send_bearer_error(conn, status, code, description \\ nil)



        
          
        

    

  


  

      

          @spec send_bearer_error(Plug.Conn.t(), pos_integer(), String.t(), String.t() | nil) ::
  Plug.Conn.t()


      


Send a Bearer-auth error per RFC 6750 §3 — JSON body + a
WWW-Authenticate: Bearer error="…", error_description="…" header.
Used for failures of Bearer-authenticated endpoints (e.g. RFC 7591
initial-access-token failures on /oauth/register).

  



    

  
    
      
    
    
      send_dcr_error(conn, code, description \\ nil)



        
          
        

    

  


  

Send a 400 with an RFC 7591 DCR-shaped error.
Codes: "invalid_redirect_uri", "invalid_client_metadata".

  



    

  
    
      
    
    
      send_oauth_error(conn, status, code, description \\ nil)



        
          
        

    

  


  

      

          @spec send_oauth_error(Plug.Conn.t(), pos_integer(), String.t(), String.t() | nil) ::
  Plug.Conn.t()


      


Send a JSON error per OAuth 2.0 / RFC 6749 §5.2.
Codes: "invalid_request", "invalid_client", "invalid_grant",
"unsupported_grant_type", "invalid_scope", etc.

  


        

      


  

    
AshAuthentication.Phoenix.Oauth2Server.ProtocolRouter 
    



      
Plug router for the client-facing OAuth 2.1 protocol endpoints — anything
called by an external OAuth client without a browser session.
Endpoints handled:
	GET /oauth-authorization-server — RFC 8414 metadata
	GET /oauth-protected-resource   — RFC 9728 metadata
	GET /openid-configuration       — alias for OIDC-conformant tooling
	POST /register                  — RFC 7591 Dynamic Client Registration
	POST /token                     — authorization_code + refresh_token grants
	POST /revoke                    — RFC 7009 token revocation

Mount this behind your API pipeline (no CSRF, no session needed). For the
human-driven consent step (/authorize), see
AshAuthentication.Phoenix.Oauth2Server.ConsentRouter.
Options
	:oauth2_server (required) — the user's Oauth2Server config module


      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.
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      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
AshAuthentication.Phoenix.Oauth2Server.Router 
    



      
Phoenix router macros for mounting the OAuth 2.1 authorization server.
use this module inside your router to gain access to
oauth2_server_consent_routes/1 (browser-facing, user consent) and
oauth2_server_protocol_routes/1 (client-facing protocol endpoints).
Example
defmodule MyAppWeb.Router do
  use Phoenix.Router
  use AshAuthentication.Phoenix.Oauth2Server.Router

  scope "/" do
    pipe_through :browser
    oauth2_server_consent_routes oauth2_server: MyApp.Oauth2Server
  end

  scope "/" do
    pipe_through :api
    oauth2_server_protocol_routes oauth2_server: MyApp.Oauth2Server
  end
end
The two macros forward to:
	AshAuthentication.Phoenix.Oauth2Server.ConsentRouter — handles
/oauth/authorize (the user-driven consent step).
	AshAuthentication.Phoenix.Oauth2Server.ProtocolRouter — handles
/oauth/register, /oauth/token, /oauth/revoke, and the three
metadata documents under /.well-known.


      


      
        Summary


  
    Functions
  


    
      
        oauth2_server_consent_routes(opts \\ [])

      


        Generate the routes for the user-driven consent step of an OAuth 2.1
authorization-server flow.



    


    
      
        oauth2_server_protocol_routes(opts \\ [])

      


        Generate the routes for the client-facing OAuth 2.1 protocol endpoints —
discovery, dynamic client registration, token, and revocation.



    





      


      
        Functions


        


    

  
    
      
    
    
      oauth2_server_consent_routes(opts \\ [])


        (macro)


        
          
        

    

  


  

Generate the routes for the user-driven consent step of an OAuth 2.1
authorization-server flow.
Mount this inside a scope that pipes through your browser pipeline
(with :protect_from_forgery and session loading) — both the consent
GET and POST need a logged-in user and CSRF protection.
Example
scope "/" do
  pipe_through :browser
  oauth2_server_consent_routes oauth2_server: MyApp.Oauth2Server
end
Options
	:oauth2_server (required) — your Oauth2Server config module.
	:path — base path. Defaults to /oauth/authorize.
	:consent_view — module exposing render(:consent, assigns).
Defaults to AshAuthentication.Phoenix.Oauth2Server.ConsentView.


  



    

  
    
      
    
    
      oauth2_server_protocol_routes(opts \\ [])


        (macro)


        
          
        

    

  


  

Generate the routes for the client-facing OAuth 2.1 protocol endpoints —
discovery, dynamic client registration, token, and revocation.
Mount this inside a scope that pipes through your API pipeline. These
endpoints are called by external OAuth clients without a browser session,
so CSRF must NOT apply.
Example
scope "/" do
  pipe_through :api
  oauth2_server_protocol_routes oauth2_server: MyApp.Oauth2Server
end
Options
	:oauth2_server (required) — your Oauth2Server config module.
	:oauth_path — prefix for /token, /register, etc. Defaults to /oauth.
	:well_known_path — prefix for /oauth-authorization-server,
/oauth-protected-resource, /openid-configuration.
Defaults to /.well-known.


  


        

      


  

    
mix ash_authentication_oauth2_server.install 
    



      
Scaffolds an OAuth 2.1 authorization server
Scaffolds:
	Four resources in the configured Ash domain — OauthClient,
OauthAuthorizationCode, OauthRefreshToken, OauthConsent.
	An Oauth2Server config module that pulls them together.
	Three secret_for/4 clauses on the user's Secrets module
(:issuer_url, :resource_url, :signing_secret) that read from
application env, so prod overrides go in config/runtime.exs.
	Localhost defaults in config/dev.exs for development.

After install, run mix ash.codegen --name add_oauth2_server to
generate migrations for the new resources, then mix ecto.migrate.
The router macros are NOT auto-mounted. use the router module in
your Phoenix router and add the scopes by hand — different apps
want different paths/pipelines:
use AshAuthentication.Phoenix.Oauth2Server.Router

scope "/" do
  pipe_through :browser
  oauth2_server_consent_routes oauth2_server: MyApp.Oauth2Server
end

scope "/" do
  pipe_through :api
  oauth2_server_protocol_routes oauth2_server: MyApp.Oauth2Server
end
Then mount AshAuthentication.Phoenix.Oauth2Server.BearerPlug on
whatever resource you want OAuth-protected.
Production config
The dev URLs written to config/dev.exs are placeholders. For prod,
set the real values in config/runtime.exs:
config :my_app,
  oauth2_issuer_url: System.get_env("OAUTH2_ISSUER_URL"),
  oauth2_resource_url: System.get_env("OAUTH2_RESOURCE_URL"),
  oauth2_signing_secret: System.get_env("OAUTH2_SIGNING_SECRET")
oauth2_resource_url is the URL clients will reach your protected
resource at. It's bound to the access token's aud claim.
Example
mix ash_authentication_oauth2_server.install

Options
	--accounts, -a — Domain. Default: MyApp.Accounts.
	--user, -u — User resource. Default: <Accounts>.User.
	--server-module, -s — Where to put the Oauth2Server module.
Default: MyApp.Oauth2Server.
	--secrets-module — Module implementing AshAuthentication.Secret.
Default: MyApp.Secrets.
	--issuer-url — Issuer URL written to config/dev.exs.
Default: http://localhost:4000.
	--resource-url — Resource URL written to config/dev.exs.
Default: same as --issuer-url.
	--scope — Scope advertised in metadata. Default: example.scope
(a placeholder to replace with whatever your protected resource
actually uses).
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        igniter(igniter)

      


        Callback implementation for Igniter.Mix.Task.igniter/1.
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Callback implementation for Igniter.Mix.Task.igniter/1.
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