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    AshCookieConsent
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GDPR-compliant cookie consent management for Ash Framework applications.
Features
	✅ Ash-Native: Built as an Ash.Resource with full policy support
	✅ GDPR Compliant: Complete audit trail with consent timestamps and policy versions
	✅ Phoenix Integration: Works with traditional controllers and LiveView
	✅ Three-Tier Storage: Browser cookies + Phoenix session + database persistence
	✅ Cross-Device Support: Consent follows users across devices when logged in
	✅ Customizable UI: Phoenix Components with AlpineJS for interactivity
	✅ Lightweight: Minimal dependencies, no heavy JavaScript frameworks
	✅ Conditional Script Loading: Load analytics/marketing scripts only with consent
	✅ Comprehensive Testing: 172 passing tests covering all integration points

Live Demo
See it in action: ehs-enforcement.sertantai.com
This production application uses AshCookieConsent for GDPR-compliant cookie management with database persistence for authenticated users.
Why AshCookieConsent?
Built for Ash Framework: Unlike generic cookie consent libraries, AshCookieConsent leverages Ash's powerful resource system for consent management, making it a natural fit for Ash applications.
Flexible Storage: Three-tier storage system (assigns → session → cookie → database) provides optimal performance while maintaining GDPR compliance. Works great for anonymous users while supporting cross-device sync for authenticated users.
Developer-Friendly: Simple API with helper functions, Phoenix components, and comprehensive documentation. Get consent management working in minutes, not hours.
Production-Ready: Thoroughly tested with 163 passing tests, used in production Ash applications, and following Elixir/Phoenix best practices.
Quick Example
# 1. Add to router
plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings

# 2. Add modal to layout
<.consent_modal current_consent={@consent} cookie_groups={AshCookieConsent.cookie_groups()} />

# 3. Check consent in your code
if AshCookieConsent.consent_given?(conn, "analytics") do
  # Load analytics scripts
end

# 4. Conditionally load scripts
<.consent_script consent={@consent} group="analytics" src="https://analytics.example.com/script.js" />
That's it! Your app now has GDPR-compliant cookie consent management.
Installation
1. Add Dependency
Add ash_cookie_consent to your list of dependencies in mix.exs:
def deps do
  [
    {:ash_cookie_consent, "~> 0.1"}
  ]
end
2. Install AlpineJS
The consent modal requires AlpineJS for interactivity. Add it to your assets/js/app.js:
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()
And install via npm:
cd assets && npm install alpinejs --save

3. Configure Tailwind CSS
Add the library path to your assets/tailwind.config.js to include component styles:
module.exports = {
  content: [
    './js/**/*.js',
    '../lib/*_web.ex',
    '../lib/*_web/**/*.*ex',
    '../deps/ash_cookie_consent/lib/**/*.ex'  // Add this line
  ],
  // ...
}
Setup Guide
1. Define Your ConsentSettings Resource
defmodule MyApp.Consent.ConsentSettings do
  use Ash.Resource,
    domain: MyApp.Consent,
    data_layer: AshPostgres.DataLayer

  postgres do
    table "consent_settings"
    repo MyApp.Repo
  end

  attributes do
    uuid_primary_key :id

    attribute :terms, :string, allow_nil?: false
    attribute :groups, {:array, :string}, default: []
    attribute :consented_at, :utc_datetime
    attribute :expires_at, :utc_datetime

    timestamps()
  end

  actions do
    defaults [:read, :destroy]

    create :create do
      primary? true
      accept [:terms, :groups, :consented_at, :expires_at]

      change fn changeset, _context ->
        now = DateTime.utc_now() |> DateTime.truncate(:second)
        expires = DateTime.add(now, 365, :day) |> DateTime.truncate(:second)

        changeset
        |> Ash.Changeset.change_attribute(:consented_at, now)
        |> Ash.Changeset.change_attribute(:expires_at, expires)
      end
    end

    update :update do
      primary? true
      accept [:terms, :groups, :expires_at]
    end
  end
end
2. Generate Migration
mix ash_postgres.generate_migrations --name add_consent_settings
mix ecto.migrate

3. Add Integration Layer
For Traditional Phoenix Controllers (Plug)
Add the plug to your browser pipeline:
# lib/my_app_web/router.ex
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :fetch_live_flash
  plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
  plug :protect_from_forgery
  plug :put_secure_browser_headers

  # Add the consent plug (MUST come after :fetch_session)
  plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
end
For LiveView Applications (Hook)
Add the hook to your LiveView modules:
# lib/my_app_web.ex
defmodule MyAppWeb do
  def live_view do
    quote do
      use Phoenix.LiveView,
        layout: {MyAppWeb.Layouts, :app}

      # Add the consent hook
      on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

      unquote(html_helpers())
    end
  end

  defp html_helpers do
    quote do
      # Import consent components
      import AshCookieConsent.Components.ConsentModal
      import AshCookieConsent.Components.ConsentScript
    end
  end
end
4. Add Consent Modal to Layout
<!-- In your root.html.heex -->
<body>
  <%= @inner_content %>

  <!-- Consent Modal -->
  <.consent_modal
    current_consent={assigns[:consent]}
    cookie_groups={assigns[:cookie_groups] || AshCookieConsent.cookie_groups()}
    privacy_url="/privacy"
  />

  <!-- LiveView Cookie Update Handler -->
  <script>
    window.addEventListener("phx:update-consent-cookie", (e) => {
      const consent = e.detail.consent;
      const expires = new Date(Date.now() + 365 * 24 * 60 * 60 * 1000).toUTCString();
      document.cookie = `_consent=${encodeURIComponent(consent)}; expires=${expires}; path=/; SameSite=Lax`;
    });
  </script>
</body>
Usage
Checking Consent
Use the helper functions to check if consent has been given:
# In a controller or LiveView
if AshCookieConsent.consent_given?(conn, "analytics") do
  # Load analytics scripts
end

# Check if any consent exists
if AshCookieConsent.has_consent?(conn) do
  # User has made a consent choice
end

# Check if consent is needed
if AshCookieConsent.needs_consent?(conn) do
  # Show consent modal
end
Conditional Script Loading
The ConsentScript component conditionally loads scripts based on user consent:
External Scripts
<!-- Google Analytics -->
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://www.googletagmanager.com/gtag/js?id=GA_MEASUREMENT_ID"
  async={true}
/>

<!-- Facebook Pixel -->
<.consent_script
  consent={@consent}
  group="marketing"
  src="https://connect.facebook.net/en_US/fbevents.js"
  defer={true}
/>

<!-- Plausible Analytics -->
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://plausible.io/js/script.js"
  defer={true}
  data-domain="example.com"
/>
Inline Scripts
<.consent_script consent={@consent} group="analytics">
  window.dataLayer = window.dataLayer || [];
  function gtag(){dataLayer.push(arguments);}
  gtag('js', new Date());
  gtag('config', 'GA_MEASUREMENT_ID');
</.consent_script>
Customizing Cookie Categories
# In your config/config.exs
config :ash_cookie_consent,
  cookie_groups: [
    %{
      id: "essential",
      label: "Essential Cookies",
      description: "Required for the website to function",
      required: true
    },
    %{
      id: "analytics",
      label: "Analytics",
      description: "Help us understand how you use our site",
      required: false
    },
    %{
      id: "marketing",
      label: "Marketing",
      description: "Used to deliver personalized ads",
      required: false
    }
  ]
Customizing the Modal
<.consent_modal
  current_consent={@consent}
  cookie_groups={AshCookieConsent.cookie_groups()}
  title="Cookie Settings"
  description="We value your privacy. Choose which cookies you want to accept."
  accept_all_label="Accept All Cookies"
  reject_all_label="Only Essential"
  customize_label="Manage Preferences"
  privacy_url="/privacy-policy"
  modal_class="my-custom-modal"
  button_class="my-custom-button"
/>
How It Works
Three-Tier Storage System
The library implements a hierarchical storage system for optimal performance and reliability:
	Connection/Socket Assigns (Fastest - in-memory, request-scoped)
	Phoenix Session (Fast - server-side, encrypted)
	Browser Cookie (Medium - client-side, signed)
	Database (Ash) (Persistent - long-term storage)

When Consent is Loaded:
	Check assigns → if found, use it (fastest)
	Check session → if found, use it
	Check cookie → if found, use it
	Check database (if authenticated) → if found, use it
	If nothing found → show consent modal

When Consent is Updated:
	Save to cookie (for persistence)
	Save to session (for performance)
	Update assigns (for current request)
	Save to database (if authenticated user - extensible)

Performance Benefits
	✅ No Database Query Per Request: Session cache eliminates DB roundtrips
	✅ Fast Initial Load: Assigns checked first (no I/O)
	✅ Works Offline: Cookie-based storage for anonymous users
	✅ Audit Trail: Database provides GDPR-compliant history

Documentation
Comprehensive guides are available:
	Getting Started - Quick start guide
	Migration Guide - Integrate into existing apps
	Examples - Usage patterns and code examples
	Troubleshooting - Common issues and solutions
	Extending - Advanced customization

Full API documentation is available at HexDocs.
GDPR Compliance
AshCookieConsent helps you comply with GDPR Article 7(1), which requires you to demonstrate that consent was given:
	✅ Timestamp of consent (consented_at)
	✅ Policy version consented to (terms)
	✅ Specific categories consented (groups)
	✅ Expiration tracking (expires_at)
	✅ Full audit trail via Ash timestamps

Important: GDPR compliance requires more than just technical implementation. Ensure your privacy policy and consent text meet legal requirements.
Comparison with Alternatives
	Feature	AshCookieConsent	phx_cookie_consent	Generic JS Library
	Ash-Native	✅	❌ (Ecto)	❌
	Phoenix Integration	✅	✅	⚠️ (Manual)
	LiveView Support	✅	⚠️ (Limited)	❌
	Three-Tier Storage	✅	❌	❌
	Conditional Scripts	✅	❌	❌
	Database Audit Trail	✅	✅	❌
	Maintained	✅	❌ (Archived)	Varies
	Test Coverage	✅ (163 tests)	⚠️	Varies

Implementation Status
Current Version: 0.1.0 (Phase 4 - Polish & Publishing)
	✅ Phase 1: Core Ash resource and domain (ConsentSettings)
	✅ Phase 2: Phoenix Components (ConsentModal, ConsentScript) and UI layer
	✅ Phase 3: Integration layer (Plug, LiveView hooks, Storage)	✅ Cookie management module
	✅ Storage module (three-tier hierarchy)
	✅ Phoenix Plug for traditional controllers
	✅ LiveView Hook for LiveView apps
	✅ 163 comprehensive tests
	✅ Complete documentation (5 guides)


	🚧 Phase 4: Polish and Hex publishing (In Progress)	✅ Migration guide
	✅ Usage rules for AI assistants
	⏳ README enhancements
	⏳ Code quality (Credo, Dialyzer)
	⏳ Hex.pm publishing


	⏳ Phase 5: Production integration and iteration

Note: Database synchronization for authenticated users requires adding a user relationship to ConsentSettings. See the Extending Guide for implementation details.
Contributing
Contributions are welcome! Please feel free to submit a Pull Request.
Development Setup
git clone https://github.com/shotleybuilder/ash_cookie_consent.git
cd ash_cookie_consent
mix deps.get
mix test

Running Tests
# Run all tests
mix test

# Run with coverage
mix test --cover

# Run specific test file
mix test test/ash_cookie_consent/plug_test.exs

Support
	Documentation: hexdocs.pm/ash_cookie_consent
	Issues: github.com/shotleybuilder/ash_cookie_consent/issues
	Discussions: Ash Framework Discord (#libraries channel)

License
This project is licensed under the MIT License - see the LICENSE file for details.
Credits
Inspired by phx_cookie_consent by pzingg.
Built with Ash Framework by Zach Daniel and the Ash community.
Repository
https://github.com/shotleybuilder/ash_cookie_consent


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
Unreleased
Added
	Quick Integration Checklist in usage-rules.md for rapid setup guidance

Changed
	BREAKING DOCUMENTATION: Removed global hook pattern from getting-started guide
	Updated all integration examples to use router-level live_session only
	Removed general Phoenix/LiveView teaching from documentation (focused on consent integration)
	Comprehensive extending guide improvements with real-world database sync patterns

Fixed
	Documentation now clearly warns against global hook anti-pattern
	Added guidance for when to skip LiveView hook on admin/authenticated routes
	Added session interference prevention with skip_session_cache option
	Extending guide now includes user ID extraction, "newer wins" logic, and proper user relationships

0.1.0 - 2025-11-04
Initial release of AshCookieConsent - GDPR-compliant cookie consent management for Ash Framework applications.
Added
Core Features
	ConsentSettings Ash Resource with GDPR-compliant attributes:	terms - Policy version identifier
	groups - Array of consented cookie categories
	consented_at - Consent timestamp
	expires_at - Consent expiration (365 days default)


	Custom Ash Actions:	grant_consent - Record user consent with automatic timestamps
	revoke_consent - Revoke all consent
	active_consents - Query non-expired consents


	Validations: Terms and groups validation with clear error messages

Phoenix Components
	ConsentModal component with:	AlpineJS-powered interactive modal
	Tailwind CSS styling (customizable)
	Granular cookie group selection
	Accept All / Reject All shortcuts
	Keyboard navigation (Escape to close)
	Click-outside dismissal
	Accessibility support (ARIA labels, focus management)


	ConsentScript component for conditional script loading:	Only load scripts when user has consented to category
	Support for async/defer attributes
	Custom attributes pass-through
	Examples for Google Analytics, Tag Manager, Facebook Pixel



Integration Layer
	AshCookieConsent.Plug for traditional Phoenix apps:	Loads consent from three-tier storage
	Sets assigns (:consent, :show_consent_modal, :cookie_groups)
	Configurable cookie and session keys
	Optional database sync for authenticated users


	AshCookieConsent.LiveView.Hook for LiveView apps:	on_mount callback with :load_consent and :require_consent phases
	Socket assign management
	Event handlers for consent updates
	Helper functions (show_modal/1, hide_modal/1)


	Three-Tier Storage System (AshCookieConsent.Storage):	Read Priority: assigns → session → cookie → database
	Write Strategy: All tiers updated simultaneously
	Automatic sync on login for authenticated users
	Conflict resolution (newest consent wins)


	Cookie Management (AshCookieConsent.Cookie):	Signed cookies using Phoenix.Token
	JSON encoding with automatic timestamp handling
	Configurable cookie options (max_age, domain, path, etc.)
	HttpOnly, Secure, SameSite defaults



Helper Functions
	consent_given?/2 - Check if user consented to cookie group
	get_consent/1 - Retrieve current consent data
	has_consent?/1 - Check if any consent exists
	Cookie group configuration via Application config

Documentation
	README.md with:	Badges (Hex.pm, documentation, license)
	"Why AshCookieConsent?" comparison section
	Quick 4-line integration example
	Feature comparison table vs alternatives


	6 Comprehensive Guides (1,820+ lines total):	getting-started.md - Installation and basic setup
	migration-guide.md - Migration from other libraries and adding to existing apps
	examples.md - Real-world integration patterns
	troubleshooting.md - Common issues and solutions
	extending.md - Custom storage, UI customization
	usage-rules.md - AI assistant integration guidance


	Code Documentation: All modules and public functions documented with examples
	Moduledoc and @doc coverage for all public APIs

Testing
	163 Comprehensive Tests including:	Unit tests for Ash resource (ConsentSettings)
	Component rendering tests
	Cookie encoding/decoding tests
	Plug integration tests
	LiveView Hook tests
	Three-tier storage tests
	Helper function tests
	Edge case coverage (expiration, malformed data, etc.)


	All tests passing with 0 failures

Code Quality
	Credo: Passing strict mode (intentional TODOs documented)
	Dialyzer: Zero type warnings (0 errors)
	Formatted: Using mix format
	Zero compile warnings
	Documented extension points for database sync

Design Decisions
Database Sync - Intentionally Optional
The library provides extension points for database synchronization but doesn't enforce a specific user relationship pattern. This allows:
	Cookie/session storage works for all users (authenticated or not)
	Apps can add user relationships as needed
	Flexibility in user model architecture
	Simple integration without database requirements

Extension Points:
	lib/ash_cookie_consent/storage.ex: Stubbed load_user_consent/2 and save_user_consent/3
	lib/ash_cookie_consent/plug.ex: Stubbed database sync functions
	lib/ash_cookie_consent/live_view/hook.ex: Stubbed save_consent_to_db/3

See guides/migration-guide.md section "Adding User Relationships" for complete implementation guide.
Three-Tier Storage Benefits
	Assigns: Fastest access, request-scoped
	Session: Server-side cache, no database roundtrip
	Cookie: Client-side persistence, works offline
	Database: Audit trail, cross-device sync (when implemented)

Dependencies
Required
	ash ~> 3.0 - Core Ash Framework
	phoenix ~> 1.7 - Phoenix Framework
	phoenix_live_view ~> 1.0 - LiveView support
	jason ~> 1.4 - JSON encoding

Optional
	ash_postgres ~> 2.0 - PostgreSQL data layer (or use ash_sqlite)

Development
	ex_doc ~> 0.34 - Documentation generation
	credo ~> 1.7 - Static analysis
	dialyxir ~> 1.4 - Type checking

Configuration
Default cookie groups:
config :ash_cookie_consent, :cookie_groups, [
  %{
    key: "essential",
    label: "Essential Cookies",
    description: "Required for the website to function",
    required: true
  },
  %{
    key: "analytics",
    label: "Analytics Cookies",
    description: "Help us understand how visitors use our website",
    required: false
  },
  %{
    key: "marketing",
    label: "Marketing Cookies",
    description: "Used to deliver personalized advertisements",
    required: false
  }
]
Migration Path
For existing applications:
	Add dependency to mix.exs
	Create ConsentSettings resource with data layer
	Add Plug to router (after :fetch_session)
	Add LiveView Hook (optional, for LiveView apps)
	Add modal component to layout
	Configure cookie groups

See guides/migration-guide.md for detailed instructions.
Breaking Changes
None (initial release)
Known Limitations
	Database sync requires user relationship: Apps must implement user relationship and database queries (documented extension points provided)
	AlpineJS required: Modal interactivity requires AlpineJS v3.x
	Tailwind recommended: Components styled with Tailwind (customizable via Alpine x-bind)
	Phoenix 1.7+: Requires Phoenix 1.7 for Phoenix.Component

Roadmap
See GitHub Issues for planned enhancements:
	Built-in database sync helpers (v0.2.0)
	Multi-language support
	Consent banner variants (banner, modal, corner popup)
	Export/import consent data
	Enhanced analytics integration

Credits
Built with Ash Framework by Zach Daniel and the Ash core team.
Inspired by phx_cookie_consent (Ecto-based) but rewritten for Ash Framework.
License
MIT License - See LICENSE file for details



  

    Getting Started with AshCookieConsent

This guide will help you add GDPR-compliant cookie consent management to your Phoenix application.
Prerequisites
	Elixir 1.14+
	Phoenix 1.7+
	Phoenix LiveView 1.0+
	Ash Framework 3.0+

Installation
1. Add the Dependency
Add ash_cookie_consent to your mix.exs:
def deps do
  [
    {:ash_cookie_consent, "~> 0.1.0"}
  ]
end
Then run:
mix deps.get

2. Install AlpineJS
The consent modal requires AlpineJS for interactivity. Add it to your assets/js/app.js:
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()
Install via npm:
cd assets && npm install alpinejs --save

3. Configure Tailwind CSS
Add the library path to your assets/tailwind.config.js:
module.exports = {
  content: [
    './js/**/*.js',
    '../lib/*_web.ex',
    '../lib/*_web/**/*.*ex',
    '../deps/ash_cookie_consent/lib/**/*.ex'  // Add this line
  ],
  // ...
}
Basic Setup
Step 1: Add the Plug to Your Router
The Plug loads consent data and sets assigns for use in your templates.
For lightweight cookie/session storage (no database), the :resource parameter is optional:
# lib/my_app_web/router.ex
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_cookies  # Required: fetches request cookies for consent reading
    plug :fetch_live_flash
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
    plug :protect_from_forgery
    plug :put_secure_browser_headers

    # Add the consent plug AFTER :fetch_cookies (resource is optional for Phase 1)
    plug AshCookieConsent.Plug
  end

  # ... your routes
end
Important: The plug :fetch_cookies line is required before AshCookieConsent.Plug. Phoenix's :fetch_session only fetches the session cookie, but the consent library needs access to all request cookies via conn.req_cookies to read the _consent cookie.

Note: For database persistence and user-specific consent tracking, add resource: MyApp.Consent.ConsentSettings to the plug options. See the Database Integration guide for details.

Step 2: Create the Consent Controller
The consent modal submits to a controller that saves the user's preferences. Create the controller:
# lib/my_app_web/controllers/consent_controller.ex
defmodule MyAppWeb.ConsentController do
  use MyAppWeb, :controller
  alias AshCookieConsent.Storage

  def create(conn, params) do
    # Parse consent groups from JSON
    groups = parse_groups(params)

    # Build consent data with expiration
    consent = build_consent(groups, params)

    # Save to cookie and session (no resource needed for Phase 1)
    conn = Storage.put_consent(conn, consent)

    # Redirect back to the referring page or home
    redirect_url = get_redirect_url(conn, params)

    conn
    |> put_flash(:info, "Your cookie preferences have been saved.")
    |> redirect(to: redirect_url)
  end

  defp parse_groups(%{"groups" => groups}) when is_list(groups), do: groups

  defp parse_groups(%{"groups" => json}) when is_binary(json) do
    case Jason.decode(json) do
      {:ok, groups} when is_list(groups) -> groups
      _ -> ["essential"]
    end
  end

  defp parse_groups(_), do: ["essential"]

  defp build_consent(groups, params) do
    now = DateTime.utc_now() |> DateTime.truncate(:second)
    expires = DateTime.add(now, 365, :day) |> DateTime.truncate(:second)

    %{
      "terms" => Map.get(params, "terms", "v1.0"),
      "groups" => groups,
      "consented_at" => now,
      "expires_at" => expires
    }
  end

  defp get_redirect_url(conn, params) do
    # Try params first, then referer header, then fallback to "/"
    Map.get(params, "redirect_to") ||
      get_req_header(conn, "referer") |> List.first() ||
      "/"
  end
end
Then add the route to your router:
# lib/my_app_web/router.ex
scope "/", MyAppWeb do
  pipe_through :browser

  # Add this route for consent form submission
  post "/consent", ConsentController, :create

  # ... your other routes
end
Step 3: Configure LiveView (If Using LiveView)
⚠️ CRITICAL: Use Router-Level Hooks, NOT Global Hooks
❌ ANTI-PATTERN - Do NOT do this:
# lib/my_app_web.ex - DON'T ADD HOOKS HERE
defmodule MyAppWeb do
  def live_view do
    quote do
      use Phoenix.LiveView, layout: {MyAppWeb.Layouts, :app}

      # ❌ WRONG: Applies to ALL LiveViews (admin, internal tools, etc.)
      on_mount {AshCookieConsent.LiveView.Hook, :load_consent}
    end
  end
end
Why this is wrong:
	Applies consent tracking to admin-only routes that don't need it
	Causes authentication conflicts in secured areas
	Adds unnecessary overhead to internal tools
	Violates separation of concerns

✅ CORRECT PATTERN - Use router-level live_session:
# lib/my_app_web/router.ex
scope "/", MyAppWeb do
  pipe_through :browser

  # Public routes - Include consent hook
  live_session :public,
    on_mount: [{AshCookieConsent.LiveView.Hook, :load_consent}] do
    live "/", HomeLive
    live "/about", AboutLive
    # ... other public routes
  end

  # Admin routes - NO consent hook
  live_session :admin,
    on_mount: [YourApp.AdminAuthHook] do  # Only auth, no consent
    live "/admin", AdminDashboardLive
  end
end
Why this is correct:
	✅ Consent tracking only on public-facing pages
	✅ Admin routes remain clean and fast
	✅ Clear separation of concerns
	✅ No authentication conflicts

🔐 Integration with Authentication
If your app uses authentication (like AshAuthentication), apply hooks in this order:
1. Authentication hooks FIRST - to load the current user
2. Consent hooks SECOND - to track consent preferences
# ✅ CORRECT: Auth first, then consent
live_session :public,
  on_mount: [
    AshAuthentication.Phoenix.LiveSession,           # First: authenticate
    {AshCookieConsent.LiveView.Hook, :load_consent}  # Second: consent
  ],
  session: {AshAuthentication.Phoenix.LiveSession, :generate_session, []} do
  live "/", DashboardLive
  live "/cases", CaseLive.Index
  # ... other public routes requiring both auth and consent
end

# ✅ CORRECT: Admin routes without consent (not needed for internal tools)
live_session :admin,
  on_mount: [
    AshAuthentication.Phoenix.LiveSession  # Only auth, no consent
  ],
  session: {AshAuthentication.Phoenix.LiveSession, :generate_session, []} do
  live "/admin", Admin.DashboardLive
  # ... admin routes
end
Important Notes:
	Phoenix's live_session on_mount provides explicit control over which hooks run
	Admin/internal routes don't need consent tracking - it's for public-facing GDPR compliance
	Authentication hooks should come first if you use both auth and consent
	Each live_session explicitly declares its hooks - no global defaults

💡 When to Skip the LiveView Hook
Consider omitting the consent hook from certain live_sessions:
# Public routes - INCLUDE consent hook for modal
live_session :public,
  on_mount: [{AshCookieConsent.LiveView.Hook, :load_consent}] do
  live "/", HomeLive
  live "/about", AboutLive
end

# Admin routes - SKIP consent hook (already authenticated, no modal needed)
live_session :admin,
  on_mount: [AshAuthentication.Phoenix.LiveSession] do
  live "/admin", AdminDashboardLive
  # Consent hook NOT needed here
end
Why skip the hook for admin/authenticated routes?
	Session Interference: When using skip_session_cache: true, the hook tries to read from an empty session, which can interfere with authentication hooks
	No Modal Needed: Authenticated admin users don't need the consent modal
	Assigns Still Available: The Plug still runs for these routes, so @consent is available in conn assigns if needed

Production Issue Solved: This pattern prevents KeyError: key :current_user not found errors that occur when the consent hook interferes with authentication session handling in admin routes.
Rule of Thumb:
	✅ Include hook: Public-facing pages where users see the consent modal
	❌ Skip hook: Admin panels, authenticated dashboards, or any route that doesn't show the modal

Step 4: Add the Modal to Your Layout
Add the consent modal to your root layout:
<!-- lib/my_app_web/components/layouts/root.html.heex -->
<!DOCTYPE html>
<html lang="en">
  <head>
    <!-- ... head content ... -->
  </head>
  <body>
    <%= @inner_content %>

    <!-- Consent Modal -->
    <AshCookieConsent.Components.ConsentModal.consent_modal
      current_consent={assigns[:consent]}
      cookie_groups={AshCookieConsent.cookie_groups()}
      privacy_url="/privacy"
    />
  </body>
</html>
Optional: Import the components in your web module for cleaner syntax:
# In your MyAppWeb module
def html do
  quote do
    # ... existing imports
    import AshCookieConsent.Components.ConsentModal
    import AshCookieConsent.Components.ConsentScript
  end
end
Then use it like:
<.consent_modal
  current_consent={@consent}
  cookie_groups={AshCookieConsent.cookie_groups()}
/>
Using Consent in Your Application
Check Consent in Controllers
def index(conn, _params) do
  if AshCookieConsent.consent_given?(conn, "analytics") do
    # Load analytics scripts
  end

  render(conn, :index)
end
Check Consent in LiveViews
def mount(_params, _session, socket) do
  analytics_enabled =
    AshCookieConsent.consent_given?(socket, "analytics")

  {:ok, assign(socket, analytics_enabled: analytics_enabled)}
end
Conditional Script Loading
Use the ConsentScript component to load scripts only when consent is given:
<!-- Google Analytics (only loads if consent given) -->
<AshCookieConsent.Components.ConsentScript.consent_script
  consent={@consent}
  group="analytics"
  src="https://www.googletagmanager.com/gtag/js?id=GA_MEASUREMENT_ID"
  async={true}
/>
Or with the imported version:
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://www.googletagmanager.com/gtag/js?id=GA_MEASUREMENT_ID"
  async={true}
/>
What Happens Next?
	First Visit: Users see the consent modal automatically
	User Choice: They can accept all, essential only, or customize preferences
	Storage: Consent is saved in a cookie (and session for performance)
	Expiration: Consent expires after 1 year (configurable)
	Scripts: Analytics/marketing scripts only load if user consented

Next Steps
	Customize Cookie Groups: See Customization Guide
	Handle Events: See Examples Guide
	Add User Sync: See Extending Guide
	Troubleshooting: See Troubleshooting Guide

Quick Reference
Helper Functions
# Check if any consent exists
AshCookieConsent.has_consent?(conn_or_socket)

# Check if specific group consent exists
AshCookieConsent.consent_given?(conn_or_socket, "analytics")

# Get full consent data
AshCookieConsent.get_consent(conn_or_socket)

# Check if consent expired
AshCookieConsent.consent_expired?(consent)

# Check if consent needed
AshCookieConsent.needs_consent?(conn_or_socket)
Available Cookie Groups (Default)
	essential - Required cookies (always enabled)
	analytics - Analytics and performance tracking
	marketing - Marketing and advertising cookies

See the Customization Guide to add custom cookie groups.


  

    Migration Guide

This guide walks you through integrating AshCookieConsent into your Phoenix application, whether you're starting fresh or migrating from an existing setup.
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	Verification & Testing
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Prerequisites
Before you begin, ensure you have:
	Elixir 1.14+ and Erlang/OTP 25+
	Phoenix 1.7+ with LiveView
	Ash 3.0+ installed and configured
	A working Phoenix application (or ready to create one)
	Basic familiarity with Ash Framework

Check your versions:
elixir --version    # Should show Elixir 1.14+
mix phx.new --version  # Should show Phoenix v1.7+

New Phoenix Application
Starting fresh? This is the easiest path.
Step 1: Create Phoenix App
# Create new Phoenix app with Ecto
mix phx.new my_app --database postgres

cd my_app

# Set up database
mix ecto.create

Step 2: Add Dependencies
Add to mix.exs:
defp deps do
  [
    # ... existing dependencies
    {:ash, "~> 3.0"},
    {:ash_postgres, "~> 2.0"},
    {:ash_cookie_consent, "~> 0.1"}
  ]
end
Install dependencies:
mix deps.get

Step 3: Configure Ash
If you don't have Ash configured yet:
# config/config.exs
config :my_app, :ash_domains, [MyApp.Consent]
Step 4: Create Consent Domain
# lib/my_app/consent.ex
defmodule MyApp.Consent do
  use Ash.Domain

  resources do
    resource MyApp.Consent.ConsentSettings
  end
end
Step 5: Create ConsentSettings Resource
# lib/my_app/consent/consent_settings.ex
defmodule MyApp.Consent.ConsentSettings do
  use Ash.Resource,
    domain: MyApp.Consent,
    data_layer: AshPostgres.DataLayer

  postgres do
    table "consent_settings"
    repo MyApp.Repo
  end

  attributes do
    uuid_primary_key :id

    attribute :terms, :string do
      allow_nil? false
      description "Terms version the user consented to"
    end

    attribute :groups, {:array, :string} do
      default []
      description "Cookie groups the user consented to"
    end

    attribute :consented_at, :utc_datetime do
      description "When consent was given"
    end

    attribute :expires_at, :utc_datetime do
      description "When consent expires"
    end

    timestamps()
  end

  actions do
    defaults [:read, :destroy]

    create :create do
      primary? true
      accept [:terms, :groups, :consented_at, :expires_at]

      change fn changeset, _context ->
        now = DateTime.utc_now() |> DateTime.truncate(:second)
        expires = DateTime.add(now, 365, :day) |> DateTime.truncate(:second)

        changeset
        |> Ash.Changeset.change_attribute(:consented_at, now)
        |> Ash.Changeset.change_attribute(:expires_at, expires)
      end
    end

    update :update do
      primary? true
      accept [:terms, :groups, :expires_at]
    end

    create :grant_consent do
      accept [:terms, :groups]

      change fn changeset, _context ->
        now = DateTime.utc_now() |> DateTime.truncate(:second)
        expires = DateTime.add(now, 365, :day) |> DateTime.truncate(:second)

        changeset
        |> Ash.Changeset.change_attribute(:consented_at, now)
        |> Ash.Changeset.change_attribute(:expires_at, expires)
      end
    end

    update :revoke_consent do
      accept [:groups]
    end

    read :active_consents do
      filter expr(expires_at > ^DateTime.utc_now())
    end
  end

  code_interface do
    define :create
    define :read
    define :update
    define :destroy
    define :grant_consent
    define :revoke_consent
    define :active_consents
  end
end
Step 6: Generate Migration
# Generate migration for consent_settings table
mix ash_postgres.generate_migrations --name add_consent_settings
mix ecto.migrate

Step 7: Configure Router
# lib/my_app_web/router.ex
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_live_flash
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
    plug :protect_from_forgery
    plug :put_secure_browser_headers

    # Add consent plug (MUST come after :fetch_session)
    plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
  end

  scope "/", MyAppWeb do
    pipe_through :browser

    get "/", PageController, :home
    # Add other routes
  end
end
Step 8: Configure LiveView Hook
# lib/my_app_web.ex
defmodule MyAppWeb do
  # ...

  def live_view do
    quote do
      use Phoenix.LiveView,
        layout: {MyAppWeb.Layouts, :app}

      # Add consent hook
      on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

      unquote(html_helpers())
    end
  end

  defp html_helpers do
    quote do
      # ... existing helpers

      # Import consent components
      import AshCookieConsent.Components.ConsentModal
      import AshCookieConsent.Components.ConsentScript
    end
  end
end
Step 9: Add Consent Modal to Layout
<!-- lib/my_app_web/components/layouts/root.html.heex -->
<!DOCTYPE html>
<html lang="en">
  <head>
    <meta charset="utf-8" />
    <meta name="viewport" content="width=device-width, initial-scale=1" />
    <meta name="csrf-token" content={get_csrf_token()} />
    <title><%= assigns[:page_title] || "MyApp" %></title>
    <link phx-track-static rel="stylesheet" href={~p"/assets/app.css"} />
    <script defer phx-track-static src={~p"/assets/app.js"}></script>

    <!-- Conditional analytics scripts -->
    <.consent_script
      consent={assigns[:consent]}
      group="analytics"
      src="https://www.googletagmanager.com/gtag/js?id=GA_MEASUREMENT_ID"
      async={true}
    />
  </head>
  <body>
    <%= @inner_content %>

    <!-- Consent Modal -->
    <.consent_modal
      current_consent={assigns[:consent]}
      cookie_groups={assigns[:cookie_groups] || AshCookieConsent.cookie_groups()}
      privacy_url="/privacy"
    />

    <!-- LiveView Cookie Update Handler -->
    <script>
      window.addEventListener("phx:update-consent-cookie", (e) => {
        const consent = e.detail.consent;
        const expires = new Date(Date.now() + 365 * 24 * 60 * 60 * 1000).toUTCString();
        document.cookie = `_consent=${encodeURIComponent(consent)}; expires=${expires}; path=/; SameSite=Lax`;
      });
    </script>
  </body>
</html>
Step 10: Install AlpineJS
The consent modal requires AlpineJS for interactivity:
cd assets
npm install alpinejs --save

Update assets/js/app.js:
// Import AlpineJS
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()

// ... rest of your app.js
Step 11: Configure Tailwind
Add the library path to Tailwind config:
// assets/tailwind.config.js
module.exports = {
  content: [
    './js/**/*.js',
    '../lib/*_web.ex',
    '../lib/*_web/**/*.*ex',
    '../deps/ash_cookie_consent/lib/**/*.ex'  // Add this line
  ],
  // ... rest of config
}
Step 12: Test Your Setup
Start your server:
mix phx.server

Visit http://localhost:4000 - you should see the consent modal on first visit!
✅ New Phoenix app setup complete!

Existing Phoenix Application
Adding AshCookieConsent to an existing Phoenix application.
Assessment
First, understand what you have:
	Do you have Ash Framework installed?
	Check mix.exs for {:ash, "~> 3.0"}
	If not, see Ash installation guide


	Do you have a data layer configured?
	AshPostgres, AshSqlite, etc.
	ConsentSettings needs a data layer


	Are you using LiveView?
	Required for best experience
	Traditional controllers also supported



Step 1: Add Dependency
# mix.exs
defp deps do
  [
    # ... existing dependencies
    {:ash_cookie_consent, "~> 0.1"}
  ]
end
mix deps.get

Step 2: Create Consent Domain (If Needed)
If you don't have a suitable domain for consent:
# lib/my_app/consent.ex
defmodule MyApp.Consent do
  use Ash.Domain

  resources do
    resource MyApp.Consent.ConsentSettings
  end
end
Add to your Ash domains config:
# config/config.exs
config :my_app, :ash_domains, [
  MyApp.YourExistingDomain,
  MyApp.Consent  # Add this
]
Step 3: Create ConsentSettings Resource
Use the same resource definition from the New Application section above.
Step 4: Generate and Run Migration
mix ash_postgres.generate_migrations --name add_consent_settings
mix ecto.migrate

Step 5: Add Plug to Router
Important: The consent plug MUST come after :fetch_session:
# lib/my_app_web/router.ex
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session        # Must come before consent plug
  plug :fetch_live_flash
  plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
  plug :protect_from_forgery
  plug :put_secure_browser_headers

  # Add consent plug here
  plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
end
Step 6: Update Web Module
If using LiveView, add the hook to your web module:
# lib/my_app_web.ex
def live_view do
  quote do
    use Phoenix.LiveView,
      layout: {MyAppWeb.Layouts, :app}

    # Add this line
    on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

    unquote(html_helpers())
  end
end

defp html_helpers do
  quote do
    # ... existing helpers

    # Add these imports
    import AshCookieConsent.Components.ConsentModal
    import AshCookieConsent.Components.ConsentScript
  end
end
Step 7: Add Modal to Layout
Add the consent modal to your root layout (see Step 9 above for full code).
Key points:
	Modal should be in root.html.heex, not app.html.heex
	Add cookie update handler script
	Import consent components

Step 8: Install AlpineJS (If Not Already Installed)
Check if you have AlpineJS:
cd assets
cat package.json | grep alpinejs

If not found:
npm install alpinejs --save

And add to assets/js/app.js:
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()
Step 9: Update Tailwind Config
// assets/tailwind.config.js
module.exports = {
  content: [
    './js/**/*.js',
    '../lib/*_web.ex',
    '../lib/*_web/**/*.*ex',
    '../deps/ash_cookie_consent/lib/**/*.ex'  // Add this
  ],
  // ...
}
Rebuild assets:
cd assets
npm run build
# Or just restart: mix phx.server

Step 10: Test Integration
	Clear your browser cookies
	Visit your app
	You should see the consent modal
	Accept/customize consent
	Refresh - modal should not reappear
	Check cookie in DevTools (Application → Cookies → _consent)

✅ Existing app migration complete!

Migrating from Other Libraries
From phx_cookie_consent
If you're migrating from phx_cookie_consent:
Database Migration
The schemas are similar but not identical. Here's a migration path:
# priv/repo/migrations/XXXXXX_migrate_to_ash_cookie_consent.exs
defmodule MyApp.Repo.Migrations.MigrateToAshCookieConsent do
  use Ecto.Migration

  def up do
    # Rename existing table
    rename table("phx_cookie_consents"), to: table("consent_settings")

    # Update column names if needed
    alter table("consent_settings") do
      # phx_cookie_consent used different column names
      # Adjust based on your actual schema
    end

    # Update data format
    execute """
    UPDATE consent_settings
    SET groups = CASE
      WHEN groups IS NULL THEN '[]'::jsonb
      ELSE groups
    END
    """
  end

  def down do
    rename table("consent_settings"), to: table("phx_cookie_consents")
  end
end
Code Migration
Replace phx_cookie_consent components:
Before:
<PhxCookieConsent.Modal.render consent={@consent} />
After:
<.consent_modal
  current_consent={@consent}
  cookie_groups={AshCookieConsent.cookie_groups()}
/>
Configuration Migration
Before (phx_cookie_consent):
# config/config.exs
config :phx_cookie_consent,
  categories: [:essential, :analytics, :marketing]
After (ash_cookie_consent):
# config/config.exs
config :ash_cookie_consent,
  cookie_groups: [
    %{
      id: "essential",
      label: "Essential Cookies",
      description: "Required for basic site functionality",
      required: true
    },
    %{
      id: "analytics",
      label: "Analytics Cookies",
      description: "Help us understand how you use our site",
      required: false
    },
    %{
      id: "marketing",
      label: "Marketing Cookies",
      description: "Used to show you relevant advertisements",
      required: false
    }
  ]
From Custom Cookie Implementation
If you have a custom cookie consent implementation:
Step 1: Map Your Data Model
Create a mapping from your current schema to ConsentSettings:
	Your Field	ConsentSettings Field	Notes
	user_id	user_id (if adding relationship)	See Adding User Relationships
	accepted_at	consented_at	Rename during migration
	categories	groups	May need JSON transformation
	policy_version	terms	String field
	valid_until	expires_at	DateTime field

Step 2: Create Data Migration
# lib/my_app/release.ex
defmodule MyApp.Release do
  def migrate_consent_data do
    # Load your old consent records
    old_consents = MyApp.Repo.all(MyApp.OldConsent)

    # Transform and create new records
    Enum.each(old_consents, fn old ->
      MyApp.Consent.ConsentSettings
      |> Ash.Changeset.for_create(:create, %{
        terms: old.policy_version,
        groups: transform_categories(old.categories),
        consented_at: old.accepted_at,
        expires_at: old.valid_until
      })
      |> Ash.create!()
    end)
  end

  defp transform_categories(categories) do
    # Transform your old category format to groups array
    # Example: [:analytics, :marketing] -> ["analytics", "marketing"]
    Enum.map(categories, &to_string/1)
  end
end
Run migration:
mix run -e "MyApp.Release.migrate_consent_data()"

Step 3: Update Your Code
Replace your custom consent checking code:
Before:
if MyApp.Consent.has_category?(conn, :analytics) do
  # ...
end
After:
if AshCookieConsent.consent_given?(conn, "analytics") do
  # ...
end
From GDPR Tracking Library
If you're using a different GDPR library:
	Export existing consent records to CSV/JSON
	Create import script to transform to ConsentSettings format
	Test import on staging environment first
	Run import on production during maintenance window
	Verify data integrity with audit queries

Example import script:
# lib/mix/tasks/import_consents.ex
defmodule Mix.Tasks.ImportConsents do
  use Mix.Task

  def run([file_path]) do
    Mix.Task.run("app.start")

    file_path
    |> File.stream!()
    |> CSV.decode!(headers: true)
    |> Enum.each(&import_consent/1)
  end

  defp import_consent(row) do
    MyApp.Consent.ConsentSettings
    |> Ash.Changeset.for_create(:create, %{
      terms: row["policy_version"],
      groups: String.split(row["groups"], ","),
      consented_at: parse_datetime(row["consented_at"]),
      expires_at: parse_datetime(row["expires_at"])
    })
    |> Ash.create!()
  end

  defp parse_datetime(str) do
    {:ok, dt, _} = DateTime.from_iso8601(str)
    dt
  end
end
Run import:
mix import_consents consents_export.csv


Adding User Relationships
For authenticated users, you may want to link consent records to user accounts. This enables:
	Cross-device consent synchronization
	User-specific consent history
	GDPR data export for users
	Consent management in user settings

Step 1: Update ConsentSettings Resource
# lib/my_app/consent/consent_settings.ex
defmodule MyApp.Consent.ConsentSettings do
  use Ash.Resource,
    domain: MyApp.Consent,
    data_layer: AshPostgres.DataLayer

  # ... existing postgres config

  attributes do
    # ... existing attributes
  end

  relationships do
    # Add user relationship
    belongs_to :user, MyApp.Accounts.User do
      allow_nil? true  # Allow anonymous consent (no user)
      attribute_writable? true
    end
  end

  actions do
    defaults [:read, :destroy]

    create :create do
      primary? true
      accept [:terms, :groups, :consented_at, :expires_at, :user_id]  # Add user_id

      # ... existing change
    end

    update :update do
      primary? true
      accept [:terms, :groups, :expires_at]
    end

    # Add action to find consent by user
    read :for_user do
      argument :user_id, :uuid do
        allow_nil? false
      end

      filter expr(user_id == ^arg(:user_id))
    end

    # Add action to get latest consent for user
    read :latest_for_user do
      argument :user_id, :uuid do
        allow_nil? false
      end

      filter expr(user_id == ^arg(:user_id))
      prepare build(sort: [consented_at: :desc], limit: 1)
    end

    # ... other actions
  end

  identities do
    # Optional: Ensure only one active consent per user
    identity :unique_user_consent, [:user_id], pre_check_with: MyApp.Consent
  end

  # ... code_interface
end
Step 2: Update User Resource
# lib/my_app/accounts/user.ex
defmodule MyApp.Accounts.User do
  use Ash.Resource,
    domain: MyApp.Accounts,
    data_layer: AshPostgres.DataLayer

  # ... existing attributes

  relationships do
    # ... existing relationships

    has_many :consent_settings, MyApp.Consent.ConsentSettings do
      destination_attribute :user_id
    end
  end
end
Step 3: Generate Migration
mix ash_postgres.generate_migrations --name add_user_to_consent_settings

This will generate:
# priv/repo/migrations/XXXXXX_add_user_to_consent_settings.exs
defmodule MyApp.Repo.Migrations.AddUserToConsentSettings do
  use Ecto.Migration

  def change do
    alter table(:consent_settings) do
      add :user_id, references(:users, type: :uuid, on_delete: :delete_all)
    end

    create index(:consent_settings, [:user_id])
  end
end
Run migration:
mix ecto.migrate

Step 4: Create Custom Storage Module
Implement database sync for authenticated users:
# lib/my_app/consent/storage.ex
defmodule MyApp.Consent.Storage do
  @moduledoc """
  Custom storage implementation with database sync for authenticated users.
  """

  alias AshCookieConsent.Storage, as: BaseStorage
  alias MyApp.Consent.ConsentSettings

  def get_consent(conn, opts \\ []) do
    # Try base storage first (assigns/session/cookie)
    case BaseStorage.get_consent(conn, opts) do
      nil ->
        # No consent in storage, check database for authenticated users
        case get_user_id(conn, opts) do
          nil -> nil
          user_id -> load_from_database(user_id)
        end

      consent ->
        consent
    end
  end

  def put_consent(conn, consent, opts \\ []) do
    # Save to base storage (assigns/session/cookie)
    conn = BaseStorage.put_consent(conn, consent, opts)

    # Also save to database if authenticated
    case get_user_id(conn, opts) do
      nil ->
        conn

      user_id ->
        save_to_database(user_id, consent)
        conn
    end
  end

  defp get_user_id(conn, opts) do
    user_id_key = Keyword.get(opts, :user_id_key, :current_user_id)
    Map.get(conn.assigns, user_id_key)
  end

  defp load_from_database(user_id) do
    case ConsentSettings
         |> Ash.Query.for_action(:latest_for_user, %{user_id: user_id})
         |> Ash.read_one() do
      {:ok, nil} ->
        nil

      {:ok, consent_record} ->
        %{
          "terms" => consent_record.terms,
          "groups" => consent_record.groups,
          "consented_at" => consent_record.consented_at,
          "expires_at" => consent_record.expires_at
        }

      {:error, _} ->
        nil
    end
  end

  defp save_to_database(user_id, consent) do
    attrs = %{
      user_id: user_id,
      terms: consent["terms"] || consent[:terms],
      groups: consent["groups"] || consent[:groups] || [],
      consented_at: consent["consented_at"] || consent[:consented_at],
      expires_at: consent["expires_at"] || consent[:expires_at]
    }

    ConsentSettings
    |> Ash.Changeset.for_create(:create, attrs)
    |> Ash.create()
  end
end
Step 5: Create Custom Plug
# lib/my_app_web/plugs/consent_plug.ex
defmodule MyAppWeb.Plugs.ConsentPlug do
  @moduledoc """
  Custom consent plug with database sync for authenticated users.
  """

  import Plug.Conn
  alias MyApp.Consent.Storage

  def init(opts), do: opts

  def call(conn, opts) do
    config = %{
      resource: opts[:resource],
      cookie_name: opts[:cookie_name] || "_consent",
      session_key: opts[:session_key] || "consent",
      user_id_key: opts[:user_id_key] || :current_user_id
    }

    storage_opts = [
      resource: config.resource,
      cookie_name: config.cookie_name,
      session_key: config.session_key,
      user_id_key: config.user_id_key
    ]

    consent = Storage.get_consent(conn, storage_opts)
    show_modal = should_show_modal?(consent)

    conn
    |> assign(:consent, consent)
    |> assign(:show_consent_modal, show_modal)
    |> assign(:cookie_groups, AshCookieConsent.cookie_groups())
  end

  defp should_show_modal?(nil), do: true
  defp should_show_modal?(consent) do
    groups = consent["groups"] || consent[:groups]
    is_nil(groups) || groups == [] || is_expired?(consent)
  end

  defp is_expired?(consent) do
    expires_at = consent["expires_at"] || consent[:expires_at]
    case expires_at do
      %DateTime{} = dt -> DateTime.compare(DateTime.utc_now(), dt) == :gt
      _ -> false
    end
  end
end
Step 6: Use Custom Plug in Router
# lib/my_app_web/router.ex
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  # ... other plugs

  # Use your custom plug instead of the default
  plug MyAppWeb.Plugs.ConsentPlug, resource: MyApp.Consent.ConsentSettings
end
Step 7: Test User-Linked Consent
	Logged out: Consent stored in cookie only
	Log in: Consent synced to database with user_id
	Log out and back in: Consent restored from database
	Different device: Consent available after login

✅ User relationships complete!

Verification & Testing
Manual Testing Checklist
	[ ] First Visit: Modal appears for new users
	[ ] Accept All: Modal closes, consent saved
	[ ] Refresh Page: Modal doesn't reappear
	[ ] Check Cookie: _consent cookie present in DevTools
	[ ] Analytics Load: Scripts load only with consent
	[ ] Customize: Can select individual categories
	[ ] Reject All: Only essential cookies consented
	[ ] Session: Consent persists across pages
	[ ] Expiration: Modal reappears after 365 days (test with modified expiry)

Database Verification
Check that consent records are being created:
# In iex -S mix
MyApp.Consent.ConsentSettings
|> Ash.Query.for_action(:read)
|> Ash.read!()
You should see your consent records.
Automated Testing
Add tests to your application:
# test/my_app_web/integration/consent_test.exs
defmodule MyAppWeb.Integration.ConsentTest do
  use MyAppWeb.ConnCase

  test "consent modal appears on first visit", %{conn: conn} do
    conn = get(conn, "/")
    assert html_response(conn, 200) =~ "Cookie Preferences"
  end

  test "consent persists across requests", %{conn: conn} do
    # Grant consent
    conn = post(conn, "/consent", %{
      "terms" => "v1.0",
      "groups" => ["essential", "analytics"]
    })

    # Make another request
    conn = get(conn, "/")
    assert conn.assigns.consent["groups"] == ["essential", "analytics"]
  end

  test "analytics script loads with consent", %{conn: conn} do
    conn = Plug.Test.init_test_session(conn, %{
      "consent" => %{
        "terms" => "v1.0",
        "groups" => ["essential", "analytics"]
      }
    })

    conn = get(conn, "/")
    html = html_response(conn, 200)

    assert html =~ "googletagmanager.com"
  end
end
Performance Testing
The consent plug should add minimal overhead:
# Benchmark consent checking
Benchee.run(%{
  "consent check" => fn ->
    AshCookieConsent.consent_given?(conn, "analytics")
  end
})
Should be < 1ms per check.

Troubleshooting
Modal Doesn't Appear
Problem: Consent modal not showing on first visit.
Checklist:
	Verify Plug Order: Plug must come after :fetch_session
plug :fetch_session
plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings

	Check Assigns: In your controller/LiveView:
IO.inspect(conn.assigns.show_consent_modal)  # Should be true
IO.inspect(conn.assigns.consent)              # Should be nil

	Verify Modal in Layout: Modal must be in root.html.heex, not app.html.heex

	Check AlpineJS: Look for JavaScript errors in console
// Should see Alpine in console
window.Alpine

	Verify Tailwind: Check if styles are applied
cd assets && npm run build



Consent Not Persisting
Problem: User has to accept cookies on every visit.
Checklist:
	Check Cookie in Browser: DevTools → Application → Cookies → _consent

	Verify Session Configuration:
# config/config.exs
config :my_app, MyAppWeb.Endpoint,
  # ... other config
  live_view: [signing_salt: "..."]

	Test Cookie Writing:
# In IEx
consent = %{"terms" => "v1.0", "groups" => ["essential"]}
encoded = Jason.encode!(consent)
# Should produce valid JSON

	Check Browser Settings: Ensure cookies aren't blocked


Migration Fails
Problem: mix ecto.migrate fails with errors.
Solutions:
	Check Resource Config: Ensure repo is correctly set:
postgres do
  table "consent_settings"
  repo MyApp.Repo  # Must match your repo
end

	Run Generate Again:
mix ash_postgres.generate_migrations --name add_consent_settings --drop


	Check Table Doesn't Exist:
mix ecto.rollback
mix ecto.migrate


	Manual Migration: If auto-generation fails, create manual migration:
defmodule MyApp.Repo.Migrations.CreateConsentSettings do
  use Ecto.Migration

  def change do
    create table(:consent_settings, primary_key: false) do
      add :id, :uuid, primary_key: true
      add :terms, :string, null: false
      add :groups, {:array, :string}, default: []
      add :consented_at, :utc_datetime
      add :expires_at, :utc_datetime

      timestamps()
    end
  end
end


User Relationship Issues
Problem: User consent not syncing to database.
Checklist:
	Verify User ID in Assigns:
IO.inspect(conn.assigns.current_user_id)  # Should be present when logged in

	Check Custom Storage: If using custom storage module, verify it's being called:
# Add logging
require Logger
Logger.debug("Saving consent for user #{user_id}")

	Test Database Write:
# In IEx
MyApp.Consent.ConsentSettings.create(%{
  user_id: "some-uuid",
  terms: "v1.0",
  groups: ["essential"]
})

	Check Foreign Key: Ensure user_id references valid user


AlpineJS Not Working
Problem: Modal doesn't respond to clicks.
Solutions:
	Verify Installation:
cd assets
cat package.json | grep alpinejs
npm list alpinejs


	Check Import:
// assets/js/app.js
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()

	Check for Errors: Browser console should show no AlpineJS errors

	Test Alpine: In browser console:
window.Alpine  // Should return object


Tailwind Styles Missing
Problem: Consent modal has no styling.
Solutions:
	Add Library to Config:
// assets/tailwind.config.js
content: [
  '../deps/ash_cookie_consent/lib/**/*.ex'
]

	Rebuild Assets:
cd assets
npm run build
# Or restart server


	Check for CSS Purging: Ensure Tailwind isn't purging library styles

	Verify CSS Import:
/* assets/css/app.css */
@import "tailwindcss/base";
@import "tailwindcss/components";
@import "tailwindcss/utilities";


Performance Issues
Problem: App feels slower after adding consent management.
Checklist:
	Profile Plug Overhead:
# Plug should be < 1ms
:timer.tc(fn -> AshCookieConsent.Plug.call(conn, opts) end)

	Check Database Queries: If using user relationships, ensure no N+1 queries

	Review Session Size: Consent data should be small (< 1KB)

	Check Cookie Size: Large cookies slow down requests

	Optimize Database Sync: Only sync on consent change, not every request


Getting Help
If you're still stuck:
	Check Documentation: Read Getting Started and Examples
	Review Tests: Look at test/ directory for working examples
	Check GitHub Issues: github.com/shotleybuilder/ash_cookie_consent/issues
	Ask on Discord: Ash Framework Discord server
	Open an Issue: Provide minimal reproduction case


Next Steps
After successful migration:
	Customize UI: See Extending Guide for custom styling
	Configure Groups: Define your cookie categories in config
	Add Analytics: Use ConsentScript component for conditional loading
	Test GDPR Compliance: Verify audit trail and consent management
	Deploy: Test in staging before production

✅ Migration complete! Your app now has GDPR-compliant cookie consent management.


  

    Usage Examples

This guide provides production-ready code examples for integrating AshCookieConsent into your Phoenix application.
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Router Configuration
Basic Setup
Add the consent Plug to your browser pipeline:
# lib/my_app_web/router.ex
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_live_flash
    plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
    plug :protect_from_forgery
    plug :put_secure_browser_headers

    # Add the consent plug
    plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
  end

  scope "/", MyAppWeb do
    pipe_through :browser

    get "/", PageController, :home
    get "/privacy", PageController, :privacy
    post "/consent", ConsentController, :update

    live "/settings", SettingsLive
  end
end
Custom Configuration
pipeline :browser do
  # ... other plugs

  # Custom cookie name and session key
  plug AshCookieConsent.Plug,
    resource: MyApp.Consent.ConsentSettings,
    cookie_name: "my_app_consent",
    session_key: "user_consent",
    user_id_key: :current_user_id
end
Protected Routes
Create a custom pipeline that requires consent:
pipeline :require_consent do
  plug :browser
  plug :check_consent_given
end

scope "/premium", MyAppWeb do
  pipe_through :require_consent

  get "/features", PremiumController, :index
end

defp check_consent_given(conn, _opts) do
  if AshCookieConsent.has_consent?(conn) do
    conn
  else
    conn
    |> Phoenix.Controller.put_flash(:info, "Please accept our cookie policy to continue.")
    |> Phoenix.Controller.redirect(to: "/")
    |> halt()
  end
end
Traditional Phoenix Controllers
Basic Consent Checking
defmodule MyAppWeb.PageController do
  use MyAppWeb, :controller

  def home(conn, _params) do
    # Check if specific consent has been given
    analytics_enabled = AshCookieConsent.consent_given?(conn, "analytics")
    marketing_enabled = AshCookieConsent.consent_given?(conn, "marketing")

    # Get the full consent data
    consent = AshCookieConsent.get_consent?(conn)

    # Check if any consent exists
    has_consent = AshCookieConsent.has_consent?(conn)

    render(conn, :home,
      analytics_enabled: analytics_enabled,
      marketing_enabled: marketing_enabled,
      has_consent: has_consent
    )
  end
end
Conditional Features
def dashboard(conn, _params) do
  # Show personalized content only if marketing consent given
  show_personalized = AshCookieConsent.consent_given?(conn, "marketing")

  # Load analytics data only if analytics consent given
  analytics_data =
    if AshCookieConsent.consent_given?(conn, "analytics") do
      load_analytics_data()
    else
      nil
    end

  render(conn, :dashboard,
    show_personalized: show_personalized,
    analytics_data: analytics_data
  )
end
LiveView Integration
Application Web Module
Configure the LiveView Hook in your web module:
# lib/my_app_web.ex
defmodule MyAppWeb do
  def live_view do
    quote do
      use Phoenix.LiveView,
        layout: {MyAppWeb.Layouts, :app}

      # Add the consent hook
      on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

      unquote(html_helpers())
    end
  end

  defp html_helpers do
    quote do
      # ... existing helpers

      # Import consent components
      import AshCookieConsent.Components.ConsentModal
      import AshCookieConsent.Components.ConsentScript

      # ... other helpers
    end
  end
end
Basic LiveView with Consent
defmodule MyAppWeb.HomeLive do
  use MyAppWeb, :live_view

  # Consent is automatically loaded via the Hook
  # Available assigns: @consent, @show_consent_modal, @cookie_groups

  @impl true
  def mount(_params, _session, socket) do
    # Check consent status
    analytics_enabled = AshCookieConsent.consent_given?(socket, "analytics")

    socket =
      socket
      |> assign(:page_title, "Welcome")
      |> assign(:analytics_enabled, analytics_enabled)

    {:ok, socket}
  end

  @impl true
  def handle_event("update_consent", params, socket) do
    # Handle consent updates using the Hook's helper
    AshCookieConsent.LiveView.Hook.handle_consent_update(
      socket,
      params,
      resource: MyApp.Consent.ConsentSettings
    )
  end

  @impl true
  def handle_event("show_consent_modal", _params, socket) do
    {:noreply, AshCookieConsent.LiveView.Hook.show_modal(socket)}
  end

  @impl true
  def render(assigns) do
    ~H"""
    <div>
      <h1>Welcome</h1>

      <%= if @analytics_enabled do %>
        <div>Analytics enabled - showing detailed stats</div>
      <% else %>
        <div>Enable analytics to see detailed statistics</div>
      <% end %>

      <button phx-click="show_consent_modal">
        Manage Cookie Preferences
      </button>
    </div>
    """
  end
end
Quick Accept/Reject Actions
@impl true
def handle_event("accept_all", _params, socket) do
  all_groups =
    AshCookieConsent.cookie_groups()
    |> Enum.map(& &1.id)

  params = %{
    "terms" => "v1.0",
    "groups" => all_groups
  }

  AshCookieConsent.LiveView.Hook.handle_consent_update(
    socket,
    params,
    resource: MyApp.Consent.ConsentSettings
  )
end

@impl true
def handle_event("reject_all", _params, socket) do
  params = %{
    "terms" => "v1.0",
    "groups" => ["essential"]  # Essential cookies only
  }

  AshCookieConsent.LiveView.Hook.handle_consent_update(
    socket,
    params,
    resource: MyApp.Consent.ConsentSettings
  )
end
Layout Templates
Root Layout with Consent Modal
<!-- lib/my_app_web/components/layouts/root.html.heex -->
<!DOCTYPE html>
<html lang="en">
  <head>
    <meta charset="utf-8" />
    <meta name="viewport" content="width=device-width, initial-scale=1" />
    <meta name="csrf-token" content={get_csrf_token()} />
    <title><%= assigns[:page_title] || "MyApp" %></title>
    <link phx-track-static rel="stylesheet" href={~p"/assets/app.css"} />
    <script defer phx-track-static src={~p"/assets/app.js"}></script>

    <!-- Conditional Analytics Scripts -->
    <.consent_script
      consent={assigns[:consent]}
      group="analytics"
      src="https://www.googletagmanager.com/gtag/js?id=GA_MEASUREMENT_ID"
      async={true}
    />

    <.consent_script consent={assigns[:consent]} group="analytics">
      window.dataLayer = window.dataLayer || [];
      function gtag(){dataLayer.push(arguments);}
      gtag('js', new Date());
      gtag('config', 'GA_MEASUREMENT_ID');
    </.consent_script>

    <!-- Conditional Marketing Scripts -->
    <.consent_script
      consent={assigns[:consent]}
      group="marketing"
      src="https://connect.facebook.net/en_US/fbevents.js"
      defer={true}
    />
  </head>
  <body>
    <%= @inner_content %>

    <!-- Consent Modal -->
    <.consent_modal
      current_consent={assigns[:consent]}
      cookie_groups={assigns[:cookie_groups] || AshCookieConsent.cookie_groups()}
      privacy_url="/privacy"
    />

    <!-- LiveView Cookie Update Handler -->
    <script>
      window.addEventListener("phx:update-consent-cookie", (e) => {
        const consent = e.detail.consent;
        const expires = new Date(Date.now() + 365 * 24 * 60 * 60 * 1000).toUTCString();
        document.cookie = `_consent=${encodeURIComponent(consent)}; expires=${expires}; path=/; SameSite=Lax`;
      });
    </script>
  </body>
</html>
App Layout with Navigation
<!-- lib/my_app_web/components/layouts/app.html.heex -->
<header class="px-4 sm:px-6 lg:px-8">
  <div class="flex items-center justify-between border-b py-3">
    <div class="flex items-center gap-4">
      <a href="/"><h1 class="text-xl font-semibold">MyApp</h1></a>
    </div>
    <nav class="flex gap-4">
      <a href="/" class="hover:text-zinc-700">Home</a>
      <a href="/privacy" class="hover:text-zinc-700">Privacy</a>
      <a href="/settings" class="hover:text-zinc-700">Cookie Settings</a>
    </nav>
  </div>
</header>

<main class="px-4 py-20 sm:px-6 lg:px-8">
  <.flash_group flash={@flash} />

  <!-- Consent Warning Banner -->
  <%= if assigns[:show_consent_modal] do %>
    <div class="mb-4 p-4 bg-yellow-50 border-l-4 border-yellow-400">
      <p class="font-medium text-yellow-700">Cookie Consent Required</p>
      <p class="text-sm text-yellow-600">
        Please review and accept our cookie policy to continue.
      </p>
    </div>
  <% end %>

  <%= @inner_content %>
</main>

<footer class="mt-16 border-t py-8 px-4">
  <div class="flex justify-between items-center">
    <div class="text-sm text-gray-600">
      &copy; <%= DateTime.utc_now().year %> MyApp
    </div>
    <div class="flex gap-4 text-sm">
      <a href="/privacy">Privacy Policy</a>
      <button phx-click="show_consent_modal" class="underline">
        Cookie Settings
      </button>
    </div>
  </div>
</footer>
Custom Consent Management
Dedicated Settings Page
defmodule MyAppWeb.SettingsLive do
  use MyAppWeb, :live_view

  @impl true
  def mount(_params, _session, socket) do
    consent = socket.assigns[:consent] || %{}
    consented_groups = Map.get(consent, "groups", ["essential"])
    cookie_groups = AshCookieConsent.cookie_groups()

    socket =
      socket
      |> assign(:page_title, "Cookie Settings")
      |> assign(:cookie_groups, cookie_groups)
      |> assign(:consented_groups, consented_groups)
      |> assign(:saving, false)

    {:ok, socket}
  end

  @impl true
  def handle_event("toggle_group", %{"group" => group_id}, socket) do
    consented_groups = socket.assigns.consented_groups

    new_groups =
      if group_id in consented_groups do
        if group_id == "essential" do
          consented_groups  # Can't remove essential
        else
          List.delete(consented_groups, group_id)
        end
      else
        [group_id | consented_groups]
      end

    {:noreply, assign(socket, consented_groups: new_groups)}
  end

  @impl true
  def handle_event("save_preferences", _params, socket) do
    params = %{
      "terms" => "v1.0",
      "groups" => socket.assigns.consented_groups
    }

    AshCookieConsent.LiveView.Hook.handle_consent_update(
      socket,
      params,
      resource: MyApp.Consent.ConsentSettings
    )
  end

  @impl true
  def render(assigns) do
    ~H"""
    <div class="max-w-2xl mx-auto">
      <h1 class="text-3xl font-bold mb-6">Cookie Settings</h1>

      <div class="space-y-4 mb-8">
        <%= for group <- @cookie_groups do %>
          <div class="border rounded-lg p-4">
            <div class="flex items-start justify-between">
              <div class="flex-1">
                <h3 class="text-lg font-semibold"><%= group.label %></h3>
                <p class="text-sm text-gray-600"><%= group.description %></p>
              </div>
              <label class="relative inline-flex items-center cursor-pointer">
                <input
                  type="checkbox"
                  checked={group.id in @consented_groups}
                  disabled={group.required}
                  phx-click="toggle_group"
                  phx-value-group={group.id}
                  class="sr-only peer"
                />
                <div class="w-11 h-6 bg-gray-200 rounded-full peer peer-checked:bg-blue-600"></div>
              </label>
            </div>
          </div>
        <% end %>
      </div>

      <button
        phx-click="save_preferences"
        disabled={@saving}
        class="px-6 py-2 bg-blue-500 text-white rounded hover:bg-blue-600"
      >
        <%= if @saving, do: "Saving...", else: "Save Preferences" %>
      </button>
    </div>
    """
  end
end
Form Submission Handling
Traditional Form Controller
defmodule MyAppWeb.ConsentController do
  use MyAppWeb, :controller
  alias AshCookieConsent.Storage

  def update(conn, params) do
    # Parse consent groups
    groups = parse_groups(params)

    # Build consent data
    consent = build_consent(groups, params)

    # Save to all storage tiers
    conn =
      Storage.put_consent(
        conn,
        consent,
        resource: MyApp.Consent.ConsentSettings
      )

    # Redirect back
    redirect_url = Map.get(params, "redirect_to", "/")

    conn
    |> put_flash(:info, "Your cookie preferences have been saved.")
    |> redirect(to: redirect_url)
  end

  defp parse_groups(%{"groups" => groups}) when is_list(groups), do: groups
  defp parse_groups(%{"groups" => json}) when is_binary(json) do
    case Jason.decode(json) do
      {:ok, groups} when is_list(groups) -> groups
      _ -> ["essential"]
    end
  end
  defp parse_groups(_), do: ["essential"]

  defp build_consent(groups, params) do
    now = DateTime.utc_now() |> DateTime.truncate(:second)
    expires = DateTime.add(now, 365, :day) |> DateTime.truncate(:second)

    %{
      "terms" => Map.get(params, "terms", "v1.0"),
      "groups" => groups,
      "consented_at" => now,
      "expires_at" => expires
    }
  end
end
HTML Form Example
<form action="/consent" method="post">
  <input type="hidden" name="_csrf_token" value={get_csrf_token()} />
  <input type="hidden" name="terms" value="v1.0" />

  <%= for group <- @cookie_groups do %>
    <label>
      <input
        type="checkbox"
        name="groups[]"
        value={group.id}
        checked={group.required}
        disabled={group.required}
      />
      <%= group.label %>
    </label>
  <% end %>

  <button type="submit">Save Preferences</button>
</form>
Summary
These examples cover:
	✅ Router configuration with Plug
	✅ Traditional controller integration
	✅ LiveView integration with Hook
	✅ Layout templates with conditional scripts
	✅ Custom consent management UI
	✅ Form submission handling

For more advanced usage, see:
	Extending Guide - Adding user relationships and database sync
	Troubleshooting Guide - Common issues and solutions



  

    Troubleshooting

This guide covers common issues and their solutions when using AshCookieConsent.
Table of Contents
	Installation Issues
	Modal Not Appearing
	Consent Not Persisting
	Scripts Not Loading
	LiveView Issues
	Styling Issues
	Performance Issues

Installation Issues
AlpineJS Not Working
Problem: The consent modal doesn't respond to clicks or doesn't show/hide properly.
Solution: Ensure AlpineJS is properly installed and initialized:
// assets/js/app.js
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()
And installed via npm:
cd assets && npm install alpinejs --save

Verify: Check browser console for errors. You should see no AlpineJS-related errors.
Tailwind CSS Styles Not Applied
Problem: The consent modal has no styling or looks broken.
Solution: Add the library path to your Tailwind config:
// assets/tailwind.config.js
module.exports = {
  content: [
    './js/**/*.js',
    '../lib/*_web.ex',
    '../lib/*_web/**/*.*ex',
    '../deps/ash_cookie_consent/lib/**/*.ex'  // ← Add this
  ],
  // ...
}
Then rebuild your assets:
cd assets && npm run build
# or if using mix phx.server, just restart it

Modal Not Appearing
Modal Never Shows
Problem: The consent modal doesn't appear even for first-time visitors.
Checklist:
	Verify Plug is added:
# lib/my_app_web/router.ex
pipeline :browser do
# ... other plugs
plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
end

	Verify modal is in layout:
<!-- lib/my_app_web/components/layouts/root.html.heex -->
<AshCookieConsent.Components.ConsentModal.consent_modal
current_consent={assigns[:consent]}
cookie_groups={AshCookieConsent.cookie_groups()}
/>

	Check assigns are set:
# In a controller or LiveView, inspect:
IO.inspect(conn.assigns.show_consent_modal)  # Should be true for first visit
IO.inspect(conn.assigns.consent)              # Should be nil for first visit

	Check browser console: Look for JavaScript errors that might prevent AlpineJS from working.


Modal Shows But Won't Close
Problem: Clicking "Accept" or "Customize" doesn't close the modal.
Solution: Ensure the form action is correct and the ConsentController exists:
# lib/my_app_web/router.ex
scope "/", MyAppWeb do
  pipe_through :browser
  post "/consent", ConsentController, :update  # ← Add this
end
Or for LiveView, ensure the event handler is present:
@impl true
def handle_event("update_consent", params, socket) do
  AshCookieConsent.LiveView.Hook.handle_consent_update(
    socket,
    params,
    resource: MyApp.Consent.ConsentSettings
  )
end
Consent Not Persisting
Consent Lost After Page Reload
Problem: Users have to accept cookies on every page visit.
Possible Causes:
	Cookie not being set: Check browser DevTools → Application → Cookies
	Look for _consent cookie
	Should have a 1-year expiration


	Session not configured: Ensure session is fetched in your router:
pipeline :browser do
plug :fetch_session  # ← Must come before AshCookieConsent.Plug
plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
end

	Cookie being deleted: Check if you have any code that clears cookies/session


Debug:
# In a controller
def debug(conn, _params) do
  IO.inspect(conn.req_cookies["_consent"], label: "Cookie")
  IO.inspect(Plug.Conn.get_session(conn, "consent"), label: "Session")
  IO.inspect(conn.assigns.consent, label: "Assigns")
  text(conn, "Check logs")
end
Consent Not Syncing Across Devices
Problem: Authenticated users don't see same consent on different devices.
Explanation: Database synchronization is currently stubbed (Phase 3 limitation).
Workaround: Consent is stored in browser cookies only. To implement cross-device sync:
	See Extending Guide for adding user relationships
	Implement the stubbed database functions in Storage module

Scripts Not Loading
Analytics Scripts Not Loading Despite Consent
Problem: Google Analytics or other scripts don't load even after accepting cookies.
Checklist:
	Verify ConsentScript component usage:
<AshCookieConsent.Components.ConsentScript.consent_script
consent={@consent}           # ← Must pass consent
group="analytics"            # ← Group must match consent
src="https://..."
/>

	Check consent data:
# In template, temporarily add:
<%= inspect(@consent) %>
# Should show: %{"groups" => ["essential", "analytics"], ...}

	Verify group names match:
# Cookie groups config must match ConsentScript group parameter
config :ash_cookie_consent,
cookie_groups: [
 %{id: "analytics", ...}  # ← ID must match
]

	Check for CSP (Content Security Policy): Your CSP might block external scripts.


Scripts Load Before Consent
Problem: Analytics scripts load immediately instead of waiting for consent.
Solution: Ensure you're using ConsentScript component, NOT regular <script> tags:
<!-- ❌ Wrong - loads immediately -->
<script src="https://www.googletagmanager.com/gtag/js?id=GA_ID"></script>

<!-- ✅ Correct - only loads with consent -->
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://www.googletagmanager.com/gtag/js?id=GA_ID"
/>
LiveView Issues
LiveView Hooks Not Running with live_session
Problem: Other hooks (like AshAuthentication.Phoenix.LiveSession) work until you add a live_session block, then the consent hook stops working.
Root Cause: Phoenix's live_session on_mount option replaces (not appends to) any on_mount defined in your live_view macro.
Solution: Explicitly list ALL hooks in your live_session block:
# ❌ WRONG - Only authentication hook runs
live_session :admin,
  on_mount: AshAuthentication.Phoenix.LiveSession do
  # Consent hook from live_view macro is REPLACED!
  live "/admin", AdminDashboardLive
end

# ✅ CORRECT - Both hooks run in order
live_session :admin,
  on_mount: [
    AshAuthentication.Phoenix.LiveSession,
    {AshCookieConsent.LiveView.Hook, :load_consent}
  ] do
  live "/admin", AdminDashboardLive
end
How to debug:
	Add IO.inspect(socket.assigns, label: "LiveView assigns") in your mount/3
	Check if @consent and @cookie_groups are present
	If missing, verify all hooks are listed in live_session

KeyError: :current_user Not Found in Admin Routes
Problem: Admin routes fail with KeyError: key :current_user not found when using both consent and authentication hooks.
Symptoms:
[error] ** (KeyError) key :current_user not found in: %{consent: nil, ...}
Root Cause: When using skip_session_cache: true (recommended), the consent LiveView hook tries to read from an empty session, which interferes with authentication hooks like AshAuthentication.Phoenix.LiveSession.
Solution: Skip the consent hook for admin/authenticated routes:
# Public routes - Include consent hook
live_session :public,
  on_mount: [{AshCookieConsent.LiveView.Hook, :load_consent}] do
  live "/", HomeLive
  live "/about", AboutLive
end

# Admin routes - Skip consent hook (only auth needed)
live_session :admin,
  on_mount: [AshAuthentication.Phoenix.LiveSession] do
  live "/admin", AdminDashboardLive
  # No consent hook - prevents session interference
end
Why this works:
	The Plug still runs for admin routes, so @consent is available in conn assigns
	Admin users don't need the consent modal (already authenticated)
	Skipping the hook prevents session conflicts with authentication
	No more KeyError on :current_user

Verified in Production: This pattern successfully resolved production errors where the consent hook was interfering with authentication session handling.
Note: If you're still experiencing authentication issues after implementing this pattern, the problem may be unrelated to the consent library. Check your authentication library's documentation for LiveView integration requirements.
Hook Not Loading Consent
Problem: @consent is nil in LiveView even after accepting cookies.
Solutions:
	Verify Hook is mounted:
# lib/my_app_web.ex
def live_view do
quote do
 use Phoenix.LiveView
 on_mount {AshCookieConsent.LiveView.Hook, :load_consent}  # ← Add this
end
end

	Or add to specific LiveView:
defmodule MyAppWeb.MyLive do
use MyAppWeb, :live_view
on_mount {AshCookieConsent.LiveView.Hook, :load_consent}
end

	Or add to live_session in router:
live_session :default,
on_mount: [{AshCookieConsent.LiveView.Hook, :load_consent}] do
live "/", HomeLive
end


Cookie Not Updating After LiveView Event
Problem: Consent is saved but cookie doesn't update in browser.
Solution: Add the cookie update handler to your root layout:
<!-- lib/my_app_web/components/layouts/root.html.heex -->
<script>
  window.addEventListener("phx:update-consent-cookie", (e) => {
    const consent = e.detail.consent;
    const expires = new Date(Date.now() + 365 * 24 * 60 * 60 * 1000).toUTCString();
    document.cookie = `_consent=${encodeURIComponent(consent)}; expires=${expires}; path=/; SameSite=Lax`;
  });
</script>
Styling Issues
Modal Overlaps Content
Problem: The modal appears behind other content or doesn't cover the full screen.
Solution: The modal uses z-50 by default. If you have higher z-index elements:
<.consent_modal
  current_consent={@consent}
  cookie_groups={@cookie_groups}
  modal_class="z-[9999]"  # ← Increase z-index
/>
Custom Styling Not Applied
Problem: Adding custom classes doesn't change modal appearance.
Solution: Ensure your Tailwind config includes the library:
// assets/tailwind.config.js
module.exports = {
  content: [
    '../deps/ash_cookie_consent/lib/**/*.ex',  // ← Must be included
  ],
  // ...
}
Session Issues
Session Interference with Other Libraries
Problem: After adding AshCookieConsent.Plug, you experience session-related errors with other libraries (like AshAuthentication) or authentication stops working.
Root Cause: The plug calls put_session/3 to cache consent data, which can interfere with session handling when called at the wrong point in the pipeline or when other libraries have specific session expectations.
Symptoms:
	FunctionClauseError in Plug.Conn.get_session/1
	Authentication hooks fail in LiveView contexts
	Session data appears corrupted or missing
	User authentication state is lost

Solution 1 - Disable Session Caching (Recommended):
Use the :skip_session_cache option to avoid session interference entirely:
# lib/my_app_web/router.ex
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :fetch_cookies
  plug :fetch_flash
  plug :protect_from_forgery
  plug :put_secure_browser_headers

  # Skip session caching to avoid interference
  plug AshCookieConsent.Plug, skip_session_cache: true
end
This makes the plug read consent from cookies only, avoiding any session manipulation. Performance impact is minimal since cookie reading is fast.
Solution 2 - Verify Plug Order:
If you need session caching, ensure proper plug order:
pipeline :browser do
  plug :fetch_session       # 1. Set up session
  plug :fetch_cookies       # 2. Read cookies
  plug :fetch_flash         # 3. Flash messages
  plug :fetch_live_flash    # 4. LiveView flash (if using LiveView)

  # NOW add consent plug after session setup is complete
  plug AshCookieConsent.Plug

  # Authentication plugs should come after
  plug :load_current_user
end
Solution 3 - Use Cookie-Only Mode:
For maximum compatibility, rely entirely on cookie storage:
# Don't add the plug at all if you're only using LiveView
# Just use the LiveView Hook which reads from cookies directly

# In lib/my_app_web.ex
def live_view do
  quote do
    on_mount {AshCookieConsent.LiveView.Hook, :load_consent}
  end
end
Why This Happens:
The consent plug tries to cache consent data in the Phoenix session for performance. However:
	Some libraries expect specific session structure or timing
	LiveView's on_mount hooks receive session as a plain map, not a Plug.Conn struct
	Calling put_session/3 too early can interfere with session cookie encryption
	Multiple session writes in the same request can cause conflicts

Best Practice:
For applications using authentication libraries or complex session handling:
	Use :skip_session_cache true to avoid any session interference
	Rely on cookie storage which is fast and isolated from other libraries
	Only enable session caching if you've verified it doesn't conflict with your setup

Performance Issues
Slow Page Load
Problem: Pages load slowly after adding AshCookieConsent.
Diagnosis:
	Check if database queries are running: If you've implemented database sync, ensure it's efficient:
# Add telemetry to see query times

	Session overhead: Session is cached for performance, but check session store config:
# config/config.exs
config :my_app, MyAppWeb.Endpoint,
session_store: :cookie,
session_options: [
 signing_salt: "...",
 max_age: 86400  # 1 day
]

	Consider disabling session cache: If you don't need session caching, disable it for better performance and compatibility:
plug AshCookieConsent.Plug, skip_session_cache: true


Solutions:
	Use cookie/session storage (default behavior)
	Defer database sync (it's currently stubbed anyway)
	Enable HTTP/2 for faster script loading
	Use async or defer attributes on ConsentScript components

Memory Usage High
Problem: Elixir memory usage increases after adding consent management.
Diagnosis: Check if consent data is being stored in process state unnecessarily.
Solution: Use the three-tier storage correctly:
	Assigns: Request-scoped (cleaned up after request)
	Session: Moderate size, cleaned up after expiration
	Cookie: Small, only transmitted on requests
	Database: Not currently used

Getting Help
If you're still experiencing issues:
	Check the Examples: See Examples Guide for working patterns

	Review Documentation: Check module documentation in ExDoc

	Enable Debug Logging:
# In a controller
require Logger
Logger.debug("Consent: #{inspect(conn.assigns.consent)}")
Logger.debug("Show modal: #{inspect(conn.assigns.show_consent_modal)}")

	Create an Issue: Report bugs at GitHub Issues


Common Error Messages
"key :resource not found"
Error: ** (KeyError) key :resource not found in: []
Fix: You forgot to pass the :resource option to the Plug:
plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
"function ash_resource?/1 is undefined"
Error: The module you passed as :resource is not an Ash resource.
Fix: Ensure your ConsentSettings is an Ash.Resource:
defmodule MyApp.Consent.ConsentSettings do
  use Ash.Resource, domain: MyApp.Consent  # ← Must use Ash.Resource
end
"ArgumentError: session not fetched"
Error: ** (ArgumentError) session not fetched
Fix: Add :fetch_session before the consent Plug:
pipeline :browser do
  plug :fetch_session        # ← Must come first
  plug AshCookieConsent.Plug, resource: MyApp.Consent.ConsentSettings
end


  

    Extending AshCookieConsent

This guide shows you how to extend and customize AshCookieConsent for advanced use cases.
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Complete File Structure
After following the "Adding User Relationships" section, your project will have these files:
my_app/
├── lib/
│   └── my_app/
│       ├── consent/
│       │   ├── consent.ex                    # Domain (Step 2)
│       │   └── consent_settings.ex           # Resource (Step 1)
│       └── accounts/
│           └── user.ex                       # Updated with relationship (Step 6)
│
├── config/
│   └── config.exs                            # Updated with ash_domains (Step 3)
│
└── priv/
    └── repo/
        └── migrations/
            └── YYYYMMDDHHMMSS_add_user_to_consent_settings.exs  # Generated (Step 4)
Key files you'll create or modify:
	lib/my_app/consent/consent_settings.ex - Your consent resource with user relationship
	lib/my_app/consent/consent.ex - Domain with code_interface definitions
	config/config.exs - Add MyApp.Consent to ash_domains list
	Migration file - Generated by mix ash.codegen
	lib/my_app/accounts/user.ex - Add has_many :consent_settings relationship

Adding User Relationships
The default ConsentSettings resource doesn't include a user relationship. Here's how to add it.
Step 1: Define User Relationship
defmodule MyApp.Consent.ConsentSettings do
  use Ash.Resource,
    domain: MyApp.Consent,
    data_layer: AshPostgres.DataLayer

  postgres do
    table "consent_settings"
    repo MyApp.Repo
  end

  attributes do
    uuid_primary_key :id

    attribute :terms, :string do
      allow_nil? false
    end

    attribute :groups, {:array, :string} do
      default []
    end

    attribute :consented_at, :utc_datetime
    attribute :expires_at, :utc_datetime

    timestamps()
  end

  relationships do
    # Add user relationship
    belongs_to :user, MyApp.Accounts.User do
      allow_nil? true  # IMPORTANT: Allow nil for anonymous users
      description "Optional link to authenticated user. Nil for anonymous consent."
      attribute_writable? true
    end
  end

  actions do
    defaults [:read]

    create :create do
      primary? true
      accept [:terms, :groups, :consented_at, :expires_at, :user_id]  # Include user_id!
    end

    update :update do
      primary? true
      accept [:terms, :groups, :consented_at, :expires_at]
    end

    # Add action to find consent by user
    read :for_user do
      argument :user_id, :uuid do
        allow_nil? false
      end

      filter expr(user_id == ^arg(:user_id))
    end

    # Add action to get latest consent for user
    read :latest_for_user do
      argument :user_id, :uuid do
        allow_nil? false
      end

      filter expr(user_id == ^arg(:user_id))

      prepare build(sort: [consented_at: :desc], limit: 1)
    end
  end

  identities do
    # Ensure only one active consent per user
    identity :unique_user_consent, [:user_id], pre_check_with: MyApp.Consent
  end

  # IMPORTANT: Add code_interface for convenient function calls
  code_interface do
    define :list_consent_settings, action: :read
    define :get_consent_settings, action: :read, get_by: [:id]
    define :get_latest_for_user, action: :latest_for_user, args: [:user_id]
    define :create_consent_settings, action: :create
    define :update_consent_settings, action: :update
  end
end
⚠️ Critical Configuration Notes
1. User Relationship Must Allow Nil
Set allow_nil? true on the user relationship. This allows:
	Anonymous users to save consent to cookies (no user_id)
	Authenticated users to get database persistence (with user_id)

If you set allow_nil? false, anonymous users cannot use the consent system.
2. Include user_id in Accept List
Add :user_id to the :accept list in your :create action:
accept [:terms, :groups, :consented_at, :expires_at, :user_id]
Without this, Ash will reject the user_id attribute when the Storage module tries to create records for authenticated users, causing silent failures.
Step 2: Configure Domain
CRITICAL: Your domain must define unique function names for the code interface. Duplicate names (like multiple create/2) will cause compilation errors.
# lib/my_app/consent.ex
defmodule MyApp.Consent do
  use Ash.Domain

  resources do
    resource MyApp.Consent.ConsentSettings do
      # ✅ CORRECT - Each define has a unique name
      define :list_consent_settings, action: :read
      define :get_consent_settings, action: :read, get_by: [:id]
      define :get_latest_for_user, action: :latest_for_user, args: [:user_id]
      define :create_consent_settings, action: :create
      define :update_consent_settings, action: :update
    end
  end
end
Common Mistakes to Avoid:
# ❌ WRONG - Causes "def create/2 defines defaults multiple times"
resources do
  resource MyApp.Consent.ConsentSettings do
    define :create, action: :create  # ❌ Generic name
    define :read, action: :read      # ❌ Generic name
    define :update, action: :update  # ❌ Generic name
  end
end

# ✅ CORRECT - Use descriptive, unique names
resources do
  resource MyApp.Consent.ConsentSettings do
    define :create_consent_settings, action: :create
    define :list_consent_settings, action: :read
    define :update_consent_settings, action: :update
  end
end
Naming Convention: Use prefixes that describe what you're doing:
	list_ for reading multiple records
	get_ for reading a single record
	create_ for creating records
	update_ for updating records
	delete_ for deleting records

This prevents conflicts and makes your API self-documenting.
⚠️ Next Step Required: After creating your domain, you MUST register it in config/config.exs (Step 3 below), or migrations will fail with "no domains configured".
Step 3: Register Domain in Configuration
CRITICAL: After creating your domain, you must register it in your application config. Without this, Ash won't recognize your domain and migrations won't work.
Add your domain to config/config.exs:
# config/config.exs
config :my_app,
  ash_domains: [
    MyApp.Consent,      # ← Add your new consent domain
    MyApp.Accounts,     # Your existing domains
    # ... other domains
  ]
If you skip this step, you'll get errors like:
	"no domains configured" when running migrations
	Domain not found errors at runtime
	Ash.Query failures

⚠️ Prerequisite Check: Before proceeding to Step 4, verify you completed Steps 1-3. The migration generator requires your resource (Step 1), domain (Step 2), and domain registration (Step 3) to be in place.
Step 4: Generate and Run Migrations
After creating your resource and configuring your domain, use Ash's migration tools to update your database.
Generate Migration
mix ash.codegen --name add_user_to_consent_settings

This will:
	Analyze your resource definitions
	Compare with existing database schema
	Generate migration files in priv/repo/migrations/

Review Generated Migration
Ash will generate something like:
# priv/repo/migrations/XXXXXX_add_user_to_consent_settings.exs
defmodule MyApp.Repo.Migrations.AddUserToConsentSettings do
  use Ecto.Migration

  def up do
    alter table(:consent_settings) do
      add :user_id, :uuid
    end

    create index(:consent_settings, [:user_id])
    create unique_index(:consent_settings, [:user_id], name: :unique_user_consent)

    alter table(:consent_settings) do
      modify :user_id, references(:users, type: :uuid, on_delete: :delete_all)
    end
  end

  def down do
    drop constraint(:consent_settings, "consent_settings_user_id_fkey")
    drop index(:consent_settings, [:user_id], name: :unique_user_consent)
    drop index(:consent_settings, [:user_id])

    alter table(:consent_settings) do
      remove :user_id
    end
  end
end
Run Migration
IMPORTANT: Use mix ash.migrate, NOT mix ecto.migrate:
mix ash.migrate

⚠️ Critical Distinction: Many developers instinctively run mix ecto.migrate out of habit. This will cause errors!
Why ash.migrate instead of ecto.migrate?
	ash.migrate runs migrations AND updates Ash's internal schema cache
	ecto.migrate only runs migrations, leaving Ash unaware of schema changes
	This can cause mysterious "column does not exist" errors even though the column exists in your database

Migration Workflow Summary
# 1. Make changes to your resource
# 2. Generate migration
mix ash.codegen --name descriptive_migration_name

# 3. Review generated files in priv/repo/migrations/

# 4. Run migration
mix ash.migrate

# 5. If something goes wrong, rollback
mix ash.rollback

Resource Snapshots
Important: The migration process also creates resource snapshot files in priv/resource_snapshots/repo/.
priv/
└── resource_snapshots/
    └── repo/
        ├── consent_settings/
        │   └── YYYYMMDDHHMMSS.json
        └── users/
            └── YYYYMMDDHHMMSS.json
What are snapshots?
	JSON files tracking your resource schema at each migration point
	Used by Ash to detect schema changes for future migrations
	Similar to how Ecto tracks schema_migrations

Should you commit them?
	✅ YES - Commit snapshots to version control
	They're essential for team collaboration
	Without them, other developers can't generate correct migrations
	They enable Ash to diff current schema vs. previous state

⚠️ Don't Forget: When you commit your migration file, also commit the corresponding snapshot files in priv/resource_snapshots/. Both are needed for the migration to work for other developers.
What's in a snapshot?
{
  "attributes": [
    {"name": "id", "type": "uuid", ...},
    {"name": "terms", "type": "string", ...},
    {"name": "groups", "type": "array", ...}
  ],
  "table": "consent_settings",
  "repo": "Elixir.MyApp.Repo",
  ...
}
Step 5: Verify Resource Works
After running migrations, test your resource to ensure everything is configured correctly.
Test in IEx Console
Start your console and create a test consent record:
iex -S mix

# Create a consent record
{:ok, consent} = MyApp.Consent.create_consent_settings(%{
  terms: "v1.0",
  groups: ["essential", "analytics"],
  user_id: "some-uuid-here"  # Use a valid user ID from your database
})

IO.inspect(consent, label: "Created consent")
Or Use Mix Run for Quick Tests
mix run -e '
alias MyApp.Consent

{:ok, consent} = Consent.create_consent_settings(%{
  terms: "v1.0",
  groups: ["essential", "analytics"],
  user_id: "USER_UUID_HERE"
})

IO.inspect(consent, label: "Created consent")
'

What to Look For
Your output should show:
Created consent: %MyApp.Consent.ConsentSettings{
  __meta__: #Ecto.Schema.Metadata<:loaded, "consent_settings">,
  id: "generated-uuid",
  terms: "v1.0",
  groups: ["essential", "analytics"],
  user_id: "USER_UUID_HERE",
  consented_at: ~U[2024-01-15 10:30:00Z],  # Automatic timestamp
  expires_at: ~U[2025-01-15 10:30:00Z],    # 365 days later
  inserted_at: ~U[2024-01-15 10:30:00Z],
  updated_at: ~U[2024-01-15 10:30:00Z]
}
✅ Success indicators:
	Record created without errors
	consented_at automatically set to current time
	expires_at set to 365 days in the future
	groups array properly stored
	user_id foreign key relationship works

❌ Common errors:
# Error: Domain not configured
** (RuntimeError) no domains configured

# Fix: Add domain to config/config.exs (see Step 3)

# Error: Column doesn't exist
** (Postgrex.Error) column "user_id" does not exist

# Fix: Run mix ash.migrate (not ecto.migrate)

# Error: Function undefined
** (UndefinedFunctionError) function MyApp.Consent.create_consent_settings/1 is undefined

# Fix: Check domain code_interface defines function (see Step 2)
Test Querying Records
# List all consent records
MyApp.Consent.list_consent_settings!()

# Get specific consent by ID
MyApp.Consent.get_consent_settings!("consent-uuid")

# Get latest consent for a user
MyApp.Consent.get_latest_for_user!("user-uuid")
Test Database Sync via Storage Module
After implementing your custom Storage module (see "Implementing Database Sync" section below), test the full sync flow:
# 1. Create a mock conn with authenticated user
conn = %Plug.Conn{
  assigns: %{
    current_user: %MyApp.Accounts.User{id: "550e8400-e29b-41d4-a716-446655440000"}
  }
}

# 2. Simulate saving consent
consent = %{
  "terms" => "v1.0",
  "groups" => ["essential", "analytics"],
  "consented_at" => DateTime.utc_now(),
  "expires_at" => DateTime.add(DateTime.utc_now(), 365, :day)
}

MyApp.Consent.Storage.put_consent(conn, consent, [
  resource: MyApp.Consent.ConsentSettings,
  user_id_key: :current_user
])

# 3. Check database
consents = MyApp.Consent.list_consent_settings!()
IO.inspect(consents, label: "Database consents")
# Should show the consent record with user_id set

# 4. Simulate loading consent
loaded = MyApp.Consent.Storage.get_consent(conn, [
  resource: MyApp.Consent.ConsentSettings,
  user_id_key: :current_user
])

IO.inspect(loaded, label: "Loaded consent")
# Should match the saved consent
What to verify:
	✅ Consent record created in database with correct user_id
	✅ get_consent/2 returns the same data that was saved
	✅ Anonymous users (no current_user) don't cause errors
	✅ "Newer wins" logic works (if implemented)

If all these work, your resource is properly configured! 🎉
Step 6: Update User Resource
defmodule MyApp.Accounts.User do
  use Ash.Resource,
    domain: MyApp.Accounts,
    data_layer: AshPostgres.DataLayer

  # ... existing attributes

  relationships do
    # ... existing relationships

    has_many :consent_settings, MyApp.Consent.ConsentSettings do
      destination_attribute :user_id
    end
  end
end
Implementing Database Sync
Now implement the stubbed database functions in the Storage module.
Option 1: Extend Storage Module
Create a custom storage module that wraps the default one:
defmodule MyApp.Consent.Storage do
  @moduledoc """
  Custom storage implementation with database sync for authenticated users.
  """

  alias AshCookieConsent.Storage, as: BaseStorage
  alias MyApp.Consent.ConsentSettings

  @doc """
  Get consent with "newer wins" logic across cookie and database storage.

  This ensures that the most recent consent is used, preventing stale
  cookie data from overwriting newer database changes made on other devices.
  """
  def get_consent(conn, opts \\\\ []) do
    # Load consent from cookie/session
    cookie_consent = BaseStorage.get_consent(conn, opts)

    # Load from database for authenticated users
    db_consent = case get_user_id(conn, opts) do
      nil -> nil
      user_id -> load_from_database(user_id)
    end

    # Return whichever is newer (or only available one)
    case {cookie_consent, db_consent} do
      {nil, nil} -> nil
      {nil, db} -> db
      {cookie, nil} -> cookie
      {cookie, db} -> if newer?(db, cookie), do: db, else: cookie
    end
  end

  @doc """
  Save consent to all tiers including database for authenticated users.
  """
  def put_consent(conn, consent, opts \\\\ []) do
    # Save to base storage (assigns/session/cookie)
    conn = BaseStorage.put_consent(conn, consent, opts)

    # Also save to database if authenticated
    case get_user_id(conn, opts) do
      nil ->
        conn

      user_id ->
        save_to_database(user_id, consent)
        conn
    end
  end

  defp get_user_id(conn, opts) do
    user_id_key = Keyword.get(opts, :user_id_key, :current_user)

    # Get the user from assigns (could be struct or nil)
    case Map.get(conn.assigns, user_id_key) do
      nil -> nil

      # If user is a struct with .id field (most common case)
      %{id: id} when is_binary(id) or is_integer(id) -> id

      # If user_id_key points directly to an ID
      id when is_binary(id) or is_integer(id) -> id

      _ -> nil
    end
  end

  defp load_from_database(user_id) do
    case ConsentSettings
         |> Ash.Query.for_action(:latest_for_user, %{user_id: user_id})
         |> Ash.read_one() do
      {:ok, nil} ->
        nil

      {:ok, consent_record} ->
        %{
          "terms" => consent_record.terms,
          "groups" => consent_record.groups,
          "consented_at" => consent_record.consented_at,
          "expires_at" => consent_record.expires_at
        }

      {:error, _} ->
        nil
    end
  end

  defp save_to_database(user_id, consent) do
    # Create or update consent record
    attrs = %{
      user_id: user_id,
      terms: consent["terms"] || consent[:terms],
      groups: consent["groups"] || consent[:groups] || [],
      consented_at: consent["consented_at"] || consent[:consented_at],
      expires_at: consent["expires_at"] || consent[:expires_at]
    }

    ConsentSettings
    |> Ash.Changeset.for_create(:create, attrs)
    |> Ash.create()
  end

  # Helper to compare timestamps - returns true if consent1 is newer
  defp newer?(consent1, consent2) do
    time1 = get_timestamp(consent1, "consented_at")
    time2 = get_timestamp(consent2, "consented_at")

    cond do
      is_nil(time1) -> false
      is_nil(time2) -> true
      true -> DateTime.compare(time1, time2) == :gt
    end
  end

  defp get_timestamp(consent, field) do
    case consent[field] || consent[String.to_atom(field)] do
      %DateTime{} = dt -> dt
      _ -> nil
    end
  end
end
🔍 Understanding User ID Extraction
The user_id_key option (defaults to :current_user) typically points to a user struct in conn.assigns, not a raw ID. For example:
conn.assigns.current_user = %MyApp.Accounts.User{
  id: "550e8400-e29b-41d4-a716-446655440000",
  email: "user@example.com",
  ...
}
The get_user_id/2 function extracts the .id field from this struct:
	Checks if the value is nil (anonymous user)
	Checks if it's a struct with an .id field (most common)
	Checks if it's already an ID (string or integer)
	Returns nil for anything else

If your authentication library sets a different assign (like :user_id), configure it:
plug MyApp.Consent.Plug,
  resource: MyApp.Consent.ConsentSettings,
  user_id_key: :user_id  # Points directly to ID, not struct
🔄 "Newer Wins" Logic
The get_consent/2 function implements conflict resolution:
	Scenario: User changes preferences on Device B (saved to DB)
	Problem: Device A still has old cookie with previous preferences
	Solution: Compare consented_at timestamps, return newer consent

This prevents stale cookies from overwriting recent changes made on other devices.
Option 2: Custom Plug
Create a custom plug that uses your storage implementation:
defmodule MyApp.Consent.Plug do
  @moduledoc """
  Custom consent plug with database sync.
  """

  import Plug.Conn
  alias MyApp.Consent.Storage

  def init(opts), do: AshCookieConsent.Plug.init(opts)

  def call(conn, config) do
    # Use custom storage
    storage_opts = [
      resource: config.resource,
      cookie_name: config.cookie_name,
      session_key: config.session_key,
      user_id_key: config.user_id_key
    ]

    consent = Storage.get_consent(conn, storage_opts)
    show_modal = should_show_modal?(consent)

    conn
    |> assign(:consent, consent)
    |> assign(:show_consent_modal, show_modal)
    |> assign(:cookie_groups, AshCookieConsent.cookie_groups())
  end

  defp should_show_modal?(nil), do: true
  defp should_show_modal?(consent) do
    groups = consent["groups"] || consent[:groups]
    is_nil(groups) || groups == [] || is_expired?(consent)
  end

  defp is_expired?(consent) do
    expires_at = consent["expires_at"] || consent[:expires_at]
    case expires_at do
      %DateTime{} = dt -> DateTime.compare(DateTime.utc_now(), dt) == :gt
      _ -> false
    end
  end
end
Then use your custom plug in the router:
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :fetch_cookies
  plug :fetch_flash
  plug :protect_from_forgery
  plug :put_secure_browser_headers

  # Authentication plug MUST come before consent plug
  plug :load_current_user

  # Consent plug reads current_user from assigns
  plug MyApp.Consent.Plug,
    resource: MyApp.Consent.ConsentSettings,
    user_id_key: :current_user,
    skip_session_cache: true  # Prevents session conflicts with auth
end
⚠️ Critical Plug Configuration
1. Plug Order
Place the consent plug AFTER your authentication plug (e.g., :load_current_user). The consent plug needs access to conn.assigns.current_user to determine if the user is authenticated.
# ✅ CORRECT ORDER
plug :load_current_user      # Sets conn.assigns.current_user
plug MyApp.Consent.Plug      # Reads conn.assigns.current_user

# ❌ WRONG ORDER
plug MyApp.Consent.Plug      # Can't find current_user yet!
plug :load_current_user      # Too late
2. Session Conflicts
Use skip_session_cache: true to prevent the consent plug from interfering with authentication session management:
plug MyApp.Consent.Plug,
  resource: MyApp.Consent.ConsentSettings,
  skip_session_cache: true  # ← CRITICAL for auth compatibility
Without this, you may experience:
	FunctionClauseError in session handling
	Authentication failures in LiveView contexts
	Session data corruption
	Lost user authentication state

The skip_session_cache option makes the plug read from cookies only, avoiding any put_session/3 calls that could conflict with your authentication library.
Handling Non-Atomic Operations
If you use custom validation functions or changesets in your actions, you may see warnings during compilation:
warning: actions -> update : cannot be done atomically, so it cannot be done in bulk.
warning: actions -> revoke_consent : cannot be done atomically, so it cannot be done in bulk.
Understanding the Warning
Ash prefers "atomic" operations that can be executed directly at the database level for performance and safety. Non-atomic operations require:
	Loading the record into memory
	Running Elixir validation logic
	Saving changes back to the database

When It's Safe to Ignore
For consent management, this warning is safe to ignore because:
	User-specific records: Each consent record belongs to one user, eliminating race conditions
	Simple operations: Consent updates are straightforward (accept/reject/update groups)
	Minimal performance impact: Consent changes are infrequent user actions, not high-throughput operations
	No bulk operations: You're not updating thousands of consent records at once

Suppressing the Warning
If you want to explicitly acknowledge this is intentional, add require_atomic? false to your actions:
defmodule MyApp.Consent.ConsentSettings do
  # ... other code

  actions do
    update :update do
      accept [:terms, :groups, :expires_at]
      require_atomic? false  # Explicit: this action doesn't need to be atomic
    end

    update :revoke_consent do
      accept [:groups]

      change fn changeset, _ ->
        Ash.Changeset.change_attribute(changeset, :groups, ["essential"])
      end

      require_atomic? false  # Custom logic prevents atomic execution
    end
  end
end
When to Use Atomic Operations
You should make operations atomic when:
	Processing bulk updates (updating many records at once)
	High-frequency writes (thousands per second)
	Critical race condition prevention (inventory, financial transactions)

For consent management, the non-atomic approach is perfectly acceptable and more flexible.
Custom Cookie Groups
Define your own cookie categories to match your application's needs.
Basic Custom Groups
# config/config.exs
config :ash_cookie_consent,
  cookie_groups: [
    %{
      id: "essential",
      label: "Essential Cookies",
      description: "Required for basic site functionality",
      required: true
    },
    %{
      id: "analytics",
      label: "Analytics & Performance",
      description: "Help us understand how you use our site",
      required: false
    },
    %{
      id: "marketing",
      label: "Marketing & Advertising",
      description: "Used to show you relevant advertisements",
      required: false
    },
    %{
      id: "social",
      label: "Social Media",
      description: "Enable social sharing features",
      required: false
    },
    %{
      id: "preferences",
      label: "Preference Cookies",
      description: "Remember your settings and preferences",
      required: false
    }
  ]
Groups with Examples
config :ash_cookie_consent,
  cookie_groups: [
    %{
      id: "essential",
      label: "Essential Cookies",
      description: "Required for the website to function properly",
      required: true,
      examples: [
        "Session cookies",
        "CSRF protection",
        "Load balancing"
      ]
    },
    %{
      id: "analytics",
      label: "Analytics Cookies",
      description: "Help us improve our website",
      required: false,
      examples: [
        "Google Analytics",
        "Plausible Analytics",
        "Page view tracking"
      ]
    }
  ]
Custom Modal Styling
Customize the appearance of the consent modal.
Override Modal Classes
<.consent_modal
  current_consent={@consent}
  cookie_groups={@cookie_groups}
  modal_class="bg-white/95 backdrop-blur-sm"
  button_class="bg-purple-600 hover:bg-purple-700"
  title="🍪 Cookie Settings"
  description="We value your privacy. Choose which cookies work for you."
/>
Complete Custom Modal
If you need full control, create your own modal component:
defmodule MyAppWeb.CustomConsentModal do
  use Phoenix.Component
  import Phoenix.HTML.Form

  def custom_modal(assigns) do
    ~H"""
    <div
      x-data={"{ showModal: #{@show_modal}, selectedGroups: #{Jason.encode!(@selected_groups)} }"}
      x-show="showModal"
      class="your-custom-classes"
    >
      <!-- Your custom modal HTML -->
      <form phx-submit="save_consent">
        <%= for group <- @cookie_groups do %>
          <input
            type="checkbox"
            name="groups[]"
            value={group.id}
            checked={group.id in @selected_groups}
          />
          <%= group.label %>
        <% end %>

        <button type="submit">Save My Choices</button>
      </form>
    </div>
    """
  end
end
Custom Storage Backend
Implement a completely custom storage backend.
defmodule MyApp.CustomStorage do
  @behaviour MyApp.ConsentStorageBehaviour

  @impl true
  def get_consent(conn, _opts) do
    # Your custom logic
    # Could use Redis, Memcached, etc.
  end

  @impl true
  def put_consent(conn, consent, _opts) do
    # Your custom logic
    conn
  end

  @impl true
  def delete_consent(conn, _opts) do
    # Your custom logic
    conn
  end
end
Audit Trail Implementation
Track consent changes over time for compliance.
Create Consent History Resource
defmodule MyApp.Consent.ConsentHistory do
  use Ash.Resource,
    domain: MyApp.Consent,
    data_layer: AshPostgres.DataLayer

  postgres do
    table "consent_history"
    repo MyApp.Repo
  end

  attributes do
    uuid_primary_key :id

    attribute :terms, :string, allow_nil?: false
    attribute :groups, {:array, :string}, default: []
    attribute :action, :atom, constraints: [one_of: [:granted, :revoked, :updated]]
    attribute :ip_address, :string
    attribute :user_agent, :string
    attribute :consented_at, :utc_datetime

    timestamps()
  end

  relationships do
    belongs_to :user, MyApp.Accounts.User
  end

  actions do
    defaults [:read]

    create :create do
      primary? true
    end

    read :for_user do
      argument :user_id, :uuid, allow_nil?: false
      filter expr(user_id == ^arg(:user_id))
      prepare build(sort: [consented_at: :desc])
    end
  end
end
Track Consent Changes
defmodule MyApp.Consent.Tracker do
  alias MyApp.Consent.ConsentHistory

  def track_consent_change(user_id, consent, action, conn) do
    attrs = %{
      user_id: user_id,
      terms: consent["terms"],
      groups: consent["groups"],
      action: action,
      ip_address: get_ip_address(conn),
      user_agent: get_user_agent(conn),
      consented_at: DateTime.utc_now()
    }

    ConsentHistory
    |> Ash.Changeset.for_create(:create, attrs)
    |> Ash.create()
  end

  defp get_ip_address(conn) do
    conn.remote_ip
    |> Tuple.to_list()
    |> Enum.join(".")
  end

  defp get_user_agent(conn) do
    case Plug.Conn.get_req_header(conn, "user-agent") do
      [ua | _] -> ua
      [] -> "Unknown"
    end
  end
end
Use in Custom Storage
def put_consent(conn, consent, opts) do
  conn = BaseStorage.put_consent(conn, consent, opts)

  if user_id = get_user_id(conn, opts) do
    MyApp.Consent.Tracker.track_consent_change(
      user_id,
      consent,
      :updated,
      conn
    )
  end

  conn
end
Advanced Customization
Custom Expiration Logic
defmodule MyApp.Consent.Expiration do
  def calculate_expiration(consent_type) do
    base_date = DateTime.utc_now()

    days =
      case consent_type do
        :full_consent -> 365      # 1 year
        :partial_consent -> 180   # 6 months
        :minimal_consent -> 90    # 3 months
      end

    DateTime.add(base_date, days, :day)
  end
end
Geo-specific Compliance
defmodule MyApp.Consent.GeoCompliance do
  def required_groups_for_region(region) do
    case region do
      :eu -> ["essential"]  # GDPR - explicit consent required
      :us -> []             # No mandatory groups
      :uk -> ["essential"]  # UK GDPR
      _ -> ["essential"]
    end
  end

  def consent_expiration_for_region(region) do
    case region do
      :eu -> 365   # 1 year
      :california -> 365  # CCPA
      _ -> 730  # 2 years default
    end
  end
end
Next Steps
	Review Examples for implementation patterns
	Check Troubleshooting if you encounter issues
	Contribute your extensions back to the project!
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GDPR-compliant cookie consent management for Ash Framework applications.
This module provides helper functions for checking and managing user consent
for different cookie categories.
Usage
Checking Consent
# In a controller or LiveView
if AshCookieConsent.consent_given?(conn, "analytics") do
  # Load analytics scripts
end
Getting Consent Data
consent = AshCookieConsent.get_consent(conn)
# => %{terms: "v1.0", groups: ["essential", "analytics"], consented_at: ~U[...], ...}
Cookie Groups
groups = AshCookieConsent.cookie_groups()
# Returns configured cookie groups for display in modal
Configuration
See AshCookieConsent.Config for configuration options.
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        Checks if consent has expired.
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        Checks if consent has been given for a specific cookie group.
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        Returns the configured cookie groups.
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        Retrieves the current consent data.
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        Checks if consent exists (any consent has been given).
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        Checks if consent needs to be refreshed (doesn't exist or has expired).
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Checks if consent has expired.
Parameters
	consent - Consent map with :expires_at field

Returns
	true if consent has expired
	false if consent is still valid
	false if no expiration date is set

Examples
consent = AshCookieConsent.get_consent(conn)
if AshCookieConsent.consent_expired?(consent) do
  # Show consent modal again
end

  



  
    
      
    
    
      consent_given?(conn_or_socket, group)



        
          
        

    

  


  

Checks if consent has been given for a specific cookie group.
Parameters
	conn_or_socket - A Plug.Conn or Phoenix.LiveView.Socket
	group - The cookie group ID to check (e.g., "analytics", "marketing")

Examples
# In a controller
if AshCookieConsent.consent_given?(conn, "analytics") do
  # Load analytics scripts
end

# In a LiveView
if AshCookieConsent.consent_given?(socket, "marketing") do
  # Load marketing pixels
end
Returns
	true if consent has been given for the specified group
	false if consent has not been given or no consent exists
	true for "essential" group (always considered consented)
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Returns the configured cookie groups.
Returns a list of configured cookie groups. Each group is a map with:
	:id - String identifier for the group (e.g., "essential", "analytics")
	:label - Display label for the group
	:description - Description text
	:required - Boolean indicating if the group is required

Examples
groups = AshCookieConsent.cookie_groups()
# Returns list of group maps like:
# [%{id: "essential", label: "Essential Cookies", ...}]

  



  
    
      
    
    
      get_consent(conn)



        
          
        

    

  


  

Retrieves the current consent data.
Checks the following sources in order:
	Socket/connection assigns
	Session
	Cookie

Parameters
	conn_or_socket - A Plug.Conn or Phoenix.LiveView.Socket

Returns
	A map with consent data (:terms, :groups, :consented_at, :expires_at)
	nil if no consent has been given

Examples
consent = AshCookieConsent.get_consent(conn)
# => %{terms: "v1.0", groups: ["essential", "analytics"], ...}

  



  
    
      
    
    
      has_consent?(conn_or_socket)



        
          
        

    

  


  

Checks if consent exists (any consent has been given).
Parameters
	conn_or_socket - A Plug.Conn or Phoenix.LiveView.Socket

Examples
if AshCookieConsent.has_consent?(conn) do
  # User has made a consent choice
else
  # Show consent modal
end

  



  
    
      
    
    
      needs_consent?(conn_or_socket)



        
          
        

    

  


  

Checks if consent needs to be refreshed (doesn't exist or has expired).
Parameters
	conn_or_socket - A Plug.Conn or Phoenix.LiveView.Socket

Examples
if AshCookieConsent.needs_consent?(conn) do
  # Show consent modal
end

  


        

      


  

    
AshCookieConsent.ConsentSettings 
    



      
Ash Resource for tracking cookie consent settings.
Stores user consent preferences with full audit trail for GDPR compliance.
Attributes
	terms - Policy version identifier (e.g., "v1.0", "2025-01-01")
	groups - Array of consented cookie categories (e.g., ["essential", "analytics"])
	consented_at - Timestamp when consent was given
	expires_at - When consent expires (typically 12 months from consent_at)

Relationships
	user - Optional belongs_to relationship (configurable by implementing app)

Actions
	:create - Create new consent record
	:read - Read consent records
	:update - Update consent preferences
	:destroy - Remove consent record
	:grant_consent - Custom action to grant consent with automatic timestamps
	:revoke_consent - Custom action to revoke consent for specific groups

Examples
# Create consent
AshCookieConsent.ConsentSettings
|> Ash.Changeset.for_create(:grant_consent, %{
  terms: "v1.0",
  groups: ["essential", "analytics"]
})
|> Ash.create!()

# Update consent
consent
|> Ash.Changeset.for_update(:update, %{
  groups: ["essential"]
})
|> Ash.update!()
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        active_consents(params \\ nil, opts \\ nil)

      


        Get consents that haven't expired



    


    
      
        active_consents!(params \\ nil, opts \\ nil)

      


        Get consents that haven't expired
Raises any errors instead of returning them



    


    
      
        can_active_consents(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.active_consents
See Ash.can/3 for more information



    


    
      
        can_active_consents?(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.active_consents, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_create(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.create
See Ash.can/3 for more information



    


    
      
        can_create?(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.create, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_destroy(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.destroy
See Ash.can/3 for more information



    


    
      
        can_destroy?(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.destroy, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_grant_consent(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.grant_consent
See Ash.can/3 for more information



    


    
      
        can_grant_consent?(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.grant_consent, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_read(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.read
See Ash.can/3 for more information



    


    
      
        can_read?(actor, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.read, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_revoke_consent(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.revoke_consent
See Ash.can/3 for more information



    


    
      
        can_revoke_consent?(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.revoke_consent, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        can_update(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.update
See Ash.can/3 for more information



    


    
      
        can_update?(actor, record, params_or_opts \\ %{}, opts \\ [])

      


        Runs authorization checks for AshCookieConsent.ConsentSettings.update, returning a boolean.
See Ash.can?/3 for more information



    


    
      
        changeset_to_create(params_or_opts \\ %{}, opts \\ [])

      


        Returns the changeset corresponding to the action.



    


    
      
        changeset_to_destroy(record, params_or_opts \\ %{}, opts \\ [])

      


        Returns the changeset corresponding to the action.



    


    
      
        changeset_to_grant_consent(params_or_opts \\ %{}, opts \\ [])

      


        Returns the changeset corresponding to the action.



    


    
      
        changeset_to_revoke_consent(record, params_or_opts \\ %{}, opts \\ [])

      


        Returns the changeset corresponding to the action.



    


    
      
        changeset_to_update(record, params_or_opts \\ %{}, opts \\ [])

      


        Returns the changeset corresponding to the action.



    


    
      
        create(params \\ nil, opts \\ nil)

      


        Create a new consent record



    


    
      
        create!(params \\ nil, opts \\ nil)

      


        Create a new consent record
Raises any errors instead of returning them



    


    
      
        default_short_name()

      


    


    
      
        destroy(record, params \\ nil, opts \\ nil)

      


        Calls the destroy action on AshCookieConsent.ConsentSettings.



    


    
      
        destroy!(record, params \\ nil, opts \\ nil)

      


        Calls the destroy action on AshCookieConsent.ConsentSettings.
Raises any errors instead of returning them



    


    
      
        grant_consent(params \\ nil, opts \\ nil)

      


        Grant consent for specific cookie groups



    


    
      
        grant_consent!(params \\ nil, opts \\ nil)

      


        Grant consent for specific cookie groups
Raises any errors instead of returning them



    


    
      
        input(opts)

      


        Validates that the keys in the provided input are valid for at least one action on the resource.



    


    
      
        input(opts, action)

      


        Same as input/1, except restricts the keys to values accepted by the action provided.



    


    
      
        primary_key_matches?(left, right)

      


    


    
      
        query_to_active_consents(params_or_opts \\ %{}, opts \\ [])

      


        Returns the query corresponding to the action.



    


    
      
        query_to_read(params_or_opts \\ %{}, opts \\ [])

      


        Returns the query corresponding to the action.



    


    
      
        read(params \\ nil, opts \\ nil)

      


        Calls the read action on AshCookieConsent.ConsentSettings.



    


    
      
        read!(params \\ nil, opts \\ nil)

      


        Calls the read action on AshCookieConsent.ConsentSettings.
Raises any errors instead of returning them



    


    
      
        revoke_consent(record, params \\ nil, opts \\ nil)

      


        Revoke consent for specific cookie groups



    


    
      
        revoke_consent!(record, params \\ nil, opts \\ nil)

      


        Revoke consent for specific cookie groups
Raises any errors instead of returning them



    


    
      
        update(record, params \\ nil, opts \\ nil)

      


        Update consent preferences



    


    
      
        update!(record, params \\ nil, opts \\ nil)

      


        Update consent preferences
Raises any errors instead of returning them
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      t()



        
          
        

    

  


  

      

          @type t() :: %AshCookieConsent.ConsentSettings{
  __lateral_join_source__: term(),
  __meta__: term(),
  __metadata__: term(),
  __order__: term(),
  aggregates: term(),
  calculations: term(),
  consented_at: term(),
  expires_at: term(),
  groups: term(),
  id: term(),
  inserted_at: term(),
  terms: term(),
  updated_at: term()
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      active_consents(params \\ nil, opts \\ nil)



        
          
        

    

  


  

Get consents that haven't expired
Options
	:page - Pagination options, see Ash.read/2 for more.
	:load (term/0) - A load statement to add onto the query
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer. The default value is false.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2. The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. Valid values are :filter, :error The default value is :filter.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
	:not_found_error? (boolean/0) - Whether or not to return or raise a NotFound error or to return nil when a get? action/interface is called.
	:stream? (boolean/0) - If true, a stream of the results will be returned The default value is false.
	:stream_options (keyword/0) - Options passed to Ash.stream!, if stream?: true is given	:batch_size (integer/0) - How many records to request in each query run. Defaults to the pagination limits on the resource, or 250.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.




  



    

    

  
    
      
    
    
      active_consents!(params \\ nil, opts \\ nil)



        
          
        

    

  


  

Get consents that haven't expired
Raises any errors instead of returning them
Options
	:page - Pagination options, see Ash.read/2 for more.
	:load (term/0) - A load statement to add onto the query
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer. The default value is false.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2. The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. Valid values are :filter, :error The default value is :filter.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
	:not_found_error? (boolean/0) - Whether or not to return or raise a NotFound error or to return nil when a get? action/interface is called.
	:stream? (boolean/0) - If true, a stream of the results will be returned The default value is false.
	:stream_options (keyword/0) - Options passed to Ash.stream!, if stream?: true is given	:batch_size (integer/0) - How many records to request in each query run. Defaults to the pagination limits on the resource, or 250.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.




  



    

    

  
    
      
    
    
      can_active_consents(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.active_consents
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_active_consents?(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.active_consents, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_create(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.create
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_create?(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.create, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_destroy(actor, record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.destroy
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.
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Runs authorization checks for AshCookieConsent.ConsentSettings.destroy, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_grant_consent(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.grant_consent
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_grant_consent?(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.grant_consent, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.
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Runs authorization checks for AshCookieConsent.ConsentSettings.read
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_read?(actor, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.read, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_revoke_consent(actor, record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.revoke_consent
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_revoke_consent?(actor, record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.revoke_consent, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_update(actor, record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.update
See Ash.can/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is :maybe.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.


  



    

    

  
    
      
    
    
      can_update?(actor, record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Runs authorization checks for AshCookieConsent.ConsentSettings.update, returning a boolean.
See Ash.can?/3 for more information
Options
	:maybe_is (term/0) - If the actor may be able to perform the action, what value should be returned. The default value is true.
	:filter_with - If set to :error, the query will raise an error on a match. If set to :filter the query will filter out unauthorized access. Valid values are :filter, :error The default value is :filter.
	:validate? (boolean/0) - Whether or not to treat an invalid action as a non-allowed action. The default value is false.
	:reuse_values? (boolean/0) - Whether or not loaded data like aggregates, calculations and relationships should be checked in memory if possible, instead of querying. No effect if pre_flight? is false. The default value is false.
	:pre_flight? (boolean/0) - Whether or not this is a pre_flight check (which may perform optimized in-memory checks) or the final proper check. The default value is true.
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol. Will overwrite any actor, tenant or context provided. See Ash.Context for more.
	:run_queries? (boolean/0) - Whether or not to run queries. If set to true, :maybe will not be returned. The default value is true.
	:data - The record or records specifically attempting to be acted upon.
	:tenant (value that implements the Ash.ToTenant protocol) - The tenant to use for authorization
	:alter_source? (boolean/0) - If set to true, the source being authorized is returned so it can be run. The default value is false.
	:base_query (term/0) - A base query on which to apply an generated filters
	:no_check? (boolean/0) - Whether or not authorization must pass at the strict/filter step, or if post-checks are allowed to be run The default value is false.
	:on_must_pass_strict_check (term/0) - Override the value returned when no_check? is true but a check must be run.
	:atomic_changeset (term/0) - A base query on which to apply an generated filters
	:return_forbidden_error? (boolean/0) - Whether or not to return a forbidden error in cases of not being authorized. The default value is false.
	:log? (boolean/0) - Whether or not to log the authorization result. The default value is false.
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Returns the changeset corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:changeset (term/0) - A changeset to seed the action with.


  



    

    

  
    
      
    
    
      changeset_to_destroy(record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Returns the changeset corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
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Returns the changeset corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:changeset (term/0) - A changeset to seed the action with.


  



    

    

  
    
      
    
    
      changeset_to_revoke_consent(record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Returns the changeset corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.


  



    

    

  
    
      
    
    
      changeset_to_update(record, params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Returns the changeset corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
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Create a new consent record
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	expires_at - When consent expires (typically 12 months after consented_at)
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')
	consented_at - When user provided consent

Options
	:upsert? (boolean/0) - If a conflict is found based on the primary key, the record is updated in the database (requires upsert support) The default value is false.
	:return_skipped_upsert? (boolean/0) - If true, and a record was not upserted because its filter prevented the upsert, the original record (which was not upserted) will be returned. The default value is false.
	:upsert_identity (atom/0) - The identity to use when detecting conflicts for upsert?, e.g. upsert_identity: :full_name. By default, the primary key is used. Has no effect if upsert?: true is not provided
	:upsert_fields - The fields to upsert. If not set, the action's upsert_fields is used, and if that is not set, then any fields not being set to defaults are written.
	:upsert_condition (term/0) - An expression to check if the record should be updated when there's a conflict.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:changeset (term/0) - A changeset to seed the action with.
	:bulk_options (keyword/0) - Options passed to Ash.bulk_create, if a list or stream of inputs is provided.	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:after_action (function of arity 2) - An after_action hook to be added to each processed changeset
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Create a new consent record
Raises any errors instead of returning them
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	expires_at - When consent expires (typically 12 months after consented_at)
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')
	consented_at - When user provided consent

Options
	:upsert? (boolean/0) - If a conflict is found based on the primary key, the record is updated in the database (requires upsert support) The default value is false.
	:return_skipped_upsert? (boolean/0) - If true, and a record was not upserted because its filter prevented the upsert, the original record (which was not upserted) will be returned. The default value is false.
	:upsert_identity (atom/0) - The identity to use when detecting conflicts for upsert?, e.g. upsert_identity: :full_name. By default, the primary key is used. Has no effect if upsert?: true is not provided
	:upsert_fields - The fields to upsert. If not set, the action's upsert_fields is used, and if that is not set, then any fields not being set to defaults are written.
	:upsert_condition (term/0) - An expression to check if the record should be updated when there's a conflict.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:changeset (term/0) - A changeset to seed the action with.
	:bulk_options (keyword/0) - Options passed to Ash.bulk_create, if a list or stream of inputs is provided.	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:after_action (function of arity 2) - An after_action hook to be added to each processed changeset
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Calls the destroy action on AshCookieConsent.ConsentSettings.
Options
	:return_destroyed? (boolean/0) - If true, the destroyed record is included in the return result, e.g {:ok, destroyed} or {:ok, destroyed, notifications} The default value is false.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_destroy, if a query, list, or stream of inputs is provided.	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is :atomic.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Calls the destroy action on AshCookieConsent.ConsentSettings.
Raises any errors instead of returning them
Options
	:return_destroyed? (boolean/0) - If true, the destroyed record is included in the return result, e.g {:ok, destroyed} or {:ok, destroyed, notifications} The default value is false.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_destroy, if a query, list, or stream of inputs is provided.	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is :atomic.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Grant consent for specific cookie groups
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')

Options
	:upsert? (boolean/0) - If a conflict is found based on the primary key, the record is updated in the database (requires upsert support) The default value is false.
	:return_skipped_upsert? (boolean/0) - If true, and a record was not upserted because its filter prevented the upsert, the original record (which was not upserted) will be returned. The default value is false.
	:upsert_identity (atom/0) - The identity to use when detecting conflicts for upsert?, e.g. upsert_identity: :full_name. By default, the primary key is used. Has no effect if upsert?: true is not provided
	:upsert_fields - The fields to upsert. If not set, the action's upsert_fields is used, and if that is not set, then any fields not being set to defaults are written.
	:upsert_condition (term/0) - An expression to check if the record should be updated when there's a conflict.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:changeset (term/0) - A changeset to seed the action with.
	:bulk_options (keyword/0) - Options passed to Ash.bulk_create, if a list or stream of inputs is provided.	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:after_action (function of arity 2) - An after_action hook to be added to each processed changeset
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Grant consent for specific cookie groups
Raises any errors instead of returning them
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')

Options
	:upsert? (boolean/0) - If a conflict is found based on the primary key, the record is updated in the database (requires upsert support) The default value is false.
	:return_skipped_upsert? (boolean/0) - If true, and a record was not upserted because its filter prevented the upsert, the original record (which was not upserted) will be returned. The default value is false.
	:upsert_identity (atom/0) - The identity to use when detecting conflicts for upsert?, e.g. upsert_identity: :full_name. By default, the primary key is used. Has no effect if upsert?: true is not provided
	:upsert_fields - The fields to upsert. If not set, the action's upsert_fields is used, and if that is not set, then any fields not being set to defaults are written.
	:upsert_condition (term/0) - An expression to check if the record should be updated when there's a conflict.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:changeset (term/0) - A changeset to seed the action with.
	:bulk_options (keyword/0) - Options passed to Ash.bulk_create, if a list or stream of inputs is provided.	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:after_action (function of arity 2) - An after_action hook to be added to each processed changeset
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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          @spec input(values :: map() | Keyword.t()) :: map() | no_return()


      


Validates that the keys in the provided input are valid for at least one action on the resource.
Raises a KeyError error at compile time if not. This exists because generally a struct should only ever
be created by Ash as a result of a successful action. You should not be creating records manually in code,
e.g %MyResource{value: 1, value: 2}. Generally that is fine, but often with embedded resources it is nice
to be able to validate the keys that are being provided, e.g
Resource
|> Ash.Changeset.for_create(:create, %{embedded: EmbeddedResource.input(foo: 1, bar: 2)})
|> Ash.create()
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          @spec input(values :: map() | Keyword.t(), action :: atom()) :: map() | no_return()


      


Same as input/1, except restricts the keys to values accepted by the action provided.
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      query_to_active_consents(params_or_opts \\ %{}, opts \\ [])



        
          
        

    

  


  

Returns the query corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
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Returns the query corresponding to the action.
Options
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
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Calls the read action on AshCookieConsent.ConsentSettings.
Options
	:page - Pagination options, see Ash.read/2 for more.
	:load (term/0) - A load statement to add onto the query
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer. The default value is false.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2. The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. Valid values are :filter, :error The default value is :filter.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
	:not_found_error? (boolean/0) - Whether or not to return or raise a NotFound error or to return nil when a get? action/interface is called.
	:stream? (boolean/0) - If true, a stream of the results will be returned The default value is false.
	:stream_options (keyword/0) - Options passed to Ash.stream!, if stream?: true is given	:batch_size (integer/0) - How many records to request in each query run. Defaults to the pagination limits on the resource, or 250.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
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Calls the read action on AshCookieConsent.ConsentSettings.
Raises any errors instead of returning them
Options
	:page - Pagination options, see Ash.read/2 for more.
	:load (term/0) - A load statement to add onto the query
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer. The default value is false.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2. The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. Valid values are :filter, :error The default value is :filter.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:query - A query to seed the action with.
	:not_found_error? (boolean/0) - Whether or not to return or raise a NotFound error or to return nil when a get? action/interface is called.
	:stream? (boolean/0) - If true, a stream of the results will be returned The default value is false.
	:stream_options (keyword/0) - Options passed to Ash.stream!, if stream?: true is given	:batch_size (integer/0) - How many records to request in each query run. Defaults to the pagination limits on the resource, or 250.
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
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Revoke consent for specific cookie groups
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])

Options
	:params (map/0) - Parameters to supply, ignored if the input is a changeset, only used when an identifier is given.
	:atomic_upgrade? (boolean/0) - If true the action will be done atomically if it can (and is configured to do so), ignoring the in memory transformations and validations. You should not generally need to disable this. The default value is true.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_update, if a query, list, or stream of inputs is provided.	:atomic_update (map/0) - A map of atomic updates to apply. See Ash.Changeset.atomic_update/3 for more.
	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is [:atomic].
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Revoke consent for specific cookie groups
Raises any errors instead of returning them
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])

Options
	:params (map/0) - Parameters to supply, ignored if the input is a changeset, only used when an identifier is given.
	:atomic_upgrade? (boolean/0) - If true the action will be done atomically if it can (and is configured to do so), ignoring the in memory transformations and validations. You should not generally need to disable this. The default value is true.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_update, if a query, list, or stream of inputs is provided.	:atomic_update (map/0) - A map of atomic updates to apply. See Ash.Changeset.atomic_update/3 for more.
	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is [:atomic].
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Update consent preferences
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	expires_at - When consent expires (typically 12 months after consented_at)
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')

Options
	:params (map/0) - Parameters to supply, ignored if the input is a changeset, only used when an identifier is given.
	:atomic_upgrade? (boolean/0) - If true the action will be done atomically if it can (and is configured to do so), ignoring the in memory transformations and validations. You should not generally need to disable this. The default value is true.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_update, if a query, list, or stream of inputs is provided.	:atomic_update (map/0) - A map of atomic updates to apply. See Ash.Changeset.atomic_update/3 for more.
	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is [:atomic].
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Update consent preferences
Raises any errors instead of returning them
Inputs
	groups - Consented cookie categories (e.g., ['essential', 'analytics'])
	expires_at - When consent expires (typically 12 months after consented_at)
	terms - Policy version identifier (e.g., 'v1.0', '2025-01-01')

Options
	:params (map/0) - Parameters to supply, ignored if the input is a changeset, only used when an identifier is given.
	:atomic_upgrade? (boolean/0) - If true the action will be done atomically if it can (and is configured to do so), ignoring the in memory transformations and validations. You should not generally need to disable this. The default value is true.
	:timeout (timeout/0) - A positive integer, or :infinity. If none is provided, the timeout configured on the domain is used.
	:tracer (one or a list of module that adopts Ash.Tracer) - A tracer that implements the Ash.Tracer behaviour. See that module for more.
	:action (term/0) - The action to use, either an Action struct or the name of the action
	:authorize? - If an actor option is provided (even if it is nil), authorization happens automatically. If not, this flag can be used to authorize with no user.
	:context (map/0) - Context to set on the query, changeset, or input
	:tenant (value that implements the Ash.ToTenant protocol) - A tenant to set on the query or changeset
	:actor (term/0) - If an actor is provided, it will be used in conjunction with the authorizers of a resource to authorize access
	:scope (term/0) - A value that implements the Ash.Scope.ToOpts protocol, for passing around actor/tenant/context in a single value. See Ash.Scope.ToOpts for more.
	:return_notifications? (boolean/0) - Use this if you're running ash actions in your own transaction and you want to manually handle sending notifications.
If a transaction is ongoing, and this is false, notifications will be discarded, otherwise
the return value is {:ok, result, notifications} (or {:ok, notifications})
To send notifications later, use Ash.Notifier.notify(notifications). It sends any notifications
that can be sent, and returns the rest. The default value is false.
	:rollback_on_error? (boolean/0) - Whether or not to rollback the transaction on error, if the resource is in a transaction.
If the action has transaction? false this option has no effect. If an error is returned from the
data layer and the resource is in a transaction, the transaction is always rolled back, regardless. The default value is true.
	:notification_metadata (term/0) - Metadata to be merged into the metadata field for all notifications sent from this operation. The default value is %{}.
	:skip_unknown_inputs - A list of inputs that, if provided, will be ignored if they are not recognized by the action. Use :* to indicate all unknown keys.
	:load (term/0) - A load statement to add onto the changeset
	:bulk_options (keyword/0) - Options passed to Ash.bulk_update, if a query, list, or stream of inputs is provided.	:atomic_update (map/0) - A map of atomic updates to apply. See Ash.Changeset.atomic_update/3 for more.
	:stream_batch_size (integer/0) - Batch size to use if provided a query and the query must be streamed
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records if the :stream strategy is chosen. See the Ash.stream!/2 docs for more. The default value is :keyset.
	:authorize_query? (boolean/0) - If a query is given, determines whether or not authorization is run on that query. The default value is true.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:filter (term/0) - A filter to apply to records. This is also applied to a stream of inputs.
	:strategy - The strategy or strategies to enable. :stream is used in all cases if the data layer does not support atomics. The default value is [:atomic].
	:allow_stream_with - The 'worst' strategy allowed to be used to fetch records. See Ash.stream!/2 docs for more. The default value is :keyset.
	:stream_with - The specific strategy to use to fetch records. See Ash.stream!/2 docs for more.
	:max_concurrency (non_neg_integer/0) - The maximum number of processes allowed to be started for parallel loading of relationships and calculations. Defaults to System.schedulers_online() * 2
	:lock (term/0) - A lock statement to add onto the query
	:return_query? (boolean/0) - If true, the query that was ultimately used is returned as a third tuple element.
The query goes through many potential changes during a request, potentially adding
authorization filters, or replacing relationships for other data layers with their
corresponding ids. This option can be used to get the true query that was sent to
the data layer.
The default value is false.
	:reuse_values? (boolean/0) - Whether calculations are allowed to reuse values that have already been loaded, or must refetch them from the data layer. The default value is false.
	:strict? (boolean/0) - If set to true, only specified attributes will be loaded when passing
  a list of fields to fetch on a relationship, which allows for more
  optimized data-fetching.
  See Ash.Query.load/2.
The default value is false.
	:authorize_with - If set to :error, instead of applying authorization filters as a filter, any records not matching the authorization filter will cause an error to be returned. The default value is :filter.
	:read_action (atom/0) - The action to use when building the read query.
	:assume_casted? (boolean/0) - Whether or not to cast attributes and arguments as input. This is an optimization for cases where the input is already casted and/or not in need of casting The default value is false.
	:select (list of atom/0) - A select statement to apply to records. Ignored if return_records? is not true.
	:authorize_query_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_changeset_with - If set to :error, instead of filtering unauthorized changes, unauthorized changes will raise an appropriate forbidden error. Uses authorize_with if not set.
	:authorize_with - If set to :error, instead of filtering unauthorized query results, unauthorized query results will raise an appropriate forbidden error. The default value is :filter.
	:private_arguments (map/0) - Private argument values to set on each changeset before validations and changes are run. The default value is %{}.
	:sorted? (boolean/0) - Whether or not to sort results by their input position, in cases where return_records?: true was provided. The default value is false.
	:return_records? (boolean/0) - Whether or not to return all of the records that were inserted. Defaults to false to account for large inserts. The default value is false.
	:return_errors? (boolean/0) - Whether to return all errors that occur during the operation. Defaults to the value of :bulk_actions_default_to_errors? in your config, or false if not set. Returning all errors may be expensive for large inserts. The default value is false.
	:batch_size (pos_integer/0) - The number of records to include in each batch. Defaults to the default_limit
or max_page_size of the action, or 100.
	:return_stream? (boolean/0) - If set to true, instead of an Ash.BulkResult, a mixed stream is returned.
Potential elements:
{:notification, notification} - if return_notifications? is set to true
{:ok, record} - if return_records? is set to true
{:error, error} - an error that occurred. May be changeset or an individual error.
The default value is false.
	:return_nothing? (boolean/0) - Mutes warnings about returning nothing.
Only relevant if return_stream? is set to true and all other
return_*? options are set to false.
The default value is false.
	:stop_on_error? (boolean/0) - If true, the first encountered error will stop the action and be returned. Otherwise, errors
will be skipped. The default value is false.
	:notify? (boolean/0) - Whether or not to generate any notifications. If this is set to true then the data layer must return
the results from each batch. This may be intensive for large bulk actions.
Notifications will be automatically sent unless return_notifications? is set to true.
The default value is false.
	:transaction - Whether or not to wrap the entire execution in a transaction, each batch, or not at all.
Keep in mind:
before_transaction and after_transaction hooks attached to changesets will have to be run
inside the transaction if you choose transaction: :all.
The default value is :batch.
	:max_concurrency (non_neg_integer/0) - If set to a value greater than 0, up to that many tasks will be started to run batches asynchronously The default value is 0.


	:private_arguments (map/0) - Private argument values to set before validations and changes. The default value is %{}.
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Cookie management for consent data.
Handles encoding, decoding, setting, and retrieving consent cookies.
Cookie Format
Consent is stored as a JSON-encoded map with the following structure:
%{
  "terms" => "v1.0",
  "groups" => ["essential", "analytics"],
  "consented_at" => "2025-11-03T12:00:00Z",
  "expires_at" => "2026-11-03T12:00:00Z"
}
Security
	Cookies are signed by Plug to prevent tampering
	HttpOnly is false (JavaScript may need to read)
	Secure flag enabled in production
	SameSite: Lax for CSRF protection

Examples
# Set consent cookie
conn = AshCookieConsent.Cookie.put_consent(conn, consent)

# Get consent cookie
consent = AshCookieConsent.Cookie.get_consent(conn)

# Delete consent cookie
conn = AshCookieConsent.Cookie.delete_consent(conn)
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        Decodes consent data from JSON string.



    


    
      
        delete_consent(conn, opts \\ [])

      


        Deletes the consent cookie from the connection.
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        Encodes consent data to JSON string.



    


    
      
        get_consent(conn, opts \\ [])

      


        Gets the consent data from the cookie.



    


    
      
        has_consent?(conn, opts \\ [])

      


        Checks if consent cookie exists and is valid.



    


    
      
        put_consent(conn, consent, opts \\ [])

      


        Sets the consent cookie on the connection.
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Decodes consent data from JSON string.
Examples
iex> json = ~s({"terms":"v1.0","groups":["essential"]})
iex> AshCookieConsent.Cookie.decode_consent(json)
{:ok, %{"terms" => "v1.0", "groups" => ["essential"]}}

iex> AshCookieConsent.Cookie.decode_consent("invalid json")
{:error, _}
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Deletes the consent cookie from the connection.
Examples
conn = AshCookieConsent.Cookie.delete_consent(conn)
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Encodes consent data to JSON string.
Examples
iex> consent = %{terms: "v1.0", groups: ["essential"]}
iex> AshCookieConsent.Cookie.encode_consent(consent)
{:ok, ~s({"groups":["essential"],"terms":"v1.0"})}

iex> AshCookieConsent.Cookie.encode_consent(nil)
{:error, :invalid_consent}
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Gets the consent data from the cookie.
Returns the decoded consent map or nil if cookie doesn't exist or is invalid.
Examples
consent = AshCookieConsent.Cookie.get_consent(conn)
# => %{"terms" => "v1.0", "groups" => ["essential", "analytics"], ...}
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Checks if consent cookie exists and is valid.
Examples
if AshCookieConsent.Cookie.has_consent?(conn) do
  # Consent cookie exists
end

  



    

  
    
      
    
    
      put_consent(conn, consent, opts \\ [])



        
          
        

    

  


  

Sets the consent cookie on the connection.
Options
	:cookie_name - Name of the cookie (default: "_consent")
	:max_age - Cookie lifetime in seconds (default: 1 year)
	:secure - Require HTTPS (default: false in dev, true in prod)
	:http_only - Prevent JavaScript access (default: false)
	:same_site - CSRF protection (default: "Lax")

Examples
conn = AshCookieConsent.Cookie.put_consent(conn, consent)

conn = AshCookieConsent.Cookie.put_consent(conn, consent,
  cookie_name: "my_consent",
  max_age: 30 * 24 * 60 * 60  # 30 days
)

  


        

      


  

    
AshCookieConsent.LiveView.Hook 
    



      
LiveView hook for cookie consent management.
This hook loads consent from the session (already set by the Plug) and
assigns it to the LiveView socket.
Usage
Add to your LiveView module or application-wide:
defmodule MyAppWeb do
  def live_view do
    quote do
      use Phoenix.LiveView
      on_mount {AshCookieConsent.LiveView.Hook, :load_consent}
    end
  end
end
Or in a specific LiveView:
defmodule MyAppWeb.PageLive do
  use MyAppWeb, :live_view
  on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

  # Your LiveView code...
end
Mount Phases
The hook supports different mount phases:
	:load_consent - Loads consent and sets assigns (default)
	:require_consent - Redirects if consent not given (strict mode)

Assigns Set
The hook sets the following socket assigns:
	:consent - The consent data map (or nil)
	:show_consent_modal - Boolean flag for showing modal
	:cookie_groups - Configured cookie groups

Event Handling
The hook can handle consent update events in your LiveView:
@impl true
def handle_event("update_consent", params, socket) do
  AshCookieConsent.LiveView.Hook.handle_consent_update(socket, params,
    resource: MyApp.ConsentSettings
  )
end
Examples
# Basic usage
on_mount {AshCookieConsent.LiveView.Hook, :load_consent}

# Require consent before accessing LiveView
on_mount {AshCookieConsent.LiveView.Hook, :require_consent}

# In template
<%= if @show_consent_modal do %>
  <.consent_modal current_consent={@consent} cookie_groups={@cookie_groups} />
<% end %>
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    Functions
  


    
      
        handle_consent_update(socket, params, opts \\ [])

      


        Handles consent update events from LiveView.



    


    
      
        hide_modal(socket)

      


        Helper to hide the consent modal from a LiveView.



    


    
      
        on_mount(phase, params, session, socket)

      


        LiveView on_mount callback.



    


    
      
        show_modal(socket)

      


        Helper to show the consent modal from a LiveView.



    





      


      
        Functions


        


    

  
    
      
    
    
      handle_consent_update(socket, params, opts \\ [])



        
          
        

    

  


  

Handles consent update events from LiveView.
Updates consent across all storage tiers and closes the modal.
Options
	:resource - Ash resource for database storage
	:user_id_key - Key in socket assigns for user ID (default: :current_user_id)

Examples
def handle_event("update_consent", %{"groups" => groups_json}, socket) do
  AshCookieConsent.LiveView.Hook.handle_consent_update(
    socket,
    %{"groups" => groups_json, "terms" => "v1.0"},
    resource: MyApp.ConsentSettings
  )
end

  



  
    
      
    
    
      hide_modal(socket)



        
          
        

    

  


  

Helper to hide the consent modal from a LiveView.
Examples
def handle_event("close_consent_modal", _params, socket) do
  {:noreply, AshCookieConsent.LiveView.Hook.hide_modal(socket)}
end

  



  
    
      
    
    
      on_mount(phase, params, session, socket)



        
          
        

    

  


  

LiveView on_mount callback.
Loads consent from session and assigns to socket.

  



  
    
      
    
    
      show_modal(socket)



        
          
        

    

  


  

Helper to show the consent modal from a LiveView.
Examples
def handle_event("show_consent_modal", _params, socket) do
  {:noreply, AshCookieConsent.LiveView.Hook.show_modal(socket)}
end

  


        

      


  

    
AshCookieConsent.Plug 
    



      
Phoenix Plug for cookie consent management in traditional controller-based applications.
This plug loads consent from the three-tier storage system and sets assigns
for use in templates and controllers.
Usage
Add to your router pipeline:
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :fetch_cookies  # Required for reading consent cookie
  plug :fetch_flash
  plug :protect_from_forgery
  plug :put_secure_browser_headers
  plug AshCookieConsent.Plug  # resource is optional for lightweight mode
end
Important: plug :fetch_cookies must come before AshCookieConsent.Plug to populate
conn.req_cookies for the consent library to read the _consent cookie.
Configuration
The plug accepts the following options:
	:resource - (optional) Ash resource module for database persistence. Not needed for lightweight cookie/session storage.
	:cookie_name - Cookie name (default: "_consent")
	:session_key - Session key (default: "consent")
	:user_id_key - Key in assigns for user ID (default: :current_user_id)
	:cookie_opts - Additional cookie options (see AshCookieConsent.Cookie)
	:skip_session_cache - Skip caching consent in Phoenix session (default: false). Set to true to avoid session interference.

Assigns Set
The plug sets the following assigns:
	:consent - The consent data map (or nil)
	:show_consent_modal - Boolean flag indicating if modal should show
	:cookie_groups - Configured cookie groups

Examples
# In your router
plug AshCookieConsent.Plug,
  resource: MyApp.Consent.ConsentSettings,
  cookie_name: "my_consent",
  user_id_key: :user_id

# In your templates
<%= if @show_consent_modal do %>
  <.consent_modal
    current_consent={@consent}
    cookie_groups={@cookie_groups}
  />
<% end %>

# In your controllers
if AshCookieConsent.consent_given?(conn, "analytics") do
  # Load analytics
end

      




  

    
AshCookieConsent.Storage 
    



      
Three-tier storage management for consent data.
Implements a hierarchical storage system with the following priority:
Read Priority (fastest to slowest)
	Connection/Socket assigns (request-scoped, in-memory)
	Session (server-side, encrypted)
	Cookie (client-side, signed)
	Database (persistent, audit trail)

Write Strategy
When consent is updated, it's written to all applicable tiers:
	Database (if user is authenticated)
	Cookie (always, for persistence)
	Session (always, for performance)
	Assigns (always, for immediate access)

Examples
# Get consent from any available tier
consent = AshCookieConsent.Storage.get_consent(conn)

# Save consent to all tiers
conn = AshCookieConsent.Storage.put_consent(conn, consent, resource: MyApp.ConsentSettings)

# Delete consent from all tiers
conn = AshCookieConsent.Storage.delete_consent(conn)
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    Functions
  


    
      
        delete_consent(conn, opts \\ [])

      


        Deletes consent from all storage tiers.



    


    
      
        get_consent(conn, opts \\ [])

      


        Gets consent from the highest priority available tier.



    


    
      
        put_consent(conn, consent, opts \\ [])

      


        Saves consent to all applicable storage tiers.



    


    
      
        sync_from_database(conn, opts)

      


        Syncs consent from database to cookie when consent is loaded.



    


    
      
        sync_on_login(conn, opts)

      


        Syncs consent from cookie to database on user login.



    





      


      
        Functions


        


    

  
    
      
    
    
      delete_consent(conn, opts \\ [])



        
          
        

    

  


  

Deletes consent from all storage tiers.
Examples
conn = AshCookieConsent.Storage.delete_consent(conn)

  



    

  
    
      
    
    
      get_consent(conn, opts \\ [])



        
          
        

    

  


  

Gets consent from the highest priority available tier.
Checks in order: assigns → session → cookie → database
Returns the consent map or nil if no consent found.
Examples
consent = AshCookieConsent.Storage.get_consent(conn)
# => %{"terms" => "v1.0", "groups" => ["essential", "analytics"], ...}

  



    

  
    
      
    
    
      put_consent(conn, consent, opts \\ [])



        
          
        

    

  


  

Saves consent to all applicable storage tiers.
Options
	:resource - Ash resource module for database storage
	:user_id_key - Key in assigns for user ID (default: :current_user_id)
	:session_key - Session key for consent (default: "consent")
	:cookie_name - Cookie name (default: "_consent")
	:skip_database - Skip database save even if authenticated (default: false)

Examples
conn = AshCookieConsent.Storage.put_consent(conn, consent,
  resource: MyApp.ConsentSettings
)

  



  
    
      
    
    
      sync_from_database(conn, opts)



        
          
        

    

  


  

Syncs consent from database to cookie when consent is loaded.
Useful for ensuring cookie is up-to-date with latest database consent.
Examples
conn = AshCookieConsent.Storage.sync_from_database(conn,
  resource: MyApp.ConsentSettings,
  user_id: user.id
)

  



  
    
      
    
    
      sync_on_login(conn, opts)



        
          
        

    

  


  

Syncs consent from cookie to database on user login.
Merges existing cookie consent with database consent, preferring database.
Examples
conn = AshCookieConsent.Storage.sync_on_login(conn,
  resource: MyApp.ConsentSettings,
  user_id: user.id
)

  


        

      


  

    
AshCookieConsent.Components.ConsentModal 
    



      
Phoenix Component for rendering a cookie consent modal.
Provides both a summary view (Accept All / Reject All) and a detailed view
for granular cookie category selection.
Features
	Two-view modal: summary and details
	AlpineJS-powered interactivity
	Keyboard navigation (Tab, Enter, Escape)
	ARIA labels for accessibility
	Responsive design with Tailwind CSS
	Customizable text and styling

Usage
Basic Usage
<.consent_modal
  current_consent={@consent}
  cookie_groups={@cookie_groups}
  privacy_url="/privacy"
/>
With Custom Text
<.consent_modal
  current_consent={@consent}
  cookie_groups={@cookie_groups}
  title="Cookie Settings"
  description="We use cookies to improve your experience"
  accept_all_label="Accept All Cookies"
  reject_all_label="Essential Only"
/>
With Custom CSS Classes
<.consent_modal
  current_consent={@consent}
  cookie_groups={@cookie_groups}
  modal_class="custom-modal"
  button_class="custom-button"
/>
AlpineJS Setup
This component requires AlpineJS. Include it in your application:
// assets/js/app.js
import Alpine from 'alpinejs'
window.Alpine = Alpine
Alpine.start()
Tailwind Configuration
Add the library path to your Tailwind config to include component styles:
// assets/tailwind.config.js
module.exports = {
  content: [
    // ...existing content
    '../deps/ash_cookie_consent/lib/**/*.ex'
  ]
}
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        consent_modal(assigns)
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      consent_modal(assigns)



        
          
        

    

  


  

Attributes
	current_consent (:map) - Current consent settings map. Defaults to nil.
	cookie_groups (:list) (required) - List of cookie group configurations.
	privacy_url (:string) - URL to privacy policy page. Defaults to "/privacy".
	title (:string) - Modal title. Defaults to "Cookie Consent".
	description (:string) - Modal description text. Defaults to "We use cookies to improve your experience and analyze site usage.".
	accept_all_label (:string) - Accept all button label. Defaults to "Accept All".
	reject_all_label (:string) - Reject all button label. Defaults to "Essential Only".
	customize_label (:string) - Customize button label. Defaults to "Customize".
	save_preferences_label (:string) - Save button label. Defaults to "Save Preferences".
	back_label (:string) - Back button label. Defaults to "Back".
	modal_class (:string) - Additional CSS classes for modal container. Defaults to "".
	button_class (:string) - Additional CSS classes for buttons. Defaults to "".
	action (:string) - Form submission URL. Defaults to "/consent".
	method (:string) - Form submission method. Defaults to "post".


  


        

      


  

    
AshCookieConsent.Components.ConsentScript 
    



      
Phoenix Component for conditionally loading scripts based on cookie consent.
Only renders the script tag if the user has consented to the specified cookie group.
Helps ensure GDPR compliance by preventing tracking scripts from loading without consent.
Features
	Conditional script rendering based on consent
	Support for external scripts (src attribute)
	Support for inline scripts (slot content)
	Support for async/defer attributes
	Support for custom data attributes

Usage
External Script
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://www.googletagmanager.com/gtag/js?id=GA_ID"
/>
Inline Script
<.consent_script consent={@consent} group="analytics">
  window.dataLayer = window.dataLayer || [];
  function gtag(){dataLayer.push(arguments);}
  gtag('js', new Date());
  gtag('config', 'GA_MEASUREMENT_ID');
</.consent_script>
With Async/Defer
<.consent_script
  consent={@consent}
  group="marketing"
  src="https://connect.facebook.net/en_US/fbevents.js"
  async={true}
/>
With Custom Attributes
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://example.com/script.js"
  data_domain="example.com"
/>
Common Examples
Google Analytics (gtag.js)
<.consent_script
  consent={@consent}
  group="analytics"
  src={"https://www.googletagmanager.com/gtag/js?id=#{@ga_id}"}
  async={true}
/>

<.consent_script consent={@consent} group="analytics">
  window.dataLayer = window.dataLayer || [];
  function gtag(){dataLayer.push(arguments);}
  gtag('js', new Date());
  gtag('config', '<%= @ga_id %>');
</.consent_script>
Google Tag Manager
<.consent_script consent={@consent} group="analytics">
  (function(w,d,s,l,i){w[l]=w[l]||[];w[l].push({'gtm.start':
  new Date().getTime(),event:'gtm.js'});var f=d.getElementsByTagName(s)[0],
  j=d.createElement(s),dl=l!='dataLayer'?'&l='+l:'';j.async=true;j.src=
  'https://www.googletagmanager.com/gtm.js?id='+i+dl;f.parentNode.insertBefore(j,f);
  })(window,document,'script','dataLayer','<%= @gtm_id %>');
</.consent_script>
Facebook Pixel
<.consent_script
  consent={@consent}
  group="marketing"
  src="https://connect.facebook.net/en_US/fbevents.js"
  async={true}
  defer={true}
/>

<.consent_script consent={@consent} group="marketing">
  !function(f,b,e,v,n,t,s)
  {if(f.fbq)return;n=f.fbq=function(){n.callMethod?
  n.callMethod.apply(n,arguments):n.queue.push(arguments)};
  if(!f._fbq)f._fbq=n;n.push=n;n.loaded=!0;n.version='2.0';
  n.queue=[];t=b.createElement(e);t.async=!0;
  t.src=v;s=b.getElementsByTagName(e)[0];
  s.parentNode.insertBefore(t,s)}(window, document,'script',
  'https://connect.facebook.net/en_US/fbevents.js');
  fbq('init', '<%= @fb_pixel_id %>');
  fbq('track', 'PageView');
</.consent_script>
Plausible Analytics
<.consent_script
  consent={@consent}
  group="analytics"
  src="https://plausible.io/js/script.js"
  defer={true}
  data_domain="example.com"
/>
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Attributes
	consent (:map) - Current consent settings map. Defaults to nil.
	group (:string) (required) - Cookie group required for this script.
	src (:string) - External script URL. Defaults to nil.
	async (:boolean) - Add async attribute to script tag. Defaults to false.
	defer (:boolean) - Add defer attribute to script tag. Defaults to false.
	type (:string) - Script MIME type. Defaults to "text/javascript".
	Global attributes are accepted. Additional HTML attributes (e.g., data-domain).

Slots
	inner_block - Inline script content.


  


        

      


  

    
AshCookieConsent.Config 
    



      
Configuration management for AshCookieConsent.
Provides default cookie group configurations and allows applications to
customize cookie categories.
Configuration
In your config/config.exs:
config :ash_cookie_consent,
  cookie_groups: [
    %{
      id: "essential",
      label: "Essential Cookies",
      description: "Required for the website to function properly",
      required: true
    },
    %{
      id: "analytics",
      label: "Analytics",
      description: "Help us understand how you use our site",
      required: false
    },
    %{
      id: "marketing",
      label: "Marketing",
      description: "Used to deliver personalized advertisements",
      required: false
    }
  ]
Default Groups
If no configuration is provided, the following default groups are used:
	Essential (required)
	Analytics (optional)
	Marketing (optional)
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        cookie_groups()

      


        Returns the configured cookie groups.



    


    
      
        get_group(group_id)

      


        Returns a specific cookie group by ID.



    


    
      
        optional_groups()

      


        Returns all optional cookie groups.



    


    
      
        required_groups()

      


        Returns all required cookie groups.



    


    
      
        validate_groups(groups)

      


        Validates cookie group configuration.
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Returns the configured cookie groups.
Falls back to default groups if no configuration is provided.
Examples
iex> AshCookieConsent.Config.cookie_groups()
[
  %{id: "essential", label: "Essential Cookies", ...},
  %{id: "analytics", label: "Analytics Cookies", ...},
  %{id: "marketing", label: "Marketing Cookies", ...}
]

  



  
    
      
    
    
      get_group(group_id)



        
          
        

    

  


  

Returns a specific cookie group by ID.
Examples
iex> AshCookieConsent.Config.get_group("analytics")
%{id: "analytics", label: "Analytics Cookies", ...}

iex> AshCookieConsent.Config.get_group("nonexistent")
nil
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Returns all optional cookie groups.
Examples
iex> AshCookieConsent.Config.optional_groups()
[
  %{id: "analytics", label: "Analytics Cookies", required: false, ...},
  %{id: "marketing", label: "Marketing Cookies", required: false, ...}
]

  



  
    
      
    
    
      required_groups()



        
          
        

    

  


  

Returns all required cookie groups.
Examples
iex> AshCookieConsent.Config.required_groups()
[%{id: "essential", label: "Essential Cookies", required: true, ...}]
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Validates cookie group configuration.
Returns :ok if valid, or {:error, reason} if invalid.
Examples
iex> AshCookieConsent.Config.validate_groups([
...>   %{id: "essential", label: "Essential", required: true}
...> ])
:ok

iex> AshCookieConsent.Config.validate_groups([
...>   %{label: "Missing ID"}
...> ])
{:error, "Cookie group missing required field: id"}
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