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Note: This library is a work in progress and not yet suitable for production use.

A library for compiling Elixir binary pattern matching expressions into classic BPF (Berkeley Packet Filter) bytecode.
Write packet filters using familiar Elixir syntax and compile them to BPF programs that can be attached to sockets or used with libpcap.
Features
	Elixir syntax - Write filters using binary pattern matching and guards
	Multi-clause support - Multiple patterns with fallthrough semantics
	Guard expressions - Comparisons, logical operators, bitwise operations, arithmetic
	Packet length filtering - Use byte_size(packet) to filter by packet size
	SSA-based compiler - Optimized code generation with register allocation

Usage
# Filter IPv4 packets with IHL >= 5
prog = BPF.compile(fn <<4::4, ihl::4, _::binary>> when ihl >= 5 -> true end)

# Test against a packet
BPF.interpret(prog, <<0x45, 0x00, 0x00, 0x28>>)
#=> true

# Get raw bytecode for use with SO_ATTACH_FILTER
bytes = BPF.assemble(prog)
Multi-clause Filters
# Accept IPv4 or IPv6 packets over 100 bytes
prog = BPF.compile(fn
  <<4::4, _ihl::4, _tos::8, len::16, _::binary>> when len > 100 -> true
  <<6::4, _::28, len::16, _::binary>> when len + 40 > 100 -> true
end)
Packet Length Filtering
Bind the full packet with = packet to use byte_size/1:
# Accept packets of at least 64 bytes
prog = BPF.compile(fn <<_::binary>> = packet when byte_size(packet) >= 64 -> true end)

# Combine with pattern matching
prog = BPF.compile(fn <<4::4, _::4, _::binary>> = pkt when byte_size(pkt) >= 20 -> true end)
Conditional Returns
Return a boolean expression to accept/reject based on runtime values:
# Accept IPv4 or IPv6 packets
prog = BPF.compile(fn <<version::4, _::binary>> -> version == 4 or version == 6 end)
Supported Patterns
	Literal values: <<4::4, 0x0800::16>>
	Bindings: <<version::4, ihl::4, tos::8>>
	Skips: <<_::8, _::binary>>
	Size modifiers: <<x::16-little>>

Supported Guards
	Comparisons: ==, !=, <, >, <=, >=
	Logical: and, or
	Bitwise: band/2, bor/2, bxor/2
	Arithmetic: +, -, *, div/2
	Packet length: byte_size(packet) when bound with = packet

Installation
Add bpf to your list of dependencies in mix.exs:
def deps do
  [
    {:bpf, "~> 0.1.0"}
  ]
end


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.2.0 - 2026-01-18
Added
	Constant folding for size spec expressions (e.g., <<x::4*8>>, <<x::16+16>>, <<x::div(32, 4)>>)

0.1.2 - 2026-01-07
Added
	Support for bare underscore patterns (fn _ -> true end) to accept or reject all packets
	Add expublish for release management

Fixed
	Remove unreachable final reject instruction when last clause cannot fail

Changed
	Remove publish-to-hex step from CI (publishing done locally via expublish)

0.1.1 - 2025-01-05
Added
	Initial public release
	Compile Elixir binary pattern matching to classic BPF bytecode
	Support for literals, bindings, and skip segments in patterns
	Support for size modifiers (big/little endian, signed/unsigned)
	Guard expressions with comparisons, logical operators, and arithmetic
	Bitwise operations (band, bor, bxor, bnot)
	byte_size/1 support for packet length checks
	Multi-clause function support
	BPF interpreter for testing
	BPF assembler for generating raw bytecode



  

    LICENSE

MIT License
Copyright (c) 2026 Nick Gunn
Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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A library for compiling Elixir binary pattern matching expressions into classic BPF programs.
Compiling produces a %BPF.Program{} struct containing the BPF instructions
and variable bindings. The program can be interpreted against binary packets (for testing),
or assembled into raw BPF bytecode for use with sockets or libpcap.
Example
iex> prog = BPF.compile(fn <<4::4, ihl::4, _::binary>> when ihl >= 5 -> true end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:jmp, :jeq, :k, 4, 0, 4},
    {:ld, :b, [:k, 0]},
    {:and, 15},
    {:jmp, :jge, :k, 5, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{ihl: 4}
}
iex> BPF.interpret(prog, <<0x45, 0x00, 0x00, 0x14>>)
true
iex> BPF.assemble(prog)
<<48, 0, 0, 0, 0, 0, 0, 0, 116, 0, 0, 0, 4, 0, 0, 0, 84, 0, 0, 0, 15, 0, 0, 0,
  21, 0, 0, 4, 4, 0, 0, 0, 48, 0, 0, 0, 0, 0, 0, 0, 84, 0, 0, 0, 15, 0, 0, 0,
  53, 0, 0, 1, 5, 0, 0, 0, 6, 0, 0, 0, 255, 255, 255, 255, 6, 0, 0, 0, 0, 0, 0,
  0>>
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        Interpret a BPF program against a binary packet.
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Assemble a BPF program into raw bytecode.
Returns a binary suitable for use with SO_ATTACH_FILTER or other
kernel interfaces that accept classic BPF bytecode.
Each instruction is encoded as 8 bytes in little-endian format:
	2 bytes: opcode
	1 byte: jt (jump if true offset)
	1 byte: jf (jump if false offset)
	4 bytes: k (immediate constant)

Examples
iex> prog = BPF.compile(fn <<x::8>> when x == 42 -> true end)
iex> bytes = BPF.assemble(prog)
iex> is_binary(bytes) and rem(byte_size(bytes), 8) == 0
true
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Compile a binary pattern matching function into a BPF program.
Takes a quoted anonymous function with binary pattern matching and optional guards,
and compiles it to a %BPF.Program{} struct.
Examples
# Simple byte match - returns a BPF.Program struct
iex> BPF.compile(fn <<x::8>> when x == 42 -> true end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:jmp, :jeq, :k, 42, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{x: 0}
}

# IPv4 packet filter
iex> prog = BPF.compile(fn <<4::4, ihl::4, _::binary>> when ihl >= 5 -> true end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:jmp, :jeq, :k, 4, 0, 4},
    {:ld, :b, [:k, 0]},
    {:and, 15},
    {:jmp, :jge, :k, 5, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{ihl: 4}
}
iex> BPF.interpret(prog, <<0x45, 0x00, 0x00, 0x28>>)
true

# Multi-clause: accept IPv4 or IPv6 packets over 100 bytes
# IPv4: version=4, total length at bytes 2-3
# IPv6: version=6, payload length at bytes 4-5 (add 40 for header)
iex> prog = BPF.compile(fn
...>   <<4::4, _ihl::4, _tos::8, len::16, _::binary>> when len > 100 -> true
...>   <<6::4, _::28, len::16, _::binary>> when len + 40 > 100 -> true
...> end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:jmp, :jeq, :k, 4, 0, 3},
    {:ld, :h, [:k, 2]},
    {:jmp, :jgt, :k, 100, 0, 1},
    {:ret, :k, 4294967295},
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:jmp, :jeq, :k, 6, 0, 4},
    {:ld, :h, [:k, 4]},
    {:add, 40},
    {:jmp, :jgt, :k, 100, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{len: 32, _ihl: 4, _tos: 8}
}
iex> BPF.interpret(prog, <<0x45, 0x00, 0x00, 0x96, 0x00>>)  # IPv4, length 150
true
iex> BPF.interpret(prog, <<0x60, 0x00, 0x00, 0x00, 0x00, 0x50>>)  # IPv6, payload 80
true
iex> BPF.interpret(prog, <<0x45, 0x00, 0x00, 0x32, 0x00>>)  # IPv4, length 50
false

# Single clause with conditional return: accept IPv4 or IPv6 packets
iex> prog = BPF.compile(fn <<version::4, _::binary>> -> version == 4 or version == 6 end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:st, 0},
    {:jmp, :jeq, :k, 4, 1, 0},
    {:jmp, :jeq, :k, 6, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{version: 0}
}
iex> BPF.interpret(prog, <<0x45, 0x00>>)  # IPv4
true
iex> BPF.interpret(prog, <<0x60, 0x00>>)  # IPv6
true
iex> BPF.interpret(prog, <<0x50, 0x00>>)  # version 5
false

# Filter by packet length using byte_size/1
# The packet variable must be bound with = to use byte_size
iex> prog = BPF.compile(fn <<_::binary>> = packet when byte_size(packet) >= 64 -> true end)
%BPF.Program{
  instructions: [
    {:ld, :len},
    {:jmp, :jge, :k, 64, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{}
}
iex> BPF.interpret(prog, :binary.copy(<<0>>, 64))
true
iex> BPF.interpret(prog, :binary.copy(<<0>>, 63))
false

# Combine pattern matching with packet length check
iex> prog = BPF.compile(fn <<4::4, _::4, _::binary>> = pkt when byte_size(pkt) >= 20 -> true end)
%BPF.Program{
  instructions: [
    {:ld, :b, [:k, 0]},
    {:rsh, 4},
    {:and, 15},
    {:jmp, :jeq, :k, 4, 0, 3},
    {:ld, :len},
    {:jmp, :jge, :k, 20, 0, 1},
    {:ret, :k, 4294967295},
    {:ret, :k, 0}
  ],
  bindings: %{}
}
iex> BPF.interpret(prog, <<0x45>> <> :binary.copy(<<0>>, 19))  # IPv4, 20 bytes
true
iex> BPF.interpret(prog, <<0x45, 0x00>>)  # IPv4, but too short
false
Supported Patterns
	Literal values: <<4::4, 0x0800::16>>
	Bindings: <<version::4, ihl::4, tos::8>>
	Skips: <<_::8, _::binary>>
	Size modifiers: <<x::16-little>>

Supported Guards
	Comparisons: ==, !=, <, >, <=, >=
	Logical: and, or
	Bitwise: band/2, bor/2, bxor/2
	Arithmetic: +, -, *, div/2
	Packet length: byte_size(packet) when packet is bound with = packet
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Interpret a BPF program against a binary packet.
Returns true if the program accepts the packet (non-zero return value),
or false if it rejects (zero return value).
Examples
iex> prog = BPF.compile(fn <<x::8>> when x == 42 -> true end)
iex> BPF.interpret(prog, <<42>>)
true

iex> prog = BPF.compile(fn <<x::8>> when x == 42 -> true end)
iex> BPF.interpret(prog, <<99>>)
false
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Classic BPF instruction definitions and encoding.
BPF has a simple instruction set with:
	A: 32-bit accumulator
	X: 32-bit index register
	M[0-15]: 16 x 32-bit scratch memory slots

Each instruction is represented as a tuple. Examples:
	{:ld, :b, [:k, 0]} - load byte at offset 0 into A
	{:add, 4} - add 4 to A
	{:jmp, :jeq, :k, 5, 1, 0} - if A == 5, skip 1, else skip 0
	:txa - copy X to A
	{:ret, :k, 0xFFFFFFFF} - return constant
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        Encode an instruction tuple to its binary representation.



    


    
      
        to_binary(instruction)

      


        Encode an instruction to its 8-byte binary format.
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          @type t() :: :atom | tuple()
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Encode an instruction tuple to its binary representation.
Returns {code, jt, jf, k} where:
	code: 16-bit opcode
	jt: 8-bit jump-true offset
	jf: 8-bit jump-false offset
	k: 32-bit constant/offset
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Encode an instruction to its 8-byte binary format.
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A compiled BPF program.
Contains a list of instructions and optional metadata.
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        assemble(program)

      


        Encode the program to raw BPF bytecode.



    


    
      
        length(program)

      


        Returns the number of instructions in the program.



    


    
      
        new(instructions, bindings \\ %{})

      


        Create a new BPF program from a list of instructions.
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          @type t() :: %BPF.Program{
  bindings: %{required(atom()) => non_neg_integer()},
  instructions: [BPF.Instruction.t()]
}
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Encode the program to raw BPF bytecode.
Returns a binary suitable for use with SO_ATTACH_FILTER.
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Returns the number of instructions in the program.
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Create a new BPF program from a list of instructions.

  


        

      


  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




