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    Cairnloop 🏔️

[image: Hex.pm Version]
[image: HexDocs]
[image: GitHub Actions CI]
An embedded, Phoenix-native customer support automation layer for Elixir applications. 
Cairnloop turns support conversations into answers, product signals, knowledge-base improvements, and safe automated actions—directly inside your existing monolith. Deflect what can be deflected, draft what cannot, and escalate risks cleanly.
Want the practical library-user view? Read Cairnloop, From a Phoenix SaaS Builder's Perspective.
⚡️ Why Cairnloop?
	SaaS in a Box: Don't build a brittle syncing layer to external CRMs. Embed the support widget directly into your LiveView app.
	Strict Decoupling: Emits Elixir native :telemetry events for observability without blocking the request.
	Safe Automation: Human-in-the-loop (HITL) by default. The AI drafts; your operators approve.
	Customer-Led Growth: Capture sentiment (CSAT/CES) frictionlessly at the exact moment of resolution.


🏗️ Architecture at a Glance
graph TD
    User[End User Widget] -->|WebSockets| Ingress[Phoenix Channels]
    Email[Inbound Email] -->|Webhook| Ingress
    Ingress --> Conv[(Conversations / Ecto)]
    Conv -->|Oban Async| Draft[AI Drafting Engine]
    Draft -. Pending Approval .-> Operator[LiveView Dashboard]
    Operator -->|Approve/Send| Conv
    Conv -->|Resolved| Telemetry[Telemetry & Oban Callbacks]
    Telemetry -. CSAT / Growth Actions .-> Host[Host Application]
🚀 Installation
If available in Hex, the package can be installed by adding cairnloop to your list of dependencies in mix.exs:
def deps do
  [
    {:cairnloop, "~> 0.1.0"}
  ]
end
Documentation can be generated with ExDoc and published on HexDocs. Once published, the docs can be found at https://hexdocs.pm/cairnloop.
🔌 Host Integration: Wiring It Up
Cairnloop explicitly separates Observability (metrics, tracing) from Business Logic (side-effects, CRM sync, state changes). When a conversation is resolved, Cairnloop exposes two integration points for host applications.
1. Observability & Domain Events (Telemetry)
Cairnloop uses a Dual Emission architecture via :telemetry to separate performance tracing from domain business logic. This ensures non-blocking execution while providing rich extensibility.
A. Tracing Spans (Performance & APMs)
Use the span lifecycle events (:start, :stop, :exception) to capture execution metrics. This is ideal for exporting to APMs (DataDog, Prometheus) or logging function execution duration.
:telemetry.attach(
  "cairnloop-apm-tracker",
  [:cairnloop, :conversation, :resolve, :stop],
  fn _event, measurements, metadata, _config ->
    require Logger
    # Execution time is available in `measurements.duration`
    Logger.info("Resolve function took #{System.convert_time_unit(measurements.duration, :native, :millisecond)}ms")
  end,
  nil
)
B. Domain Events (Business Logic & Extensibility)
Use past-tense domain events to hook into successful business actions. This is the recommended approach for reacting to support lifecycle changes, such as triggering an in-app "App Store Rating" prompt when an issue is successfully resolved.
:telemetry.attach(
  "cairnloop-domain-hooks",
  [:cairnloop, :conversation, :resolved],
  fn _event, measurements, metadata, _config ->
    require Logger

    # metadata.conversation contains the fully updated Ecto struct
    conversation = metadata.conversation
    Logger.info("Conversation #{conversation.id} resolved by #{metadata.actor.id} in #{measurements.duration_seconds}s at #{conversation.resolved_at}")

    # Example: Broadcast to LiveView to show a CSAT modal or App Store prompt
    # Phoenix.PubSub.broadcast(MyApp.PubSub, "user_sessions:#{metadata.host_user_id}", :support_issue_resolved)
  end,
  nil
)
2. Business Logic (Notifier Behaviour)
For critical side-effects like syncing with a CRM or sending an email, use the Cairnloop.Notifier behaviour. These are executed asynchronously via Oban, ensuring data consistency and reliable retries.
The easiest way to get started is to use the included generator:
mix cairnloop.gen.notifier

This will automatically scaffold a Notifier module in your host application and inject the required configuration. 
Alternatively, you can implement it manually:
defmodule MyApp.CairnloopNotifier do
  @behaviour Cairnloop.Notifier

  @impl true
  def on_conversation_resolved(conversation, metadata) do
    actor = metadata[:actor]
    
    # Safely trigger a background job
    %{conversation_id: conversation.id, resolved_by_id: actor && actor.id}
    |> MyApp.Workers.SyncCRMSyncJob.new()
    |> Oban.insert()
    
    :ok
  end
  
  @impl true
  def on_sla_breach(conversation, sla, _metadata) do
    # Handle SLA breach notifications
    :ok
  end
end
Then configure it in your config/config.exs:
config :cairnloop, :notifier, MyApp.CairnloopNotifier


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[Unreleased]
[0.1.0] - 2026-05-25
Added
	Host-owned hybrid retrieval corpus (pgvector + PG full-text) via Cairnloop.Retrieval
	Operator search with trust, recency, and citation cues
	Citation-backed grounded drafting with clarification and escalation states
	Durable gap-event storage and ranked KB gaps dashboard
	AI-prepared KB draft/revision suggestions with stale-revision gating and citation validation
	Review-gated KB update workflow: approve, reject, defer, publish — with append-only task event history
	In-thread quick-fix KB maintenance launched from live support conversations
	Host-owned governed-action contract: compile-time use Cairnloop.Tool with risk tiers and deny-by-default authorize/2
	Durable ToolProposal + ToolActionEvent records with Stripe-style idempotency
	Approval state machine with Oban-backed resume, expiry, and deferral paths
	Three-layer at-most-once execution: Oban unique + terminal guard + SHA-256 per-attempt run key
	Bounded [:cairnloop, :retrieval, …] and Cairnloop.Governance.Telemetry event namespaces
	Read-only MCP seam (tools/list, initialize) via optional Cairnloop.Web.MCP.Router Plug



  

    
Cairnloop.Governance 
    



      
Public facade for the governed-tool proposal system (D-30).
Public API
	validate/3 — pure, re-callable, ordered with pipeline returning a fail-closed
outcome for every governance gate (TOOL-03, D-15, D-17).
	propose/3 — thin persistence wrapper: validates, derives idempotency key,
co-commits ToolProposal + ToolActionEvent synchronously, handles duplicates
(TOOL-04, D-26, D-25).
	request_approval/2 — opens a :pending ToolApproval lane for a
:requires_approval proposal; sets expires_at = now + ttl (host-configurable;
default 172_800 seconds / 48 hours, D15-13); emits :approval_requested event;
schedules ApprovalExpiryWorker post-transaction via injectable enqueue_fn (Pattern 4).
	approve/3 — persists :approved decision + event, then enqueues
ApprovalResumeWorker via injectable enqueue_fn; NEVER calls run/3 (APRV-01).
Guarded on current status == :pending.
	reject/3 — persists :rejected decision + event; requires a :reason (FLOW-03).
Guarded on :pending. No enqueue.
	defer/3 — persists :deferred decision + event; requires a :reason (FLOW-03).
Guarded on :pending. No enqueue.
	expire/2 — persists :expired decision + event (admin/facade parity). Guarded on :pending.
	get_proposal/1 — read helper.
	list_events/1 — read helper.

Validation Pipeline (validate/3)
Clause order IS the precedence (D-17). Never reorder:
gate 0 (resolve_tool)   → {:blocked, :unsupported, :unknown_tool}  — pre-persistence
gate 1 (validate_input) → {:blocked, :needs_input, changeset}
gate 2 (check_scope)    → {:blocked, :scope_invalid, reason}
gate 3 (authorize)      → {:blocked, :policy_denied, reason}
success                 → {:ok, validated_attrs}
Persistence (propose/3)
	Unknown tool (:unsupported): telemetry only, NO row inserted (D-18, Pitfall 7).
	Known tool blocked by scope/policy: proposal persisted with blocked status + reason,
plus a :proposal_blocked event (D-18 Support-Truth Gate).
	Happy path: proposal + :proposal_created event co-committed in one with (D-26).
	Duplicate idempotency key: returns existing proposal, no second insert (D-25).

No Execution (from propose/approve)
propose/3 never calls run/3. approve/3 persists the decision + enqueues the resume
worker asynchronously — it never executes inline (APRV-01, D15-10). Execution is performed
by ToolExecutionWorker (the ONLY place run/3 is called), which is enqueued by the resume
worker after transitioning to :execution_pending. execute_approved/2 is the facade-level
API for that enqueue step.
Approval TTL
The default TTL for approval lanes is 172_800 seconds (48 hours). Override per-call
via ttl_seconds: opt, or set globally via Application.put_env(:cairnloop, :approval_ttl_seconds, N).

      


      
        Summary


  
    Functions
  


    
      
        approve(approval_id, actor_id, opts \\ [])

      


        Approves a :pending governed tool approval.



    


    
      
        defer(approval_id, actor_id, opts \\ [])

      


        Defers a :pending governed tool approval.



    


    
      
        execute_approved(approval_id, opts \\ [])

      


        Transitions a :execution_pending governed tool approval to signal that execution has
been enqueued. Enqueues ToolExecutionWorker after the record is persisted
(record-before-enqueue ordering mirrors approve/3, APRV-01).



    


    
      
        expire(approval_id, opts \\ [])

      


        Expires a :pending governed tool approval (admin/facade parity with ApprovalExpiryWorker).



    


    
      
        get_active_approval(tool_proposal_id)

      


        Returns the single :pending ToolApproval for a given tool_proposal_id, or nil.



    


    
      
        get_latest_approval(tool_proposal_id)

      


        Returns the most-recent ToolApproval for a given tool_proposal_id, or nil.



    


    
      
        get_proposal(id)

      


        Returns a ToolProposal by id, or nil if not found.



    


    
      
        list_events(proposal_id)

      


        Returns all ToolActionEvent records for a given proposal id, ordered by inserted_at.



    


    
      
        list_proposals_for_conversation(conversation_id)

      


        Returns all ToolProposal records for a given conversation_id, ordered newest-first,
with their events preloaded in ascending inserted_at order.



    


    
      
        propose(tool_ref, actor_id, context)

      


        Synchronously propose a governed tool call, persisting proposal + event (D-26).



    


    
      
        reject(approval_id, actor_id, opts \\ [])

      


        Rejects a :pending governed tool approval.



    


    
      
        request_approval(proposal, opts \\ [])

      


        Opens a :pending ToolApproval lane for a :requires_approval proposal.



    


    
      
        validate(tool_ref, actor_id, context)

      


        Pure, re-callable validation pipeline. No DB interaction, no side effects (D-15).



    





      


      
        Functions


        


    

  
    
      
    
    
      approve(approval_id, actor_id, opts \\ [])



        
          
        

    

  


  

Approves a :pending governed tool approval.
Persists status :approved + :approved event, THEN enqueues ApprovalResumeWorker
via injectable enqueue_fn (default: &safe_enqueue/1). Record written BEFORE enqueue
(APRV-01). NEVER calls run/3 — execution is async via the resume worker (D15-10).
Returns {:ok, %ToolApproval{}} on success.
Returns {:error, :not_found} if the approval does not exist.
Returns {:error, :not_pending} if the approval is not in :pending status (T-force-resolved).
Options
	:note — optional operator note (stored as reason, D15-07)
	:enqueue_fn — injectable enqueue callback for testing (default: &safe_enqueue/1)


  



    

  
    
      
    
    
      defer(approval_id, actor_id, opts \\ [])



        
          
        

    

  


  

Defers a :pending governed tool approval.
Requires a :reason (FLOW-03) — without one, returns {:error, changeset} and
persists nothing. Persists status :deferred + :deferred event. No enqueue.
Returns {:ok, %ToolApproval{}} on success.
Returns {:error, :not_found} or {:error, :not_pending} for status guards.
Returns {:error, changeset} if reason is missing (FLOW-03).
Options
	:reason — REQUIRED operator-visible reason (FLOW-03)


  



    

  
    
      
    
    
      execute_approved(approval_id, opts \\ [])



        
          
        

    

  


  

Transitions a :execution_pending governed tool approval to signal that execution has
been enqueued. Enqueues ToolExecutionWorker after the record is persisted
(record-before-enqueue ordering mirrors approve/3, APRV-01).
This is a facade-level API primarily for caller ergonomics; the resume worker calls
safe_enqueue(ToolExecutionWorker.new(...)) directly. This API is useful when
callers need the injectable enqueue_fn for testing.
Returns {:ok, approval} on success.
Returns {:error, :not_found} if the approval does not exist.
Returns {:error, :not_execution_pending} if the approval is not in :execution_pending status.
Options
	:enqueue_fn — injectable enqueue callback for testing (default: &safe_enqueue/1)


  



    

  
    
      
    
    
      expire(approval_id, opts \\ [])



        
          
        

    

  


  

Expires a :pending governed tool approval (admin/facade parity with ApprovalExpiryWorker).
Persists status :expired + :expired event. No enqueue. Guarded on :pending.
Returns {:ok, %ToolApproval{}} on success.
Returns {:error, :not_found} or {:error, :not_pending} for status guards.
Options
	:actor_id — actor performing the expiry (default: "system")


  



  
    
      
    
    
      get_active_approval(tool_proposal_id)



        
          
        

    

  


  

Returns the single :pending ToolApproval for a given tool_proposal_id, or nil.
The one-active-lane partial unique index (APRV-04) guarantees at most one :pending
approval record exists per proposal. All reads go through the narrow Cairnloop.Governance
facade — pipeline internals stay private (D15-17).

  



  
    
      
    
    
      get_latest_approval(tool_proposal_id)



        
          
        

    

  


  

Returns the most-recent ToolApproval for a given tool_proposal_id, or nil.
Status-agnostic: returns whichever approval record was updated most recently,
regardless of status (:pending, :executed, :execution_failed, etc.).
Use this for display/outlook resolution so terminal lanes (:executed,
:execution_failed) are visible even when the approval is not preloaded and
get_active_approval/1 (which filters to :pending) would return nil.
Leave get_active_approval/1 in place for the footer affordance and other
callers that specifically need the active pending lane (D15-17, CR-02 fix).

  



  
    
      
    
    
      get_proposal(id)



        
          
        

    

  


  

Returns a ToolProposal by id, or nil if not found.

  



  
    
      
    
    
      list_events(proposal_id)



        
          
        

    

  


  

Returns all ToolActionEvent records for a given proposal id, ordered by inserted_at.

  



  
    
      
    
    
      list_proposals_for_conversation(conversation_id)



        
          
        

    

  


  

Returns all ToolProposal records for a given conversation_id, ordered newest-first,
with their events preloaded in ascending inserted_at order.
Returns [] for an unknown or NULL conversation_id.
Used by Wave 2 to populate the governed-action rail in the conversation LiveView.
Goes through the repo() indirection — never Cairnloop.Repo directly (D-30).

  



  
    
      
    
    
      propose(tool_ref, actor_id, context)



        
          
        

    

  


  

Synchronously propose a governed tool call, persisting proposal + event (D-26).
Calls validate/3 then:
	{:blocked, :unsupported, _}: telemetry only — NO row inserted (D-18, Pitfall 7).
	{:blocked, outcome, reason} for a resolved tool: persists proposal with blocked
status + a :proposal_blocked event (D-18 Support-Truth Gate).
	{:ok, validated}: derives idempotency key, co-commits proposal + :proposal_created
event; on duplicate unique constraint, returns the existing proposal (D-25).

Does NOT call run/3. Does NOT enqueue Oban (D-26).

  



    

  
    
      
    
    
      reject(approval_id, actor_id, opts \\ [])



        
          
        

    

  


  

Rejects a :pending governed tool approval.
Requires a :reason (FLOW-03) — without one, returns {:error, changeset} and
persists nothing. Persists status :rejected + :rejected event. No enqueue.
Returns {:ok, %ToolApproval{}} on success.
Returns {:error, :not_found} or {:error, :not_pending} for status guards.
Returns {:error, changeset} if reason is missing (FLOW-03).
Options
	:reason — REQUIRED operator-visible reason (FLOW-03)


  



    

  
    
      
    
    
      request_approval(proposal, opts \\ [])



        
          
        

    

  


  

Opens a :pending ToolApproval lane for a :requires_approval proposal.
Sets expires_at = now + ttl_seconds (default 172_800 s / 48 h — D15-13).
Co-commits the approval record + an :approval_requested ToolActionEvent.
AFTER the transaction, schedules ApprovalExpiryWorker via enqueue_fn
(Pattern 4 — post-transaction, NOT inside the with).
Returns {:ok, %ToolApproval{}} on success, or {:error, changeset} if the
one-active-lane unique constraint fires (APRV-04 — concurrent request for the same
proposal).
Only opens a lane for :requires_approval proposals; :auto/:always_block
proposals are rejected fail-closed with {:error, :not_requires_approval} and
no lane is opened (D15-05).
Options
	:ttl_seconds — override TTL for this lane (default: approval_ttl_seconds/0)
	:actor_id — actor opening the lane (defaults to proposal.actor_id)
	:enqueue_fn — injectable enqueue callback for testing (default: &safe_enqueue/1)


  



  
    
      
    
    
      validate(tool_ref, actor_id, context)



        
          
        

    

  


  

Pure, re-callable validation pipeline. No DB interaction, no side effects (D-15).
Returns one of:
	{:ok, validated_attrs} — all gates pass; attrs include resolved risk_tier,
approval_mode, and three snapshot maps.
	{:blocked, :unsupported, :unknown_tool} — tool_ref not in registry.
	{:blocked, :needs_input, changeset} — typed input invalid.
	{:blocked, :scope_invalid, reason} — actor scope unmet.
	{:blocked, :policy_denied, reason} — authorize/2 denied.

Clause ORDER is the precedence (D-17). Never reorder.

  


        

      


  

    
Cairnloop.Governance.Policy 
    



      
Approval-mode resolver for governed tool proposals.
Precedence: tool-declared approval_mode → host config override for the tier →
Cairnloop.Tool.derive_approval_mode/1 tier default.
Phase 15 seam: Extend ONLY this module (resolve/3) to factor in actor scope and
runtime context (the PDP). No schema change or call-site change needed. The resolver's
function signature stays fixed; Phase 15 adds policy-context logic inside it.
Tighten-only by default (D-13): A host may configure approval_mode_overrides to
make the gate stricter (e.g. :read_only → :requires_approval). Loosening below the
tier default (e.g. :destructive → :auto) is an explicit host-config choice and should
be noted in the host's configuration documentation.

      


      
        Summary


  
    Functions
  


    
      
        resolve(tool_module, actor_id, context)

      


        Resolves the approval mode for a governed tool.



    





      


      
        Functions


        


  
    
      
    
    
      resolve(tool_module, actor_id, context)



        
          
        

    

  


  

Resolves the approval mode for a governed tool.
Precedence order:
	Tool's declared approval_mode (set via use Cairnloop.Tool, approval_mode: ...)
	Host config override for the resolved risk_tier (from :approval_mode_overrides)
	Tier default from Cairnloop.Tool.derive_approval_mode/1 (fail-closed)


  


        

      


  

    
Cairnloop.Governance.Preview 
    



      
Total render/1 function for governed tool proposals — hides the live-vs-fallback
branching behind a single public API.
Return values
	{:preview, String.t()} — the tool's preview/1 callback returned a non-empty
binary string. The string is best-effort LIVE prose (labelled "current description"
in the UI); it MAY diverge from the prose that was current at propose-time.
	{:structured, map()} — the COMMON Phase-14 path. Built ENTIRELY from the
propose-time snapshot. No live registry read for the structured fields (trust
correctness). Used when no tool implements preview/1, when the tool is
unregistered, when preview/1 raises, or when it returns a non-binary.

D-19 guard stack (live leg)
	Cairnloop.ToolRegistry.find_tool_module/1 — unknown tool → structured fallback
	Code.ensure_loaded?/1 — module not loaded → structured fallback
	function_exported?(mod, :preview, 1) — callback absent → structured fallback
	Atom rehydration of JSONB string keys via String.to_existing_atom/1 + rescue
ArgumentError — NEVER String.to_atom/1 (unbounded-atom DoS / VM kill — T-14-01)
	struct/2 rehydration — never re-running the tool's cast/validate pipeline (avoids validation side-effects)
	try/rescue around mod.preview(input_struct) — bad host tool degrades ONE card,
never crashes the LiveView

D-17 common path
No tool in Phase 14 implements preview/1, so {:structured, _} is the expected
result for all proposals in this phase.
Phase 15 forward-compat guardrail — DISCHARGED
The D-16 4-step mandate has been completed in Phase 15 (Plan 15-01):
	✓ Nullable rendered_consequence and title columns added to cairnloop_tool_proposals
(migration 20260524120100_add_snapshot_cols_to_proposals.exs).
	✓ Both columns populated in Cairnloop.Governance.propose/3 from Phase 15 forward
(Preview.render/1 called at propose-time and result snapshotted — D15-14).
	✓ Approval and execution surfaces MUST read the snapshotted rendered_consequence and
title columns — NEVER call live Preview.render/1 from an approval or execution surface
(D-16). The live leg is for the timeline preview only; approval trust facts must be immutable.
	✓ Test added asserting that the approval card shows the snapshotted consequence when it
diverges from the live registry description (regression gate — preview_test.exs D15-14 block).

Failure to snapshot at propose-time means approval surfaces will silently show different
prose after a tool implementation changes — a trust and audit correctness failure. This guard
remains here as the discoverable marker for future phases.

      


      
        Summary


  
    Functions
  


    
      
        render(proposal)

      


        Total render function for a governed tool proposal.



    





      


      
        Functions


        


  
    
      
    
    
      render(proposal)



        
          
        

    

  


  

Total render function for a governed tool proposal.
Returns {:preview, String.t()} if the live preview/1 leg succeeds,
or {:structured, map()} as the COMMON fallback (D-17).
The structured result is built from the propose-time snapshot only — no live
config re-read for trust fields. The title fallback chain uses the live
__tool_spec__/0 Spec title only if the module is loaded (best-effort).

  


        

      


  

    
Cairnloop.Governance.Telemetry 
    



      
Bounded telemetry for governed tool proposal events.
Metadata is constrained to allow-listed low-cardinality values so telemetry remains
safe for observability and never becomes a durable workflow record (D-29).
Telemetry is emitted alongside, never instead of, ToolActionEvent inserts.
Emit calls belong AFTER a successful with pipeline — not inside the with clause
list (mirrors emit_review_task_event from KnowledgeAutomation).
Events
	[:cairnloop, :governance, :proposal_created] — new proposal co-committed
	[:cairnloop, :governance, :proposal_blocked] — proposal blocked (and persisted)
	[:cairnloop, :governance, :proposal_duplicate] — idempotent duplicate returned


      


      
        Summary


  
    Functions
  


    
      
        emit(event, measurements, metadata)

      


        Emits a governance telemetry event.



    





      


      
        Functions


        


  
    
      
    
    
      emit(event, measurements, metadata)



        
          
        

    

  


  

Emits a governance telemetry event.
Only accepts events in @events. Unknown events are silently dropped (guard clause).
All outcome/tier/mode values are normalized against allow-lists before emission to
prevent high-cardinality label leakage.

  


        

      


  

    
Cairnloop.Governance.Telemetry.Traces 
    



      
Optional OpenInference-conformant trace event module for the Cairnloop governed-action
evidence lane (Phase 17, D17-01, D17-03).
Namespace separation (D17-01)
This module is SEPARATE from Cairnloop.Governance.Telemetry (the bounded-metrics
module). It emits to a disjoint 4-segment event namespace:
[:cairnloop, :governance, :trace, <event_atom>]
The bounded-metrics module emits to 3-segment paths:
[:cairnloop, :governance, <event_atom>]
No handler attached to the bounded-metrics path will receive trace events, and
vice versa. This isolation is proven in Cairnloop.Governance.Telemetry.TracesTest.
Purpose
Hosts (and Scoria) can attach to [:cairnloop, :governance, :trace, ...] to reconstruct
a governed-action span tree without duplicating durable record content.
Trace events are emitted alongside existing ToolActionEvent co-commits — they are
observability only, never workflow truth (D-29).
Zero Scoria dependency
This module calls :telemetry.execute/3 directly. It imports no Scoria-owned modules.
No Scoria runtime, no external adapter, no supervisor. If no handler is attached, the
event is silently dropped by the :telemetry library (D17-05 — fail-closed).
OI span kinds
Trace events carry "openinference.span.kind" (string key per OI spec) in metadata:
	Execution events (:execution_started, :execution_succeeded, :execution_failed):
"TOOL"
	All other governed-action events: "GUARDRAIL"

Payload content exclusion (D17-02)
Metadata carries only attribution references (IDs, atom enums). No policy snapshot
content, no input payloads, no note content ever crosses the telemetry boundary.
Guard-clause no-op (D17-05)
Unknown event atoms are silently dropped — emit/2 returns :ok without calling
:telemetry.execute/3. The caller is never penalised for passing an atom not in
@events.

      


      
        Summary


  
    Functions
  


    
      
        emit(event, attrs)

      


        Emits an OI-conformant trace telemetry event.



    





      


      
        Functions


        


  
    
      
    
    
      emit(event, attrs)



        
          
        

    

  


  

Emits an OI-conformant trace telemetry event.
Only accepts events in @events. Unknown events are silently dropped (guard clause).
Event path: [:cairnloop, :governance, :trace, event] — 4 segments with :trace in
position 3, disjoint from the bounded-metrics 3-segment namespace (D17-01).
Measurements are always %{count: 1} — callers do not supply measurements.
Metadata is built by build_metadata/2: only attribution refs, no payload content (D17-02).

  


        

      


  

    
Cairnloop.Governance.ToolActionEvent 
    



      
Append-only audit event record for governed tool proposals.
Mirrors ReviewTaskEvent exactly (D-20, D-21). Every state transition on a
ToolProposal is recorded here alongside it in the same transaction.
Append-Only Invariant
This schema is insert-only. There is no update/1 or delete/1 function.
The updated_at: false timestamp option enforces this at the schema level (Pitfall 4).
App discipline (no update/delete API) enforces it at the application level.
Phase 16 adds execution event types (:execution_started, :execution_succeeded,
:execution_attempt_failed, :execution_failed) to @event_type_values without
changing this schema's structure (D16-08).

      


      
        Summary


  
    Functions
  


    
      
        changeset(event, attrs)

      


        Changeset for inserting an append-only ToolActionEvent.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(event, attrs)



        
          
        

    

  


  

Changeset for inserting an append-only ToolActionEvent.
Required fields: tool_proposal_id, event_type, to_status, actor_id.
from_status is optional — it is nil for proposal_created events (first event has
no prior status). Nil metadata is coerced to %{}.

  


        

      


  

    
Cairnloop.Governance.ToolApproval 
    



      
Durable approval record for a governed tool proposal.
Mirrors the ReviewTask idiom exactly (D15-01..04):
	Denormalized status enum for read-your-writes
	Last-decision fields (decided_by, last_decision, decided_at, reason)
	Transitions co-committed with an append-only ToolActionEvent in one transaction
	One-active-lane enforced by a partial unique index on tool_proposal_id WHERE status = 'pending' (APRV-04)

Append-Only Invariant
This schema is insert-only for the approval record itself. Status transitions are
written via decision_changeset/6 which updates the denormalized fields. There is no
update/1 or delete/1 function — the ToolActionEvent trail is the immutable audit log.
Status Axis (D15-02, D16-08)
The approval status axis is separate from ToolProposal.status:
	:pending — awaiting operator decision (one active lane enforced by partial unique index)
	:approved — operator approved; resume worker will re-validate and transition to :execution_pending
	:execution_pending — re-validation passed; ToolExecutionWorker enqueued (Phase 16)
	:rejected — operator rejected with reason (FLOW-03)
	:deferred — operator deferred with reason (FLOW-03)
	:expired — TTL elapsed; dual mechanism (scheduled Oban job + lazy guard at resume time)
	:invalidated — re-validation failed; policy/scope changed since approval
	:executed — Phase 16 success terminal; run/3 returned {:ok, result} and outcome co-committed
	:execution_failed — Phase 16 failure terminal; exhausted retries or permanent re-validation failure


      


      
        Summary


  
    Functions
  


    
      
        changeset(approval, attrs)

      


        Standard changeset for creating or updating a ToolApproval.
Requires: tool_proposal_id, status.
Status defaults to :pending.
Registers the partial unique index constraint for one-active-lane enforcement (APRV-04).



    


    
      
        decision_changeset(approval, status, decision, reason, actor_id, decided_at)

      


        Decision changeset for transitioning an approval to a new status.



    


    
      
        status_values()

      


        Returns the locked status values for ToolApproval.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(approval, attrs)



        
          
        

    

  


  

Standard changeset for creating or updating a ToolApproval.
Requires: tool_proposal_id, status.
Status defaults to :pending.
Registers the partial unique index constraint for one-active-lane enforcement (APRV-04).

  



  
    
      
    
    
      decision_changeset(approval, status, decision, reason, actor_id, decided_at)



        
          
        

    

  


  

Decision changeset for transitioning an approval to a new status.
Parameters:
	approval — the existing ToolApproval struct
	status — the new status atom
	decision — free-form decision label (e.g. "approved", "rejected")
	reason — operator-provided reason; REQUIRED for :rejected and :deferred (FLOW-03)
	actor_id — the actor making the decision
	decided_at — timestamp of the decision

Enforces FLOW-03: reason is required for :rejected and :deferred transitions.

  



  
    
      
    
    
      status_values()



        
          
        

    

  


  

Returns the locked status values for ToolApproval.

  


        

      


  

    
Cairnloop.Governance.ToolProposal 
    



      
Durable proposal record capturing a governed tool invocation intent, propose-time
snapshots, and idempotency key. Mirrors the ReviewTask idiom exactly (D-20).
Status is denormalized onto the proposal for read-your-writes; the full audit timeline
lives in the append-only ToolActionEvent table (D-21).
Phase 16 reserved columns (attempt, oban_job_id, result_state, result_summary)
are present but unused in Phase 13 — execution is deferred to Phase 16 (D-22).
Snapshot fields (input_snapshot, scope_snapshot, policy_snapshot) are three
discrete :map fields — no opaque blob mixing trust categories (D-24).

      


      
        Summary


  
    Functions
  


    
      
        blocked_changeset(proposal, attrs)

      


        Changeset for persisting a blocked proposal outcome (scope_invalid / policy_denied).
Sets a non-:proposed status while keeping all other validation (D-18, D-23).



    


    
      
        changeset(proposal, attrs)

      


        Standard changeset for creating or updating a ToolProposal.
Requires: tool_ref, idempotency_key, risk_tier, approval_mode, actor_id.
Status defaults to :proposed.



    


    
      
        status_values()

      


        Returns the locked Phase 13 proposal status values.
Referenced by ToolActionEvent for cross-schema enum validation.



    





      


      
        Functions


        


  
    
      
    
    
      blocked_changeset(proposal, attrs)



        
          
        

    

  


  

Changeset for persisting a blocked proposal outcome (scope_invalid / policy_denied).
Sets a non-:proposed status while keeping all other validation (D-18, D-23).

  



  
    
      
    
    
      changeset(proposal, attrs)



        
          
        

    

  


  

Standard changeset for creating or updating a ToolProposal.
Requires: tool_ref, idempotency_key, risk_tier, approval_mode, actor_id.
Status defaults to :proposed.

  



  
    
      
    
    
      status_values()



        
          
        

    

  


  

Returns the locked Phase 13 proposal status values.
Referenced by ToolActionEvent for cross-schema enum validation.

  


        

      


  

    
Cairnloop.Tool behaviour
    



      
Governed-tool behaviour and compile-time validating __using__ macro.
Host developers declare a governed tool with:
use Cairnloop.Tool,
  risk_tier: :read_only,
  title: "Lookup Order",
  description: "Retrieve an order by ID."
The macro validates risk_tier and approval_mode enum values at compile time
(raises CompileError on bad values), derives a fail-closed approval_mode from
risk_tier when omitted, and generates a __tool_spec__/0 returning a frozen
%Cairnloop.Tool.Spec{} pure data struct.
A tool that declares no policy is denied by default — authorize/2 returns
{:error, :no_policy_defined} unless overridden.
Callbacks
Required (host must implement):
	run/3 — executes the tool; NOT called in Phase 13
	changeset/2 — validates typed input via Ecto embedded schema (D-04)
	scope/0 — returns list of required scope atoms

Optional:
	authorize/2 — dynamic policy callback; defaults to {:error, :no_policy_defined} (deny-by-default, D-16)
	custom_ui/0 — custom LiveView UI module; defaults to nil
	preview/1 — human-readable consequence summary; no default (Phase 14 seam)


      


      
        Summary


  
    Types
  


    
      
        actor_id()

      


    


    
      
        context()

      


    





  
    Callbacks
  


    
      
        authorize(actor_id, context)

      


        Dynamic policy callback. Returns :ok to permit or {:error, reason} to deny.
Default implementation returns {:error, :no_policy_defined} (deny-by-default, D-16).



    


    
      
        changeset(tool, attrs)

      


        Returns an Ecto changeset for the tool's inputs.
This is the typed-input seam (D-04). Host must implement; no default is injected.



    


    
      
        custom_ui()

      


        Optional callback to provide a custom UI module (e.g. a LiveView module)
that should be rendered instead of the auto-generated form.



    


    
      
        preview(tool)

      


        Optional callback returning a human-readable consequence summary string.
No default implementation — Phase 14 seam.



    


    
      
        run(tool, actor_id, context)

      


        Executes the tool logic with the populated struct.
Returns {:ok, result} or {:error, reason}.



    


    
      
        scope()

      


        Returns the list of scope atoms this tool requires to be present in the actor context.
Used by the registry visibility filter and the Governance validation pipeline.



    





  
    Functions
  


    
      
        derive_approval_mode(arg1)

      


        Derives the fail-closed approval_mode from a risk_tier value (D-11).



    





      


      
        Types


        


  
    
      
    
    
      actor_id()



        
          
        

    

  


  

      

          @type actor_id() :: String.t()


      



  



  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: map()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      authorize(actor_id, context)



        
          
        

    

  


  

      

          @callback authorize(actor_id(), context()) :: :ok | {:error, reason :: atom()}


      


Dynamic policy callback. Returns :ok to permit or {:error, reason} to deny.
Default implementation returns {:error, :no_policy_defined} (deny-by-default, D-16).

  



  
    
      
    
    
      changeset(tool, attrs)



        
          
        

    

  


  

      

          @callback changeset(tool :: struct(), attrs :: map()) :: Ecto.Changeset.t()


      


Returns an Ecto changeset for the tool's inputs.
This is the typed-input seam (D-04). Host must implement; no default is injected.

  



  
    
      
    
    
      custom_ui()


        (optional)


        
          
        

    

  


  

      

          @callback custom_ui() :: module() | nil


      


Optional callback to provide a custom UI module (e.g. a LiveView module)
that should be rendered instead of the auto-generated form.

  



  
    
      
    
    
      preview(tool)


        (optional)


        
          
        

    

  


  

      

          @callback preview(tool :: struct()) :: String.t()


      


Optional callback returning a human-readable consequence summary string.
No default implementation — Phase 14 seam.

  



  
    
      
    
    
      run(tool, actor_id, context)



        
          
        

    

  


  

      

          @callback run(tool :: struct(), actor_id(), context()) :: {:ok, any()} | {:error, any()}


      


Executes the tool logic with the populated struct.
Returns {:ok, result} or {:error, reason}.
NOT called in Phase 13 — execution is deferred to Phase 16.

  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          @callback scope() :: [atom()]


      


Returns the list of scope atoms this tool requires to be present in the actor context.
Used by the registry visibility filter and the Governance validation pipeline.

  


        

      

      
        Functions


        


  
    
      
    
    
      derive_approval_mode(arg1)



        
          
        

    

  


  

Derives the fail-closed approval_mode from a risk_tier value (D-11).
Called at macro-expansion time (not runtime) so this is a plain def, not a macro.
read_only    -> :auto
low_write    -> :requires_approval
high_write   -> :requires_approval
destructive  -> :always_block
unknown/nil  -> :always_block  (fail-closed default)

  


        

      


  

    
Cairnloop.Tool.Spec 
    



      
Pure data struct carrying compile-time governed-tool metadata.
No behaviour, no database — just a plain defstruct with enforced required fields.
Forward-compatible with MCP tool definition projection (Phase 17): the Spec fields
map directly to an MCP tool definition with zero model change.
MCP-01 projection seam (Phase 17)
The %Cairnloop.Tool.Spec{} fields project to MCP as:
	title       → MCP title
	description → MCP description
	tool module name → MCP name
	changeset/2 Ecto embedded schema → MCP inputSchema (JSON Schema projection)

Phase 17 performs this projection as a pure Spec → map transformation
with no behaviour or database involvement.

      




  

    
Cairnloop.ToolRegistry 
    



      
Manages registration and advisory filtering of host-injected governed tools.
Boot-time validation (validate_configured_tools!/0) ensures every declared tool
implements Cairnloop.Tool and exposes a valid __tool_spec__/0. Call this from
Cairnloop.Application.start/2 so a misconfigured tool fails fast at boot.
get_available_tools/2 is an advisory UX filter only — it applies scope/0
and authorize/2 as a convenience to hide unavailable tools from the UI. The
authoritative gate is Cairnloop.Governance.validate/3 (D-28).

      


      
        Summary


  
    Functions
  


    
      
        find_tool_module(tool_ref)

      


        Resolves a string tool_ref to a module without using String.to_existing_atom/1 (D-19).



    


    
      
        get_available_tools(actor_id, context)

      


        Retrieves available tools filtered by scope/0 and authorize/2 — advisory UX
only. Cairnloop.Governance.validate/3 is the authoritative gate (D-28).



    


    
      
        list_all_tools()

      


        Returns all configured tools as {module, spec} tuples without any scope or authorization
filtering. Used by the optional MCP seam (D17-08) to project the full tool registry for
tools/list responses.



    


    
      
        validate_configured_tools!()

      


        Called at application boot to validate that every tool in config implements the
governed-tool contract and exposes a valid __tool_spec__/0. Raises ArgumentError
if any tool fails validation (D-07).



    





      


      
        Functions


        


  
    
      
    
    
      find_tool_module(tool_ref)



        
          
        

    

  


  

      

          @spec find_tool_module(String.t()) :: {:ok, module()} | {:error, :unknown_tool}


      


Resolves a string tool_ref to a module without using String.to_existing_atom/1 (D-19).
inspect(MyTool) and Atom.to_string(MyTool) both produce "Elixir.MyTool" — the
string comparison is safe and does not create new atoms from untrusted input.

  



  
    
      
    
    
      get_available_tools(actor_id, context)



        
          
        

    

  


  

      

          @spec get_available_tools(Cairnloop.Tool.actor_id(), Cairnloop.Tool.context()) :: [
  module()
]


      


Retrieves available tools filtered by scope/0 and authorize/2 — advisory UX
only. Cairnloop.Governance.validate/3 is the authoritative gate (D-28).

  



  
    
      
    
    
      list_all_tools()



        
          
        

    

  


  

      

          @spec list_all_tools() :: [{module(), Cairnloop.Tool.Spec.t()}]


      


Returns all configured tools as {module, spec} tuples without any scope or authorization
filtering. Used by the optional MCP seam (D17-08) to project the full tool registry for
tools/list responses.
Unlike get_available_tools/2 — which applies advisory scope/authorize filtering — this
function returns every tool registered in :cairnloop, :tools config regardless of actor
context. This is correct for MCP listing: the MCP client decides which tools to surface.

  



  
    
      
    
    
      validate_configured_tools!()



        
          
        

    

  


  

Called at application boot to validate that every tool in config implements the
governed-tool contract and exposes a valid __tool_spec__/0. Raises ArgumentError
if any tool fails validation (D-07).

  


        

      


  

    
Cairnloop.Tools.InternalNote 
    



      
Example governed-write tool: appends an operator-only internal note to the
host-owned cairnloop_messages store.
Usage
This is the Phase 16 proof-of-concept (ACT-01, D16-01) and the reference implementation
for host developers building governed-write tools. Copy this module and adapt the schema,
changeset, and run/3 body.
Design Notes
	risk_tier: :low_write → derives approval_mode: :requires_approval automatically (D-09/D-10).
	scope/0 returns [] — no special scopes required (D16-01: operator-only, low blast radius).
	authorize/2 overrides the deny-by-default to :ok — any authenticated operator may propose
this action; the approval gate provides the safety barrier.
	run/3 is the ONLY place an actual side effect occurs. It is called only by
Cairnloop.Workers.ToolExecutionWorker after the full approval + re-validation chain (D16-03).
	Idempotency is implemented via an indexed run_key column existence check (D16-05).
NEVER use a JSONB metadata: containment query — Ecto does not emit @> for map equality,
and such a query would bypass the index entirely.
	The note row carries role: :internal_note so it is distinguishable from customer-visible
messages and can be filtered by host queries (D16-01 "never customer-visible").
	Repo indirection: Application.fetch_env!(:cairnloop, :repo) — never Cairnloop.Repo
directly. The host owns the repo; the library is a guest (D-02 / D16-02).

Run key idempotency
The worker passes :run_idempotency_key in the execution context. run/3 does an
indexed existence check before inserting. If the row already exists, returns
{:ok, %{idempotent: true}} without inserting — safe under Oban job replay (T-16-01).
Atomicity precondition (WR-01)
The run_idempotency_key passed to run/3 is attempt-scoped: it is derived from the
proposal's idempotency_key and the current attempt number, so a Oban retry gets a
different key. This design allows a retry to proceed cleanly if a prior attempt left
no evidence row.
IMPORTANT for host tool authors copying this module: your run/3 MUST be a
single atomic write keyed on run_key. If your tool performs multiple writes (e.g.
row A then row B), a transient failure between them would be retried with a new
run_idempotency_key — the existence check for the new key finds nothing, and the
partial prior write (row A) is not rolled back. This could result in duplicate or
inconsistent state. Rule: one run/3 invocation = one atomic operation (one INSERT,
one Ecto.Multi inside a single transaction, etc.).

      


      
        Summary


  
    Functions
  


    
      
        run(internal_note, actor_id, context)

      


        Appends an internal_note role row to cairnloop_messages.



    





      


      
        Functions


        


  
    
      
    
    
      run(internal_note, actor_id, context)



        
          
        

    

  


  

Appends an internal_note role row to cairnloop_messages.
Idempotent on context[:run_idempotency_key]: if a row with that run_key already
exists, returns {:ok, %{idempotent: true}} without inserting (T-16-01, D16-05).
Returns:
	{:ok, %{message_id: id}} — note inserted successfully
	{:ok, %{idempotent: true}} — duplicate key; note already written
	{:error, changeset} — insert failed (propagated for Oban retry logic)


  


        

      


  

    
Cairnloop.KnowledgeAutomation 
    




      
        Summary


  
    Functions
  


    
      
        approve_review_task(id, opts \\ [])

      


    


    
      
        create_or_reuse_authoring_article_for_suggestion(id, opts \\ [])

      


    


    
      
        create_or_reuse_conversation_quick_fix(attrs, opts \\ [])

      


    


    
      
        defer_review_task(id, opts \\ [])

      


    


    
      
        dismiss_article_suggestion(id, opts \\ [])

      


    


    
      
        ensure_review_task_for_suggestion(id, opts \\ [])

      


    


    
      
        get_article_suggestion!(id, opts \\ [])

      


    


    
      
        get_conversation_quick_fix(conversation_id, opts \\ [])

      


    


    
      
        get_gap_candidate!(id, opts \\ [])

      


    


    
      
        get_review_task!(id, opts \\ [])

      


    


    
      
        list_article_suggestions(opts \\ [])

      


    


    
      
        list_gap_candidates(opts \\ [])

      


    


    
      
        list_review_tasks(opts \\ [])

      


    


    
      
        mark_article_suggestion_failed(suggestion, reason, opts \\ [])

      


    


    
      
        mark_article_suggestion_ready(suggestion, proposal, opts \\ [])

      


    


    
      
        mark_review_task_material_edit(id, opts \\ [])

      


    


    
      
        prepare_generation_bundle_from_suggestion(suggestion)

      


    


    
      
        publish_review_task(id, opts \\ [])

      


    


    
      
        rebuild_gap_candidates(opts \\ [])

      


    


    
      
        record_review_task_reindex_outcome(published_revision_id, result, opts \\ [])

      


    


    
      
        record_review_task_reindex_started(published_revision_id, opts \\ [])

      


    


    
      
        refresh_gap_candidates(opts \\ [])

      


    


    
      
        regenerate_article_suggestion(id, opts \\ [])

      


    


    
      
        reject_review_task(id, opts \\ [])

      


    


    
      
        schedule_gap_candidate_refresh(args \\ %{}, opts \\ [])

      


    


    
      
        suggest_article(attrs, opts \\ [])

      


    


    
      
        suggest_revision(attrs, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      approve_review_task(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      create_or_reuse_authoring_article_for_suggestion(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      create_or_reuse_conversation_quick_fix(attrs, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      defer_review_task(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      dismiss_article_suggestion(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      ensure_review_task_for_suggestion(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_article_suggestion!(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_conversation_quick_fix(conversation_id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_gap_candidate!(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      get_review_task!(id, opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      list_article_suggestions(opts \\ [])



        
          
        

    

  


  


  



    

  
    
      
    
    
      list_gap_candidates(opts \\ [])
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Stable telemetry helpers for knowledge-maintenance workflow events.
Metadata is bounded to low-cardinality workflow enums and small counts so telemetry
remains safe for observability and never becomes the durable workflow record.
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Parses markdown into chunks for vector embeddings.
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Normalized retrieval evidence shared across search, grounding, and telemetry summaries.
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Stable Cairnloop-native telemetry helpers for retrieval search and draft grounding.
Metadata is intentionally bounded and low-cardinality so it can be safely projected
into host-owned metrics without leaking raw query text, result identifiers, or
citation payloads.
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Cairnloop.Web.MCP.Router 
    



      
Optional read-only MCP seam for Cairnloop-governed tools.
Handles JSON-RPC 2.0 POST requests per MCP spec 2025-03-26:
	initialize — capability negotiation; returns protocolVersion and capabilities.tools
	tools/list — projects all configured governed tools through ToolProjector.spec_to_mcp/1
	All other methods — returns JSON-RPC error -32601 Method not found (HTTP 200)

Host integration
Mount this Plug via forward in the host's Phoenix router:
forward "/mcp", Cairnloop.Web.MCP.Router
The host SHOULD add authentication middleware before the forward — Cairnloop does not
prescribe an auth mechanism (D17-09). This Plug handles discovery only; no tool execution
path is reachable (D17-06).
JSON-RPC 2.0 semantics
Per the JSON-RPC 2.0 spec, error responses carry HTTP status 200 — error information is
in the response body's error field, not the HTTP status code (Pitfall 3 from RESEARCH.md).
Security
The method field from incoming JSON-RPC requests is NEVER converted to an atom —
all dispatch uses string case pattern matching to prevent atom exhaustion (T-17-02-01,
D-19 security posture). No Ecto queries, no propose/3, no run/3 are reachable
from this Plug.
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Pure total function transform: %Cairnloop.Tool.Spec{} + tool module → MCP tool definition map.
No DB, no side effects, no supervision. Host opts in by mounting
Cairnloop.Web.MCP.Router (D17-08) — this module is called by the Router's
tools/list handler.
MCP tool definition shape
Produces a plain map with string keys matching the MCP 2025-03-26 Tool object:
%{
  "name"        => "Elixir.Cairnloop.Tools.InternalNote",
  "title"       => "Add internal note",
  "description" => "Appends an operator-only note to the conversation thread.",
  "inputSchema" => %{
    "type"       => "object",
    "properties" => %{
      "conversation_id" => %{"type" => "string"},
      "content"         => %{"type" => "string"}
    },
    "required" => ["conversation_id", "content"]
  },
  "x-cairnloop-risk-tier"     => "low_write",
  "x-cairnloop-approval-mode" => "requires_approval"
}
inputSchema derivation
inputSchema is derived by calling tool_module.changeset(struct(tool_module), %{})
with empty attrs. This yields:
	cs.required — list of required field atoms from validate_required/2
	cs.types    — map of field atom → Ecto type atom

The :id auto-generated field is excluded from properties (Pitfall 2 from RESEARCH.md).
Ecto types are mapped to JSON Schema type strings via a minimal safe mapping table.
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          @spec spec_to_mcp({module(), Cairnloop.Tool.Spec.t()}) :: map()


      


Projects a {tool_module, %Cairnloop.Tool.Spec{}} tuple to an MCP tool definition map.
Returns a plain map with string keys. All values are JSON-safe.
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      citation_anchor(evidence)



        
          
        

    

  


  


  



  
    
      
    
    
      evidence_path(evidence)



        
          
        

    

  


  


  



  
    
      
    
    
      failure_copy(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      grounding_status_label(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      queue_summary(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix?(article_suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_launch_context(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_layers(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_message_excerpt(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_outcome_label(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_reason_label(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_summary(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      revision_diff(suggestion, base_content)



        
          
        

    

  


  


  



  
    
      
    
    
      source_label(evidence)



        
          
        

    

  


  


  



  
    
      
    
    
      stale_pressure_label(suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      status_label(article_suggestion)



        
          
        

    

  


  


  



  
    
      
    
    
      trust_label(evidence)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Web.ConversationLive 
    




      
        Summary


  
    Functions
  


    
      
        context_field(assigns)

      


    


    
      
        context_pane(assigns)

      


    


    
      
        context_section(assigns)

      


    


    
      
        draft_audit_card(assigns)

      


    


    
      
        governed_action_card(assigns)

      


        


    


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        humanize_context_label(label)

      


    


    
      
        mount(map, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        normalize_context_sections(map)

      


    


    
      
        normalize_context_value(value)

      


    


    
      
        quick_fix_card(assigns)

      


        


    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        tool_renderer(assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      context_field(assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      context_pane(assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      context_section(assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      draft_audit_card(assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      governed_action_card(assigns)



        
          
        

    

  


  

Attributes
	proposal (:map) (required)


  



  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      humanize_context_label(label)



        
          
        

    

  


  


  



  
    
      
    
    
      mount(map, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      normalize_context_sections(map)



        
          
        

    

  


  


  



  
    
      
    
    
      normalize_context_value(value)



        
          
        

    

  


  


  



  
    
      
    
    
      quick_fix_card(assigns)



        
          
        

    

  


  

Attributes
	card (:map) (required)


  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      tool_renderer(assigns)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Web.GapCandidatePresenter 
    




      
        Summary


  
    Functions
  


    
      
        conversation_target(arg1)

      


    


    
      
        dominant_source_label(map)

      


    


    
      
        event_reason_label(reason)

      


    


    
      
        freshness_label(map)

      


    


    
      
        reason_label(candidate_or_reason)

      


    


    
      
        surface_label(surface)

      


    


    
      
        why_raised(candidate)

      


    





      


      
        Functions


        


  
    
      
    
    
      conversation_target(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      dominant_source_label(map)



        
          
        

    

  


  


  



  
    
      
    
    
      event_reason_label(reason)



        
          
        

    

  


  


  



  
    
      
    
    
      freshness_label(map)



        
          
        

    

  


  


  



  
    
      
    
    
      reason_label(candidate_or_reason)



        
          
        

    

  


  


  



  
    
      
    
    
      surface_label(surface)



        
          
        

    

  


  


  



  
    
      
    
    
      why_raised(candidate)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Web.InboxLive 
    




      
        Summary


  
    Functions
  


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.KnowledgeBaseLive.Editor 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.KnowledgeBaseLive.Gaps 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_params(arg1, uri, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_params(arg1, uri, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.KnowledgeBaseLive.Index 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.KnowledgeBaseLive.SuggestionReview 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_params(params, uri, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_params(params, uri, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.ReviewTaskPresenter 
    




      
        Summary


  
    Functions
  


    
      
        action_label(atom)

      


    


    
      
        action_label(action, arg2)

      


    


    
      
        available_actions(review_task)

      


    


    
      
        decision_summary(task)

      


    


    
      
        history_line(review_task_event)

      


    


    
      
        next_step_copy(review_task)

      


    


    
      
        publish_outcome(arg1)

      


    


    
      
        queue_filter_label(status)

      


    


    
      
        queue_filter_status(value)

      


    


    
      
        queue_filters()

      


    


    
      
        reason_label(reason)

      


    


    
      
        status_label(arg1)

      


    


    
      
        thread_status_label(atom)

      


    





      


      
        Functions


        


  
    
      
    
    
      action_label(atom)



        
          
        

    

  


  


  



  
    
      
    
    
      action_label(action, arg2)



        
          
        

    

  


  


  



  
    
      
    
    
      available_actions(review_task)



        
          
        

    

  


  


  



  
    
      
    
    
      decision_summary(task)



        
          
        

    

  


  


  



  
    
      
    
    
      history_line(review_task_event)



        
          
        

    

  


  


  



  
    
      
    
    
      next_step_copy(review_task)



        
          
        

    

  


  


  



  
    
      
    
    
      publish_outcome(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      queue_filter_label(status)



        
          
        

    

  


  


  



  
    
      
    
    
      queue_filter_status(value)



        
          
        

    

  


  


  



  
    
      
    
    
      queue_filters()



        
          
        

    

  


  


  



  
    
      
    
    
      reason_label(reason)



        
          
        

    

  


  


  



  
    
      
    
    
      status_label(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      thread_status_label(atom)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Web.SearchModalComponent 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveComponent.handle_event/3.



    


    
      
        mount(socket)

      


        Callback implementation for Phoenix.LiveComponent.mount/1.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveComponent.render/1.



    


    
      
        update(assigns, socket)

      


        Callback implementation for Phoenix.LiveComponent.update/2.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.handle_event/3.

  



  
    
      
    
    
      mount(socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.mount/1.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.render/1.

  



  
    
      
    
    
      update(assigns, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveComponent.update/2.

  


        

      


  

    
Cairnloop.Web.SearchResultPresenter 
    




      
        Summary


  
    Functions
  


    
      
        diagnostic_reason_copy(arg1)

      


    


    
      
        diagnostic_reason_label(arg1)

      


    


    
      
        dom_id(result)

      


    


    
      
        open_action_label(result)

      


    


    
      
        open_path(result)

      


    


    
      
        preview_copy(result)

      


    


    
      
        preview_heading(result)

      


    


    
      
        preview_sections(result)

      


    


    
      
        recency_label(result)

      


    


    
      
        row_snippet(result)

      


    


    
      
        section_name(result)

      


    


    
      
        source_label(result)

      


    


    
      
        title(result)

      


    


    
      
        trust_label(result)

      


    





      


      
        Functions


        


  
    
      
    
    
      diagnostic_reason_copy(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      diagnostic_reason_label(arg1)



        
          
        

    

  


  


  



  
    
      
    
    
      dom_id(result)



        
          
        

    

  


  


  



  
    
      
    
    
      open_action_label(result)



        
          
        

    

  


  


  



  
    
      
    
    
      open_path(result)



        
          
        

    

  


  


  



  
    
      
    
    
      preview_copy(result)



        
          
        

    

  


  


  



  
    
      
    
    
      preview_heading(result)



        
          
        

    

  


  


  



  
    
      
    
    
      preview_sections(result)



        
          
        

    

  


  


  



  
    
      
    
    
      recency_label(result)



        
          
        

    

  


  


  



  
    
      
    
    
      row_snippet(result)



        
          
        

    

  


  


  



  
    
      
    
    
      section_name(result)



        
          
        

    

  


  


  



  
    
      
    
    
      source_label(result)



        
          
        

    

  


  


  



  
    
      
    
    
      title(result)



        
          
        

    

  


  


  



  
    
      
    
    
      trust_label(result)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Web.SettingsLive 
    




      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
Cairnloop.Web.ToolProposalPresenter 
    



      
Pure, total presenter for Cairnloop.Governance.ToolProposal structs.
Mirrors ReviewTaskPresenter and GapCandidatePresenter exactly:
	Total functions with safe fallbacks — no crashes on unexpected input
	Pattern-match on struct and bare atoms
	Returns strings and atoms only — never markup, never raw Elixir terms
	Never re-reads live config at render time (snapshots are truth for trust fields)

D-22 masking choke point: input_rows/1 is the ONLY place raw input_snapshot
values are converted to display rows; it allowlists known scalar fields and
applies the "Unsupported value" posture to nested/unknown/sensitive values.
D-14: reason_label/1 humanizes all reason shapes (including {:missing_scopes, _}
tuples and atoms) — never passes inspect/1 output to operators.
D-13 / brand §7.5: risk_tier_tone/1 returns an atom (:info/:warning/:danger)
that LiveView maps to color — always paired with text, never state-by-color-alone.

      


      
        Summary


  
    Functions
  


    
      
        approval_mode_label(arg1)

      


        Human label for an approval mode atom.



    


    
      
        approval_outlook(arg1)

      


        Future-tense operator copy describing the approval gate — D-12 honesty seam.



    


    
      
        approval_outlook_for_approval(approval)

      


        Present-tense operator copy for an active approval record (D15-16 real copy).



    


    
      
        block_reason_copy(tool_proposal)

      


        Returns operator copy explaining why a proposal was blocked, or nil/empty for non-blocked.



    


    
      
        event_timestamp_label(dt)

      


        Human-readable relative timestamp for an event datetime.



    


    
      
        history_line(tool_action_event)

      


        Returns a human-readable line for a ToolActionEvent.



    


    
      
        input_rows(snapshot)

      


        Converts an input_snapshot map to a list of {label, value} display rows.



    


    
      
        policy_explanation(snapshot)

      


        Returns a calm one-sentence explanation from the policy_snapshot.



    


    
      
        reason_label(reason)

      


        Humanizes a reason value — never passes raw inspect output to operators (D-14).



    


    
      
        risk_tier_label(arg1)

      


        Human label for a risk tier atom.



    


    
      
        risk_tier_tone(arg1)

      


        Semantic tone for the risk tier — returns an atom only (brand §7.5 / D-13).
LiveView MUST pair this with a text label — never rely on color alone.



    


    
      
        scope_summary(arg1)

      


        Human summary of required scopes from a scope_snapshot map.



    


    
      
        status_group(arg1)

      


        Groups proposal status into display buckets.



    


    
      
        status_group_label(arg1)

      


        Human label for the status group.



    


    
      
        status_label(arg1)

      


        Human label for a proposal status atom or ToolProposal struct.



    


    
      
        status_meaning(arg1)

      


        Status meaning — one calm sentence explaining what this state means for operators.



    


    
      
        trace_metadata(proposal)

      


        Returns a map of de-emphasized trace fields for a proposal.
Safe for display; all values are strings. Shows a short idempotency key suffix.



    





      


      
        Functions


        


  
    
      
    
    
      approval_mode_label(arg1)



        
          
        

    

  


  

Human label for an approval mode atom.

  



  
    
      
    
    
      approval_outlook(arg1)



        
          
        

    

  


  

Future-tense operator copy describing the approval gate — D-12 honesty seam.
Returns:
	nil    for :auto (no gate to describe)
	String for :requires_approval (gate exists — future-tense)
	String for :always_block (terminal — "cannot be approved or run")


  



  
    
      
    
    
      approval_outlook_for_approval(approval)



        
          
        

    

  


  

Present-tense operator copy for an active approval record (D15-16 real copy).
Takes a %ToolApproval{} struct or a map with a :status key (and optionally :reason).
Returns a calm, present-tense string for operators — or nil for unknown states.
Replaces the future-tense approval_outlook/1 honesty seam when an active approval exists.
Never re-reads live config (brand §5.3/§5.6 reason-forward, no raw terms).

  



  
    
      
    
    
      block_reason_copy(tool_proposal)



        
          
        

    

  


  

Returns operator copy explaining why a proposal was blocked, or nil/empty for non-blocked.

  



  
    
      
    
    
      event_timestamp_label(dt)



        
          
        

    

  


  

Human-readable relative timestamp for an event datetime.

  



  
    
      
    
    
      history_line(tool_action_event)



        
          
        

    

  


  

Returns a human-readable line for a ToolActionEvent.
Catch-all → "Workflow updated" for any unrecognized event_type (D-24).

  



  
    
      
    
    
      input_rows(snapshot)



        
          
        

    

  


  

Converts an input_snapshot map to a list of {label, value} display rows.
MASKING RULES (D-22):
	Iterates ALL keys (both atom and string-keyed JSONB snapshots are supported)
	Scalar values (string, number, boolean) are humanized and displayed
	Lists of scalars are joined with ", "
	Nested maps, tuples, and other complex values → "Unsupported value" sentinel
	Sensitive field names (containing "password", "token", "secret", "key") → "••••••"
	Never dumps raw nested structures to operators


  



  
    
      
    
    
      policy_explanation(snapshot)



        
          
        

    

  


  

Returns a calm one-sentence explanation from the policy_snapshot.
Uses dual-key lookup (atom + string) to survive the JSONB string-key
round-trip (mirrors ReviewTaskPresenter.metadata_value/2). Raw map is NOT
returned — only a humanized sentence. (D-14 / brand §5.6)

  



  
    
      
    
    
      reason_label(reason)



        
          
        

    

  


  

Humanizes a reason value — never passes raw inspect output to operators (D-14).
Handles:
	nil → nil
	 → "Missing scopes: scope1, scope2"
	known atom → human-readable label from @reason_labels
	unknown atom → humanize via capitalize-and-replace
	string → pass through
	any tuple → generic human fallback (no raw inspect)


  



  
    
      
    
    
      risk_tier_label(arg1)



        
          
        

    

  


  

Human label for a risk tier atom.

  



  
    
      
    
    
      risk_tier_tone(arg1)



        
          
        

    

  


  

Semantic tone for the risk tier — returns an atom only (brand §7.5 / D-13).
LiveView MUST pair this with a text label — never rely on color alone.
:info    — :read_only (low risk, informational)
:warning — :low_write (moderate risk)
:danger  — :high_write, :destructive (high risk)

  



  
    
      
    
    
      scope_summary(arg1)



        
          
        

    

  


  

Human summary of required scopes from a scope_snapshot map.

  



  
    
      
    
    
      status_group(arg1)



        
          
        

    

  


  

Groups proposal status into display buckets.
	:awaiting — :proposed, :needs_input (action needed but not yet blocked)
	:blocked  — :scope_invalid, :policy_denied (terminal blocked state in Phase 14)
	:active   — declared for future Phase 15/16 running/approved states (unreachable now)
	:done     — declared for future completed/executed states (unreachable now)


  



  
    
      
    
    
      status_group_label(arg1)



        
          
        

    

  


  

Human label for the status group.

  



  
    
      
    
    
      status_label(arg1)



        
          
        

    

  


  

Human label for a proposal status atom or ToolProposal struct.

  



  
    
      
    
    
      status_meaning(arg1)



        
          
        

    

  


  

Status meaning — one calm sentence explaining what this state means for operators.

  



  
    
      
    
    
      trace_metadata(proposal)



        
          
        

    

  


  

Returns a map of de-emphasized trace fields for a proposal.
Safe for display; all values are strings. Shows a short idempotency key suffix.

  


        

      


  

    
Cairnloop 
    



      
Documentation for Cairnloop.

      


      
        Summary


  
    Functions
  


    
      
        hello()

      


        Hello world.



    





      


      
        Functions


        


  
    
      
    
    
      hello()



        
          
        

    

  


  

Hello world.
Examples
iex> Cairnloop.hello()
:world

  


        

      


  

    
Cairnloop.Auditor behaviour
    



      
Behaviour for providing host application auditing to Cairnloop.
Cairnloop uses this behaviour to achieve compliance-grade, durable auditing.
Host applications implement this behaviour to insert their own Ecto.Multi operations
to log evidence within the same database transaction.

      


      
        Summary


  
    Callbacks
  


    
      
        audit(multi, action, actor, metadata)

      


        Injects an audit log operation into an existing Ecto.Multi pipeline.



    





      


      
        Callbacks


        


  
    
      
    
    
      audit(multi, action, actor, metadata)



        
          
        

    

  


  

      

          @callback audit(
  multi :: Ecto.Multi.t(),
  action :: atom(),
  actor :: map() | String.t() | nil,
  metadata :: map()
) :: Ecto.Multi.t()


      


Injects an audit log operation into an existing Ecto.Multi pipeline.

  


        

      


  

    
Cairnloop.Auditor.NoOp 
    



      
A default, no-op implementation of the Cairnloop.Auditor behaviour.

      




  

    
Cairnloop.Automation 
    




      
        Summary


  
    Functions
  


    
      
        approve_draft(draft_id, opts \\ [])

      


    


    
      
        create_draft(conversation_id, attrs)

      


    


    
      
        discard_draft(draft_id, opts \\ [])

      


    


    
      
        latest_draft_for_conversation(conversation_id)

      


    


    
      
        mark_draft_edited(draft_id, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      approve_draft(draft_id, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      create_draft(conversation_id, attrs)



        
          
        

    

  


  


  



    

  
    
      
    
    
      discard_draft(draft_id, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      latest_draft_for_conversation(conversation_id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      mark_draft_edited(draft_id, opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Automation.Draft 
    




      
        Summary


  
    Functions
  


    
      
        changeset(draft, attrs)

      


    


    
      
        reply_content(draft)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(draft, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      reply_content(draft)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Automation.ScoriaEngine 
    



      
Mock execution engine for Scoria integration.
Generates structured grounded proposals for operator review.

      


      
        Summary


  
    Functions
  


    
      
        generate_article_suggestion(suggestion, grounding_bundle)

      


    


    
      
        generate_draft(conversation_id, grounding_bundle)

      


        Builds a structured proposal from the retrieval grounding bundle.



    





      


      
        Functions


        


  
    
      
    
    
      generate_article_suggestion(suggestion, grounding_bundle)



        
          
        

    

  


  


  



  
    
      
    
    
      generate_draft(conversation_id, grounding_bundle)



        
          
        

    

  


  

Builds a structured proposal from the retrieval grounding bundle.

  


        

      


  

    
Cairnloop.Automation.Workers.DraftWorker 
    




      
        Summary


  
    Functions
  


    
      
        perform(job)

      


        Callback implementation for Oban.Worker.perform/1.



    





      


      
        Functions


        


  
    
      
    
    
      perform(job)



        
          
        

    

  


  

Callback implementation for Oban.Worker.perform/1.

  


        

      


  

    
Cairnloop.AutomationPolicy behaviour
    



      
Behaviour for providing host application AI policy boundaries.
Allows host applications to dictate how AI drafts are handled.

      


      
        Summary


  
    Callbacks
  


    
      
        decide(proposal, opts)

      


        Decides how a given AI proposal should be handled.
Returns :allow, :draft_only, :require_approval, or :deny.



    





      


      
        Callbacks


        


  
    
      
    
    
      decide(proposal, opts)



        
          
        

    

  


  

      

          @callback decide(proposal :: map(), opts :: map()) ::
  :allow | :draft_only | :require_approval | :deny


      


Decides how a given AI proposal should be handled.
Returns :allow, :draft_only, :require_approval, or :deny.

  


        

      


  

    
Cairnloop.Channels.WidgetChannel 
    




      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


    


    
      
        start_link(triplet)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(triplet)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Channels.WidgetSocket 
    






  

    
Cairnloop.Chat 
    




      
        Summary


  
    Functions
  


    
      
        get_conversation!(id)

      


    


    
      
        list_conversations()

      


    


    
      
        reply_to_conversation(conversation_id, content, role \\ :agent, opts \\ [])

      


    


    
      
        resolve_conversation(conversation_id, opts)

      


    


    
      
        submit_csat(conversation_id, rating)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_conversation!(id)



        
          
        

    

  


  


  



  
    
      
    
    
      list_conversations()



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      reply_to_conversation(conversation_id, content, role \\ :agent, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      resolve_conversation(conversation_id, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      submit_csat(conversation_id, rating)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Chimeway.SLABreachNotifier 
    






  

    
Cairnloop.ContextProvider behaviour
    



      
Behaviour for providing host application context to Cairnloop.
Cairnloop uses this behaviour to achieve a zero-API-sync design. Host applications
implement this behaviour to directly return a map containing their internal domain
data (like billing status, lifetime value, etc.) bound to a support ticket's actor.
The returned map should be a deeply nested map of simple Elixir terms (strings,
numbers, booleans, dates) that Cairnloop will recursively render as categorized
UI sections. This "Zero-Config UI" allows the host developer to instantly receive
a beautifully structured UI in the dashboard without writing any frontend code.
Examples of Returned Context
{:ok, %{
  "User Details" => %{name: "Alice", lifetime_value: "$450"},
  "Active Plan" => %{tier: "Pro", status: "past_due"}
}}
Callbacks return tagged tuples ({:ok, map()} | {:error, term()}) rather than
raising exceptions on failure. This ensures the Cairnloop UI can degrade gracefully
if the host application's database or external service is unavailable, rendering a
"Context Unavailable" state without crashing the support operator's dashboard.

      


      
        Summary


  
    Callbacks
  


    
      
        get_context(actor_id, opts)

      


        Retrieves context details for a given identity.



    





      


      
        Callbacks


        


  
    
      
    
    
      get_context(actor_id, opts)



        
          
        

    

  


  

      

          @callback get_context(actor_id :: String.t(), opts :: keyword()) ::
  {:ok, map()} | {:error, term()}


      


Retrieves context details for a given identity.
The actor_id is a raw string from the Cairnloop ticket. The host application is
responsible for mapping this string to their internal domain (e.g., resolving integer
IDs, UUIDs, or emails).

  


        

      


  

    
Cairnloop.Conversation 
    




      
        Summary


  
    Functions
  


    
      
        changeset(conversation, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(conversation, attrs)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Conversations.SLA 
    




      
        Summary


  
    Functions
  


    
      
        changeset(sla, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(sla, attrs)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.DefaultAutomationPolicy 
    



      
Default implementation of Cairnloop.AutomationPolicy.
Always returns :draft_only to ensure AI generated outputs are treated safely by default.

      




  

    
Cairnloop.DefaultContextProvider 
    



      
Default implementation of Cairnloop.ContextProvider.
Returns an empty context {:ok, %{}} for any input to ensure a safe default.

      




  

    
Cairnloop.DefaultSLAPolicyProvider 
    



      
Default, static implementation of Cairnloop.SLAPolicyProvider.
Provides reasonable defaults but cannot be modified. Host applications
should configure their own provider to allow operators to change policies.

      




  

    
Cairnloop.Embedder behaviour
    



      
Behaviour for generating vector embeddings from text chunks.

      


      
        Summary


  
    Callbacks
  


    
      
        generate_embeddings(chunks, opts)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      generate_embeddings(chunks, opts)



        
          
        

    

  


  

      

          @callback generate_embeddings(chunks :: [String.t()], opts :: keyword()) ::
  {:ok, [[float()]]} | {:error, term()}


      



  


        

      


  

    
Cairnloop.Embedder.ExternalApi 
    



      
Implementation of Embedder behaviour using an external API.
Uses OpenAI's text-embedding-ada-002 as default.

      




  

    
Cairnloop.Ingress.EmailParser 
    




      
        Summary


  
    Functions
  


    
      
        parse(email_body)

      


        Parses an email body to strictly isolate new reply text from quoted history.



    





      


      
        Functions


        


  
    
      
    
    
      parse(email_body)



        
          
        

    

  


  

Parses an email body to strictly isolate new reply text from quoted history.

  


        

      


  

    
Cairnloop.Ingress.EmailWebhookPlug 
    




      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
Cairnloop.Message 
    




      
        Summary


  
    Functions
  


    
      
        changeset(message, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(message, attrs)



        
          
        

    

  


  


  


        

      


  

    
Cairnloop.Notifier behaviour
    



      
Behaviour for notifying the host application of important Cairnloop events.

      


      
        Summary


  
    Callbacks
  


    
      
        on_conversation_resolved(conversation, metadata)

      


        Called when a conversation is resolved. 
Metadata may contain :sentiment, :intent, etc.



    


    
      
        on_sla_breach(conversation, sla, metadata)

      


        Called when a service level agreement (SLA) is breached.



    





      


      
        Callbacks


        


  
    
      
    
    
      on_conversation_resolved(conversation, metadata)



        
          
        

    

  


  

      

          @callback on_conversation_resolved(conversation :: struct(), metadata :: map()) ::
  :ok | any()


      


Called when a conversation is resolved. 
Metadata may contain :sentiment, :intent, etc.

  



  
    
      
    
    
      on_sla_breach(conversation, sla, metadata)



        
          
        

    

  


  

      

          @callback on_sla_breach(conversation :: struct(), sla :: struct(), metadata :: map()) ::
  :ok | {:error, term()} | any()


      


Called when a service level agreement (SLA) is breached.

  


        

      


  

    
Cairnloop.Notifier.Chimeway 
    






  

    
Cairnloop.Router 
    




      
        Summary


  
    Functions
  


    
      
        cairnloop_dashboard(path, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      cairnloop_dashboard(path, opts \\ [])


        (macro)


        
          
        

    

  


  


  


        

      


  

    
Cairnloop.SLAPolicyProvider behaviour
    



      
Behaviour for providing SLA policies.
Host applications can implement this behaviour to provide custom
SLA policy configurations dynamically, typically backed by a database.

      


      
        Summary


  
    Callbacks
  


    
      
        get_active_policies()

      


        Returns a list of active SLA policies.



    


    
      
        set_policy(priority, attrs)

      


        Sets or creates a new SLA policy for a specific priority.



    





      


      
        Callbacks


        


  
    
      
    
    
      get_active_policies()



        
          
        

    

  


  

      

          @callback get_active_policies() :: {:ok, [map()]} | {:error, term()}


      


Returns a list of active SLA policies.

  



  
    
      
    
    
      set_policy(priority, attrs)



        
          
        

    

  


  

      

          @callback set_policy(priority :: atom(), attrs :: map()) ::
  {:ok, map()} | {:error, term()}


      


Sets or creates a new SLA policy for a specific priority.

  


        

      


  

    
Cairnloop.Telemetry 
    



      
Centralizes telemetry event execution and documentation for Cairnloop.
Cairnloop emits telemetry events for all major operations. You can attach to these
events to capture metrics, logs, and traces.
Conversation Events
The following events are emitted using :telemetry.span/3:
	[:cairnloop, :conversation, :resolve, :start]

	[:cairnloop, :conversation, :resolve, :stop] - Metadata includes :business_duration_seconds

	[:cairnloop, :conversation, :resolve, :exception]

	[:cairnloop, :conversation, :reply, :start]

	[:cairnloop, :conversation, :reply, :stop]

	[:cairnloop, :conversation, :reply, :exception]


Feedback Events
	[:cairnloop, :feedback, :csat, :start]
	[:cairnloop, :feedback, :csat, :stop] - Metadata includes :rating
	[:cairnloop, :feedback, :csat, :exception]

Retrieval Events
	[:cairnloop, :retrieval, :search]
	[:cairnloop, :retrieval, :draft_grounding]

Retrieval metadata is bounded to low-cardinality fields such as :surface,
:source_mix, :result_bucket, :grounding_status, :diagnostic_class,
:reason, :canonical_hit_count, :assistive_hit_count, and :ranking_outcome.
Knowledge-Maintenance Events
	[:cairnloop, :knowledge_automation, :gap_candidate]
	[:cairnloop, :knowledge_automation, :suggestion_outcome]
	[:cairnloop, :knowledge_automation, :review_decision]
	[:cairnloop, :knowledge_automation, :publish_outcome]
	[:cairnloop, :knowledge_automation, :reindex_outcome]

Knowledge-maintenance metadata is bounded to coarse workflow fields such as
:surface, :entrypoint_type, :outcome, :reason, :publish_status,
:reindex_status, :canonical_evidence_count, and :assistive_evidence_count.

      


      
        Summary


  
    Functions
  


    
      
        execute(event_suffix, measurements, metadata)

      


        Executes a point-in-time telemetry event.



    


    
      
        span(event_suffix, metadata, fun)

      


        Executes a telemetry span around the given function.



    





      


      
        Functions


        


  
    
      
    
    
      execute(event_suffix, measurements, metadata)



        
          
        

    

  


  

Executes a point-in-time telemetry event.

  



  
    
      
    
    
      span(event_suffix, metadata, fun)



        
          
        

    

  


  

Executes a telemetry span around the given function.

  


        

      


  

    
Cairnloop.Workers.ApprovalExpiryWorker 
    



      
Oban worker that performs the scheduled :pending → :expired flip for governed tool approvals.
This is the scheduled-sweep half of the dual-mechanism TTL enforcement (D15-12):
	This worker (scheduled enqueue) — flips :pending approvals to :expired at expires_at.
	Lazy guard in ApprovalResumeWorker — catches any approval the sweep missed.

The scheduled enqueue of this worker (scheduled_at: approval.expires_at) lives in
plan 15-03's lane-opening path (Governance.approve/3). This worker only performs the flip.
Branch Logic
	nil approval (deleted) → :ok — idempotent no-op.
	:pending approval → status :expired + :expired ToolActionEvent co-committed.
	Any other status (:approved, :rejected, :expired, etc.) → :ok — idempotent no-op.

Idempotency
The no-op catch-all guarantees safety if the worker runs late or twice: a non-:pending
approval will not be re-expired (mirrors SlaCountdownWorker :active → :breached idiom).
Telemetry
:approval_transition event emitted AFTER the with pipeline succeeds (D-29).

      




  

    
Cairnloop.Workers.ApprovalResumeWorker 
    



      
Oban worker that re-validates a governed tool approval before it can proceed to execution.
This is the Phase 15 deliverable: the "stale-plan" re-validation gate (Terraform semantics).
An approval valid at decision time is re-checked against the CURRENT policy/scope at resume
time before transitioning to :execution_pending.
Branch Logic
The resume worker is enqueued by Governance.approve/3, which has already transitioned the
lane to :approved. It therefore acts on :approved approvals (the documented state axis:
:approved → resume → :execution_pending). A still-:pending lane (awaiting an operator
decision) is a no-op — re-validation must never bypass the approval gate.
	nil approval (deleted) → :ok — idempotent no-op.
	:approved + expires_at < now → :expired + :expired event (lazy guard, D15-12).
	:approved + re-validation pass → :execution_pending + :revalidation_passed event.
STOP — does NOT call run/3 (Phase 16 seam, D15-10).
	:approved + re-validation fail → :invalidated + :revalidation_failed event with
humanized reason (fail-closed, APRV-03).
	Any other status (:pending, :rejected, etc.) → :ok — idempotent no-op.

Idempotency
unique: [period: :infinity, keys: [:approval_id]] prevents double-enqueue (D15-09).
perform/1 re-checks status so a duplicate job is a true no-op.
Telemetry
:approval_transition event emitted AFTER the with pipeline succeeds (D-29).

      




  

    
Cairnloop.Workers.CheckSLA 
    




      
        Summary


  
    Functions
  


    
      
        perform(job)

      


        Callback implementation for Oban.Worker.perform/1.



    





      


      
        Functions


        


  
    
      
    
    
      perform(job)



        
          
        

    

  


  

Callback implementation for Oban.Worker.perform/1.

  


        

      


  

    
Cairnloop.Workers.IngestScrypath 
    






  

    
Cairnloop.Workers.NotifyResolvedWorker 
    




      
        Summary


  
    Functions
  


    
      
        perform(job)

      


        Callback implementation for Oban.Worker.perform/1.



    





      


      
        Functions


        


  
    
      
    
    
      perform(job)



        
          
        

    

  


  

Callback implementation for Oban.Worker.perform/1.

  


        

      


  

    
Cairnloop.Workers.ProcessMessage 
    






  

    
Cairnloop.Workers.SlaCountdownWorker 
    




      
        Summary


  
    Functions
  


    
      
        perform(job)

      


        Callback implementation for Oban.Worker.perform/1.



    





      


      
        Functions


        


  
    
      
    
    
      perform(job)



        
          
        

    

  


  

Callback implementation for Oban.Worker.perform/1.

  


        

      


  

    
Cairnloop.Workers.ToolExecutionWorker 
    



      
The ONLY place run/3 is ever called in Cairnloop.
Consumes a :execution_pending ToolApproval lane, re-validates the proposal
against current policy/scope, calls the tool's run/3 on success, and
co-commits the outcome (:executed + :succeeded result state + append-only event).
Fail-closed on re-validation: policy/scope change since the resume worker ran causes
:invalidated/:execution_failed with a humanized reason — nothing is written (T-16-02).
Idempotency layers (D16-05, T-16-01)
	Oban job uniqueness — unique: [period: :infinity, keys: [:approval_id]] prevents
double-enqueue (no two workers race for the same approval).
	Pre-execution terminal guard (LAYER-1) — any non-:execution_pending status is a
true no-op (replayed/duplicate job, wrong-lane approval, already executed).
	LAYER-2 terminal guard — if ToolProposal.result_state == :succeeded, the approval
has already been executed; another no-op (guards against TOCTOU between LAYER-1 check
and commit, e.g. very fast replay).
	Run-level idempotency key — passed into run/3 context as :run_idempotency_key;
the tool uses an indexed existence check to dedup its own host write (Stripe-style).

Retry semantics (D16-07)
	Transient {:error, reason} from run/3 with attempt < max_attempts → return
{:error, reason} so Oban's built-in backoff retries.
	Permanent failure (re-validation fail, or attempt >= max_attempts) → record terminal
:execution_failed and return {:cancel, reason} (Oban discards; never retries).

Telemetry (D16-10)
[:cairnloop, :governance, :action_executed] and [:cairnloop, :governance, :action_failed]
are emitted AFTER a successful with pipeline via Governance.Telemetry — never inside
the clause list and never instead of a ToolActionEvent (D-29).

      




  

    
mix cairnloop.add_csat_columns 
    






  

    
mix cairnloop.add_draft_table 
    






  

    
mix cairnloop.add_resolved_at_column 
    






  

    
mix cairnloop.add_sla_table 
    






  

    
mix cairnloop.gen.notifier 
    



      
Scaffolds a Cairnloop.Notifier implementation in your host application
and injects the configuration into config/config.exs.
Examples
mix cairnloop.gen.notifier

      




  

    
mix cairnloop.install 
    






  

    
mix cairnloop.install.parapet 
    






  

    
mix cairnloop.install.sla_policies 
    






  

    
mix cairnloop.install.slos 
    






  

    
mix cairnloop.retrieval.rebuild 
    



      
Rebuild retrieval corpus state through Cairnloop.Retrieval.
Examples:
mix cairnloop.retrieval.rebuild --corpus knowledge_base --revision-id 42
mix cairnloop.retrieval.rebuild --corpus resolved_cases --conversation-id 7

      




  

    
mix cairnloop.retrieval.replay_failed 
    



      
Replay failed retrieval jobs through Cairnloop.Retrieval.
Examples:
mix cairnloop.retrieval.replay_failed --queue default
mix cairnloop.retrieval.replay_failed --queue default --worker Cairnloop.KnowledgeBase.Workers.ChunkRevision
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