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Supports all CVSS versions:
	CVSS 1.0 — Specification
	CVSS 2.0 — Specification
	CVSS 3.0 — Specification
	CVSS 3.1 — Specification
	CVSS 4.0 — Specification

Setup
Minimum supported Erlang/OTP version is OTP 26.
Erlang
Add cvss to your dependencies in rebar.config:
{deps, [cvss]}.
Elixir
Add cvss to your dependencies in mix.exs:
{:cvss, "~> 0.1"}
Usage
Version-Agnostic API
Use the cvss module when the version is not known ahead of time:
Erlang
%% Parse a vector of any version
{ok, Cvss} = cvss:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).

%% Calculate the overall score
9.8 = cvss:score(Cvss).

%% Get the severity rating (v3.0+)
critical = cvss:rating(Cvss).

%% Compose back to a vector string
<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">> = iolist_to_binary(cvss:compose(Cvss)).

%% Check if a vector is valid
true = cvss:valid(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
Elixir
# Parse a vector of any version
{:ok, cvss} = :cvss.parse("CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H")

# Calculate the overall score
9.8 = :cvss.score(cvss)

# Get the severity rating (v3.0+)
:critical = :cvss.rating(cvss)

# Compose back to a vector string
"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H" =
  :cvss.compose(cvss) |> IO.iodata_to_binary()

# Check if a vector is valid
true = :cvss.valid("CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H")
Version-Specific Modules
For direct access to version-specific features and detailed score types, use
:cvss_v1, :cvss_v2, :cvss_v3, or :cvss_v4 directly.
CVSS 1.0 / 2.0 / 3.x
These versions share the same score types: Base, Temporal, and
Environmental. Each score builds on the previous one.
Erlang
{ok, Cvss} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:F/RL:W/RC:R">>).

9.8 = cvss_v3:base_score(Cvss).
9.1 = cvss_v3:temporal_score(Cvss).
9.1 = cvss_v3:environmental_score(Cvss).
9.1 = cvss_v3:score(Cvss).  %% Returns the most specific score available
Elixir
{:ok, cvss} = :cvss_v3.parse("CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:F/RL:W/RC:R")

9.8 = :cvss_v3.base_score(cvss)
9.1 = :cvss_v3.temporal_score(cvss)
9.1 = :cvss_v3.environmental_score(cvss)
9.1 = :cvss_v3.score(cvss)  # Returns the most specific score available
CVSS 4.0
CVSS 4.0 uses a unified scoring formula. The score functions control which
metric groups are considered, matching the
CVSS 4.0 nomenclature:
	Function	Nomenclature	Metrics Used
	base_score/1	CVSS-B	Base only
	threat_score/1	CVSS-BT	Base + Threat
	environmental_score/1	CVSS-BE	Base + Environmental
	score/1	CVSS-BTE	Base + Threat + Environmental

Erlang
{ok, Cvss} = cvss_v4:parse(
    <<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:P">>
).

cvss_v4:base_score(Cvss).          %% CVSS-B: ignores threat & environmental
cvss_v4:threat_score(Cvss).        %% CVSS-BT: ignores environmental
cvss_v4:environmental_score(Cvss). %% CVSS-BE: ignores threat
cvss_v4:score(Cvss).               %% CVSS-BTE: uses all present metrics
Elixir
{:ok, cvss} = :cvss_v4.parse(
  "CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:P"
)

:cvss_v4.base_score(cvss)          # CVSS-B: ignores threat & environmental
:cvss_v4.threat_score(cvss)        # CVSS-BT: ignores environmental
:cvss_v4.environmental_score(cvss) # CVSS-BE: ignores threat
:cvss_v4.score(cvss)               # CVSS-BTE: uses all present metrics
Working with Records in Elixir
The parsed CVSS values are Erlang records. To pattern match or construct them
in Elixir, use Record.defrecord/2:
import Record

defrecord :cvss_v3, Record.extract(:cvss_v3, from_lib: "cvss/include/cvss_v3.hrl")
defrecord :cvss_v4, Record.extract(:cvss_v4, from_lib: "cvss/include/cvss_v4.hrl")

# Pattern match on parsed results
{:ok, cvss} = :cvss_v3.parse("CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H")
cvss_v3(av: :network, c: confidentiality) = cvss
Severity Ratings
Qualitative severity ratings are defined by the CVSS v3.0, v3.1, and v4.0
specifications. The cvss:rating/1 function applies these thresholds:
	Rating	Score Range
	none	0.0
	low	0.1 – 3.9
	medium	4.0 – 6.9
	high	7.0 – 8.9
	critical	9.0 – 10.0

CVSS v1.0 and v2.0 do not define severity ratings in their specifications.
The same thresholds are applied as a convenience but are not spec-mandated for
those versions.


  

    
cvss 
    



      
Version-agnostic API for CVSS (Common Vulnerability Scoring System).
This module handles all CVSS versions (1.0, 2.0, 3.0, 3.1, and 4.0)
and automatically detects the version when parsing. Use this module when
the CVSS version is not known ahead of time, for example when parsing
vectors from external sources.
If you already know which version you are working with, use the
version-specific module directly instead: cvss_v1, cvss_v2,
cvss_v3, or cvss_v4.
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          -type parse_error() ::
          {invalid_prefix, Prefix :: binary()} |
          {invalid_metric, Metric :: binary(), Value :: binary()} |
          {missing_required_metric, Metric :: atom()} |
          {duplicate_metric, Metric :: binary()} |
          malformed_vector.
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A CVSS score value, ranging from 0.0 (no impact) to 10.0 (critical).
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          -type severity() :: none | low | medium | high | critical.
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          -type validation_error() ::
          {invalid_metric_value, Metric :: atom(), Value :: term()} |
          {missing_required_metric, Metric :: atom()}.
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          -spec compose(cvss()) -> iolist().


      


Compose a CVSS record into a vector string.
> {ok, Cvss} = cvss:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
> iolist_to_binary(cvss:compose(Cvss)).
<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>
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          -spec parse(iodata()) -> {ok, cvss()} | {error, parse_error()}.


      


Parse a CVSS vector string into a record.
Automatically detects the CVSS version from the vector format:
	CVSS 4.0: Starts with CVSS:4.0/
	CVSS 3.1: Starts with CVSS:3.1/
	CVSS 3.0: Starts with CVSS:3.0/
	CVSS 2.0: Starts with AV: and uses N/A/L for Access Vector
	CVSS 1.0: Starts with AV: and uses R/L for Access Vector

> cvss:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>).
{ok, #cvss_v4{av = network, ac = low, at = none, pr = none, ui = none,
              vc = high, vi = high, va = high, sc = high, si = high, sa = high}}

> cvss:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
{ok, #cvss_v3{version = '3.1', av = network, ac = low, pr = none,
              ui = none, s = unchanged, c = high, i = high, a = high}}

> cvss:parse(<<"AV:N/AC:L/Au:N/C:P/I:P/A:C">>).
{ok, #cvss_v2{av = network, ac = low, au = none, c = partial, i = partial, a = complete}}

> cvss:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>).
{ok, #cvss_v1{av = remote, ac = low, au = not_required,
              c = complete, i = complete, a = complete}}

> cvss:parse(<<"CVSS:5.0/AV:N">>).
{error, {invalid_prefix, <<"CVSS:5.0/AV:N">>}}

> cvss:parse(<<"INVALID">>).
{error, malformed_vector}
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          -spec rating(iodata() | cvss()) -> severity().


      


Get the severity rating for a CVSS score or vector.
Thresholds are the same for all CVSS versions:
	None: 0.0
	Low: 0.1 - 3.9
	Medium: 4.0 - 6.9
	High: 7.0 - 8.9
	Critical: 9.0 - 10.0

> cvss:rating(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
critical

> cvss:rating(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N">>).
none
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          -spec score(iodata() | cvss()) -> score().


      


Calculate the CVSS score.
Accepts either a vector string or a parsed record.
Returns the appropriate score based on which metrics are present:
	Environmental score (if environmental metrics present)
	Temporal score (if temporal metrics present)
	Base score (otherwise)

> cvss:score(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
9.8

> cvss:score(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N">>).
0.0

> cvss:score(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H">>).
10.0
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          -spec valid(iodata() | cvss()) -> boolean().


      


Check whether a CVSS value is valid.
Accepts either a vector string or a parsed record.
Returns true if valid, false otherwise.
> cvss:valid(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
true

> cvss:valid(<<"INVALID">>).
false

> cvss:valid(#cvss_v3{version = '3.1', av = network, ac = low, pr = none,
                        ui = none, s = unchanged, c = high, i = high, a = high}).
true

  


        

      


  

    
cvss_v1 
    



      
CVSS 1.0 parsing, composition, validation, and scoring.
Use this module when working with CVSS 1.0 vectors directly. If the
version is not known ahead of time, use cvss instead.
Vector format: AV:R/AC:L/Au:NR/C:C/I:C/A:C
See: https://www.first.org/cvss/v1/guide
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        temporal_score/1

      


        Calculate the CVSS 1.0 Temporal Score. Returns the Base Score if no temporal metrics are present.



    


    
      
        valid/1

      


        Check whether a CVSS 1.0 value is valid.



    





      


      
        Types


        


  
    
      
    
    
      ac()



        
          
        

    

  


  

      

          -type ac() :: high | low.


      



  



  
    
      
    
    
      au()



        
          
        

    

  


  

      

          -type au() :: required | not_required.


      



  



  
    
      
    
    
      av()



        
          
        

    

  


  

      

          -type av() :: local | remote.
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          -type cdp() :: none | low | medium | high.
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          -type cvss() ::
          #cvss_v1{av :: cvss_v1:av(),
                   ac :: cvss_v1:ac(),
                   au :: cvss_v1:au(),
                   c :: cvss_v1:impact(),
                   i :: cvss_v1:impact(),
                   a :: cvss_v1:impact(),
                   ib :: cvss_v1:impact_bias(),
                   e :: cvss_v1:exploitability() | undefined,
                   rl :: cvss_v1:remediation_level() | undefined,
                   rc :: cvss_v1:report_confidence() | undefined,
                   cdp :: cvss_v1:cdp() | undefined,
                   td :: cvss_v1:td() | undefined}.
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          -type exploitability() :: unproven | proof_of_concept | functional | high.
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          -type impact() :: none | partial | complete.
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          -type impact_bias() :: normal | confidentiality | integrity | availability.
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          -type remediation_level() :: official_fix | temporary_fix | workaround | unavailable.
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          -type report_confidence() :: unconfirmed | uncorroborated | confirmed.
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          -type td() :: none | low | medium | high.
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          -spec base_score(cvss_v1:cvss()) -> cvss:score().


      


Calculate the CVSS 1.0 Base Score.
> {ok, Cvss} = cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>).
> cvss_v1:base_score(Cvss).
10.0
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          -spec compose(cvss_v1:cvss()) -> iolist().


      


Compose a CVSS 1.0 record into a vector string.
> iolist_to_binary(cvss_v1:compose(#cvss_v1{av = remote, ac = low, au = not_required,
                                           c = complete, i = complete, a = complete,
                                           ib = normal})).
<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>

> iolist_to_binary(cvss_v1:compose(#cvss_v1{av = remote, ac = low, au = not_required,
                                           c = complete, i = complete, a = complete,
                                           ib = normal,
                                           e = high, rl = unavailable, rc = confirmed})).
<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C/E:H/RL:U/RC:C">>
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          -spec environmental_score(cvss_v1:cvss()) -> cvss:score().


      


Calculate the CVSS 1.0 Environmental Score. Returns the Temporal Score if no environmental metrics are present.
> {ok, Cvss} = cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C/CDP:L/TD:L">>).
> cvss_v1:environmental_score(Cvss).
2.5
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          -spec parse(binary()) -> {ok, cvss_v1:cvss()} | {error, cvss:parse_error()}.


      


Parse a CVSS 1.0 vector string.
Format: AV:R/AC:L/Au:NR/C:C/I:C/A:C
> cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>).
{ok, #cvss_v1{av = remote, ac = low, au = not_required,
              c = complete, i = complete, a = complete}}

> cvss_v1:parse(<<"AV:L/AC:H/Au:R/C:P/I:P/A:N">>).
{ok, #cvss_v1{av = local, ac = high, au = required,
              c = partial, i = partial, a = none}}

> cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C/E:H/RL:U/RC:C">>).
{ok, #cvss_v1{av = remote, ac = low, au = not_required,
              c = complete, i = complete, a = complete,
              e = high, rl = unavailable, rc = confirmed}}

> cvss_v1:parse(<<"AV:X/AC:L/Au:NR/C:C/I:C/A:C">>).
{error, {invalid_metric, <<"AV">>, <<"X">>}}

> cvss_v1:parse(<<"AC:L/Au:NR/C:C/I:C/A:C">>).
{error, {missing_required_metric, av}}
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          -spec score(cvss_v1:cvss()) -> cvss:score().


      


Calculate the CVSS 1.0 score.
Returns the most relevant score: Environmental > Temporal > Base.
> {ok, Cvss} = cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>).
> cvss_v1:score(Cvss).
10.0

> {ok, Cvss2} = cvss_v1:parse(<<"AV:L/AC:H/Au:NR/C:C/I:C/A:C">>).
> cvss_v1:score(Cvss2).
5.6

> {ok, Cvss3} = cvss_v1:parse(<<"AV:L/AC:H/Au:R/C:N/I:N/A:N">>).
> cvss_v1:score(Cvss3).
0.0
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          -spec temporal_score(cvss_v1:cvss()) -> cvss:score().


      


Calculate the CVSS 1.0 Temporal Score. Returns the Base Score if no temporal metrics are present.
> {ok, Cvss} = cvss_v1:parse(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C/E:U/RL:OF/RC:UC">>).
> cvss_v1:temporal_score(Cvss).
6.7
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          -spec valid(iodata() | cvss_v1:cvss()) -> boolean().


      


Check whether a CVSS 1.0 value is valid.
Accepts either a vector string or a parsed record.
> cvss_v1:valid(<<"AV:R/AC:L/Au:NR/C:C/I:C/A:C">>).
true

> cvss_v1:valid(#cvss_v1{av = remote, ac = low, au = not_required,
                         c = complete, i = complete, a = complete,
                         ib = normal}).
true

> cvss_v1:valid(<<"AV:X/AC:L/Au:NR/C:C/I:C/A:C">>).
false
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CVSS 2.0 parsing, composition, validation, and scoring.
Use this module when working with CVSS 2.0 vectors directly. If the
version is not known ahead of time, use cvss instead.
Vector format: AV:N/AC:L/Au:N/C:P/I:P/A:C
See: https://www.first.org/cvss/v2/guide
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        Calculate the CVSS 2.0 Environmental Score. Returns the Temporal Score if no environmental metrics are present.



    


    
      
        parse(Vector)

      


        Parse a CVSS 2.0 vector string.
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Returns the most relevant score: Environmental > Temporal > Base.
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        valid/1

      


        Check whether a CVSS 2.0 value is valid.



    





      


      
        Types


        


  
    
      
    
    
      ac()



        
          
        

    

  


  

      

          -type ac() :: high | medium | low.


      



  



  
    
      
    
    
      au()



        
          
        

    

  


  

      

          -type au() :: multiple | single | none.


      



  



  
    
      
    
    
      av()



        
          
        

    

  


  

      

          -type av() :: local | adjacent_network | network.


      



  



  
    
      
    
    
      cdp()



        
          
        

    

  


  

      

          -type cdp() :: none | low | low_medium | medium_high | high | not_defined.


      



  



  
    
      
    
    
      cvss()



        
          
        

    

  


  

      

          -type cvss() ::
          #cvss_v2{av :: cvss_v2:av(),
                   ac :: cvss_v2:ac(),
                   au :: cvss_v2:au(),
                   c :: cvss_v2:impact(),
                   i :: cvss_v2:impact(),
                   a :: cvss_v2:impact(),
                   e :: cvss_v2:exploitability() | undefined,
                   rl :: cvss_v2:remediation_level() | undefined,
                   rc :: cvss_v2:report_confidence() | undefined,
                   cdp :: cvss_v2:cdp() | undefined,
                   td :: cvss_v2:td() | undefined,
                   cr :: cvss_v2:requirement() | undefined,
                   ir :: cvss_v2:requirement() | undefined,
                   ar :: cvss_v2:requirement() | undefined}.


      



  



  
    
      
    
    
      exploitability()



        
          
        

    

  


  

      

          -type exploitability() :: unproven | proof_of_concept | functional | high | not_defined.


      



  



  
    
      
    
    
      impact()



        
          
        

    

  


  

      

          -type impact() :: none | partial | complete.


      



  



  
    
      
    
    
      remediation_level()



        
          
        

    

  


  

      

          -type remediation_level() :: official_fix | temporary_fix | workaround | unavailable | not_defined.


      



  



  
    
      
    
    
      report_confidence()



        
          
        

    

  


  

      

          -type report_confidence() :: unconfirmed | uncorroborated | confirmed | not_defined.


      



  



  
    
      
    
    
      requirement()



        
          
        

    

  


  

      

          -type requirement() :: low | medium | high | not_defined.


      



  



  
    
      
    
    
      td()



        
          
        

    

  


  

      

          -type td() :: none | low | medium | high | not_defined.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      base_score/1



        
          
        

    

  


  

      

          -spec base_score(cvss_v2:cvss()) -> cvss:score().


      


Calculate the CVSS 2.0 Base Score.
> {ok, Cvss} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C">>).
> cvss_v2:base_score(Cvss).
10.0

  



  
    
      
    
    
      compose/1



        
          
        

    

  


  

      

          -spec compose(cvss_v2:cvss()) -> iolist().


      


Compose a CVSS 2.0 record into a vector string.
> iolist_to_binary(cvss_v2:compose(#cvss_v2{av = network, ac = low, au = none,
                                           c = complete, i = complete, a = complete})).
<<"AV:N/AC:L/Au:N/C:C/I:C/A:C">>

  



  
    
      
    
    
      environmental_score/1



        
          
        

    

  


  

      

          -spec environmental_score(cvss_v2:cvss()) -> cvss:score().


      


Calculate the CVSS 2.0 Environmental Score. Returns the Temporal Score if no environmental metrics are present.
> {ok, Cvss} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C/CDP:H/TD:H/CR:H/IR:H/AR:H">>).
> cvss_v2:environmental_score(Cvss).
10.0

  



  
    
      
    
    
      parse(Vector)



        
          
        

    

  


  

      

          -spec parse(binary()) -> {ok, cvss_v2:cvss()} | {error, cvss:parse_error()}.


      


Parse a CVSS 2.0 vector string.
Format: AV:N/AC:L/Au:N/C:P/I:P/A:C (parentheses optional)
> cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C">>).
{ok, #cvss_v2{av = network, ac = low, au = none,
              c = complete, i = complete, a = complete}}

> cvss_v2:parse(<<"(AV:N/AC:L/Au:N/C:P/I:P/A:C)">>).
{ok, #cvss_v2{av = network, ac = low, au = none,
              c = partial, i = partial, a = complete}}

> cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C/E:F/RL:W/RC:C">>).
{ok, #cvss_v2{av = network, ac = low, au = none,
              c = complete, i = complete, a = complete,
              e = functional, rl = workaround, rc = confirmed}}

> cvss_v2:parse(<<"AV:X/AC:L/Au:N/C:C/I:C/A:C">>).
{error, {invalid_metric, <<"AV">>, <<"X">>}}

  



  
    
      
    
    
      score/1



        
          
        

    

  


  

      

          -spec score(cvss_v2:cvss()) -> cvss:score().


      


Calculate the CVSS 2.0 score.
Returns the most relevant score: Environmental > Temporal > Base.
> {ok, Cvss} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C">>).
> cvss_v2:score(Cvss).
10.0

> {ok, Cvss2} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:N/I:N/A:N">>).
> cvss_v2:score(Cvss2).
0.0

> {ok, Cvss3} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:N/I:N/A:C">>).
> cvss_v2:score(Cvss3).
7.8

  



  
    
      
    
    
      temporal_score/1



        
          
        

    

  


  

      

          -spec temporal_score(cvss_v2:cvss()) -> cvss:score().


      


Calculate the CVSS 2.0 Temporal Score. Returns the Base Score if no temporal metrics are present.
> {ok, Cvss} = cvss_v2:parse(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C/E:U/RL:OF/RC:UC">>).
> cvss_v2:temporal_score(Cvss).
6.7

  



  
    
      
    
    
      valid/1



        
          
        

    

  


  

      

          -spec valid(iodata() | cvss_v2:cvss()) -> boolean().


      


Check whether a CVSS 2.0 value is valid.
Accepts either a vector string or a parsed record.
> cvss_v2:valid(<<"AV:N/AC:L/Au:N/C:C/I:C/A:C">>).
true

> cvss_v2:valid(#cvss_v2{av = network, ac = low, au = none,
                         c = complete, i = complete, a = complete}).
true

> cvss_v2:valid(<<"AV:X/AC:L/Au:N/C:C/I:C/A:C">>).
false

  


        

      


  

    
cvss_v3 
    



      
CVSS 3.0/3.1 parsing, composition, validation, and scoring.
Use this module when working with CVSS 3.x vectors directly. If the
version is not known ahead of time, use cvss instead.
Vector format: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
See: https://www.first.org/cvss/v3.1/specification-document

      


      
        Summary
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        pr()

      


    


    
      
        remediation_level()

      


    


    
      
        report_confidence()

      


    


    
      
        requirement()

      


    


    
      
        scope()

      


    


    
      
        ui()

      


    


    
      
        version()

      


    





  
    Functions
  


    
      
        base_score/1

      


        Calculate the CVSS 3.x Base Score.



    


    
      
        compose/1

      


        Compose a CVSS 3.x record into a vector string.



    


    
      
        environmental_score/1

      


        Calculate the CVSS 3.x Environmental Score. Returns the Temporal Score if no environmental metrics are present.



    


    
      
        parse/1

      


        Parse a CVSS 3.0/3.1 vector string.
Format: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H



    


    
      
        score/1

      


        Calculate the CVSS 3.x score.
Returns the most relevant score: Environmental > Temporal > Base.



    


    
      
        temporal_score/1

      


        Calculate the CVSS 3.x Temporal Score. Returns the Base Score if no temporal metrics are present.



    


    
      
        valid/1

      


        Check whether a CVSS 3.x value is valid.



    





      


      
        Types


        


  
    
      
    
    
      ac()



        
          
        

    

  


  

      

          -type ac() :: low | high.


      



  



  
    
      
    
    
      av()



        
          
        

    

  


  

      

          -type av() :: network | adjacent | local | physical.


      



  



  
    
      
    
    
      cia()



        
          
        

    

  


  

      

          -type cia() :: none | low | high.


      



  



  
    
      
    
    
      cvss()



        
          
        

    

  


  

      

          -type cvss() ::
          #cvss_v3{version :: cvss_v3:version(),
                   av :: cvss_v3:av(),
                   ac :: cvss_v3:ac(),
                   pr :: cvss_v3:pr(),
                   ui :: cvss_v3:ui(),
                   s :: cvss_v3:scope(),
                   c :: cvss_v3:cia(),
                   i :: cvss_v3:cia(),
                   a :: cvss_v3:cia(),
                   e :: cvss_v3:exploit_maturity() | undefined,
                   rl :: cvss_v3:remediation_level() | undefined,
                   rc :: cvss_v3:report_confidence() | undefined,
                   cr :: cvss_v3:requirement() | undefined,
                   ir :: cvss_v3:requirement() | undefined,
                   ar :: cvss_v3:requirement() | undefined,
                   mav :: cvss_v3:av() | not_defined | undefined,
                   mac :: cvss_v3:ac() | not_defined | undefined,
                   mpr :: cvss_v3:pr() | not_defined | undefined,
                   mui :: cvss_v3:ui() | not_defined | undefined,
                   ms :: cvss_v3:scope() | not_defined | undefined,
                   mc :: cvss_v3:cia() | not_defined | undefined,
                   mi :: cvss_v3:cia() | not_defined | undefined,
                   ma :: cvss_v3:cia() | not_defined | undefined}.


      



  



  
    
      
    
    
      exploit_maturity()



        
          
        

    

  


  

      

          -type exploit_maturity() :: unproven | poc | functional | high | not_defined.


      



  



  
    
      
    
    
      pr()



        
          
        

    

  


  

      

          -type pr() :: none | low | high.


      



  



  
    
      
    
    
      remediation_level()



        
          
        

    

  


  

      

          -type remediation_level() :: official_fix | temporary_fix | workaround | unavailable | not_defined.


      



  



  
    
      
    
    
      report_confidence()



        
          
        

    

  


  

      

          -type report_confidence() :: unknown | reasonable | confirmed | not_defined.


      



  



  
    
      
    
    
      requirement()



        
          
        

    

  


  

      

          -type requirement() :: low | medium | high | not_defined.


      



  



  
    
      
    
    
      scope()



        
          
        

    

  


  

      

          -type scope() :: unchanged | changed.


      



  



  
    
      
    
    
      ui()



        
          
        

    

  


  

      

          -type ui() :: none | required.


      



  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          -type version() :: '3.0' | '3.1'.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      base_score/1



        
          
        

    

  


  

      

          -spec base_score(cvss_v3:cvss()) -> cvss:score().


      


Calculate the CVSS 3.x Base Score.
> {ok, Cvss} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
> cvss_v3:base_score(Cvss).
9.8

  



  
    
      
    
    
      compose/1



        
          
        

    

  


  

      

          -spec compose(cvss_v3:cvss()) -> iolist().


      


Compose a CVSS 3.x record into a vector string.
> iolist_to_binary(cvss_v3:compose(#cvss_v3{version = '3.1', av = network, ac = low,
                                           pr = none, ui = none, s = unchanged,
                                           c = high, i = high, a = high})).
<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>

  



  
    
      
    
    
      environmental_score/1



        
          
        

    

  


  

      

          -spec environmental_score(cvss_v3:cvss()) -> cvss:score().


      


Calculate the CVSS 3.x Environmental Score. Returns the Temporal Score if no environmental metrics are present.
> {ok, Cvss} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/MC:N/MI:N/MA:N">>).
> cvss_v3:environmental_score(Cvss).
0.0

  



  
    
      
    
    
      parse/1



        
          
        

    

  


  

      

          -spec parse(binary()) -> {ok, cvss_v3:cvss()} | {error, cvss:parse_error()}.


      


Parse a CVSS 3.0/3.1 vector string.
Format: CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H
> cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
{ok, #cvss_v3{version = '3.1', av = network, ac = low, pr = none,
              ui = none, s = unchanged, c = high, i = high, a = high}}

> cvss_v3:parse(<<"CVSS:3.0/AV:A/AC:H/PR:L/UI:R/S:C/C:L/I:L/A:L">>).
{ok, #cvss_v3{version = '3.0', av = adjacent, ac = high, pr = low,
              ui = required, s = changed, c = low, i = low, a = low}}

> cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:F/RL:W/RC:R">>).
{ok, #cvss_v3{version = '3.1', av = network, ac = low, pr = none,
              ui = none, s = unchanged, c = high, i = high, a = high,
              e = functional, rl = workaround, rc = reasonable}}

> cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L">>).
{error, {missing_required_metric, pr}}

> cvss_v3:parse(<<"not a vector">>).
{error, malformed_vector}

  



  
    
      
    
    
      score/1



        
          
        

    

  


  

      

          -spec score(cvss_v3:cvss()) -> cvss:score().


      


Calculate the CVSS 3.x score.
Returns the most relevant score: Environmental > Temporal > Base.
> {ok, Cvss} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
> cvss_v3:score(Cvss).
9.8

> {ok, Cvss2} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H">>).
> cvss_v3:score(Cvss2).
10.0

> {ok, Cvss3} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:N">>).
> cvss_v3:score(Cvss3).
0.0

  



  
    
      
    
    
      temporal_score/1



        
          
        

    

  


  

      

          -spec temporal_score(cvss_v3:cvss()) -> cvss:score().


      


Calculate the CVSS 3.x Temporal Score. Returns the Base Score if no temporal metrics are present.
> {ok, Cvss} = cvss_v3:parse(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC:U">>).
> cvss_v3:temporal_score(Cvss).
8.1

  



  
    
      
    
    
      valid/1



        
          
        

    

  


  

      

          -spec valid(iodata() | cvss_v3:cvss()) -> boolean().


      


Check whether a CVSS 3.x value is valid.
Accepts either a vector string or a parsed record.
> cvss_v3:valid(<<"CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
true

> cvss_v3:valid(#cvss_v3{version = '3.1', av = network, ac = low,
                         pr = none, ui = none, s = unchanged,
                         c = high, i = high, a = high}).
true

> cvss_v3:valid(<<"CVSS:3.1/AV:X/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H">>).
false

  


        

      


  

    
cvss_v4 
    



      
CVSS 4.0 parsing, composition, validation, and scoring.
Use this module when working with CVSS 4.0 vectors directly. If the
version is not known ahead of time, use cvss instead.
Vector format: CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H
See: https://www.first.org/cvss/v4.0/specification-document

      


      
        Summary


  
    Types
  


    
      
        ac()

      


    


    
      
        at()

      


    


    
      
        automatable()

      


    


    
      
        av()
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        recovery()

      


    


    
      
        requirement()
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        safety()

      


    


    
      
        si_sa()

      


    


    
      
        ui()

      


    


    
      
        urgency()

      


    


    
      
        value_density()

      


    





  
    Functions
  


    
      
        base_score/1

      


        Calculate the CVSS 4.0 Base Score (CVSS-B).
Only considers base metrics; threat and environmental metrics are ignored.



    


    
      
        compose/1

      


        Compose a CVSS 4.0 record into a vector string.



    


    
      
        environmental_score/1

      


        Calculate the CVSS 4.0 Environmental Score (CVSS-BE).
Considers base and environmental metrics; threat metrics are ignored.



    


    
      
        parse(Vector)

      


        Parse a CVSS 4.0 vector string.



    


    
      
        score/1

      


        Calculate the CVSS 4.0 score (CVSS-BTE).
Uses all present metrics (Base + Threat + Environmental).
Metrics not explicitly set default per the CVSS 4.0 specification.



    


    
      
        threat_score/1

      


        Calculate the CVSS 4.0 Threat Score (CVSS-BT).
Considers base and threat metrics; environmental metrics are ignored.



    


    
      
        valid/1

      


        Check whether a CVSS 4.0 value is valid.



    





      


      
        Types


        


  
    
      
    
    
      ac()



        
          
        

    

  


  

      

          -type ac() :: low | high.


      



  



  
    
      
    
    
      at()



        
          
        

    

  


  

      

          -type at() :: none | present.


      



  



  
    
      
    
    
      automatable()



        
          
        

    

  


  

      

          -type automatable() :: no | yes.


      



  



  
    
      
    
    
      av()



        
          
        

    

  


  

      

          -type av() :: network | adjacent | local | physical.


      



  



  
    
      
    
    
      cia()



        
          
        

    

  


  

      

          -type cia() :: none | low | high.


      



  



  
    
      
    
    
      cvss()



        
          
        

    

  


  

      

          -type cvss() ::
          #cvss_v4{av :: cvss_v4:av(),
                   ac :: cvss_v4:ac(),
                   at :: cvss_v4:at(),
                   pr :: cvss_v4:pr(),
                   ui :: cvss_v4:ui(),
                   vc :: cvss_v4:cia(),
                   vi :: cvss_v4:cia(),
                   va :: cvss_v4:cia(),
                   sc :: cvss_v4:cia(),
                   si :: cvss_v4:si_sa(),
                   sa :: cvss_v4:si_sa(),
                   e :: cvss_v4:exploit_maturity() | undefined,
                   cr :: cvss_v4:requirement() | undefined,
                   ir :: cvss_v4:requirement() | undefined,
                   ar :: cvss_v4:requirement() | undefined,
                   mav :: cvss_v4:av() | undefined,
                   mac :: cvss_v4:ac() | undefined,
                   mat :: cvss_v4:at() | undefined,
                   mpr :: cvss_v4:pr() | undefined,
                   mui :: cvss_v4:ui() | undefined,
                   mvc :: cvss_v4:cia() | undefined,
                   mvi :: cvss_v4:cia() | undefined,
                   mva :: cvss_v4:cia() | undefined,
                   msc :: cvss_v4:cia() | undefined,
                   msi :: cvss_v4:si_sa() | undefined,
                   msa :: cvss_v4:si_sa() | undefined,
                   safety :: cvss_v4:safety() | undefined,
                   automatable :: cvss_v4:automatable() | undefined,
                   recovery :: cvss_v4:recovery() | undefined,
                   value_density :: cvss_v4:value_density() | undefined,
                   response_effort :: cvss_v4:response_effort() | undefined,
                   urgency :: cvss_v4:urgency() | undefined}.


      



  



  
    
      
    
    
      exploit_maturity()



        
          
        

    

  


  

      

          -type exploit_maturity() :: attacked | poc | unreported | not_defined.


      



  



  
    
      
    
    
      pr()



        
          
        

    

  


  

      

          -type pr() :: none | low | high.


      



  



  
    
      
    
    
      recovery()



        
          
        

    

  


  

      

          -type recovery() :: automatic | user | irrecoverable.


      



  



  
    
      
    
    
      requirement()



        
          
        

    

  


  

      

          -type requirement() :: low | medium | high | not_defined.


      



  



  
    
      
    
    
      response_effort()



        
          
        

    

  


  

      

          -type response_effort() :: low | moderate | high.


      



  



  
    
      
    
    
      safety()



        
          
        

    

  


  

      

          -type safety() :: negligible | present.


      



  



  
    
      
    
    
      si_sa()



        
          
        

    

  


  

      

          -type si_sa() :: none | low | high | safety.


      



  



  
    
      
    
    
      ui()



        
          
        

    

  


  

      

          -type ui() :: none | passive | active.


      



  



  
    
      
    
    
      urgency()



        
          
        

    

  


  

      

          -type urgency() :: clear | green | amber | red.


      



  



  
    
      
    
    
      value_density()



        
          
        

    

  


  

      

          -type value_density() :: diffuse | concentrated.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      base_score/1



        
          
        

    

  


  

      

          -spec base_score(cvss_v4:cvss()) -> cvss:score().


      


Calculate the CVSS 4.0 Base Score (CVSS-B).
Only considers base metrics; threat and environmental metrics are ignored.
> {ok, Cvss} = cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>).
> cvss_v4:base_score(Cvss).
10.0

  



  
    
      
    
    
      compose/1



        
          
        

    

  


  

      

          -spec compose(cvss_v4:cvss()) -> iolist().


      


Compose a CVSS 4.0 record into a vector string.
> iolist_to_binary(cvss_v4:compose(#cvss_v4{av = network, ac = low, at = none,
                                           pr = none, ui = none,
                                           vc = high, vi = high, va = high,
                                           sc = high, si = high, sa = high})).
<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>

  



  
    
      
    
    
      environmental_score/1



        
          
        

    

  


  

      

          -spec environmental_score(cvss_v4:cvss()) -> cvss:score().


      


Calculate the CVSS 4.0 Environmental Score (CVSS-BE).
Considers base and environmental metrics; threat metrics are ignored.
> {ok, Cvss} = cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/MVC:N/MVI:N/MVA:N/MSC:N/MSI:N/MSA:N">>).
> cvss_v4:environmental_score(Cvss).
0.0

  



  
    
      
    
    
      parse(Vector)



        
          
        

    

  


  

      

          -spec parse(binary()) -> {ok, cvss_v4:cvss()} | {error, cvss:parse_error()}.


      


Parse a CVSS 4.0 vector string.
> cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>).
{ok, #cvss_v4{av = network, ac = low, at = none, pr = none, ui = none,
              vc = high, vi = high, va = high, sc = high, si = high, sa = high}}

> cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:A">>).
{ok, #cvss_v4{av = network, ac = low, at = none, pr = none, ui = none,
              vc = high, vi = high, va = high, sc = high, si = high, sa = high,
              e = attacked}}

> cvss_v4:parse(<<"CVSS:4.0/AV:P/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:S/SA:S">>).
{ok, #cvss_v4{av = physical, ac = low, at = none, pr = none, ui = none,
              vc = high, vi = high, va = high, sc = high, si = safety, sa = safety}}

> cvss_v4:parse(<<"CVSS:4.0/AV:N">>).
{error, {missing_required_metric, ac}}

  



  
    
      
    
    
      score/1



        
          
        

    

  


  

      

          -spec score(cvss_v4:cvss()) -> cvss:score().


      


Calculate the CVSS 4.0 score (CVSS-BTE).
Uses all present metrics (Base + Threat + Environmental).
Metrics not explicitly set default per the CVSS 4.0 specification.
> {ok, Cvss} = cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>).
> cvss_v4:score(Cvss).
10.0

> {ok, Cvss2} = cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:N/VI:N/VA:N/SC:N/SI:N/SA:N">>).
> cvss_v4:score(Cvss2).
0.0

  



  
    
      
    
    
      threat_score/1



        
          
        

    

  


  

      

          -spec threat_score(cvss_v4:cvss()) -> cvss:score().


      


Calculate the CVSS 4.0 Threat Score (CVSS-BT).
Considers base and threat metrics; environmental metrics are ignored.
> {ok, Cvss} = cvss_v4:parse(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H/E:A">>).
> cvss_v4:threat_score(Cvss).
10.0
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          -spec valid(iodata() | cvss_v4:cvss()) -> boolean().


      


Check whether a CVSS 4.0 value is valid.
Accepts either a vector string or a parsed record.
> cvss_v4:valid(<<"CVSS:4.0/AV:N/AC:L/AT:N/PR:N/UI:N/VC:H/VI:H/VA:H/SC:H/SI:H/SA:H">>).
true

> cvss_v4:valid(#cvss_v4{av = network, ac = low, at = none, pr = none, ui = none,
                         vc = high, vi = high, va = high,
                         sc = high, si = high, sa = high}).
true

> cvss_v4:valid(<<"CVSS:4.0/AV:X">>).
false
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