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    erlang_ws

WebSocket protocol library for Erlang. Pure-Erlang, no runtime
dependencies.
	RFC 6455 — WebSocket over HTTP/1.1 (client + server).
	RFC 8441 — Bootstrapping WebSockets with HTTP/2 (extended
CONNECT) — pseudo-header validation helpers; integration lives in
the embedder (erlang_h2).
	RFC 9220 — Bootstrapping WebSockets with HTTP/3 — same helpers,
exposed under ws_h3_upgrade.
	RFC 7692 — permessage-deflate negotiation + codec.

erlang_ws is a protocol library, not a server. Embedders
(erlang_h1, erlang_h2, erlang_quic/h3, Livery, Cowboy, ...) own
the HTTP layer and the stream handle, call the upgrade validators,
and hand the stream over to a session via a transport callback.
The hex.pm package is erlang_ws; the OTP application and module
atoms are ws. Call sites write ws:accept/5, ws:connect/2, etc.
Quickstart
Three runnable examples live in
examples/:
	echo_server.erl — echoes every text / binary frame.
	echo_client.erl — synchronous send-and-wait client.
	chat_server.erl — broadcast chat server (pg-backed).

Each is ~50 lines and directly exercised by ws_examples_SUITE. The
examples use the bundled reference HTTP/1.1 listener,
ws_h1_tcp_server — a small gen_tcp acceptor loop that validates
the upgrade request and hands the stream to ws:accept/5. Embedders
with a full HTTP stack replace it with their own upgrade path.
Echo server (excerpt from examples/echo_server.erl)
-module(echo_server).
-behaviour(ws_handler).
-export([run/0, init/2, handle_in/2, handle_info/2, terminate/2]).

run() ->
    {ok, _} = application:ensure_all_started(ws),
    {ok, _} = ws_h1_tcp_server:start_link(
        #{port => 8080, handler => ?MODULE, handler_opts => #{}}).

init(_Req, State)              -> {ok, State}.
handle_in({text, D}, State)    -> {reply, {text, D}, State};
handle_in({binary, D}, State)  -> {reply, {binary, D}, State};
handle_in(_, State)            -> {ok, State}.
handle_info(_, State)          -> {ok, State}.
terminate(_, _)                -> ok.
Run it:
rebar3 as test compile
erl -pa _build/test/lib/ws/ebin _build/test/lib/ws/examples \
    -s echo_server run -noshell

Client (excerpt from examples/echo_client.erl)
send(Url, Msg) ->
    {ok, _} = application:ensure_all_started(ws),
    {ok, Conn} = ws:connect(Url,
        #{handler      => ?MODULE,
          handler_opts => #{notify => self()}}),
    ok = ws:send(Conn, {text, Msg}),
    receive {echo, Bin} -> ws:close(Conn, 1000, <<>>), {ok, Bin}
    after 5000         -> {error, timeout}
    end.
Usage:
1> echo_client:send(<<"ws://127.0.0.1:8080/">>, <<"hello">>).
{ok, <<"hello">>}
Module map
	Module	Role
	ws	Public API: accept/5, connect/2, send/2, close/3.
	ws_frame	RFC 6455 encode / decode, masking, UTF-8 validation.
	ws_close	Close-code classification and validation.
	ws_h1_upgrade	HTTP/1.1 Upgrade request parsing, 101 response build, client key gen.
	ws_h2_upgrade	RFC 8441 extended CONNECT helpers (server + client).
	ws_h3_upgrade	RFC 9220 extended CONNECT helpers (delegate to H2 shape).
	ws_handler	Behaviour for application code.
	ws_transport	Behaviour for stream I/O.
	ws_transport_gen_tcp / ws_transport_ssl	Reference transports.
	ws_session	gen_statem driving a single WebSocket connection.
	ws_client	Client connect path (ws://, wss://).
	ws_h1_tcp_server	Reference HTTP/1.1 acceptor + upgrade driver.
	ws_deflate	RFC 7692 permessage-deflate.

Tests
	Unit (EUnit) — rebar3 eunit — 142 tests covering frame codec,
close-code validation, handshake helpers (H1/H2/H3),
permessage-deflate negotiation + codec.
	Property (PropEr) — rebar3 proper -m ws_prop_tests — 4
properties: mask involution, client↔server encode/decode
round-trip in both directions, chunked delivery equivalence.
	End-to-end (Common Test) — rebar3 ct — 34 cases total:	ws_session_SUITE (10) — server-side echo, fragmentation,
close / ping / bad-UTF-8 / oversize.
	ws_client_SUITE (3) — client↔server round-trip.
	ws_examples_SUITE (12) — boots examples/ modules and drives
them: echo round-trip via echo_client:send/2, chat broadcast
with multiple clients, 20 concurrent echo clients, fragmented
text, ping/pong sequence, subprotocol negotiation, subprotocol
rejection, TLS wss:// round-trip, 512 KiB binary echo, close
on invalid UTF-8.
	ws_docs_snippets_SUITE (9) — mechanically exercises every code
example in the README and docs/guide.md so documentation
cannot silently rot.


	Compliance (Autobahn) —
WS_RUN_AUTOBAHN=1 rebar3 ct --suite=test/ws_compliance_SUITE —
runs the Autobahn testsuite via docker against an in-process echo
server. 300 cases across sections 1–9 (framing, pings, reserved
bits, opcodes, fragmentation, UTF-8, close handling, limits) all
green.

Documentation
	docs/guide.md — tutorial, every snippet tested.
	docs/embedding.md — how to plug into
erlang_h1 / erlang_h2 / erlang_quic/h3 / Cowboy / Livery /
your own HTTP layer.
	docs/errors.md — error taxonomy, close codes,
handshake failure modes.
	docs/features.md — RFC coverage, hardening
list, out-of-scope list.

Full API reference is on hexdocs; regenerate locally with
rebar3 ex_doc.
Embedder integration notes
	HTTP/2. The embedder's HTTP/2 stack must advertise
SETTINGS_ENABLE_CONNECT_PROTOCOL = 1 before RFC 8441 extended
CONNECT is accepted. erlang_h2 exposes this as the
enable_connect_protocol => true server option.
	HTTP/3. erlang_quic/h3 already enforces RFC 9220 validation.
The ws_h3_upgrade helpers are there so embedders validate via the
same surface and surface the same typed errors.
	Stream handover. Embedders must supply a ws_transport
implementation whose classify/2 maps their stream messages to the
canonical {ws_data | ws_closed | ws_error, Handle, ...} shape.

License
Apache-2.0. See LICENSE for the full text once published.


  

    Changelog

All notable changes to this project are documented here. Format loosely
follows Keep a Changelog; versions
follow Semantic Versioning.
0.1.1 — 2026-04-19
Security
	ws_h1_upgrade:validate_request/1,2 no longer crashes on a
malformed Sec-WebSocket-Key header; invalid base64 now surfaces
as {error, bad_sec_websocket_key}.
	ws_deflate:inflate/3,4 caps inflated output (default 64 MiB,
configurable) and returns {error, {inflate_too_big, _}} past
the bound — defuses the classic permessage-deflate bomb.
	ws_client:connect/2 caps pre-upgrade byte accumulation via a new
max_handshake_size option (default 64 KiB). Exceeding it
returns {error, handshake_response_too_big}.
	ws_h1_tcp_server:start_link/1 gains the same
max_handshake_size option (default 64 KiB). Over-limit returns
{error, handshake_too_big} and the socket is closed.

Tests
	New ws_security_SUITE with 11 targeted cases covering each of
the above plus state-machine invariants (send during closing,
handler init stop, ordered multi-frame send).

Documentation
	docs/embedding.md — new "Hardening" section summarising the
embedder-side defences: handshake caps, timeouts, concurrent
connections, origin enforcement, deflate bombs, TLS defaults,
close-code handling.
	docs/errors.md — new "Size-limit errors" table.

Housekeeping
	Apache-2.0 copyright header added to every .erl file.

0.1.0 — 2026-04-19
Initial release.
Frame codec
	RFC 6455 encode / decode for all opcodes (text, binary, ping, pong,
close, continuation).
	Masking / unmasking (32-bit XOR), symmetric and streamable.
	Fragmentation reassembly across continuation frames, with an open
fragment state machine.
	UTF-8 validation for text payloads and close reasons via an
inlined Hoehrmann DFA, streaming-safe across fragment boundaries.
	Close-code validation per RFC 6455 §7.4 (ws_close). Reserved
codes 1004 / 1005 / 1006 / 1015 rejected on the wire; 3000–4999
accepted for registration / application use.
	Size guards: max_frame and max_message options on the parser,
enforced during single-frame decode and fragment accumulation.

Handshake helpers
	ws_h1_upgrade — server-side validation of Upgrade,
Connection, Sec-WebSocket-Key, Sec-WebSocket-Version;
Sec-WebSocket-Accept generation; subprotocol negotiation;
client-side key generation, request build, 101 response validation.
	ws_h2_upgrade — RFC 8441 extended CONNECT pseudo-header
validation (:method=CONNECT, :protocol=websocket, :scheme,
:authority, :path); server response builder; client request
builder that refuses to issue a CONNECT when the peer has not
advertised SETTINGS_ENABLE_CONNECT_PROTOCOL = 1.
	ws_h3_upgrade — RFC 9220 mirror of the H2 helpers.

Session
	ws_session — gen_statem driving the session. States
ready_wait -> open -> closing. Auto-responds to peer pings with
matching pongs; surfaces ping / pong to the handler for custom
behaviour.
	Orderly close handshake: on receiving a close frame, echoes a
close back (only once) before exiting normally. Peer-initiated
protocol violations trigger a close frame with the matching code
(1002 protocol error / 1007 invalid UTF-8 / 1009 message too big)
followed by socket shutdown.
	ws_handler behaviour: init/2, handle_in/2, handle_info/2,
terminate/2. All callbacks can reply with outbound frames.

Transport layer
	ws_transport behaviour — send/2, activate/1, close/1,
controlling_process/2, classify/2, recv/2 (optional, used by
the client during the HTTP/1.1 handshake), peername/1 (optional).
	ws_transport_gen_tcp — reference gen_tcp transport used by
tests.
	ws_transport_ssl — OTP ssl transport used by wss:// client
connections.

Reference server
	ws_h1_tcp_server — a minimal gen_tcp acceptor + HTTP/1.1
upgrade driver built on top of the library helpers. Supports plain
TCP and TLS via the tls option. Doubles as a runnable example
and the server-side driver of ws_examples_SUITE.

Client
	ws_client:connect/2 for ws:// / wss:// URLs. Builds the
RFC 6455 upgrade request, validates the 101 response (including
Sec-WebSocket-Accept cross-check), starts a ws_session in
client mode with the user handler.
	Automatic subprotocol, extension, origin, and extra-header
handling on the request side.

Extensions
	ws_deflate — RFC 7692 permessage-deflate.	Server-side negotiation of client offers with configurable
takeover / window-bits policy; ignore-on-disagreement semantics.
	Client-side offer builder and server-response parser.
	Inflate / deflate primitives with takeover management.



Examples
	examples/echo_server.erl — RFC 6455 echo server backed by
ws_h1_tcp_server.
	examples/echo_client.erl — synchronous send-and-wait client,
uses ws:connect/2.
	examples/chat_server.erl — broadcast chat server using pg for
fan-out between sessions.

Tests
	142 EUnit tests across codec, close codes, handshake helpers,
deflate.
	4 PropEr properties: mask involution, round-trip in both
directions, chunked-delivery preserves messages.
	25 Common Test cases total:	10 in ws_session_SUITE — text / binary / large-payload echo,
ping/pong, fragmentation, orderly-close, server-initiated close,
bad-UTF-8 rejection, oversize-frame rejection, handler info
fan-out.
	3 in ws_client_SUITE — client↔server round-trip.
	12 in ws_examples_SUITE — end-to-end coverage of the
examples/ modules plus subprotocol negotiation, 20 concurrent
clients, TLS wss:// round-trip, 512 KiB payload, fragmented
text delivered raw.


	Autobahn compliance suite (WS_RUN_AUTOBAHN=1) — 300 cases across
sections 1–9. All OK / NON-STRICT / INFORMATIONAL; zero failures.

Documentation
	README.md — quickstart with server and client examples, module
map, embedder integration notes.
	docs/guide.md — tutorial (mental model, handler, server, client,
sending frames, closing, subprotocols, TLS, limits). Every code
snippet is mechanically verified by ws_docs_snippets_SUITE.
	docs/embedding.md — HTTP/1.1, RFC 8441 (HTTP/2), and RFC 9220
(HTTP/3) integration patterns plus instructions for writing a
custom ws_transport.
	docs/errors.md — every failure mode the library surfaces, with
close codes and remediation.
	docs/features.md — RFC coverage, hardening list, scope
boundaries, full module map.
	LICENSE — Apache-2.0.



  

    Guide

A walk-through of erlang_ws from handler to shipping server.
	Mental model
	A minimal handler
	Running a server
	Running a client
	Sending frames from the outside
	Closing the connection
	Subprotocols and extensions
	TLS (wss://)
	Limits and timeouts
	Bringing your own HTTP layer

Every snippet in this guide is mechanically exercised by
test/ws_docs_snippets_SUITE.erl. If you copy one out and it fails
for you, that is a bug in the library or the documentation.
Mental model
erlang_ws is divided into four layers; each talks only to the one
directly below it.
┌─────────────────────────────────────────┐
│  ws_handler callback module (your code) │
├─────────────────────────────────────────┤
│  ws_session  (gen_statem)               │
├─────────────────────────────────────────┤
│  ws_frame    (RFC 6455 codec)           │
├─────────────────────────────────────────┤
│  ws_transport  (gen_tcp / ssl / H2 / H3)│
└─────────────────────────────────────────┘
	ws_handler is a behaviour — the four callbacks the library calls
to notify your code of events.
	ws_session is the per-connection state machine. It owns a
transport handle, drains bytes, reassembles fragments, answers
pings, routes decoded messages to your handler and forwards your
replies back to the peer.
	ws_frame is the pure-functional codec. It knows nothing about
processes or sockets.
	ws_transport is a thin behaviour hiding the differences between
gen_tcp, ssl, and opaque stream handles exposed by an HTTP/2
or HTTP/3 library.

Upgrade helpers live beside these: ws_h1_upgrade parses an
HTTP/1.1 Upgrade: websocket request, ws_h2_upgrade and
ws_h3_upgrade validate RFC 8441 / RFC 9220 extended CONNECT.
A minimal handler
-module(greet_handler).
-behaviour(ws_handler).

-export([init/2, handle_in/2, handle_info/2, terminate/2]).

%% ---- required callbacks ---------------------------------------------

%% Called once, right after the peer's upgrade has been accepted and
%% before any inbound frame is dispatched. `Req` is whatever the
%% embedder supplied to `ws:accept/5` (method, path, headers, ...).
%% `Opts` is `HandlerOpts` from the same call.
init(_Req, Opts) ->
    {ok, Opts}.

%% Called for every complete message decoded from the peer. Return:
%%   {ok,     State}           — do nothing else
%%   {reply,  Frame | [Frame], State}  — send one or more frames
%%   {stop,   Reason,          State}  — terminate the session
handle_in({text, Data}, State) ->
    Reply = <<"hello ", Data/binary>>,
    {reply, {text, Reply}, State};
handle_in({binary, _}, State) ->
    {ok, State};
handle_in({ping, _}, State) ->
    %% The session already answered with a pong before calling us;
    %% this callback exists only so we can audit pings if we want to.
    {ok, State};
handle_in({pong, _}, State) ->
    {ok, State};
handle_in(close, State) ->
    {ok, State};
handle_in({close, _Code, _Reason}, State) ->
    {ok, State}.

%% Any Erlang message that arrives while the session is alive and is
%% not a transport event ends up here. Return a `{reply, ...}` to turn
%% a message into a WebSocket frame.
handle_info(_Msg, State) ->
    {ok, State}.

%% Called exactly once on session shutdown.
terminate(_Reason, _State) ->
    ok.
Every return shape that's legal for handle_in/2 is also legal for
init/2 and handle_info/2.
Running a server
The bundled reference HTTP/1.1 listener is the fastest way to get a
handler in front of a real socket:
start_echo() ->
    {ok, _} = application:ensure_all_started(ws),
    ws_h1_tcp_server:start_link(
        #{port         => 0,                 %% 0 = OS-picked port
          handler      => greet_handler,
          handler_opts => #{}
         }).
start_link/1 returns {ok, Pid} when the listen socket is bound.
Ask the server for its actual port with ws_h1_tcp_server:port/1:
{ok, Server} = start_echo(),
{ok, Port}   = ws_h1_tcp_server:port(Server).
Stop it with ws_h1_tcp_server:stop/1.
Running a client
-module(client_relay).
-behaviour(ws_handler).
-export([init/2, handle_in/2, handle_info/2, terminate/2]).

init(_Req, #{notify := Pid} = State) when is_pid(Pid) ->
    {ok, State}.

handle_in(Frame, State = #{notify := Pid}) ->
    Pid ! {ws, Frame},
    {ok, State}.

handle_info(_, State) -> {ok, State}.
terminate(_, _) -> ok.
Connect:
talk(Url) ->
    {ok, _} = application:ensure_all_started(ws),
    {ok, Conn} = ws:connect(Url,
        #{handler      => client_relay,
          handler_opts => #{notify => self()}}),
    ws:send(Conn, {text, <<"hello">>}),
    receive
        {ws, {text, Reply}} -> Reply
    after 5000 ->
        ws:close(Conn, 1000, <<>>),
        timeout
    end.
ws:connect/2 supports ws:// and wss://. Full option list:
	Key	Default	Purpose
	handler	required	handler module
	handler_opts	#{}	passed to init/2
	subprotocols	[]	offered in Sec-WebSocket-Protocol
	extensions	[]	offered in Sec-WebSocket-Extensions
	origin	unset	Origin: header
	extra_headers	[]	verbatim extra request headers
	timeout	15000	handshake read timeout (ms)
	ssl_opts	see note	extra ssl:connect options
	parser_opts	#{}	ws_frame:init_parser/1 options

TLS defaults. wss:// connects with verify_peer + OS CA trust
	SNI; pass ssl_opts => [...] to override any key (the user's
ssl_opts win).

Sending frames from the outside
Anything that has a handle on the session pid can push frames into
the connection:
ws:send(Conn, {text, <<"tick">>}),
ws:send(Conn, [{text, <<"a">>}, {binary, <<1,2,3>>}]).
A list sends frames in order. This is also the standard idiom for
cross-process fan-out — route a message to the session pid and
return a {reply, Frame, State} from handle_info/2 so the frame
reaches the peer:
handle_info({push, Text}, State) ->
    {reply, {text, Text}, State}.
Closing the connection
ws:close(Conn, 1000, <<"bye">>).
That sends a close frame to the peer, switches the session into
closing state, and — once the peer's close frame arrives or the
socket closes — exits the session normally.
If the peer initiates the close, the session echoes a close frame
back (once) and terminates. Your handler's terminate/2 is called
with normal.
Code must be a valid on-wire close code (ws_close:valid_on_wire/1
— 1000–1003, 1007–1011, or 3000–4999). Passing an invalid code
downgrades to 1002 (protocol error).
Subprotocols and extensions
Server-side, tell ws_h1_tcp_server (or your embedder) which
subprotocols you accept; the first client-offered match wins and is
echoed back in the 101 response:
{ok, _} = ws_h1_tcp_server:start_link(
    #{port => 0,
      handler => my_handler, handler_opts => #{},
      subprotocols => [<<"chat.v2">>, <<"chat">>]}).
Client-side, offer a list and inspect the negotiated subprotocol in
the handler's init/2 via the Req map — it contains the parsed
101 response under response:
init(#{response := #{subprotocol := Sub}} = _Req, State) ->
    io:format("server picked ~s~n", [Sub]),
    {ok, State};
init(_Req, State) ->
    {ok, State}.
Extensions (as strings only — the library doesn't run them yet
except for ws_deflate) are passed through the same way.
TLS (wss://)
Listener side:
{ok, _} = ws_h1_tcp_server:start_link(
    #{port    => 0,
      handler => my_handler, handler_opts => #{},
      tls     => [{cert, CertDer}, {key, {'RSAPrivateKey', KeyDer}},
                  {versions, ['tlsv1.3']}]}).
Client side: just use a wss:// URL. To disable verification in tests:
ws:connect(<<"wss://127.0.0.1:8443/">>,
    #{handler => my_handler,
      handler_opts => #{},
      ssl_opts => [{verify, verify_none}]}).
Limits and timeouts
ws_frame:init_parser/1 takes max_frame and max_message; wire
them through parser_opts in ws:accept/6 or ws:connect/2:
ws:connect(Url,
    #{handler     => my_handler,
      handler_opts => #{},
      parser_opts => #{max_frame => 1024 * 1024,
                       max_message => 16 * 1024 * 1024}}).
Exceeding max_frame aborts the session with close code 1009
Message Too Big and closes the socket.
Bringing your own HTTP layer
ws_h1_tcp_server is a reference. Real embedders wire ws:accept/5
directly from the point where their HTTP/1.1, HTTP/2, or HTTP/3 stack
has finished parsing the upgrade request. See
docs/embedding.md for the four integration patterns.


  

    Embedding

erlang_ws does not ship an HTTP server. It plugs into whatever
HTTP/1.1, HTTP/2, or HTTP/3 stack owns the underlying stream. This
page gives you the four integration patterns we know about.
	The contract
	HTTP/1.1: from request headers to ws:accept/5
	HTTP/2: RFC 8441 extended CONNECT
	HTTP/3: RFC 9220 extended CONNECT
	Writing your own transport

The contract
Every embedder does four things:
	Parse the upgrade request. Your HTTP stack hands you request
method, target, and headers (HTTP/1.1) or pseudo-headers
(HTTP/2, HTTP/3).
	Validate. Call ws_h1_upgrade:validate_request/1,2 or
ws_h2_upgrade:validate_request/1,2 (ws_h3_upgrade delegates
to the H2 shape). On success you get a map carrying the key,
accept value, offered subprotocols, extensions, and optionally
the chosen subprotocol.
	Write the 101 / 200 response. response_headers/1,2 returns
the header list; your stack serialises it.
	Hand the stream to the session. Call
ws:accept(TransportMod, Handle, Req, HandlerMod, HandlerOpts).
The session takes ownership of the stream and drives the codec
from there.

The only requirement on TransportMod is that it implements the
ws_transport behaviour (below).
HTTP/1.1: from request headers to ws:accept/5
You already have Method, Path, Headers. Given a raw
gen_tcp socket:
upgrade(Sock, Headers) ->
    case ws_h1_upgrade:validate_request(Headers,
             #{required_subprotocols => [<<"chat">>]}) of
        {ok, Info} ->
            Resp = ws_h1_upgrade:response_headers(Info),
            ok = gen_tcp:send(Sock, format_101(Resp)),
            ws:accept(ws_transport_gen_tcp, Sock,
                      #{headers => Headers, upgrade_info => Info},
                      chat_handler, #{});
        {error, Reason} ->
            gen_tcp:send(Sock, format_4xx(400, Reason)),
            gen_tcp:close(Sock)
    end.

format_101(Hdrs) ->
    [<<"HTTP/1.1 101 Switching Protocols\r\n">>,
     [[N, <<": ">>, V, <<"\r\n">>] || {N, V} <- Hdrs],
     <<"\r\n">>].

format_4xx(Code, Reason) ->
    Body = iolist_to_binary(io_lib:format("~p", [Reason])),
    [<<"HTTP/1.1 ">>, integer_to_binary(Code), <<" Bad Request\r\n",
       "Content-Length: ">>, integer_to_binary(byte_size(Body)),
       <<"\r\nConnection: close\r\n\r\n">>, Body].
A couple of gotchas learned the hard way:
	ws:accept/5 starts the session with ws_session:start/1 (no
link) because the typical embedder spawns a short-lived handler
process that dies after the accept. If you want the session tied
to your process, monitor Pid and act on DOWN messages.
	Any bytes you read past the \r\n\r\n blank line while parsing
the request are the peer's first WebSocket frame — forward them
to the session process as {tcp, Handle, Rest} so the transport's
classify/2 can pick them up.
	Don't switch the socket to active mode before calling
ws:accept/5. The session handles that after
controlling_process/2.

For a ready-made version of this pattern, read
src/ws_h1_tcp_server.erl — it's the exact code above wrapped in an
acceptor loop.
HTTP/2: RFC 8441 extended CONNECT
Extended CONNECT is opt-in. Your HTTP/2 stack must advertise
SETTINGS_ENABLE_CONNECT_PROTOCOL = 1 at connection setup
(erlang_h2 exposes this as the enable_connect_protocol => true
server option).
When the stack gives you the pseudo-headers of a CONNECT stream
carrying :protocol = websocket:
upgrade_h2(StreamPseudoHdrs, RegularHdrs, H2Stream) ->
    All = StreamPseudoHdrs ++ RegularHdrs,
    case ws_h2_upgrade:validate_request(All) of
        {ok, Info} ->
            RespHdrs = ws_h2_upgrade:response_headers(Info),
            ok = h2:send_response(H2Stream, RespHdrs, no_body),
            ws:accept(my_h2_transport, H2Stream,
                      #{headers => All, upgrade_info => Info},
                      chat_handler, #{});
        {error, Reason} ->
            h2:send_response(H2Stream,
                [{<<":status">>, <<"400">>}], {body, io_lib:format("~p", [Reason])})
    end.
Your my_h2_transport module implements ws_transport and wraps
the HTTP/2 stream handle — send/2 translates to h2:send_data/3
with end_stream=false, classify/2 turns inbound H2 DATA frame
messages into {ws_data, Handle, Bin}, and so on.
Client side, ws_client does not cover H2 yet. Build the request
pseudo-headers with ws_h2_upgrade:client_request/4, push them on
an extended-CONNECT stream, wait for the 2xx response, then call
ws:accept/5 from the client side with role => client (set via
your transport's metadata; today you'd drive the session by calling
ws_session:start/1 directly rather than ws:accept/5).
HTTP/3: RFC 9220 extended CONNECT
RFC 9220 reuses the RFC 8441 pattern over HTTP/3 streams. erlang_quic
already implements the wire-level parts, including advertising
SETTINGS_ENABLE_CONNECT_PROTOCOL in H3 SETTINGS and validating
incoming extended CONNECT streams.
ws_h3_upgrade is a thin delegation to ws_h2_upgrade because the
pseudo-header shape is identical; the difference is the transport
(QUIC streams instead of H2 streams). Wire it up the same way as H2
above, substituting your H3 stream helpers.
Hardening
erlang_ws defends the parts of the protocol it owns. A handful of
decisions remain with the embedder — they depend on the rest of your
HTTP stack and your deployment environment.
	Handshake size. ws_h1_tcp_server and ws_client each cap
pre-upgrade byte accumulation at 64 KiB (max_handshake_size
option). Full HTTP stacks usually have their own limit (for example
h1_max_header_list_size); apply whichever is tighter.
	Handshake timeout. Default 15 000 ms on both sides. A slow
client is a cheap DoS; tune timeout if you terminate WebSockets
in front of a large connection pool.
	Per-frame / per-message size. Tune parser_opts => #{max_frame => _, max_message => _} on ws:accept/6 / ws:connect/2.
Defaults: 16 MiB frame, 64 MiB message. Exceeding either aborts
with close code 1009.
	Concurrent connections. Neither ws_h1_tcp_server nor
ws:accept/5 caps the number of live sessions. Gate the accept
loop (for instance with a semaphore or a Ranch-style conns_sup) in
front of the library.
	Origin enforcement. The library surfaces the Origin: header
in request_info but does not check it — embedder concern.
	permessage-deflate bombs. ws_deflate:inflate/4 takes a
MaxSize bound and returns {error, {inflate_too_big, _}} past
it. inflate/3 uses a 64 MiB default; pass infinity only for
trusted input.
	TLS. The client connects with verify_peer, OS CA trust, and
SNI by default; on the server side pass strong cipher / version
constraints through the tls option.
	Close codes. Only codes that ws_close:valid_on_wire/1
accepts may traverse the wire; invalid codes from your handler
are downgraded to 1002 (protocol error).

Writing your own transport
Implement the ws_transport behaviour:
-module(my_transport).
-behaviour(ws_transport).

-export([send/2, activate/1, close/1, controlling_process/2, classify/2]).
-export([recv/2, peername/1]).

send(Handle, Iodata)              -> ... ok | {error, term()}.
activate(Handle)                  -> ... ok | {error, term()}.
close(Handle)                     -> ok.
controlling_process(Handle, Pid)  -> ... ok | {error, term()}.

classify({my_msg, H, Bin}, H)    -> {ws_data, H, Bin};
classify({my_closed, H}, H)      -> {ws_closed, H};
classify({my_error, H, R}, H)    -> {ws_error, H, R};
classify(_, _)                   -> ignore.

recv(Handle, Timeout)             -> ... {ok, binary()} | {error, term()}.  %% optional
peername(Handle)                  -> ... {ok, {ip(), port()}} | {error, term()}.  %% optional
	activate/1 must put the stream into pull mode: deliver at most
one batch of bytes, then wait for the next activate/1. For
gen_tcp this is {active, once}. For H2/H3 streams it typically
means "ask the parent connection for another chunk on this
stream ID".
	classify/2 is called from the session's handle_info on every
message. Return ignore for messages that are not yours — the
session will dispatch them to the user handler's handle_info/2.
	recv/2 is only used by ws_client during its synchronous HTTP/1.1
handshake. You can omit it if your transport is only ever used
server-side or is driven through a stream handle (H2/H3).

Reference transports:
	ws_transport_gen_tcp — plain TCP.
	ws_transport_ssl — OTP ssl.



  

    Errors and close codes

This page lists every failure mode the library can surface, together
with what the library does about it and what you can do about it as
an operator.
	Parser errors
	Close codes (RFC 6455 §7.4)
	Handshake errors (HTTP/1.1)
	Handshake errors (HTTP/2 / HTTP/3)
	Transport errors

Parser errors
ws_frame:parse/2 returns {error, Reason, Parser}. The session
turns each one into the mandated RFC 6455 close frame, sends it, and
shuts the socket down. Your handler's terminate/2 receives
normal.
	Reason	Close code	Meaning
	protocol_error	1002	RSV bits set with no extension, bad opcode, non-minimal length encoding, control frame > 125 bytes or fragmented, mask bit wrong for the role, continuation frame without an open fragment, etc.
	invalid_utf8	1007	Invalid UTF-8 in a text frame or in a close-frame reason.
	message_too_big	1009	Single frame over max_frame, or accumulated fragments over max_message.
	bad_close_code	1002	Close frame carrying a reserved or undefined code (1004, 1005, 1006, 1012–2999, 5000+).

Close codes (RFC 6455 §7.4)
The ws_close module gates which codes are legal on the wire.
1> ws_close:valid_on_wire(1000).
true
2> ws_close:valid_on_wire(1005).
false                             %% reserved: "no status"
3> ws_close:reason_name(1009).
message_too_big
	Code	Name	Source
	1000	normal	either peer
	1001	going_away	either peer
	1002	protocol_error	session on protocol violation
	1003	unsupported_data	handler
	1004	reserved	never on the wire
	1005	no_status	local-only
	1006	abnormal	local-only
	1007	invalid_utf8	session on bad UTF-8
	1008	policy_violation	handler
	1009	message_too_big	session on size limit
	1010	extension_required	client
	1011	internal_error	server
	1015	tls_handshake	never on the wire
	3000–3999	registered	application
	4000–4999	private	application

Handshake errors (HTTP/1.1)
ws_h1_upgrade:validate_request/1,2 returns {error, Reason} on any
of these:
	Reason	Meaning
	missing_upgrade_header	No Upgrade: at all.
	{invalid_upgrade, Value}	Upgrade: does not list websocket.
	missing_connection_header	No Connection: at all.
	{invalid_connection, Value}	Connection: does not list upgrade.
	{unsupported_version, V}	Sec-WebSocket-Version is not 13.
	missing_sec_websocket_key	Header absent.
	bad_sec_websocket_key	Header present but not 16 bytes once base64-decoded.
	no_acceptable_subprotocol	required_subprotocols was set and none of them was offered.

ws_h1_upgrade:validate_response/2 returns {error, Reason} for the
client-side validation of a 101:
	Reason	Meaning
	{unexpected_status, N}	Status line was not 101.
	missing_upgrade_header	Response missing Upgrade: websocket.
	missing_connection_header	Response missing Connection: upgrade.
	missing_sec_websocket_accept	Response missing Sec-WebSocket-Accept.

Additionally ws_client:connect/2 returns
{error, sec_websocket_accept_mismatch} if the computed accept
value does not match the server's.
Handshake errors (HTTP/2 / HTTP/3)
ws_h2_upgrade:validate_request/1,2 (and its ws_h3_upgrade alias):
	Reason	Meaning
	wrong_method	:method is not CONNECT.
	wrong_protocol	:protocol is not websocket.
	missing_scheme	:scheme not present.
	missing_authority	:authority not present.
	missing_path	:path not present.
	no_acceptable_subprotocol	required_subprotocols was set and none matched.

ws_h2_upgrade:client_request/4 returns
{error, peer_does_not_allow_connect_protocol} if you try to build
an extended-CONNECT request against a peer that did not advertise
SETTINGS_ENABLE_CONNECT_PROTOCOL = 1.
Transport errors
Transport I/O errors propagate through the session as
{stop, {transport_error, Reason}, State} — the handler's
terminate/2 is called with that tuple. The most common are
closed (peer went away), timeout (only possible during the
client handshake), and {tls_alert, _} when the TLS handshake
fails.
If a custom transport does not implement recv/2 and the client
needs it, ws_client:connect/2 returns
{error, {transport_does_not_support_recv, Mod}}.
Size-limit errors
	Reason	Source
	handshake_too_big	Server pre-upgrade read over max_handshake_size (default 64 KiB).
	handshake_response_too_big	Client 101 response read over max_handshake_size.
	{inflate_too_big, MaxSize}	ws_deflate:inflate/3,4 output exceeded the cap.



  

    Features

Scope
erlang_ws provides the WebSocket protocol engine — frame codec,
handshake helpers, session state machine, and client connect path.
Embedders supply the HTTP layer (RFC 6455 over HTTP/1.1, RFC 8441
over HTTP/2, RFC 9220 over HTTP/3) and a transport callback that
drives the underlying socket or stream.
RFC coverage
	RFC 6455 — full frame codec (all opcodes, masking,
fragmentation), handshake helpers, close-code validation (§7.4),
streaming UTF-8 validation across fragment boundaries.
	RFC 7692 — permessage-deflate client / server negotiation and
inflate / deflate (opt-in via ws_deflate).
	RFC 8441 — extended CONNECT request and response validation
for HTTP/2 (ws_h2_upgrade). Embedders must configure their H2
stack to advertise SETTINGS_ENABLE_CONNECT_PROTOCOL = 1.
	RFC 9220 — extended CONNECT for HTTP/3 with
SETTINGS_ENABLE_CONNECT_PROTOCOL enabled in H3 settings
(ws_h3_upgrade).

Hardening
	Masking. Server rejects unmasked client frames; client rejects
masked server frames. Masking uses 32-bit XOR with a random key
per outbound client frame, generated via crypto:strong_rand_bytes/1.
	Protocol invariants. RSV bits must be zero unless an extension
negotiated them. Opcodes 3–7 and 11–15 are reserved and rejected.
Non-minimal length encoding is rejected. Control frames must be
≤ 125 bytes and cannot be fragmented.
	Fragmentation. Continuation frames are only accepted inside an
open fragmented message. Opening a new data frame on top of an
open fragment is a protocol error.
	UTF-8. Text frames and close-frame reason bytes are validated
with an inlined Hoehrmann DFA. The state is carried across
fragments so a codepoint split across frame boundaries validates
exactly once, without allocating.
	Close codes. Only RFC-legal codes are allowed on the wire
(ws_close:valid_on_wire/1). Reserved codes 1004 / 1005 / 1006 /
1015 are rejected.
	Size guards. max_frame and max_message on the parser abort
with close code 1009 (message too big). Defaults: 16 MiB per frame,
64 MiB per message. Tune via parser_opts.
	Auto-pong. Pings are answered before the handler is invoked
so slow handlers can't delay keepalive.
	Orderly close. Receiving a close frame echoes one back exactly
once; the session then waits for the transport to close.
	Ownership handshake. The session defers its first read
({active, once}) until the embedder calls
ws_session:activate/1 — this closes the socket-ownership race
that bites hand-rolled WebSocket servers.

Out of scope (by design)
	No built-in HTTP server; the embedder validates the request line
and hands the stream to ws:accept/5. Use ws_h1_tcp_server as a
reference acceptor if you only need the WebSocket part.
	No authentication, cookie handling, origin-list enforcement, or
rate limiting. Those belong in the embedder.
	No reconnect / backoff / heartbeat helpers on the client. If you
want them, wrap ws_client:connect/2.
	permessage-deflate is implemented but not yet wired into the
session automatically — call the codec from your handler if you
need it.

Module map
	Module	Role
	ws	Public API: accept/5,6, connect/2, send/2, close/3.
	ws_frame	RFC 6455 encode / decode, masking, UTF-8 validation.
	ws_close	Close-code classification and validation.
	ws_h1_upgrade	HTTP/1.1 Upgrade request parsing, 101 response build, client key gen.
	ws_h2_upgrade	RFC 8441 extended CONNECT helpers (server + client).
	ws_h3_upgrade	RFC 9220 extended CONNECT helpers (delegate to H2 shape).
	ws_handler	Behaviour for application code.
	ws_transport	Behaviour for stream I/O.
	ws_transport_gen_tcp	Reference gen_tcp transport.
	ws_transport_ssl	Reference ssl transport.
	ws_session	gen_statem driving a single WebSocket connection.
	ws_client	Client connect path (ws://, wss://).
	ws_h1_tcp_server	Reference HTTP/1.1 acceptor + upgrade driver.
	ws_deflate	RFC 7692 permessage-deflate.
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                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for describing the origin of the Work and
      reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Support. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or support.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright 2026 Benoit Chesneau

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
   implied. See the License for the specific language governing permissions
   and limitations under the License.
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Public entry point for the ws application.
ws:accept/5 — start a server-side session after the embedder has validated the H1 / H2 / H3 upgrade. ws:connect/2 — convenience client connect for H1 (plain TCP / TLS). ws:send/2, ws:close/2, ws:close/3, ws:stop/1 — per-session control.
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    Functions
  


    
      
        accept(TransportMod, Handle, Req, HandlerMod, HandlerOpts)

      


        Start a WebSocket session for an already-upgraded server stream.



    


    
      
        accept(TransportMod, Handle, Req, HandlerMod, HandlerOpts, Opts)

      


    


    
      
        close(Pid, Code)

      


    


    
      
        close(Pid, Code, Reason)

      


    


    
      
        connect(Url, Opts)

      


        Client connect for ws:// / wss:// URLs over HTTP/1.1.
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          -type accept_opts() :: #{parser_opts => map()}.
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          -type handle() :: term().
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          -type transport_mod() :: module().
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          -spec accept(transport_mod(), handle(), Req :: map(), module(), term()) -> {ok, pid()} | {error, term()}.


      


Start a WebSocket session for an already-upgraded server stream.
TransportMod — module implementing ws_transport. Handle — transport-specific handle (for ws_transport_gen_tcp this is a gen_tcp:socket()). Req — request metadata map the handler will receive; keys method, path, headers, subprotocols, extensions, peer, ... are by convention. HandlerMod — module implementing ws_handler. HandlerOpts — opaque, passed straight to HandlerMod:init/2.
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          -spec accept(transport_mod(), handle(), map(), module(), term(), accept_opts()) ->
                {ok, pid()} | {error, term()}.
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          -spec connect(binary() | string(), map()) -> {ok, pid()} | {error, term()}.


      


Client connect for ws:// / wss:// URLs over HTTP/1.1.
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WebSocket client connect for ws:// / wss:// URLs.
The client connects over plain TCP (ws) or TLS (wss), sends the HTTP/1.1 upgrade request, validates the 101 response, and starts a ws_session running in client mode.
HTTP/2 and HTTP/3 client flows piggy-back on an already-established H2/H3 connection owned by the embedder; they are driven through ws_h2_upgrade / ws_h3_upgrade plus a transport adapter the embedder supplies, not through this module.
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          -type opts() ::
          #{handler := module(),
            handler_opts => term(),
            subprotocols => [binary()],
            extensions => [binary()],
            origin => binary(),
            extra_headers => [{binary(), binary()}],
            timeout => timeout(),
            max_handshake_size => pos_integer(),
            ssl_opts => list(),
            parser_opts => map()}.
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          -type url() :: binary() | string().
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          -spec connect(url(), opts()) -> {ok, pid()} | {error, term()}.
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Close-code classification and validation (RFC 6455 §7.4).
1000..1003, 1007..1011 are defined. 1004 is reserved; 1005, 1006, 1015 MUST NOT appear on the wire. 3000..3999 are reserved for registration. 4000..4999 are free for application use.
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        reason_name(_)

      


        Human-readable label for a standard close code. Returns undefined for application-range codes the library does not know about.



    


    
      
        valid_on_wire(Code)

      


        True if Code is allowed to appear in a close frame on the wire.
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          -type code() :: 1000..4999.
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          -spec reason_name(integer()) -> atom().


      


Human-readable label for a standard close code. Returns undefined for application-range codes the library does not know about.
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          -spec valid_on_wire(integer()) -> boolean().


      


True if Code is allowed to appear in a close frame on the wire.

  


        

      


  

    
ws_deflate 
    



      
RFC 7692 — permessage-deflate extension helpers.
Provides negotiation (parse client offer / build server response), and the inflate / deflate primitives used on the hot path once the extension is enabled. The session does not yet wire this in automatically — embedders enabling permessage-deflate should drive it from their upgrade helper and pass the resulting zlib streams into encode_payload/3 / decode_payload/3.
The algorithm follows the one in hackney_ws_proto / cowlib: deflate with sync flush, strip the trailing 0x00 0x00 0xff 0xff block on the wire, and re-append it before calling inflate.
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          -type negotiated() ::
          #{server_context_takeover := takeover | no_takeover,
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            server_max_window_bits := 8..15,
            client_max_window_bits := 8..15}.
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          -type opts() ::
          #{server_context_takeover => takeover | no_takeover,
            client_context_takeover => takeover | no_takeover,
            server_max_window_bits => 8..15,
            client_max_window_bits => 8..15,
            level => zlib:zlevel(),
            mem_level => zlib:zmemlevel(),
            strategy => zlib:zstrategy()}.
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          -spec inflate(zlib:zstream(), takeover | no_takeover, iodata()) ->
                 {ok, binary()} | {error, {inflate_too_big, pos_integer()}}.
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                 {ok, binary()} | {error, {inflate_too_big, pos_integer() | infinity}}.
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          -spec init_deflate(negotiated(), client | server) -> zlib:zstream().
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          -spec parse_server_response(params()) -> {ok, negotiated()} | {error, term()}.


      



  


        

      


  

    
ws_frame 
    



      
RFC 6455 frame codec.
Responsibilities: - Encode outbound frames (masked for clients, unmasked for servers). - Decode a stream of inbound bytes into a list of complete messages, transparently reassembling continuation fragments. - Enforce protocol invariants listed in RFC 6455: RSV bits zero when no extension is negotiated, control frames ≤ 125 bytes and not fragmented, minimal length encoding, mask bit matching the sender role, UTF-8 validity for text payloads and close reasons, valid close codes (§7.4).
The parser returns whole message frames only; partial fragments are accumulated internally. If a fragmented message exceeds max_message or a single frame exceeds max_frame, the parser errors with message_too_big (close code 1009).
The UTF-8 DFA and masking loop are adapted from hackney_ws_proto (itself derived from cowlib/cow_ws).
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          -type error_reason() :: protocol_error | invalid_utf8 | message_too_big | bad_close_code.
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          -type frame() ::
          {text, iodata()} |
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          {close, ws_close:code(), iodata()} |
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          {text, binary()} |
          {binary, binary()} |
          {ping, binary()} |
          {pong, binary()} |
          {close, ws_close:code(), binary()} |
          close.
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          -type parser() ::
          #ws_parser{role :: server | client,
                     buffer :: binary(),
                     frag_op :: text | binary | undefined,
                     frag_acc :: [binary()],
                     frag_size :: non_neg_integer(),
                     utf8_state :: non_neg_integer(),
                     max_frame :: pos_integer(),
                     max_message :: pos_integer()}.
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          -spec mask(binary(), 0..4294967295) -> binary().


      


Mask or unmask Data with the 32-bit MaskKey.
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          -spec parse(parser(), binary()) -> {ok, [message()], parser()} | {error, error_reason(), parser()}.


      



  


        

      


  

    
ws_h1_tcp_server 
    



      
Reference HTTP/1.1 WebSocket server over gen_tcp.
A minimal acceptor-loop + upgrade driver built on top of the library's own helpers. Intended both as a runnable example and as the server-side driver for the end-to-end test suite. Embedders with a full HTTP stack will not need it.
{ok, Pid} = ws_h1_tcp_server:start_link(#{ port => 8080, handler => my_handler, handler_opts => #{} }), {ok, ActualPort} = ws_h1_tcp_server:port(Pid), ... ok = ws_h1_tcp_server:stop(Pid).
Options: port :: inet:port_number(). Default 0 (OS-picked). ip :: inet:ip_address() | any. Default any. handler :: module(). Required. handler_opts :: term(). Default #{}. subprotocols :: [binary()]. Required subprotocols; the server picks the first matching one from the client offer. tls :: [ssl:tls_server_option()]. If present, the server terminates TLS on the connection (wss). parser_opts :: map(). Passed through to ws:accept/6. timeout :: timeout(). Handshake read timeout (default 15000 ms).
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          -type opts() ::
          #{port => inet:port_number(),
            ip => inet:ip_address() | any,
            handler := module(),
            handler_opts => term(),
            subprotocols => [binary()],
            tls => [term()],
            parser_opts => map(),
            timeout => timeout(),
            max_handshake_size => pos_integer()}.
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          -spec port(pid()) -> {ok, inet:port_number()} | {error, term()}.
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          -spec start_link(opts()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
    
    
      stop(Pid)



        
          
        

    

  


  

      

          -spec stop(pid()) -> ok.


      



  


        

      


  

    
ws_h1_upgrade 
    



      
RFC 6455 handshake helpers for WebSocket over HTTP/1.1.
Embedders provide a parsed HTTP request or response (method, target, headers) and this module validates the WebSocket-specific pieces and builds the peer-side headers. The embedder is responsible for actually driving the socket: writing the request line / status line, serialising the response headers, handing the byte stream over to ws_session once the handshake is done.
Headers are accepted in either list({binary(), binary()}) or map() shape; names are compared case-insensitively.
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          #{subprotocols => [binary()],
            extensions => [binary()],
            extra_headers => [header()],
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          -type header() :: {binary(), binary()}.
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          -type headers() :: [header()] | map().
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          -type request_info() ::
          #{key := binary(),
            version := binary(),
            subprotocols := [binary()],
            extensions := [binary()],
            accept := binary(),
            origin => binary()}.
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          -type request_opts() :: #{required_subprotocols => [binary()]}.


      



  


        

      

      
        Functions


        


  
    
      
    
    
      accept_key(Key)



        
          
        

    

  


  

      

          -spec accept_key(binary()) -> binary().
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          -spec build_request(binary(), binary(), binary()) -> {Key :: binary(), Headers :: [header()]}.
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          -spec build_request(binary(), binary() | integer(), binary(), client_opts()) ->
                       {Key :: binary(), Headers :: [header()]}.
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          -spec response_headers(request_info()) -> [header()].
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          -spec response_headers(request_info(), map()) -> [header()].
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          -spec validate_request(headers()) -> {ok, request_info()} | {error, term()}.
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          -spec validate_request(headers(), request_opts()) -> {ok, request_info()} | {error, term()}.
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          -spec validate_response(integer(), headers()) ->
                           {ok,
                            #{accept := binary(), subprotocol => binary(), extensions => [binary()]}} |
                           {error, term()}.


      



  


        

      


  

    
ws_h2_upgrade 
    



      
RFC 8441 — Bootstrapping WebSockets with HTTP/2.
This module only deals with the pseudo-header / response-status validation. Actually driving the HTTP/2 stream (sending the request, receiving the response, swapping data frames for WebSocket frames) belongs to the embedder; erlang_h2 already enforces the semantics and the handshake details below mirror that.
Caller responsibilities (server-side): * Before receiving any Extended CONNECT, the HTTP/2 stack must have advertised SETTINGS_ENABLE_CONNECT_PROTOCOL = 1. If the peer sent :protocol without having seen that setting it is the erlang_h2 layer that rejects the stream. * After this module returns {ok, Info}, the embedder issues a 200 response with the headers from response_headers/1 and hands the stream bytes to ws:accept/5.
Caller responsibilities (client-side): * peer_enable_connect_protocol must be true (the peer advertised SETTINGS_ENABLE_CONNECT_PROTOCOL = 1). client_request/4 returns an error when that is not the case.
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          -type client_opts() ::
          #{subprotocols => [binary()],
            extensions => [binary()],
            peer_enable_connect_protocol := boolean(),
            origin => binary(),
            extra_headers => [{binary(), binary()}]}.
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          -type pseudo_headers() :: [{binary(), binary()}] | map().
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          #{method := binary(),
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            extensions := [binary()],
            selected_subprotocol => binary()}.
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          -spec client_request(binary(), binary(), binary(), client_opts()) ->
                        {ok, [{binary(), binary()}]} | {error, term()}.


      



  



  
    
      
    
    
      client_request(Scheme, Authority, Path, Opts, Extra)
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                        {ok, [{binary(), binary()}]} | {error, term()}.
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          -spec validate_response(integer(), [{binary(), binary()}]) ->
                           {ok, #{subprotocol => binary(), extensions => [binary()]}} | {error, term()}.


      



  


        

      


  

    
ws_h3_upgrade 
    



      
RFC 9220 — Bootstrapping WebSockets with HTTP/3.
RFC 9220 reuses the RFC 8441 extended CONNECT pattern on top of HTTP/3 streams. The only wire-level differences (capsule framing, SETTINGS_ENABLE_CONNECT_PROTOCOL carried in H3 settings) live in the embedder's H3 stack (erlang_quic's h3 module). From this module's point of view the pseudo-header validation and response shape are identical to HTTP/2 — so we reuse ws_h2_upgrade under the hood and expose the name for discoverability.

      


      
        Summary


  
    Functions
  


    
      
        client_request(Scheme, Authority, Path, Opts)

      


    


    
      
        client_request(Scheme, Authority, Path, Opts, Extra)

      


    


    
      
        response_headers(Info)

      


    


    
      
        validate_request(Headers)

      


    


    
      
        validate_request(Headers, Opts)

      


    


    
      
        validate_response(Status, Hdrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      client_request(Scheme, Authority, Path, Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      client_request(Scheme, Authority, Path, Opts, Extra)



        
          
        

    

  


  


  



  
    
      
    
    
      response_headers(Info)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_request(Headers)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_request(Headers, Opts)



        
          
        

    

  


  


  



  
    
      
    
    
      validate_response(Status, Hdrs)



        
          
        

    

  


  


  


        

      


  

    
ws_handler behaviour
    



      
User handler behaviour. The session dispatches inbound messages and out-of-band Erlang messages to the callback module supplied at ws:accept/5 / ws:connect/2 time.
All callbacks return one of: {ok, State} — continue, no outbound frames. {reply, Frames, State} — continue, send Frames (list). {stop, Reason, State} — tear the session down.
Frames is a single frame or a list of frames in the shape accepted by ws_frame:encode/2. The session auto-responds to ping frames with a matching pong *before* invoking handle_in/2, so handlers do not need to do so themselves unless they want custom behaviour.
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          -type reply(State) :: {ok, State} | {reply, frame() | [frame()], State} | {stop, term(), State}.
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          -callback terminate(term(), term()) -> ok.


      



  


        

      


  

    
ws_session 
    



      
WebSocket session state machine.
Owns a single stream handle (supplied by the embedder through a ws_transport callback), drives the frame codec, auto-responds to control frames, and dispatches inbound messages to the user handler module.
States: open — handshake complete, frames flowing in both directions. closing — a close frame was sent or received; the other direction may still finish. closed — both directions closed; the process is about to exit.
Inbound-byte delivery is pull-based: after consuming a chunk the session calls TransportMod:activate/1 to request the next one. The transport signals fresh bytes with {ws_data, Handle, Bin}, peer close with {ws_closed, Handle}, and socket-level errors with {ws_error, Handle, Reason}.
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Tell the session the embedder has finished transport setup (ownership transfer and friends) — the session may now read bytes.
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ws_transport behaviour
    



      
Transport behaviour — a thin abstraction the session uses to exchange bytes on the stream handle supplied by the embedder.
Inbound bytes reach the session as plain Erlang messages; the transport module is responsible for turning adapter-specific messages ({tcp, ...}, {ssl, ...}, {h2_stream, ...}) into the canonical shapes below:
{ws_data, Handle, Bin} {ws_closed, Handle} {ws_error, Handle, Reason}
The session calls activate/1 when it wants the next batch of bytes. Transports that deliver continuously (e.g. ssl in active, true mode) may simply return ok.
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          -callback activate(Handle :: term()) -> ok | {error, term()}.
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          -callback classify(Msg :: term(), Handle :: term()) ->
                      {ws_data, term(), binary()} |
                      {ws_closed, term()} |
                      {ws_error, term(), term()} |
                      ignore.


      


Synchronous read used by the client while driving the HTTP/1.1 handshake (when the session has not yet taken ownership of the stream). Transports whose handshake happens elsewhere (e.g. an HTTP/2 stream handle) may omit this and only be used server-side.
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          -callback close(Handle :: term()) -> ok.
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          -callback controlling_process(Handle :: term(), pid()) -> ok | {error, term()}.


      


Classify an arbitrary Erlang message against this transport's handle. Returning ignore hands the message back to the session to dispatch as an out-of-band info to the user handler.
  



  
    
      
    
    
      peername/1


        (optional)


        
          
        

    

  


  

      

          -callback peername(Handle :: term()) -> {ok, {inet:ip_address(), inet:port_number()}} | {error, term()}.
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          -callback recv(Handle :: term(), timeout()) -> {ok, binary()} | {error, term()}.
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          -callback send(Handle :: term(), iodata()) -> ok | {error, term()}.


      



  


        

      


  

    
ws_transport_gen_tcp 
    



      
Reference ws_transport implementation over plain gen_tcp.
Used by the CT test suite as the embedder stand-in. Translates tcp / tcp_closed / tcp_error messages into the canonical ws_* messages the session consumes.
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ws_transport_ssl 
    



      
ws_transport implementation over OTP ssl. Used by the client for wss:// URLs. Mirrors ws_transport_gen_tcp in every respect except the module calls and message shape.
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