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ABI 
    



      
Documentation for ABI, the function interface language for Solidity.
Generally, the ABI describes how to take binary Ethereum and transform
it to or from types that Solidity understands.
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          Summary
        


  
    Functions
  


    
      
        decode(function_signature, data, data_type \\ :input)

      


        Decodes the given data based on the function or tuple
signature.



    


    
      
        encode(function_signature, data, data_type \\ :input)

      


        Encodes the given data into the function signature or tuple signature.



    


    
      
        find_and_decode(function_selectors, data, data_type \\ :input)

      


        Finds and decodes the correct function from a list of ABI.FunctionSelectors



    


    
      
        parse_specification(doc, opts \\ [])

      


        Parses the given ABI specification document into an array of ABI.FunctionSelectors.
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      Link to this function
    
    decode(function_signature, data, data_type \\ :input)



  


  

Decodes the given data based on the function or tuple
signature.
In place of a signature, you can also pass one of the ABI.FunctionSelector structs returned from parse_specification/1.

  
  examples

  
  Examples


iex> ABI.decode("baz(uint,address)", "00000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower))
[50, <<1::160>>]

iex> ABI.decode("(address[])", "00000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[{[]}]

iex> ABI.decode("(string)", "00000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000" |> Base.decode16!(case: :lower))
[{"Ether Token"}]

iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification
...> |> Enum.find(&(&1.function == "bark")) # bark(address,bool)
...> |> ABI.decode("b85d0bd200000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower))
[<<1::160>>, true]

  



    

  
    
      
      Link to this function
    
    encode(function_signature, data, data_type \\ :input)



  


  

Encodes the given data into the function signature or tuple signature.
In place of a signature, you can also pass one of the ABI.FunctionSelector structs returned from parse_specification/1.

  
  examples

  
  Examples


iex> ABI.encode("baz(uint,address)", [50, <<1::160>> |> :binary.decode_unsigned])
...> |> Base.encode16(case: :lower)
"a291add600000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001"

iex> ABI.encode("(address[])", [{[]}] ) |> Base.encode16(case: :lower)
"000000000000000000000000000000000000000000000000000000000000002000000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000000"

iex> ABI.encode("baz(uint8)", [9999])
** (RuntimeError) Data overflow encoding uint, data `9999` cannot fit in 8 bits

iex> ABI.encode("(uint,address)", [{50, <<1::160>> |> :binary.decode_unsigned}])
...> |> Base.encode16(case: :lower)
"00000000000000000000000000000000000000000000000000000000000000320000000000000000000000000000000000000000000000000000000000000001"

iex> ABI.encode("(string)", [{"Ether Token"}])
...> |> Base.encode16(case: :lower)
"00000000000000000000000000000000000000000000000000000000000000200000000000000000000000000000000000000000000000000000000000000020000000000000000000000000000000000000000000000000000000000000000b457468657220546f6b656e000000000000000000000000000000000000000000"

iex> ABI.encode("test(uint[], uint[])", [[1], [2]])
...> |> Base.encode16(case: :lower)
"f0d7f6eb000000000000000000000000000000000000000000000000000000000000004000000000000000000000000000000000000000000000000000000000000000800000000000000000000000000000000000000000000000000000000000000001000000000000000000000000000000000000000000000000000000000000000100000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000002"

iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification
...> |> Enum.find(&(&1.function == "bark")) # bark(address,bool)
...> |> ABI.encode([<<1::160>> |> :binary.decode_unsigned, true])
...> |> Base.encode16(case: :lower)
"b85d0bd200000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001"

  



    

  
    
      
      Link to this function
    
    find_and_decode(function_selectors, data, data_type \\ :input)



  


  

Finds and decodes the correct function from a list of ABI.FunctionSelectors
The function is found based on the method_id, which is generated from the
keccak hash of the function head. More information can be found here:
https://solidity.readthedocs.io/en/develop/abi-spec.html
Keep in mind, you must include the method identifier in the passed in data
otherwise this won't work as expected. If you are decoding transaction input data
the identifier is the first four bytes and should already be there.
To find and decode events instead of functions, see find_and_decode_event/6

  
  examples

  
  Examples


iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification
...> |> ABI.find_and_decode("b85d0bd200000000000000000000000000000000000000000000000000000000000000010000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!(case: :lower))
{%ABI.FunctionSelector{type: :function, function: "bark", input_names: ["at", "loudly"], method_id: <<184, 93, 11, 210>>, returns: [], types: [:address, :bool], state_mutability: :non_payable}, [<<0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 1>>, true]}

  



    

  
    
      
      Link to this function
    
    parse_specification(doc, opts \\ [])



  


  

Parses the given ABI specification document into an array of ABI.FunctionSelectors.
Non-function entries (e.g. constructors) in the ABI specification are skipped. Fallback function entries are accepted.
This function can be used in combination with a JSON parser, e.g. Jason, to parse ABI specification JSON files.
Opts:
	:include_events? - Include events in the output list (as %FunctionSelector{} with a type of :event). Defaults to false                 for backwards compatibility reasons.



  
  examples

  
  Examples


iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification
[%ABI.FunctionSelector{type: :function, function: "bark", input_names: ["at", "loudly"], method_id: <<184, 93, 11, 210>>, returns: [], types: [:address, :bool], state_mutability: :non_payable},
 %ABI.FunctionSelector{type: :function, function: "rollover", method_id: <<176, 86, 180, 154>>, returns: [:bool], types: [], state_mutability: :non_payable}]

iex> [%{
...>   "constant" => true,
...>   "inputs" => [
...>     %{"name" => "at", "type" => "address"},
...>     %{"name" => "loudly", "type" => "bool"}
...>   ],
...>   "name" => "bark",
...>   "outputs" => [],
...>   "payable" => false,
...>   "stateMutability" => "nonpayable",
...>   "type" => "function"
...> }]
...> |> ABI.parse_specification
[%ABI.FunctionSelector{type: :function, function: "bark", method_id: <<184, 93, 11, 210>>, input_names: ["at", "loudly"], returns: [], types: [:address, :bool], state_mutability: :non_payable}]

iex> [%{
...>   "inputs" => [
...>      %{"name" => "_numProposals", "type" => "uint8"}
...>   ],
...>   "payable" => false,
...>   "stateMutability" => "nonpayable",
...>   "type" => "constructor"
...> }]
...> |> ABI.parse_specification
[%ABI.FunctionSelector{function: nil, input_names: ["_numProposals"], inputs_indexed: nil, method_id: <<99, 53, 230, 34>>, returns: [], type: :constructor, types: [uint: 8]}]

iex> [%{
...>   "payable" => false,
...>   "stateMutability" => "nonpayable",
...>   "type" => "fallback"
...> }]
...> |> ABI.parse_specification
[%ABI.FunctionSelector{type: :function, function: nil, returns: [], types: [], method_id: nil}]

iex> File.read!("priv/dog.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification(include_events?: true)
...> |> Enum.filter(&(&1.type == :event))
[%ABI.FunctionSelector{type: :event, function: "WantsPets", input_names: ["_from_human", "_number", "_belly"], inputs_indexed: [true, false, true], method_id: <<235, 155, 60, 76>>, types: [:string, {:uint, 256}, :bool]}]

iex> File.read!("priv/example1.abi.json")
...> |> Jason.decode!
...> |> ABI.parse_specification(include_events?: true)

  


        

      



  

    
ABI.Event 
    



      
Tools for decoding event data and topics given a list of function selectors.
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    Types
  


    
      
        event_value()

      


    


    
      
        topic()

      


    





  
    Functions
  


    
      
        find_and_decode(function_selectors, topic1, topic2, topic3, topic4, data)

      


        Finds the function selector in the ABI, and decodes the event data accordingly.
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      Link to this type
    
    event_value()



  


  

      

          @type event_value() ::
  {name :: String.t(), type :: String.t(), indexed? :: boolean(),
   value :: term()}


      



  



  
    
      
      Link to this type
    
    topic()



  


  

      

          @type topic() :: binary() | nil
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      Link to this function
    
    find_and_decode(function_selectors, topic1, topic2, topic3, topic4, data)



  


  

      

          @spec find_and_decode(
  [ABI.FunctionSelector.t()],
  topic(),
  topic(),
  topic(),
  topic(),
  binary()
) ::
  {ABI.FunctionSelector.t(), [event_value()]} | {:error, any()}


      


Finds the function selector in the ABI, and decodes the event data accordingly.
Ensure that you included events when parsing the ABI, via include_events?: true
You'll need to have the data separate from the topics, and pass each topic in
separately. It isn't possible to properly decode the topics + data of an event
without knowing the exact order of the topics, and having those topics
separated from the data itself. That is why this function takes each topic
(even if that topic value is nil) as a separate explicit argument.
The first topic will be the keccak 256 hash of the function signature of the
event. You should not have to calculate this, it should be present as the
first topic of the event.
If any of the topics are dynamic types, you will not be able to get the actual
value of the string. Indexed arguments are placed in topics, and indexed
dynamic types are actually indexed by their keccak 256 hash. The only way for
a contract to provide that value and index the argument is to pass the same
value into the event as two separate arguments, one that is indexed and one
that is not. To signify this, those values are returned in a special tuple:
{:dynamic, value}.
Examples:
iex> topic1 = ExKeccak.hash_256("WantsPets(string,uint256,bool)")
# first argument is indexed, so it is a topic
...> topic2 = ExKeccak.hash_256("bob")
# third argument is indexed, so it is also a topic
...> topic3 = "0000000000000000000000000000000000000000000000000000000000000001" |> Base.decode16!()
# there are only two indexed arguments, so the fourth topic is `nil`
...> topic4 = nil
# second argument is not, so it is in data
...> data = "0000000000000000000000000000000000000000000000000000000000000000" |> Base.decode16!()
...> File.read!("priv/dog.abi.json")
...> |> Jason.decode!()
...> |> ABI.parse_specification(include_events?: true)
...> |> ABI.Event.find_and_decode(topic1, topic2, topic3, topic4, data)
{%ABI.FunctionSelector{
    type: :event,
    function: "WantsPets",
    input_names: ["_from_human", "_number", "_belly"],
    inputs_indexed: [true, false, true],
    method_id: <<235, 155, 60, 76>>,
    types: [:string, {:uint, 256}, :bool]
  },
  [
    {"_from_human", "string", true, {:dynamic, <<56, 228, 122, 123, 113, 157, 206, 99, 102, 42, 234, 244, 52, 64, 50, 111, 85, 27, 138, 126, 225, 152, 206, 227, 92, 181, 213, 23, 242, 210, 150, 162>>}},
    {"_number", "uint256", false, 0},
    {"_belly", "bool", true, true}
  ]
}

  


        

      



  

    
ABI.FunctionSelector 
    



      
Module to help parse the ABI function signatures, e.g.
my_function(uint64, string[]).
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    Types
  


    
      
        t()

      


        Struct to represent a function and its input and output types.



    


    
      
        type()

      


    





  
    Functions
  


    
      
        decode(signature)

      


        Decodes a function selector to a struct.



    


    
      
        decode_raw(type_string)

      


        Decodes the given type-string as a simple array of types.



    


    
      
        decode_type(single_type)

      


        Decodes the given type-string as a single type.



    


    
      
        encode(function_selector)

      


        Encodes a function call signature.



    


    
      
        encode_type(single_type)

      


        Encodes the given single type as a type-string.



    


    
      
        simple_types?(list, item)
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      Link to this type
    
    t()



  


  

      

          @type t() :: %ABI.FunctionSelector{
  function: String.t() | nil,
  input_names: [String.t()],
  inputs_indexed: [boolean()],
  method_id: String.t() | nil,
  returns: [type()],
  state_mutability: :pure | :view | :non_payable | :payable | nil,
  type: :event | :function | :constructor | :error,
  types: [type()]
}


      


Struct to represent a function and its input and output types.
	:function - Name of the function
	:types - Function's input types
	:returns - Function's return types
	:method_id - First four bits of the hashed function signature
	:input_names - Names of the input values (argument names)
	:type - The type of the selector. Events are part of the ABI, but are not considered functions
	:inputs_index - A list of true/false values denoting if each input is indexed. Only populated for events.


  



  
    
      
      Link to this type
    
    type()



  


  

      

          @type type() ::
  {:uint, integer()}
  | :bool
  | :string
  | :address
  | :function
  | {:array, type()}
  | {:array, type(), non_neg_integer()}
  | {:tuple, [type()]}
  | :bytes
  | {:bytes, non_neg_integer()}
  | {:ufixed, non_neg_integer(), non_neg_integer()}
  | {:fixed, non_neg_integer(), non_neg_integer()}
  | {:int, integer()}
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      Link to this function
    
    decode(signature)



  


  

Decodes a function selector to a struct.

  
  examples

  
  Examples


iex> ABI.FunctionSelector.decode("bark(uint256,bool)")
%ABI.FunctionSelector{
  function: "bark",
  types: [
    {:uint, 256},
    :bool
  ],
  returns: []
}

iex> ABI.FunctionSelector.decode("growl(uint,address,string[])")
%ABI.FunctionSelector{
  function: "growl",
  types: [
    {:uint, 256},
    :address,
    {:array, :string}
  ],
  returns: []
}

iex> ABI.FunctionSelector.decode("rollover()")
%ABI.FunctionSelector{
  function: "rollover",
  types: [],
  returns: []
}

iex> ABI.FunctionSelector.decode("do_playDead3()")
%ABI.FunctionSelector{
  function: "do_playDead3",
  types: [],
  returns: []
}

iex> ABI.FunctionSelector.decode("pet(address[])")
%ABI.FunctionSelector{
  function: "pet",
  types: [
    {:array, :address}
  ],
  returns: []
}

iex> ABI.FunctionSelector.decode("paw(string[2])")
%ABI.FunctionSelector{
  function: "paw",
  types: [
    {:array, :string, 2}
  ],
  returns: []
}

iex> ABI.FunctionSelector.decode("scram(uint256[])")
%ABI.FunctionSelector{
  function: "scram",
  types: [
    {:array, {:uint, 256}}
  ],
  returns: []
}

iex> ABI.FunctionSelector.decode("shake((string))")
%ABI.FunctionSelector{
  function: "shake",
  types: [
    {:tuple, [:string]}
  ],
  returns: []
}

  



  
    
      
      Link to this function
    
    decode_raw(type_string)



  


  

Decodes the given type-string as a simple array of types.

  
  examples

  
  Examples


iex> ABI.FunctionSelector.decode_raw("string,uint256")
[:string, {:uint, 256}]

iex> ABI.FunctionSelector.decode_raw("")
[]

  



  
    
      
      Link to this function
    
    decode_type(single_type)



  


  

Decodes the given type-string as a single type.

  
  examples

  
  Examples


iex> ABI.FunctionSelector.decode_type("uint256")
{:uint, 256}

iex> ABI.FunctionSelector.decode_type("(bool,address)")
{:tuple, [:bool, :address]}

iex> ABI.FunctionSelector.decode_type("address[][3]")
{:array, {:array, :address}, 3}

  



  
    
      
      Link to this function
    
    encode(function_selector)



  


  

Encodes a function call signature.

  
  examples

  
  Examples


iex> ABI.FunctionSelector.encode(%ABI.FunctionSelector{
...>   function: "bark",
...>   types: [
...>     {:uint, 256},
...>     :bool,
...>     {:array, :string},
...>     {:array, :string, 3},
...>     {:tuple, [{:uint, 256}, :bool]}
...>   ]
...> })
"bark(uint256,bool,string[],string[3],(uint256,bool))"

  



  
    
      
      Link to this function
    
    encode_type(single_type)



  


  

Encodes the given single type as a type-string.

  
  examples

  
  Examples


iex> ABI.FunctionSelector.encode_type({:uint, 256})
"uint256"

iex> ABI.FunctionSelector.encode_type({:tuple, [:bool, :address]})
"(bool,address)"

iex> ABI.FunctionSelector.encode_type({:array, {:array, :address}, 3})
"address[][3]"

  



  
    
      
      Link to this function
    
    simple_types?(list, item)



  


  

      

          @spec simple_types?([map()], map()) :: boolean()


      



  


        

      



  

    
ABI.TypeDecoder 
    



      
ABI.TypeDecoder is responsible for decoding types to the format
expected by Solidity. We generally take a function selector and binary
data and decode that into the original arguments according to the
specification.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        decode(encoded_data, selector_or_types, data_type \\ :input)

      


        Decodes the given data based on the function selector.



    


    
      
        decode_bytes(data, size_in_bytes, atom)

      


    


    
      
        decode_bytes(data, size_in_bytes, atom, rest)

      


    


    
      
        decode_bytes(_, size_in_bytes, atom, full_data, _)

      


    


    
      
        decode_raw(binary_data, types)

      


        Similar to ABI.TypeDecoder.decode/2 except accepts a list of types instead
of a function selector.



    


    
      
        do_decode_raw(binary_data, types)

      


    


    
      
        mod(x, n)
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      Link to this function
    
    decode(encoded_data, selector_or_types, data_type \\ :input)



  


  

Decodes the given data based on the function selector.
Note, we don't currently try to guess the function name?

  
  examples

  
  Examples


iex> "00000000000000000000000000000000000000000000000000000000000000450000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: "baz",
...>        types: [
...>          {:uint, 32},
...>          :bool
...>        ],
...>        returns: [:bool]
...>      }
...>    )
[69, true]

iex> "ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffd6"
...> |> Base.decode16!(case: :lower)
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: "baz",
...>        types: [
...>          {:int, 8}
...>        ],
...>        returns: [:int]
...>      }
...>    )
[-42]


iex> ABI.TypeEncoder.encode(["hello world"],[:string])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          :string
...>        ]
...>      }
...>    )
["hello world"]

iex> "00000000000000000000000000000000000000000000000000000000000000110000000000000000000000000000000000000000000000000000000000000001"
...> |> Base.decode16!(case: :lower)
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          {:tuple, [{:uint, 32}, :bool]}
...>        ]
...>      }
...>    )
[{17, true}]

iex> ABI.TypeEncoder.encode([[17,1]],[{:array,{:uint,32}}])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          {:array, {:uint, 32}}
...>        ]
...>      }
...>    )
[[17, 1]]

iex> ABI.TypeEncoder.encode([[17, 1], true, <<16, 32>>], [{:array, {:uint, 32}},:bool,{:bytes, 2}])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          {:array, {:uint, 32}},
...>          :bool,
...>          {:bytes, 2}
...>        ]
...>      }
...>    )
[[17, 1], true, <<16, 32>>]

iex> ABI.TypeEncoder.encode([{"awesome", true}], [{:tuple, [:string, :bool]}])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          {:tuple, [:string, :bool]}
...>        ]
...>      }
...>    )
[{"awesome", true}]

iex> ABI.TypeEncoder.encode([{[]}],[{:tuple, [{:array, :address}]}])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [
...>          {:tuple, [{:array, :address}]}
...>        ]
...>      }
...>    )
[{[]}]

iex> ABI.TypeEncoder.encode( [{
...>  "Unauthorized",
...>  [
...>    184341788326688649239867304918349890235378717380,
...>    765664983403968947098136133435535343021479462042,
...>  ]
...> }], [{:tuple,[:string, {:array, {:uint, 256}}]}])
...> |> ABI.TypeDecoder.decode(
...>      %ABI.FunctionSelector{
...>        function: nil,
...>        types: [{:tuple,[
...>          :string,
...>          {:array, {:uint, 256}}
...>        ]}]
...>      }
...>    )
[{
  "Unauthorized",
  [
    184341788326688649239867304918349890235378717380,
    765664983403968947098136133435535343021479462042,
  ]
}]

  



  
    
      
      Link to this function
    
    decode_bytes(data, size_in_bytes, atom)



  


  

      

          @spec decode_bytes(binary(), non_neg_integer(), :left) :: {binary(), binary()}


      



  



  
    
      
      Link to this function
    
    decode_bytes(data, size_in_bytes, atom, rest)



  


  

      

          @spec decode_bytes(binary(), non_neg_integer(), :right, binary()) ::
  {binary(), binary()}


      



  



  
    
      
      Link to this function
    
    decode_bytes(_, size_in_bytes, atom, full_data, _)



  


  

      

          @spec decode_bytes(binary(), non_neg_integer(), :right, binary(), binary()) ::
  {binary(), binary()}


      



  



  
    
      
      Link to this function
    
    decode_raw(binary_data, types)



  


  

Similar to ABI.TypeDecoder.decode/2 except accepts a list of types instead
of a function selector.

  
  examples

  
  Examples


iex> ABI.TypeEncoder.encode([{"awesome", true}], [{:tuple, [:string, :bool]}])
...> |> ABI.TypeDecoder.decode_raw([{:tuple, [:string, :bool]}])
[{"awesome", true}]

  



  
    
      
      Link to this function
    
    do_decode_raw(binary_data, types)



  


  


  



  
    
      
      Link to this function
    
    mod(x, n)



  


  


  


        

      



  

    
ABI.TypeEncoder 
    



      
ABI.TypeEncoder is responsible for encoding types to the format
expected by Solidity. We generally take a function selector and an
array of data and encode that array according to the specification.
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    Functions
  


    
      
        encode(data, selector_or_types, data_type \\ :input)

      


        Encodes the given data based on the function selector.



    


    
      
        encode_raw(data, types)

      


    


    
      
        mod(x, n)
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      Link to this function
    
    encode(data, selector_or_types, data_type \\ :input)



  


  

Encodes the given data based on the function selector.

  



  
    
      
      Link to this function
    
    encode_raw(data, types)



  


  


  



  
    
      
      Link to this function
    
    mod(x, n)
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