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Verify the authenticity of AWS SNS HTTPS messages in Elixir. RSA-SHA256 signature
verification for Notification, SubscriptionConfirmation, and UnsubscribeConfirmation
payloads — the Elixir equivalent of Ruby's Aws::SNS::MessageVerifier.
Features
✨ RSA-SHA256 verification — validates signatures using AWS's SigningCertURL
🔒 URL hardening — enforces HTTPS, host whitelist (sns.<region>.amazonaws.com), no credentials in URL, .pem extension for certs
⏰ Replay protection — configurable timestamp window (default: 1 hour)
📋 Topic allowlist — restricts which TopicArn values are accepted
🧩 Pluggable HTTP client — swap in Tesla, Req, Finch, or :httpc default
💾 Automatic cert caching — :persistent_term-backed with 24h TTL
⚠️ Descriptive error reasons — atoms like :signature_invalid, :topic_not_allowed, :timestamp_out_of_window
Installation
Add ex_aws_sns_verifier to your mix.exs:
def deps do
  [
    {:ex_aws_sns_verifier, "~> 0.1.0"}
  ]
end
Usage
One-shot verification
raw_body = ~s({"Type": "Notification", ...})
opts = [allowed_topic_arns: ["arn:aws:sns:us-east-1:123456789012:MyTopic"]]

{:ok, payload} = ExAwsSnsVerifier.verify(raw_body, opts)
# or
payload = ExAwsSnsVerifier.verify!(raw_body, opts)
With Verifier struct
verifier = ExAwsSnsVerifier.new(
  allowed_topic_arns: ["arn:aws:sns:us-east-1:123456789012:MyTopic"],
  timestamp_window_seconds: 300  # 5 minutes
)

{:ok, payload} = ExAwsSnsVerifier.verify(verifier, raw_body)
Plug integration
Use with Phoenix controllers or Plug pipelines:
# In a router or pipeline
plug ExAwsSnsVerifier.Plug, allowed_topic_arns: ["arn:aws:sns:..."]
Configuration
	Option	Default	Description
	allowed_topic_arns	(required)	List of allowed SNS topic ARNs
	allowed_regions	All commercial regions	AWS regions for cert URL validation
	timestamp_window_seconds	3600	Replay protection window
	http_client	:httpc	Module implementing get/1
	cert_cache	:persistent_term	Module implementing get/1 and put/2

Custom HTTP client
defmodule MyApp.HttpClient do
  @behaviour ExAwsSnsVerifier.Cert.HttpClientBehaviour

  def get(url) do
    # Your HTTP implementation (Req, Finch, Tesla, etc.)
    {:ok, body}
  end
end

ExAwsSnsVerifier.new(
  allowed_topic_arns: ["..."],
  http_client: MyApp.HttpClient
)
Error Reasons
	Error	Meaning
	:invalid_json	Body is not valid JSON
	:unknown_message_type	Type is not Notification/SubscriptionConfirmation/UnsubscribeConfirmation
	:missing_signature_version	No SignatureVersion field
	:unsupported_signature_version	Only Version 2 (SHA256) supported
	:missing_timestamp	No Timestamp field
	:invalid_timestamp	Timestamp is not valid ISO 8601
	:timestamp_out_of_window	Message is outside the replay window
	:missing_topic_arn	No TopicArn field
	:no_allowed_topics	Allowlist is empty
	:topic_not_allowed	TopicArn not in allowlist
	:missing_signature	No Signature field
	:invalid_signature_encoding	Signature is not valid Base64
	:invalid_cert_url	SigningCertURL failed host/path validation
	:missing_signing_cert_url	No SigningCertURL field
	:signature_invalid	RSA-SHA256 signature does not verify

Development
git clone https://github.com/GustavoZiaugra/ex_aws_sns_verifier.git
cd ex_aws_sns_verifier
mix deps.get
mix test
mix credo --strict
mix dialyzer

License
MIT © Gustavo Ziaugra


  

    Changelog

[0.1.0] — 2026-05-13
Initial release.
Added
	RSA-SHA256 signature verification for Notification, SubscriptionConfirmation, and UnsubscribeConfirmation messages
	Canonical string construction per AWS SNS specification
	URL hardening: HTTPS enforcement, host whitelist (sns.<region>.amazonaws.com), no credentials in URL, .pem extension for certs
	Certificate fetching via :httpc with automatic caching in :persistent_term (24h TTL)
	Configurable timestamp window for replay protection
	Topic ARN allowlist for origin restriction
	Pluggable HTTP client via ExAwsSnsVerifier.Cert.HttpClientBehaviour
	ExAwsSnsVerifier.Plug for Phoenix/Plug integration (module stub)
	Comprehensive test suite with locally generated RSA keypairs
	CI workflow with OTP 26/27/28 × Elixir 1.16–1.19 matrix
	Full credo and dialyzer compliance



  

    
ExAwsSnsVerifier.Cert.Cache 
    



      
:persistent_term-backed cache with 24-hour TTL.
Keys are {__MODULE__, cert_url} tuples. Values are {inserted_at, public_key}
tuples. Entries older than 24 hours are evicted on read.

      




  

    
ExAwsSnsVerifier.Cert.HttpClient 
    



      
Default HTTP client using :httpc.
Fetches a URL with HTTPS, no redirect following, and a 5-second timeout.

      




  

    
ExAwsSnsVerifier.Cert.HttpClientBehaviour behaviour
    



      
Behaviour for pluggable HTTP clients used to fetch signing certificates.
Implement this module to use a custom HTTP client (Tesla, Req, Finch, etc.)
instead of the default :httpc-based client.
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    Callbacks
  


    
      
        get(url)

      


        Fetch the contents of a URL. Must return {:ok, body} or {:error, reason}.
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          @callback get(url :: String.t()) :: {:ok, String.t()} | {:error, term()}


      


Fetch the contents of a URL. Must return {:ok, body} or {:error, reason}.

  


        

      


  

    
ExAwsSnsVerifier 
    



      
Verify the authenticity of AWS SNS HTTPS messages.
This is the Elixir equivalent of Ruby's Aws::SNS::MessageVerifier, filling a
gap in the Elixir ecosystem. It verifies RSA-SHA256 (SignatureVersion 2)
signatures on Notification, SubscriptionConfirmation, and
UnsubscribeConfirmation payloads.
Usage
One-shot verification
raw_body = ~s({"Type": "Notification", ...})
opts = [allowed_topic_arns: ["arn:aws:sns:us-east-1:123456789012:MyTopic"]]

{:ok, payload} = ExAwsSnsVerifier.verify(raw_body, opts)
# or
payload = ExAwsSnsVerifier.verify!(raw_body, opts)
With Verifier struct (reused config)
verifier = ExAwsSnsVerifier.new(allowed_topic_arns: ["..."])
{:ok, payload} = ExAwsSnsVerifier.verify(verifier, raw_body)
Error reasons
On failure, verify/2 returns {:error, reason} where reason is one of:
:invalid_cert_url           — SigningCertURL does not pass host validation
:topic_not_allowed          — TopicArn not in allowed list
:unsupported_signature_version — Only SignatureVersion 2 (SHA256) supported
:type_header_mismatch       — Message Type header does not match JSON
:timestamp_out_of_window    — Message timestamp is outside the replay window
:missing_field              — Required field is missing from message body
:signature_invalid          — RSA-SHA256 signature does not verify
{:cert_fetch_failed, status} — HTTP error fetching signing cert
:invalid_subscribe_url      — SubscribeURL fails host validation
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    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts \\ [])

      


        Create a new ExAwsSnsVerifier struct with persistent configuration.



    


    
      
        verify(verifier_or_body, opts_or_body \\ [])

      


        Verify the authenticity of a raw SNS message body.



    


    
      
        verify!(verifier_or_body, opts_or_body \\ [])

      


        Same as verify/2 but raises ExAwsSnsVerifier.VerificationError on failure.
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          @type t() :: %ExAwsSnsVerifier{
  allowed_regions: [String.t()],
  allowed_topic_arns: [String.t()],
  cert_cache: module(),
  http_client: module(),
  timestamp_window_seconds: pos_integer()
}


      



  


        

      

      
        Functions
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          @spec new(keyword()) :: t()


      


Create a new ExAwsSnsVerifier struct with persistent configuration.
Options
	:allowed_topic_arns — list of allowed TopicArn values (required)
	:allowed_regions — list of AWS regions for SigningCertURL validation
(defaults to all commercial regions)
	:timestamp_window_seconds — replay window in seconds (default: 3600)
	:http_client — module implementing get/1 for cert fetching
(default: ExAwsSnsVerifier.Cert.HttpClient, which uses :httpc)
	:cert_cache — module implementing get/1 and put/2 for cert caching
(default: ExAwsSnsVerifier.Cert.Cache using :persistent_term)


  



    

  
    
      
    
    
      verify(verifier_or_body, opts_or_body \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t() | t(), keyword() | String.t()) ::
  {:ok, map()} | {:error, atom()}


      


Verify the authenticity of a raw SNS message body.
Returns {:ok, decoded_payload} on success or {:error, reason} on failure.

  



    

  
    
      
    
    
      verify!(verifier_or_body, opts_or_body \\ [])



        
          
        

    

  


  

      

          @spec verify!(String.t() | t(), keyword() | String.t()) :: map()


      


Same as verify/2 but raises ExAwsSnsVerifier.VerificationError on failure.

  


        

      


  

    
ExAwsSnsVerifier.Canonical 
    



      
Construct the canonical string for SNS message signature verification.
Per AWS documentation, the canonical string is built from specific message
fields joined with newlines. The exact fields depend on the message type
(Notification vs SubscriptionConfirmation/UnsubscribeConfirmation).

      


      
        Summary


  
    Functions
  


    
      
        build(message)

      


        Build the canonical string to be used for signature verification.
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          @spec build(map()) :: {:ok, String.t()} | {:error, atom()}


      


Build the canonical string to be used for signature verification.
The returned string must have a trailing newline appended before being passed
to :public_key.verify/4.

  


        

      


  

    
ExAwsSnsVerifier.Cert 
    



      
Certificate fetching and caching for AWS SNS message verification.
Downloads the signing certificate from the SigningCertURL, extracts the
RSA public key, and caches it in :persistent_term with a 24-hour TTL.
The cache and HTTP client are replaceable via options.
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    Functions
  


    
      
        fetch(verifier, arg2)

      


        Fetch and decode the public key from a message's SigningCertURL.
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          @spec fetch(ExAwsSnsVerifier.t(), map()) :: {:ok, tuple()} | {:error, atom()}


      


Fetch and decode the public key from a message's SigningCertURL.
Checks cache first (:persistent_term), then validates the URL, downloads
the PEM certificate, extracts the RSA public key, and caches it.

  


        

      


  

    
ExAwsSnsVerifier.Url 
    



      
URL host validation helpers for AWS SNS signing cert and subscribe URLs.
Hardens SigningCertURL and SubscribeURL parsing by:
	Requiring HTTPS scheme
	Validating host matches sns.<region>.amazonaws.com(.cn)? pattern
	Rejecting URLs with userinfo (credentials in URL)
	Requiring .pem extension for cert URLs


      


      
        Summary


  
    Functions
  


    
      
        hostname_regex(allowed_regions)

      


        Build a hostname regex pattern from a list of allowed AWS regions.



    


    
      
        validate_signing_cert_url(url, allowed_regions)

      


        Validate and parse a SigningCertURL.



    


    
      
        validate_subscribe_url(url, allowed_regions)

      


        Validate and parse a SubscribeURL.
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          @spec hostname_regex([String.t()]) :: Regex.t()


      


Build a hostname regex pattern from a list of allowed AWS regions.
Matches sns.<region>.amazonaws.com and sns.<region>.amazonaws.com.cn.
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          @spec validate_signing_cert_url(String.t(), [String.t()]) ::
  {:ok, URI.t()} | {:error, atom()}


      


Validate and parse a SigningCertURL.
Returns {:ok, uri} on success or {:error, :invalid_cert_url} on failure.

  



  
    
      
    
    
      validate_subscribe_url(url, allowed_regions)



        
          
        

    

  


  

      

          @spec validate_subscribe_url(String.t(), [String.t()]) ::
  {:ok, URI.t()} | {:error, atom()}


      


Validate and parse a SubscribeURL.
Returns {:ok, uri} on success or {:error, :invalid_subscribe_url} on failure.

  


        

      


  

    
ExAwsSnsVerifier.VerificationError exception
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