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ExAzureCore 
    



      
Azure SDK for Elixir.
ExAzureCore provides a unified interface for making Azure API requests,
following the pattern established by ExAws.
Usage
Service modules (like ExAzureStorage, ExAzureKeyVault) build operations
that are executed via ExAzureCore.request/2:
# Service module builds an operation
operation = ExAzureStorage.list_containers()

# ExAzureCore executes it
{:ok, result} = ExAzureCore.request(operation)

# With per-request configuration overrides
{:ok, result} = ExAzureCore.request(operation, account: "other-account")

# Raise on error
result = ExAzureCore.request!(operation)

# Stream paginated results
stream = ExAzureCore.stream!(operation)
Configuration
Configuration is merged from multiple sources (lowest to highest priority):
	Service defaults (API versions, hosts, etc.)
	Global config from config :ex_azure_core
	Service-specific config from config :ex_azure_core, :service_name
	Per-request overrides

Example Configuration
# config/config.exs

# Global defaults
config :ex_azure_core,
  timeout: 30_000,
  max_retries: 3

# Storage service
config :ex_azure_core, :storage,
  account: {:system, "AZURE_STORAGE_ACCOUNT"},
  credential: my_storage_credential

# Key Vault service
config :ex_azure_core, :keyvault,
  vault_name: "my-vault",
  credential: :azure_default_credential
Authentication
ExAzureCore supports multiple authentication methods via credentials:
	AzureKeyCredential - API key authentication (Cognitive Services, etc.)
	AzureSasCredential - SAS token authentication (Storage)
	AzureNamedKeyCredential - Shared key authentication (Storage, Cosmos DB)
	TokenServer name (atom) - OAuth2 bearer token (Management, Key Vault, Graph)

Telemetry
ExAzureCore emits telemetry events for observability:
	[:ex_azure_core, :request, :start] - Request started
	[:ex_azure_core, :request, :stop] - Request completed
	[:ex_azure_core, :request, :exception] - Request raised exception

See ExAzureCore.Telemetry for details.

      


      
        Summary


  
    Functions
  


    
      
        request(operation, config_overrides \\ [])

      


        Executes an Azure operation.



    


    
      
        request!(operation, config_overrides \\ [])

      


        Executes an Azure operation, raising on error.



    


    
      
        stream!(operation, config_overrides \\ [])

      


        Returns a stream for paginated Azure resources.
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      request(operation, config_overrides \\ [])



    

  


  

      

          @spec request(
  ExAzureCore.Operation.t(),
  keyword()
) :: {:ok, term()} | {:error, term()}


      


Executes an Azure operation.
Takes an operation struct built by a service module and executes it
using the merged configuration.
Parameters
	operation - An operation struct implementing ExAzureCore.Operation protocol
	config_overrides - Optional keyword list of configuration overrides

Returns
	{:ok, result} - Successful response (parsed by operation's parser)
	{:error, error} - Error response

Examples
# Basic request
operation = ExAzureStorage.list_containers()
{:ok, containers} = ExAzureCore.request(operation)

# With overrides
{:ok, containers} = ExAzureCore.request(operation, account: "staging")

# Manual operation
operation = %ExAzureCore.Operation.REST{
  service: :keyvault,
  http_method: :get,
  path: "/secrets/my-secret",
  parser: fn resp -> resp.body end
}
{:ok, secret} = ExAzureCore.request(operation, vault_name: "my-vault")

  



    

  
    
      
    
    
      request!(operation, config_overrides \\ [])



    

  


  

      

          @spec request!(
  ExAzureCore.Operation.t(),
  keyword()
) :: term()


      


Executes an Azure operation, raising on error.
Same as request/2 but raises the error instead of returning {:error, _}.
Examples
containers = ExAzureCore.request!(ExAzureStorage.list_containers())
Raises
Raises the error returned by the operation.

  



    

  
    
      
    
    
      stream!(operation, config_overrides \\ [])



    

  


  

      

          @spec stream!(
  ExAzureCore.Operation.t(),
  keyword()
) :: Enumerable.t()


      


Returns a stream for paginated Azure resources.
The operation must support streaming (have a stream_builder function).
Parameters
	operation - An operation struct that supports streaming
	config_overrides - Optional keyword list of configuration overrides

Returns
An Enumerable.t() that lazily fetches pages.
Examples
# Stream all blobs in a container
ExAzureStorage.list_blobs("my-container")
|> ExAzureCore.stream!()
|> Enum.take(100)

# Process in batches
ExAzureStorage.list_blobs("my-container")
|> ExAzureCore.stream!()
|> Stream.chunk_every(50)
|> Enum.each(&process_batch/1)
Raises
Raises ArgumentError if the operation does not support streaming.

  


        

      


  

    
ExAzureCore.Auth 
    



      
Authentication module for Azure services.
Provides credential server management and token acquisition functionality.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        Returns a child spec for starting the credential server under a supervisor.



    


    
      
        fetch(name)

      


        Fetches the current token from a credential server.



    


    
      
        fetch!(name)

      


        Fetches the current token from a credential server, raising on error.



    


    
      
        start_link(opts)

      


        Starts a credential server.
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      child_spec(opts)



    

  


  

      

          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Returns a child spec for starting the credential server under a supervisor.
Examples
children = [
  {ExAzureIdentity,
    name: MyApp.AzureToken,
    source: {:client_assertion, config}}
]

  



  
    
      
    
    
      fetch(name)



    

  


  

      

          @spec fetch(term()) :: {:ok, map()} | {:error, term()}


      


Fetches the current token from a credential server.
Returns the cached token if available and still valid, otherwise fetches
a new one from the token source.
Parameters
	name - The name of the credential server

Returns
	{:ok, token} - A map containing the access token and metadata
	{:error, reason} - An error tuple with the failure reason

Examples
{:ok, token} = ExAzureCore.Auth.fetch(MyApp.AzureToken)
token.access_token
#=> "eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6Ik..."
token.expires_at
#=> 1234567890

  



  
    
      
    
    
      fetch!(name)



    

  


  

      

          @spec fetch!(term()) :: map()


      


Fetches the current token from a credential server, raising on error.
Parameters
	name - The name of the credential server

Returns
A map containing the access token and metadata.
Raises
Raises a runtime error if the token cannot be fetched.
Examples
token = ExAzureCore.Auth.fetch!(MyApp.AzureToken)
token.access_token
#=> "eyJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1NiIsIng1dCI6Ik..."

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a credential server.
This function is typically called via a child spec in a supervision tree.
Options
See module documentation for available options.
Examples
{:ok, pid} = ExAzureCore.Auth.start_link(
  name: :my_credential,
  source: {:client_assertion, %{
    tenant_id: "...",
    client_id: "...",
    scope: "https://graph.microsoft.com/.default",
    provider: :aws_cognito,
    provider_opts: [identity_id: "..."]
  }}
)

  


        

      


  

    
ExAzureCore.Auth.FederatedTokenProvider behaviour
    



      
Behaviour and dispatcher for federated identity token providers.
Provides a unified interface for obtaining tokens from various federated
identity providers such as AWS Cognito.

      


      
        Summary


  
    Callbacks
  


    
      
        get_token(identity_id, opts)

      


        Defines the callback for retrieving a federated identity token.



    





  
    Functions
  


    
      
        get_token(provider, opts \\ [])

      


        Retrieves a federated identity token from the specified provider.
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      get_token(identity_id, opts)



    

  


  

      

          @callback get_token(identity_id :: String.t(), opts :: Keyword.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Defines the callback for retrieving a federated identity token.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      get_token(provider, opts \\ [])



    

  


  

      

          @spec get_token(provider :: atom(), opts :: Keyword.t()) ::
  {:ok, String.t()} | {:error, String.t()}


      


Retrieves a federated identity token from the specified provider.

  


        

      


  

    
ExAzureCore.Auth.FederationTokenProvider.AwsCognito 
    



      
AWS Cognito implementation for federated token provider.
Supports both basic and enhanced authentication flows for retrieving
identity tokens from AWS Cognito Identity pools.

      




  

    
ExAzureCore.Auth.ManagedIdentity.AppServiceProvider 
    



      
App Service provider for Azure Managed Identity.
Fetches tokens from the Azure App Service identity endpoint for
App Service, Functions, and Logic Apps workloads.
Environment Variables
The following environment variables must be set by Azure:
	IDENTITY_ENDPOINT - The identity endpoint URL
	IDENTITY_HEADER - Secret header value for authentication

Configuration
	:resource (required) - The Azure resource URI
	:client_id (optional) - Client ID for user-assigned managed identity


      


      
        Summary


  
    Types
  


    
      
        config()

      


    





  
    Functions
  


    
      
        fetch_token(config)

      


        Fetches an access token from Azure App Service identity endpoint.
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      config()



    

  


  

      

          @type config() :: %{
  :resource => String.t(),
  optional(:client_id) => String.t(),
  optional(:timeout) => non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fetch_token(config)



    

  


  

      

          @spec fetch_token(config()) :: {:ok, map()} | {:error, term()}


      


Fetches an access token from Azure App Service identity endpoint.
Configuration
	:resource (required) - The Azure resource URI
	:client_id (optional) - Client ID for user-assigned managed identity
	:timeout (optional) - Request timeout in milliseconds (default: 5000)

Examples
{:ok, token} = AppServiceProvider.fetch_token(%{
  resource: "https://management.azure.com/"
})

  


        

      


  

    
ExAzureCore.Auth.ManagedIdentity.EnvironmentDetector 
    



      
Detects the Azure environment for managed identity authentication.
Detection order:
	AKS Workload Identity (AZURE_FEDERATED_TOKEN_FILE + AZURE_CLIENT_ID)
	App Service (IDENTITY_ENDPOINT + IDENTITY_HEADER)
	IMDS probe (169.254.169.254 reachable)


      


      
        Summary


  
    Types
  


    
      
        detection_result()

      


    


    
      
        environment()

      


    





  
    Functions
  


    
      
        app_service_available?()

      


        Checks if App Service environment is available.



    


    
      
        detect(opts \\ [])

      


        Detects the current Azure environment.



    


    
      
        get_environment_info()

      


        Returns environment variables for the detected environment.



    


    
      
        imds_available?(opts \\ [])

      


        Checks if IMDS endpoint is reachable.



    


    
      
        workload_identity_available?()

      


        Checks if AKS Workload Identity environment is available.
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      detection_result()



    

  


  

      

          @type detection_result() ::
  {:ok, environment()}
  | {:error, ExAzureCore.Auth.Errors.ManagedIdentityError.t()}


      



  



  
    
      
    
    
      environment()



    

  


  

      

          @type environment() :: :workload_identity | :app_service | :imds


      



  


        

      

      
        Functions


        


  
    
      
    
    
      app_service_available?()



    

  


  

      

          @spec app_service_available?() :: boolean()


      


Checks if App Service environment is available.
Requires both IDENTITY_ENDPOINT and IDENTITY_HEADER environment variables.

  



    

  
    
      
    
    
      detect(opts \\ [])



    

  


  

      

          @spec detect(keyword()) :: detection_result()


      


Detects the current Azure environment.
Returns the detected environment type or an error if no Azure environment is detected.
Options
	:probe_timeout - Timeout in ms for IMDS probe (default: 1000)
	:skip_imds_probe - Skip IMDS network probe, useful for testing (default: false)


  



  
    
      
    
    
      get_environment_info()



    

  


  

      

          @spec get_environment_info() :: map()


      


Returns environment variables for the detected environment.
Useful for debugging and logging.

  



    

  
    
      
    
    
      imds_available?(opts \\ [])



    

  


  

      

          @spec imds_available?(keyword()) :: boolean()


      


Checks if IMDS endpoint is reachable.
Makes a lightweight probe request to the IMDS endpoint.

  



  
    
      
    
    
      workload_identity_available?()



    

  


  

      

          @spec workload_identity_available?() :: boolean()


      


Checks if AKS Workload Identity environment is available.
Requires both AZURE_FEDERATED_TOKEN_FILE and AZURE_CLIENT_ID environment variables.

  


        

      


  

    
ExAzureCore.Auth.ManagedIdentity.ImdsProvider 
    



      
IMDS (Instance Metadata Service) provider for Azure Managed Identity.
Fetches tokens from the Azure IMDS endpoint for VMs, AKS pods (legacy pod identity),
Container Instances, and other Azure compute resources.
IMDS Details
Endpoint: http://169.254.169.254/metadata/identity/oauth2/token
Required headers: Metadata: true
API Version: 2019-08-01
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    Types
  


    
      
        config()

      


    





  
    Functions
  


    
      
        fetch_token(config)

      


        Fetches an access token from Azure IMDS.
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      config()



    

  


  

      

          @type config() :: %{
  :resource => String.t(),
  optional(:client_id) => String.t(),
  optional(:object_id) => String.t(),
  optional(:mi_res_id) => String.t(),
  optional(:timeout) => non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fetch_token(config)



    

  


  

      

          @spec fetch_token(config()) :: {:ok, map()} | {:error, term()}


      


Fetches an access token from Azure IMDS.
Configuration
	:resource (required) - The Azure resource URI (e.g., "https://management.azure.com/")
	:client_id (optional) - Client ID for user-assigned managed identity
	:object_id (optional) - Object ID for user-assigned managed identity
	:mi_res_id (optional) - Resource ID for user-assigned managed identity
	:timeout (optional) - Request timeout in milliseconds (default: 5000)

Examples
# System-assigned identity
{:ok, token} = ImdsProvider.fetch_token(%{resource: "https://management.azure.com/"})

# User-assigned identity
{:ok, token} = ImdsProvider.fetch_token(%{
  resource: "https://vault.azure.net/",
  client_id: "user-assigned-client-id"
})

  


        

      


  

    
ExAzureCore.Auth.OAuth2 
    



      
OAuth2 token exchange for Azure AD.

      


      
        Summary


  
    Functions
  


    
      
        get_token(tenant_id, client_id, assertion, scope, cloud \\ :public)

      


        Exchanges a client assertion for an access token.



    


    
      
        parse_token_response(response)

      


        Parses a successful token response.



    


    
      
        token_endpoint(tenant_id, cloud \\ :public)

      


        Builds the token endpoint URL for the given tenant.



    





      


      
        Functions


        


    

  
    
      
    
    
      get_token(tenant_id, client_id, assertion, scope, cloud \\ :public)



    

  


  

Exchanges a client assertion for an access token.

  



  
    
      
    
    
      parse_token_response(response)



    

  


  

Parses a successful token response.

  



    

  
    
      
    
    
      token_endpoint(tenant_id, cloud \\ :public)



    

  


  

Builds the token endpoint URL for the given tenant.

  


        

      


  

    
ExAzureCore.Auth.Registry 
    



      
Registry for naming and storing token servers.
This registry is used to:
	Register credential server processes with unique names
	Store tokens in Registry values for efficient lookup
	Enable process discovery via name lookup


      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


        Returns a child spec for starting the registry under a supervision tree.
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      child_spec(opts)



    

  


  

Returns a child spec for starting the registry under a supervision tree.

  


        

      


  

    
ExAzureCore.Auth.TokenServer 
    



      
GenServer for managing individual credential tokens with proactive refresh.
Each TokenServer instance manages a single credential's token lifecycle:
	Fetches tokens from configured source
	Stores tokens in Registry for efficient lookup
	Proactively schedules refresh before expiry
	Implements exponential backoff retry logic on failures

Options
	:name (required) - Unique name for this credential instance
	:source (required) - Token source configuration tuple
	:refresh_before - Seconds before expiry to refresh (default: 300)
	:prefetch - Initial token fetch strategy (:async or :sync, default: :async)
	:max_retries - Maximum retry attempts (default: 10)
	:retry_delay - Custom backoff function (default: exponential backoff)

Examples
{:ok, _pid} = ExAzureCore.Auth.TokenServer.start_link(
  name: :my_credential,
  source: {:client_assertion, %{
    tenant_id: "...",
    client_id: "...",
    scope: "https://graph.microsoft.com/.default",
    provider: :aws_cognito,
    provider_opts: [identity_id: "..."]
  }},
  prefetch: :sync
)

{:ok, token} = ExAzureCore.Auth.TokenServer.fetch(:my_credential)
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        state()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fetch(name)

      


        Fetches the current token from the token server.



    


    
      
        start_link(opts)

      


        Starts a token server for a credential.
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      state()



    

  


  

      

          @type state() :: %{
  name: term(),
  source: term(),
  refresh_before: non_neg_integer(),
  max_retries: non_neg_integer(),
  retry_delay: (non_neg_integer() -> non_neg_integer()),
  retry_count: non_neg_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      fetch(name)



    

  


  

      

          @spec fetch(term()) :: {:ok, map()} | {:error, term()}


      


Fetches the current token from the token server.
Returns the cached token if available, otherwise fetches a new one.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts a token server for a credential.
Options
See module documentation for available options.

  


        

      


  

    
ExAzureCore.Auth.TokenSource behaviour
    



      
Behavior for token sources.
A token source is responsible for fetching access tokens from a specific
authentication mechanism. Different sources implement different authentication
flows (client assertion, managed identity, refresh token, etc.).
Implementing a Source
To implement a new source, create a module that implements the fetch_token/1
callback:
defmodule MyApp.CustomSource do
  @behaviour ExAzureIdentity.Source

  @impl true
  def fetch_token(config) do
    # Fetch token using custom logic
    {:ok, %{
      access_token: "...",
      expires_at: System.system_time(:second) + 3600,
      token_type: "Bearer",
      scope: "..."
    }}
  end
end
Token Format
The token map returned by fetch_token/1 must include:
	:access_token - The access token string
	:expires_at - Unix timestamp (seconds) when token expires
	:token_type - Token type (usually "Bearer")
	:scope - Optional scope string
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    Callbacks
  


    
      
        fetch_token(config)

      


        Fetches an access token from the source.
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      fetch_token(config)



    

  


  

      

          @callback fetch_token(config :: map()) :: {:ok, map()} | {:error, term()}


      


Fetches an access token from the source.
Parameters
	config - Source-specific configuration map

Returns
	{:ok, token} - A map containing the token and metadata
	{:error, reason} - An error tuple with the failure reason


  


        

      


  

    
ExAzureCore.Auth.TokenSource.ClientAssertion 
    



      
Client assertion token source using Workload Identity Federation.
This source exchanges external identity tokens (from AWS Cognito, GitHub Actions,
Kubernetes, etc.) for Azure AD access tokens using the OAuth2 client credentials
flow with JWT bearer token assertion.
Configuration
The configuration map must include:
	:tenant_id (required) - Azure AD tenant ID
	:client_id (required) - Azure AD application (client) ID
	:scope (required) - Token scope (e.g., "https://graph.microsoft.com/.default")
	:provider (required) - Federated token provider (:aws_cognito, etc.)
	:provider_opts (optional) - Provider-specific options
	:cloud (optional) - Azure cloud environment (:public, :government, :china, :germany)

Examples
config = %{
  tenant_id: "12345678-1234-1234-1234-123456789012",
  client_id: "87654321-4321-4321-4321-210987654321",
  scope: "https://graph.microsoft.com/.default",
  provider: :aws_cognito,
  provider_opts: [
    identity_id: "us-west-2:12345678-1234-1234-1234-123456789012",
    auth_type: :basic
  ],
  cloud: :public
}

{:ok, token} = ExAzureIdentity.Sources.ClientAssertion.fetch_token(config)

      




  

    
ExAzureCore.Auth.TokenSource.ManagedIdentity 
    



      
Managed Identity token source for Azure workloads.
Fetches tokens directly from Azure identity endpoints for workloads running
in Azure VMs, App Service, Functions, Container Instances, etc.
This source supports automatic environment detection or explicit provider selection.
Configuration
	:resource (required) - The Azure resource URI (e.g., "https://management.azure.com/")
	:client_id (optional) - Client ID for user-assigned managed identity
	:provider (optional) - Force specific provider: :auto, :imds, :app_service (default: :auto)

Examples
# System-assigned identity with auto-detection
config = %{resource: "https://management.azure.com/"}

# User-assigned identity
config = %{
  resource: "https://vault.azure.net/",
  client_id: "user-assigned-client-id"
}

# Force IMDS provider
config = %{
  resource: "https://storage.azure.com/",
  provider: :imds
}
Environment Detection
When :provider is :auto (default), the source detects the environment:
	App Service - if IDENTITY_ENDPOINT and IDENTITY_HEADER are set
	IMDS - probes the IMDS endpoint at 169.254.169.254

For AKS Workload Identity (federated tokens), use TokenSource.WorkloadIdentity instead.

      




  

    
ExAzureCore.Auth.TokenSource.WorkloadIdentity 
    



      
Workload Identity token source for AKS (Azure Kubernetes Service).
Fetches tokens using the AKS Workload Identity flow, which reads a projected
service account token from disk and exchanges it for an Azure AD access token.
How It Works
	Kubernetes projects a service account token to a file in the pod
	This source reads the JWT from that file
	Exchanges it with Azure AD using the OAuth2 federated credential flow
	Returns an Azure AD access token

Environment Variables
AKS automatically sets these environment variables when Workload Identity is enabled:
	AZURE_FEDERATED_TOKEN_FILE - Path to the projected service account token
	AZURE_CLIENT_ID - Client ID of the Azure AD application or managed identity
	AZURE_TENANT_ID - Azure AD tenant ID
	AZURE_AUTHORITY_HOST - (optional) Authority host URL

Configuration
Configuration can be provided explicitly or read from environment variables:
	:scope (required) - Token scope (e.g., "https://management.azure.com/.default")
	:tenant_id (optional) - Azure AD tenant ID (defaults to AZURE_TENANT_ID)
	:client_id (optional) - Client ID (defaults to AZURE_CLIENT_ID)
	:token_file_path (optional) - Token file path (defaults to AZURE_FEDERATED_TOKEN_FILE)
	:cloud (optional) - Azure cloud: :public, :government, :china, :germany

Examples
# Auto-detect from environment variables
config = %{scope: "https://management.azure.com/.default"}

# Explicit configuration
config = %{
  scope: "https://vault.azure.net/.default",
  tenant_id: "my-tenant-id",
  client_id: "my-client-id",
  token_file_path: "/var/run/secrets/azure/tokens/azure-identity-token"
}

      




  

    
ExAzureCore.Config 
    



      
Configuration management for ExAzureCore.
Builds configuration by merging from multiple sources (lowest to highest priority):
	Service defaults from ExAzureCore.Config.Defaults
	Global config from config :ex_azure_core
	Service-specific config from config :ex_azure_core, :service_name
	Per-request overrides from ExAzureCore.request(op, overrides)

Application Configuration
# config/config.exs

# Global defaults (apply to all services)
config :ex_azure_core,
  timeout: 30_000,
  max_retries: 3

# Service-specific configuration
config :ex_azure_core, :storage,
  account: {:system, "AZURE_STORAGE_ACCOUNT"},
  credential: my_named_key_credential

config :ex_azure_core, :keyvault,
  vault_name: "my-vault",
  credential: :azure_default_credential  # TokenServer name
Runtime Value Resolution
Values can be resolved at runtime using {:system, "ENV_VAR"} tuples:
config :ex_azure_core, :storage,
  account: {:system, "AZURE_STORAGE_ACCOUNT"},
  credential: {:system, "AZURE_STORAGE_KEY"}
Credential Types
The :credential config accepts:
	AzureKeyCredential struct - Uses ApiKey plugin
	AzureSasCredential struct - Uses SasToken plugin
	AzureNamedKeyCredential struct - Uses SharedKey plugin
	Atom (e.g., :my_credential) - Uses BearerToken plugin with TokenServer


      


      
        Summary


  
    Functions
  


    
      
        new(service, overrides \\ [])

      


        Builds complete configuration for a service operation.



    





      


      
        Functions


        


    

  
    
      
    
    
      new(service, overrides \\ [])



    

  


  

      

          @spec new(
  atom(),
  keyword()
) :: map()


      


Builds complete configuration for a service operation.
Examples
# With defaults only
config = ExAzureCore.Config.new(:keyvault)

# With per-request overrides
config = ExAzureCore.Config.new(:storage, account: "other-account")

  


        

      


  

    
ExAzureCore.Config.Defaults 
    



      
Default configuration for Azure services.
Provides service-specific defaults including host templates, API versions,
and OAuth scopes. These are the lowest priority in the configuration
merging hierarchy.
Adding Custom Service Defaults
Service modules can register their own defaults at application startup:
ExAzureCore.Config.Defaults.register(:my_service, %{
  host: "myservice.azure.com",
  api_version: "2024-01-01",
  scope: "https://myservice.azure.com/.default"
})

      


      
        Summary


  
    Functions
  


    
      
        base_plugins()

      


        Returns the base plugins for a service.



    


    
      
        get(service)

      


        Returns default configuration for a service.



    


    
      
        register(service, defaults)

      


        Registers custom defaults for a service.



    





      


      
        Functions


        


  
    
      
    
    
      base_plugins()



    

  


  

      

          @spec base_plugins() :: list()


      


Returns the base plugins for a service.
These are the standard plugins that should be attached to most requests:
	RequestId: Generates client request IDs
	AzureHeaders: Adds x-ms-version and x-ms-date headers
	Retry: Implements exponential backoff retry
	ErrorHandler: Parses Azure error responses


  



  
    
      
    
    
      get(service)



    

  


  

      

          @spec get(atom()) :: map()


      


Returns default configuration for a service.
Examples
iex> ExAzureCore.Config.Defaults.get(:keyvault)
%{host: "{vault_name}.vault.azure.net", api_version: "7.5", ...}

iex> ExAzureCore.Config.Defaults.get(:unknown)
%{timeout: 30_000, pool_timeout: 5_000, max_retries: 3}

  



  
    
      
    
    
      register(service, defaults)



    

  


  

      

          @spec register(atom(), map()) :: :ok


      


Registers custom defaults for a service.
Use this to add defaults for services not built into ExAzureCore.
Example
ExAzureCore.Config.Defaults.register(:my_service, %{
  host: "myservice.azure.com",
  api_version: "2024-01-01"
})

  


        

      


  

    
ExAzureCore.Credentials 
    



      
Azure credential types for authentication.
Provides credential types matching the Azure Python SDK:
	AzureKeyCredential - Simple API key for Cognitive Services, Search, etc.
	AzureSasCredential - SAS token for Azure Storage
	AzureNamedKeyCredential - Account name + key pair for Storage, Cosmos DB

Usage with HTTP Plugins
alias ExAzureCore.Credentials

# API Key for Cognitive Services
{:ok, key_cred} = Credentials.key_credential("my-api-key")

Req.new(base_url: "https://myservice.cognitiveservices.azure.com")
|> ExAzureCore.Http.Plugins.ApiKey.attach(
  api_key: key_cred,
  header_name: "Ocp-Apim-Subscription-Key"
)

# SAS for Storage
{:ok, sas_cred} = Credentials.sas_credential("sv=2021-06-08&ss=b...")

Req.new(base_url: "https://myaccount.blob.core.windows.net")
|> ExAzureCore.Http.Plugins.SasToken.attach(sas_token: sas_cred)

# Named Key for Storage
{:ok, named_cred} = Credentials.named_key_credential("myaccount", "base64key==")

Req.new(base_url: "https://myaccount.blob.core.windows.net")
|> ExAzureCore.Http.Plugins.SharedKey.attach(named_key_credential: named_cred)

      


      
        Summary


  
    Functions
  


    
      
        key_credential(key)

      


        Creates a new API key credential.



    


    
      
        named_key_credential(name, key)

      


        Creates a new named key credential.



    


    
      
        sas_credential(signature)

      


        Creates a new SAS credential.



    





      


      
        Functions


        


  
    
      
    
    
      key_credential(key)



    

  


  

      

          @spec key_credential(String.t()) ::
  {:ok, ExAzureCore.Credentials.AzureKeyCredential.t()}
  | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new API key credential.
Example
{:ok, credential} = ExAzureCore.Credentials.key_credential("my-secret-key")

  



  
    
      
    
    
      named_key_credential(name, key)



    

  


  

      

          @spec named_key_credential(String.t(), String.t()) ::
  {:ok, ExAzureCore.Credentials.AzureNamedKeyCredential.t()}
  | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new named key credential.
Example
{:ok, credential} = ExAzureCore.Credentials.named_key_credential("myaccount", "base64key==")

  



  
    
      
    
    
      sas_credential(signature)



    

  


  

      

          @spec sas_credential(String.t()) ::
  {:ok, ExAzureCore.Credentials.AzureSasCredential.t()}
  | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new SAS credential.
Example
{:ok, credential} = ExAzureCore.Credentials.sas_credential("sv=2021-06-08&ss=b...")

  


        

      


  

    
ExAzureCore.Credentials.AzureKeyCredential 
    



      
Credential type for API key authentication.
Stores a single API key that can be used with services requiring
api-key, Ocp-Apim-Subscription-Key, or similar header-based authentication.
Example
{:ok, credential} = AzureKeyCredential.new("my-secret-key")
credential.key
#=> "my-secret-key"

# Update returns a new credential (immutable)
{:ok, updated} = AzureKeyCredential.update(credential, "new-key")

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(key)

      


        Creates a new key credential.



    


    
      
        new!(key)

      


        Creates a new key credential, raising on invalid input.



    


    
      
        update(azure_key_credential, new_key)

      


        Updates the key value, returning a new credential.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Credentials.AzureKeyCredential{key: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(key)



    

  


  

      

          @spec new(String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new key credential.
Returns {:ok, credential} if the key is a non-empty string,
or {:error, CredentialError} otherwise.

  



  
    
      
    
    
      new!(key)



    

  


  

      

          @spec new!(String.t()) :: t()


      


Creates a new key credential, raising on invalid input.

  



  
    
      
    
    
      update(azure_key_credential, new_key)



    

  


  

      

          @spec update(t(), String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Updates the key value, returning a new credential.
This is immutable - returns a new struct rather than modifying in-place.

  


        

      


  

    
ExAzureCore.Credentials.AzureNamedKeyCredential 
    



      
Credential type for named key authentication.
Stores both an account name and account key, used with services like
Azure Storage and Cosmos DB that require both values for authentication.
Example
{:ok, credential} = AzureNamedKeyCredential.new("myaccount", "base64key==")
credential.name
#=> "myaccount"
credential.key
#=> "base64key=="

# Update returns a new credential (immutable)
{:ok, updated} = AzureNamedKeyCredential.update(credential, "newaccount", "newkey==")

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        named_key(azure_named_key_credential)

      


        Returns the named key as a tuple {name, key}.



    


    
      
        new(name, key)

      


        Creates a new named key credential.



    


    
      
        new!(name, key)

      


        Creates a new named key credential, raising on invalid input.



    


    
      
        update(azure_named_key_credential, new_name, new_key)

      


        Updates both name and key values, returning a new credential.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Credentials.AzureNamedKeyCredential{
  key: String.t(),
  name: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      named_key(azure_named_key_credential)



    

  


  

      

          @spec named_key(t()) :: {String.t(), String.t()}


      


Returns the named key as a tuple {name, key}.
Useful for pattern matching or passing to functions that expect a tuple.

  



  
    
      
    
    
      new(name, key)



    

  


  

      

          @spec new(String.t(), String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new named key credential.
Returns {:ok, credential} if both name and key are non-empty strings,
or {:error, CredentialError} otherwise.

  



  
    
      
    
    
      new!(name, key)



    

  


  

      

          @spec new!(String.t(), String.t()) :: t()


      


Creates a new named key credential, raising on invalid input.

  



  
    
      
    
    
      update(azure_named_key_credential, new_name, new_key)



    

  


  

      

          @spec update(t(), String.t(), String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Updates both name and key values, returning a new credential.
This is immutable - returns a new struct rather than modifying in-place.
Both values must be provided together (atomic update).

  


        

      


  

    
ExAzureCore.Credentials.AzureSasCredential 
    



      
Credential type for Shared Access Signature (SAS) authentication.
Stores a SAS token that can be used with Azure Storage services.
The signature is automatically normalized (leading "?" is stripped).
Example
{:ok, credential} = AzureSasCredential.new("sv=2021-06-08&ss=b&srt=sco...")
credential.signature
#=> "sv=2021-06-08&ss=b&srt=sco..."

# Leading "?" is stripped automatically
{:ok, credential} = AzureSasCredential.new("?sv=2021-06-08&ss=b...")
credential.signature
#=> "sv=2021-06-08&ss=b..."

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(signature)

      


        Creates a new SAS credential.



    


    
      
        new!(signature)

      


        Creates a new SAS credential, raising on invalid input.



    


    
      
        update(azure_sas_credential, new_signature)

      


        Updates the signature value, returning a new credential.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Credentials.AzureSasCredential{signature: String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(signature)



    

  


  

      

          @spec new(String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Creates a new SAS credential.
Returns {:ok, credential} if the signature is a non-empty string,
or {:error, CredentialError} otherwise.
The signature is normalized by stripping any leading "?" character.

  



  
    
      
    
    
      new!(signature)



    

  


  

      

          @spec new!(String.t()) :: t()


      


Creates a new SAS credential, raising on invalid input.

  



  
    
      
    
    
      update(azure_sas_credential, new_signature)



    

  


  

      

          @spec update(t(), String.t()) ::
  {:ok, t()} | {:error, ExAzureCore.Credentials.Errors.CredentialError.t()}


      


Updates the signature value, returning a new credential.
This is immutable - returns a new struct rather than modifying in-place.

  


        

      


  

    
ExAzureCore.Errors 
    



      
Defines the error types for the Azure SDK.

      


      
        Summary


  
    Types
  


    
      
        class()

      


    


    
      
        class_module()

      


    


    
      
        error_class()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        splode_error?(arg1, splode)

      


    


    
      
        unwrap!(result, opts \\ nil)

      


        Raises an error if the result is an error, otherwise returns the result



    





      


      
        Types


        


  
    
      
    
    
      class()



    

  


  

      

          @type class() :: %{
  :__struct__ => class_module(),
  :__exception__ => true,
  :errors => [t()],
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}


      



  



  
    
      
    
    
      class_module()



    

  


  

      

          @type class_module() ::
  ExAzureCore.Errors.Authentication
  | ExAzureCore.Errors.External
  | ExAzureCore.Errors.Internal
  | ExAzureCore.Errors.Invalid
  | Splode.Error.Unknown


      



  



  
    
      
    
    
      error_class()



    

  


  

      

          @type error_class() :: :authentication | :external | :internal | :invalid | :unknown


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %{
  :__struct__ => module(),
  :__exception__ => true,
  :class => error_class(),
  :bread_crumbs => [String.t()],
  :vars => Keyword.t(),
  :stacktrace => Splode.Stacktrace.t() | nil,
  :context => map(),
  optional(atom()) => any()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      splode_error?(arg1, splode)



    

  


  


  



    

  
    
      
    
    
      unwrap!(result, opts \\ nil)



    

  


  

Raises an error if the result is an error, otherwise returns the result
Alternatively, you can use the defsplode macro, which does this automatically.
Options
	:error_opts - Options to pass to to_error/2 when converting the returned error
	:unknown_error_opts - Options to pass to the unknown error if the function returns only :error.
not necessary if your function always returns {:error, error}.

Examples
  def function(arg) do
case do_something(arg) do
  :success -> :ok
  {:success, result} -> {:ok, result}
  {:error, error} -> {:error, error}
end
  end
  def function!(arg) do
YourErrors.unwrap!(function(arg))
  end

  


        

      


  

    
ExAzureCore.Helpers.Constants 
    



      
Provides a macro for defining a module with a set of key-value pairs.

      




  

    
ExAzureCore.Http.Client 
    



      
HTTP client for Azure services using Req.
Provides a pre-configured Req client with Azure-specific plugins
for authentication, error handling, and retry logic.
Creating a Client
client = ExAzureCore.Http.Client.new(base_url: "https://management.azure.com")
Making Requests
{:ok, response} = ExAzureCore.Http.Client.get(client, "/subscriptions")
{:ok, response} = ExAzureCore.Http.Client.post(client, "/resources", %{name: "example"})
With Plugins
client = ExAzureCore.Http.Client.new(
  base_url: "https://vault.azure.net",
  plugins: [
    {ExAzureCore.Http.Plugins.BearerToken, credential: :my_credential},
    {ExAzureCore.Http.Plugins.AzureHeaders, api_version: "7.4"}
  ]
)

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        delete(client, url, opts \\ [])

      


        Executes a DELETE request.



    


    
      
        get(client, url, opts \\ [])

      


        Executes a GET request.



    


    
      
        head(client, url, opts \\ [])

      


        Executes a HEAD request.



    


    
      
        new(opts \\ [])

      


        Creates a new HTTP client with the given options.



    


    
      
        patch(client, url, body \\ nil, opts \\ [])

      


        Executes a PATCH request.



    


    
      
        post(client, url, body \\ nil, opts \\ [])

      


        Executes a POST request.



    


    
      
        put(client, url, body \\ nil, opts \\ [])

      


        Executes a PUT request.



    


    
      
        request(client, request)

      


        Executes an HTTP request using the given client.



    


    
      
        stream(client, request_or_opts, opts \\ [])

      


        Executes a streaming request.



    





      


      
        Types


        


  
    
      
    
    
      client()



    

  


  

      

          @type client() :: Req.Request.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      delete(client, url, opts \\ [])



    

  


  

      

          @spec delete(client(), String.t(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a DELETE request.

  



    

  
    
      
    
    
      get(client, url, opts \\ [])



    

  


  

      

          @spec get(client(), String.t(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a GET request.

  



    

  
    
      
    
    
      head(client, url, opts \\ [])



    

  


  

      

          @spec head(client(), String.t(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a HEAD request.

  



    

  
    
      
    
    
      new(opts \\ [])



    

  


  

      

          @spec new(keyword()) :: client()


      


Creates a new HTTP client with the given options.
Options
	:base_url - Base URL for all requests
	:timeout - Request timeout in milliseconds (default: 30000)
	:pool_timeout - Connection pool timeout (default: 5000)
	:plugins - List of plugins to attach, as {Module, opts} or Module
	:headers - Default headers for all requests


  



    

    

  
    
      
    
    
      patch(client, url, body \\ nil, opts \\ [])



    

  


  

      

          @spec patch(client(), String.t(), term(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a PATCH request.

  



    

    

  
    
      
    
    
      post(client, url, body \\ nil, opts \\ [])



    

  


  

      

          @spec post(client(), String.t(), term(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a POST request.

  



    

    

  
    
      
    
    
      put(client, url, body \\ nil, opts \\ [])



    

  


  

      

          @spec put(client(), String.t(), term(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a PUT request.

  



  
    
      
    
    
      request(client, request)



    

  


  

      

          @spec request(client(), ExAzureCore.Http.Request.t()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes an HTTP request using the given client.
Parameters
	client - The Req client
	request - An ExAzureCore.Http.Request struct

Returns
	{:ok, response} - Successful response
	{:error, error} - Network or HTTP error


  



    

  
    
      
    
    
      stream(client, request_or_opts, opts \\ [])



    

  


  

      

          @spec stream(client(), ExAzureCore.Http.Request.t() | keyword(), keyword()) ::
  {:ok, ExAzureCore.Http.Response.t()} | {:error, term()}


      


Executes a streaming request.
The into option determines how the response body is streamed:
	into: File.stream!(path) - Stream to a file
	into: fun - Stream to a function
	into: :self - Stream to the calling process


  


        

      


  

    
ExAzureCore.Http.Plugins.ApiKey 
    



      
Req plugin that adds API key authentication to requests.
Adds the API key as a header with a configurable name.
Supports both raw string keys and AzureKeyCredential structs.
Options
	:api_key - The API key (string or %AzureKeyCredential{})
	:header_name - Header name (default: "api-key")
	:prefix - Optional prefix for the header value (e.g., "Bearer")

Common Header Names by Service
	Cognitive Services: "Ocp-Apim-Subscription-Key"
	Azure Search: "api-key"
	Form Recognizer: "Ocp-Apim-Subscription-Key"
	Translator: "Ocp-Apim-Subscription-Key"

Example
# Using a string key
req = Req.new()
|> ExAzureCore.Http.Plugins.ApiKey.attach(api_key: "my-key")

# Using an AzureKeyCredential
{:ok, credential} = AzureKeyCredential.new("my-key")
req = Req.new()
|> ExAzureCore.Http.Plugins.ApiKey.attach(api_key: credential)

# With custom header name (Cognitive Services)
req = Req.new()
|> ExAzureCore.Http.Plugins.ApiKey.attach(
  api_key: "my-key",
  header_name: "Ocp-Apim-Subscription-Key"
)

# With prefix
req = Req.new()
|> ExAzureCore.Http.Plugins.ApiKey.attach(
  api_key: "my-key",
  prefix: "ApiKey"
)

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the API key plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the API key plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.AzureHeaders 
    



      
Req plugin that adds standard Azure headers to requests.
Headers Added
	x-ms-version - Azure API version (from :api_version option)
	x-ms-date - RFC 1123 formatted timestamp
	x-ms-return-client-request-id - Set to "true" to echo request ID

Options
	:api_version - Azure API version string (e.g., "2024-01-01")
	:include_date - Whether to add x-ms-date header (default: true)

Example
req = Req.new()
|> ExAzureCore.Http.Plugins.AzureHeaders.attach(api_version: "2024-01-01")

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the Azure headers plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the Azure headers plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.BearerToken 
    



      
Req plugin that adds Bearer token authentication to requests.
Integrates with ExAzureCore.Auth.TokenServer to fetch and manage
access tokens for Azure services.
Options
	:credential - TokenServer name (atom) to fetch tokens from
	:token - Static token string (alternative to credential)

Example
# Using a TokenServer
req = Req.new()
|> ExAzureCore.Http.Plugins.BearerToken.attach(credential: :my_azure_credential)

# Using a static token
req = Req.new()
|> ExAzureCore.Http.Plugins.BearerToken.attach(token: "eyJ...")

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the bearer token plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the bearer token plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.ErrorHandler 
    



      
Req plugin that transforms HTTP error responses to Splode errors.
Parses Azure error response format and maps to appropriate error types:
	401/403 - Returns the response for auth-specific handling
	400 - Maps to HttpError with parsed error details
	4xx - Maps to HttpError
	5xx - Maps to HttpError

Azure Error Format
Azure services return errors in the format:
{
  "error": {
    "code": "ErrorCode",
    "message": "Error message",
    "details": [...]
  }
}
Options
	:raise_on_error - Raise exception instead of returning {:error, _} (default: false)

Example
req = Req.new()
|> ExAzureCore.Http.Plugins.ErrorHandler.attach()

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the error handler plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the error handler plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.RequestId 
    



      
Req plugin that manages request ID tracking for Azure services.
Generates a UUID for the x-ms-client-request-id header if not already present,
enabling request correlation across Azure services.
Headers
	x-ms-client-request-id - Client-generated request ID (UUID)
	x-ms-request-id - Server-generated request ID (extracted from response)

Options
	:request_id - Override the generated request ID with a specific value

Example
req = Req.new()
|> ExAzureCore.Http.Plugins.RequestId.attach()

# With custom request ID
req = Req.new()
|> ExAzureCore.Http.Plugins.RequestId.attach(request_id: "my-custom-id")

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the request ID plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the request ID plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.Retry 
    



      
Req plugin that implements Azure-specific retry logic.
Retries requests on transient failures with exponential backoff and jitter,
respecting the Retry-After header when present.
Retryable Status Codes
	408 - Request Timeout
	429 - Too Many Requests
	500 - Internal Server Error
	502 - Bad Gateway
	503 - Service Unavailable
	504 - Gateway Timeout

Options
	:max_retries - Maximum number of retry attempts (default: 3)
	:base_delay - Base delay in milliseconds (default: 1000)
	:max_delay - Maximum delay in milliseconds (default: 32000)
	:retry_statuses - List of status codes to retry (default: [408, 429, 500, 502, 503, 504])

Example
req = Req.new()
|> ExAzureCore.Http.Plugins.Retry.attach(max_retries: 5)

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the retry plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the retry plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.SasToken 
    



      
Req plugin that adds Shared Access Signature (SAS) token authentication.
Appends the SAS token to the request URL as query parameters.
SAS tokens provide delegated access to Azure Storage resources.
Supports both raw string tokens and AzureSasCredential structs.
Options
	:sas_token - The SAS token (string or %AzureSasCredential{})

Example
# Using a string
req = Req.new()
|> ExAzureCore.Http.Plugins.SasToken.attach(
  sas_token: "sv=2021-06-08&ss=b&srt=sco&sp=rwdlacupitfx&se=..."
)

# Using an AzureSasCredential
{:ok, credential} = AzureSasCredential.new("sv=2021-06-08&ss=b...")
req = Req.new()
|> ExAzureCore.Http.Plugins.SasToken.attach(sas_token: credential)

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the SAS token plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the SAS token plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Plugins.SharedKey 
    



      
Req plugin that adds Azure Storage Shared Key authentication.
Implements the Shared Key authorization scheme for Azure Storage services.
Builds a signature string from the request and signs it with HMAC-SHA256.
Supports both raw name/key options and AzureNamedKeyCredential structs.
Options
	:account_name - Azure Storage account name
	:account_key - Azure Storage account key, Base64-encoded
	:named_key_credential - %AzureNamedKeyCredential{} (alternative to name/key)

Example
# Using raw options
req = Req.new()
|> ExAzureCore.Http.Plugins.SharedKey.attach(
  account_name: "myaccount",
  account_key: "base64key=="
)

# Using AzureNamedKeyCredential
{:ok, credential} = AzureNamedKeyCredential.new("myaccount", "base64key==")
req = Req.new()
|> ExAzureCore.Http.Plugins.SharedKey.attach(named_key_credential: credential)
Authorization Header Format
Authorization: SharedKey account:signature

      


      
        Summary


  
    Functions
  


    
      
        attach(request, opts \\ [])

      


        Attaches the shared key plugin to a Req request.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, opts \\ [])



    

  


  

      

          @spec attach(
  Req.Request.t(),
  keyword()
) :: Req.Request.t()


      


Attaches the shared key plugin to a Req request.

  


        

      


  

    
ExAzureCore.Http.Request 
    



      
Represents an HTTP request for Azure services.
Provides a normalized request structure that can be converted to Req options.
Creating a Request
request = ExAzureCore.Http.Request.new(
  method: :get,
  url: "/subscriptions",
  headers: %{"accept" => "application/json"}
)
Building Requests
request =
  Request.new(method: :post, url: "/resources")
  |> Request.put_header("content-type", "application/json")
  |> Request.put_query("api-version", "2024-01-01")
  |> Request.put_body(%{name: "example"})

      


      
        Summary


  
    Types
  


    
      
        method()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Creates a new request with the given options.



    


    
      
        put_body(request, body)

      


        Sets the request body.



    


    
      
        put_form(request, data)

      


        Sets the body as form data and adds the content-type header.



    


    
      
        put_header(request, name, value)

      


        Adds or updates a header in the request.



    


    
      
        put_headers(request, headers)

      


        Merges multiple headers into the request.



    


    
      
        put_json(request, data)

      


        Sets the body as JSON and adds the content-type header.



    


    
      
        put_query(request, name, value)

      


        Adds or updates a query parameter.



    


    
      
        put_query_params(request, params)

      


        Merges multiple query parameters into the request.



    


    
      
        to_req_options(request)

      


        Converts the request to Req options.



    





      


      
        Types


        


  
    
      
    
    
      method()



    

  


  

      

          @type method() :: :get | :post | :put | :patch | :delete | :head | :options


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Http.Request{
  body: term(),
  headers: %{required(String.t()) => String.t()},
  method: method(),
  options: keyword(),
  query: %{required(String.t()) => String.t()},
  url: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



    

  


  

      

          @spec new(keyword()) :: t()


      


Creates a new request with the given options.
Options
	:method - Required. HTTP method atom
	:url - Required. URL path or full URL
	:headers - Optional. Map of headers
	:body - Optional. Request body
	:query - Optional. Query parameters map
	:options - Optional. Additional Req options


  



  
    
      
    
    
      put_body(request, body)



    

  


  

      

          @spec put_body(t(), term()) :: t()


      


Sets the request body.

  



  
    
      
    
    
      put_form(request, data)



    

  


  

      

          @spec put_form(t(), keyword() | map()) :: t()


      


Sets the body as form data and adds the content-type header.

  



  
    
      
    
    
      put_header(request, name, value)



    

  


  

      

          @spec put_header(t(), String.t(), String.t()) :: t()


      


Adds or updates a header in the request.
Header names are normalized to lowercase.

  



  
    
      
    
    
      put_headers(request, headers)



    

  


  

      

          @spec put_headers(t(), %{required(String.t()) => String.t()} | keyword()) :: t()


      


Merges multiple headers into the request.
Header names are normalized to lowercase.

  



  
    
      
    
    
      put_json(request, data)



    

  


  

      

          @spec put_json(t(), term()) :: t()


      


Sets the body as JSON and adds the content-type header.

  



  
    
      
    
    
      put_query(request, name, value)



    

  


  

      

          @spec put_query(t(), String.t(), String.t()) :: t()


      


Adds or updates a query parameter.

  



  
    
      
    
    
      put_query_params(request, params)



    

  


  

      

          @spec put_query_params(t(), %{required(String.t()) => String.t()} | keyword()) :: t()


      


Merges multiple query parameters into the request.

  



  
    
      
    
    
      to_req_options(request)



    

  


  

      

          @spec to_req_options(t()) :: keyword()


      


Converts the request to Req options.

  


        

      


  

    
ExAzureCore.Http.Response 
    



      
Represents an HTTP response from Azure services.
Provides normalized access to response data with helper functions for
common status code checks and header access.
Creating from Req Response
{:ok, req_response} = Req.request(opts)
response = ExAzureCore.Http.Response.from_req(req_response)
Checking Status
if Response.success?(response) do
  process(response.body)
end

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        client_error?(response)

      


        Returns true if the response has a 4xx status code.



    


    
      
        content_type(response)

      


        Gets the Content-Type header value.



    


    
      
        from_req(req_response)

      


        Creates a Response from a Req.Response struct.



    


    
      
        get_header(response, name)

      


        Gets a header value by name (case-insensitive).



    


    
      
        get_retry_after(response)

      


        Gets the Retry-After header value as an integer (seconds).



    


    
      
        rate_limited?(response)

      


        Returns true if the response is rate limited (429).



    


    
      
        redirect?(response)

      


        Returns true if the response is a redirect (3xx).



    


    
      
        server_error?(response)

      


        Returns true if the response has a 5xx status code.



    


    
      
        success?(response)

      


        Returns true if the response has a 2xx status code.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Http.Response{
  body: term(),
  client_request_id: String.t() | nil,
  headers: %{required(String.t()) => String.t()},
  request_id: String.t() | nil,
  status: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      client_error?(response)



    

  


  

      

          @spec client_error?(t()) :: boolean()


      


Returns true if the response has a 4xx status code.

  



  
    
      
    
    
      content_type(response)



    

  


  

      

          @spec content_type(t()) :: String.t() | nil


      


Gets the Content-Type header value.

  



  
    
      
    
    
      from_req(req_response)



    

  


  

      

          @spec from_req(Req.Response.t()) :: t()


      


Creates a Response from a Req.Response struct.

  



  
    
      
    
    
      get_header(response, name)



    

  


  

      

          @spec get_header(t(), String.t()) :: String.t() | nil


      


Gets a header value by name (case-insensitive).
Returns nil if the header is not present.

  



  
    
      
    
    
      get_retry_after(response)



    

  


  

      

          @spec get_retry_after(t()) :: non_neg_integer() | nil


      


Gets the Retry-After header value as an integer (seconds).
Returns nil if the header is not present or cannot be parsed.
Azure services return Retry-After as seconds.

  



  
    
      
    
    
      rate_limited?(response)



    

  


  

      

          @spec rate_limited?(t()) :: boolean()


      


Returns true if the response is rate limited (429).

  



  
    
      
    
    
      redirect?(response)



    

  


  

      

          @spec redirect?(t()) :: boolean()


      


Returns true if the response is a redirect (3xx).

  



  
    
      
    
    
      server_error?(response)



    

  


  

      

          @spec server_error?(t()) :: boolean()


      


Returns true if the response has a 5xx status code.

  



  
    
      
    
    
      success?(response)



    

  


  

      

          @spec success?(t()) :: boolean()


      


Returns true if the response has a 2xx status code.

  


        

      


  

    
ExAzureCore.Http.Streaming.StreamHandler 
    



      
Utilities for handling streaming HTTP responses.
Provides helper functions for streaming large responses like blob downloads,
event streams, and other streaming Azure APIs.
Streaming to File
StreamHandler.download_to_file(client, url, "/path/to/file.bin")
Streaming with Callback
StreamHandler.stream_with_callback(client, url, fn chunk, acc ->
  # Process each chunk
  {:cont, acc + byte_size(chunk)}
end, 0)
Streaming to Process
StreamHandler.stream_to_self(client, url)
receive do
  {:data, chunk} -> process(chunk)
end

      


      
        Summary


  
    Functions
  


    
      
        download_to_file(client, url, file_path, opts \\ [])

      


        Downloads a response body directly to a file.



    


    
      
        stream_to_self(client, url, opts \\ [])

      


        Streams response chunks to the calling process.



    


    
      
        stream_with_callback(client, url, callback, initial_acc, opts \\ [])

      


        Streams response with a callback function.



    


    
      
        streaming_request(url, opts \\ [])

      


        Creates a request struct configured for streaming.



    





      


      
        Functions


        


    

  
    
      
    
    
      download_to_file(client, url, file_path, opts \\ [])



    

  


  

      

          @spec download_to_file(
  ExAzureCore.Http.Client.client(),
  String.t(),
  Path.t(),
  keyword()
) ::
  {:ok, map()} | {:error, term()}


      


Downloads a response body directly to a file.
Options
	:headers - Additional headers for the request
	:params - Query parameters

Returns
	{:ok, response} - Response metadata (status, headers)
	{:error, reason} - Download failed


  



    

  
    
      
    
    
      stream_to_self(client, url, opts \\ [])



    

  


  

      

          @spec stream_to_self(ExAzureCore.Http.Client.client(), String.t(), keyword()) ::
  {:ok, reference()} | {:error, term()}


      


Streams response chunks to the calling process.
The calling process will receive messages in the format:
	{:chunk, data} - A chunk of data
	{:done, response} - Streaming completed

Returns
	{:ok, ref} - Reference to the streaming request
	{:error, reason} - Request failed to start


  



    

  
    
      
    
    
      stream_with_callback(client, url, callback, initial_acc, opts \\ [])



    

  


  

      

          @spec stream_with_callback(
  ExAzureCore.Http.Client.client(),
  String.t(),
  (binary(), acc -> {:cont, acc} | {:halt, acc}),
  acc,
  keyword()
) :: {:ok, {map(), acc}} | {:error, term()}
when acc: term()


      


Streams response with a callback function.
The callback receives each chunk and an accumulator, and should return
{:cont, new_acc} to continue or {:halt, final_acc} to stop.
Returns
	{:ok, {response, final_acc}} - Streaming completed
	{:error, reason} - Streaming failed


  



    

  
    
      
    
    
      streaming_request(url, opts \\ [])



    

  


  

      

          @spec streaming_request(
  String.t(),
  keyword()
) :: ExAzureCore.Http.Request.t()


      


Creates a request struct configured for streaming.

  


        

      


  

    
ExAzureCore.Operation protocol
    



      
Protocol for Azure service operations.
Service modules (like ExAzureStorage, ExAzureKeyVault) implement this protocol
to define how requests are built and responses are parsed.
Example
# Service module builds an operation
operation = ExAzureStorage.list_containers()

# ExAzureCore executes it
{:ok, result} = ExAzureCore.request(operation)
Implementing Custom Operations
defmodule MyOperation do
  defstruct [:service, :path, :method]
end

defimpl ExAzureCore.Operation, for: MyOperation do
  def perform(op, config) do
    # Build and execute request
  end

  def stream!(op, config) do
    # Return enumerable for paginated results
  end
end

      


      
        Summary


  
    Types
  


    
      
        t()

      


        All the types that implement this protocol.



    





  
    Functions
  


    
      
        perform(operation, config)

      


        Executes the operation and returns the result.



    


    
      
        stream!(operation, config)

      


        Returns a stream for paginated Azure resources.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: term()


      


All the types that implement this protocol.

  


        

      

      
        Functions


        


  
    
      
    
    
      perform(operation, config)



    

  


  

      

          @spec perform(t(), map()) :: {:ok, term()} | {:error, term()}


      


Executes the operation and returns the result.
The config map contains merged configuration from:
	Service defaults
	Global application config
	Service-specific config
	Per-request overrides


  



  
    
      
    
    
      stream!(operation, config)



    

  


  

      

          @spec stream!(t(), map()) :: Enumerable.t()


      


Returns a stream for paginated Azure resources.
Raises ArgumentError if the operation does not support streaming.

  


        

      


  

    
ExAzureCore.Operation.REST 
    



      
REST-based operation for Azure services.
Used by service modules to define operations that will be executed
by ExAzureCore.request/2.
Fields
	:service - Service atom (e.g., :storage, :keyvault, :management)
	:http_method - HTTP method
	:path - URL path (relative to base URL)
	:host - Optional host override
	:body - Request body (map for JSON, binary for raw)
	:params - Query parameters
	:headers - Additional headers
	:parser - Optional function to parse response body
	:stream_builder - Optional function to build pagination stream

Example
%ExAzureCore.Operation.REST{
  service: :keyvault,
  http_method: :get,
  path: "/secrets/my-secret",
  params: %{},
  parser: fn response -> response.body end
}

      


      
        Summary


  
    Types
  


    
      
        http_method()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      http_method()



    

  


  

      

          @type http_method() :: :get | :post | :put | :patch | :delete | :head


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Operation.REST{
  body: term(),
  headers: [{String.t(), String.t()}],
  host: String.t() | nil,
  http_method: http_method(),
  params: map(),
  parser: (ExAzureCore.Http.Response.t() -> term()) | nil,
  path: String.t(),
  service: atom(),
  stream_builder: (map() -> Enumerable.t()) | nil
}


      



  


        

      


  

    
ExAzureCore.Telemetry 
    



      
Telemetry events for ExAzureCore operations.
Events
ExAzureCore emits the following telemetry events:
[:ex_azure_core, :request, :start]
Emitted when a request starts.
Measurements:
	:system_time - System time at start (from System.system_time())

Metadata:
	:service - Service atom (e.g., :storage, :keyvault)
	:method - HTTP method
	:path - Request path

[:ex_azure_core, :request, :stop]
Emitted when a request completes (success or error).
Measurements:
	:duration - Request duration in native time units

Metadata:
	:service - Service atom
	:method - HTTP method
	:path - Request path
	:result - :ok or :error

[:ex_azure_core, :request, :exception]
Emitted when a request raises an exception.
Measurements:
	:duration - Time until exception in native time units

Metadata:
	:service - Service atom
	:kind - Exception kind (:error, :exit, :throw)
	:reason - Exception reason
	:stacktrace - Exception stacktrace

Usage
Attach handlers in your application startup:
:telemetry.attach_many(
  "my-app-azure-handler",
  [
    [:ex_azure_core, :request, :start],
    [:ex_azure_core, :request, :stop],
    [:ex_azure_core, :request, :exception]
  ],
  &MyApp.AzureTelemetry.handle_event/4,
  nil
)

      


      
        Summary


  
    Functions
  


    
      
        emit_exception(metadata, kind, reason, stacktrace, start_time)

      


        Emits an exception event.



    


    
      
        emit_start(metadata)

      


        Emits a start event.



    


    
      
        emit_stop(metadata, result, start_time)

      


        Emits a stop event.



    


    
      
        span(operation, config, fun)

      


        Executes a function with telemetry span events.



    





      


      
        Functions


        


  
    
      
    
    
      emit_exception(metadata, kind, reason, stacktrace, start_time)



    

  


  

      

          @spec emit_exception(map(), atom(), term(), list(), integer()) :: :ok


      


Emits an exception event.

  



  
    
      
    
    
      emit_start(metadata)



    

  


  

      

          @spec emit_start(map()) :: :ok


      


Emits a start event.

  



  
    
      
    
    
      emit_stop(metadata, result, start_time)



    

  


  

      

          @spec emit_stop(map(), {:ok, term()} | {:error, term()}, integer()) :: :ok


      


Emits a stop event.

  



  
    
      
    
    
      span(operation, config, fun)



    

  


  

      

          @spec span(struct(), map(), (-> result)) :: result
when result: {:ok, term()} | {:error, term()}


      


Executes a function with telemetry span events.
Emits :start before execution, :stop after successful completion,
and :exception if the function raises.
Parameters
	operation - The operation being executed (for metadata)
	config - The resolved configuration
	fun - The function to execute (should return {:ok, _} or {:error, _})


  


        

      


  

    
ExAzureCore.Auth.Errors.AzureAdStsError exception
    



      
Azure AD Security Token Service error with specific AADSTS error code handling.

      


      
        Summary


  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.AzureAdStsError without raising it.



    


    
      
        handle_error(error_response)

      


        Handles Azure AD specific error responses.



    





      


      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.AzureAdStsError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  description: term(),
  error_code: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  type: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.AzureAdStsError without raising it.
Keys
	:error_code
	:description
	:type


  



  
    
      
    
    
      handle_error(error_response)



    

  


  

Handles Azure AD specific error responses.

  


        

      


  

    
ExAzureCore.Auth.Errors.ConfigurationError exception
    



      
Error for configuration validation failures.
Used when required configuration is missing, values are invalid,
or options are not recognized.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.ConfigurationError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Auth.Errors.ConfigurationError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  key: atom(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  type: :missing_required | :invalid_value | :invalid_option,
  value: term(),
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.ConfigurationError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  key: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  type: term(),
  value: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.ConfigurationError without raising it.
Keys
	:type
	:key
	:value


  


        

      


  

    
ExAzureCore.Auth.Errors.FederationError exception
    



      
Error for federated token provider operations.
Used when fetching tokens from external identity providers (AWS Cognito, etc.)
fails or when an unknown provider is specified.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.FederationError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Auth.Errors.FederationError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: atom(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  type: :token_fetch_failed | :unknown_provider,
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.FederationError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: term(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  type: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.FederationError without raising it.
Keys
	:type
	:provider
	:reason


  


        

      


  

    
ExAzureCore.Auth.Errors.InvalidTokenFormat exception
    



      
Error raised when a token has an invalid or unexpected format.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.InvalidTokenFormat without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Auth.Errors.InvalidTokenFormat{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  token: String.t() | map(),
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.InvalidTokenFormat{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  token: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.InvalidTokenFormat without raising it.
Keys
	:token


  


        

      


  

    
ExAzureCore.Auth.Errors.ManagedIdentityError exception
    



      
Error for managed identity and workload identity operations.
Used when fetching tokens from Azure IMDS, App Service identity endpoint,
or AKS Workload Identity fails.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.ManagedIdentityError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Auth.Errors.ManagedIdentityError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: atom(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  status: integer() | nil,
  type:
    :imds_unavailable
    | :identity_not_found
    | :token_file_not_found
    | :token_file_read_error
    | :environment_not_detected
    | :provider_error
    | :invalid_response,
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.ManagedIdentityError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  provider: term(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  type: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.ManagedIdentityError without raising it.
Keys
	:type
	:provider
	:reason
	:status


  


        

      


  

    
ExAzureCore.Auth.Errors.TokenServerError exception
    



      
Error for token server operations.
Used when token fetching fails or when an unknown token source type
is specified.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Auth.Errors.TokenServerError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Auth.Errors.TokenServerError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  name: atom(),
  path: term(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  type: :fetch_failed | :unknown_source_type,
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Auth.Errors.TokenServerError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  name: term(),
  path: term(),
  reason: term(),
  splode: term(),
  stacktrace: term(),
  type: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Auth.Errors.TokenServerError without raising it.
Keys
	:type
	:name
	:reason


  


        

      


  

    
ExAzureCore.Credentials.Errors.CredentialError exception
    



      
Error for credential validation failures.
Used when credential values are invalid, empty, or of wrong type.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Credentials.Errors.CredentialError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Credentials.Errors.CredentialError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  type: :invalid_key | :invalid_signature | :invalid_named_key,
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) ::
  %ExAzureCore.Credentials.Errors.CredentialError{
    __exception__: true,
    bread_crumbs: term(),
    class: term(),
    path: term(),
    splode: term(),
    stacktrace: term(),
    type: term(),
    vars: term()
  }


      


Create an Elixir.ExAzureCore.Credentials.Errors.CredentialError without raising it.
Keys
	:type


  


        

      


  

    
ExAzureCore.Errors.Authentication exception
    



      
Defines the error type related to authentication failures.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.Authentication without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: Splode.Error.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.Authentication{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.Authentication without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
ExAzureCore.Errors.External exception
    



      
Define an error class for external service errors.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.External without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: Splode.Error.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.External{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.External without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
ExAzureCore.Errors.HttpError exception
    



      
Error representing HTTP-level failures from Azure services.
This error is raised when an HTTP request completes but returns
a non-successful status code (4xx or 5xx).
Fields
	:status - HTTP status code
	:error_code - Azure error code from response body (if available)
	:message - Error message from Azure or generated
	:request_id - Azure request ID for correlation
	:url - The URL that was requested


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(msg)

      


        Create an Elixir.ExAzureCore.Errors.HttpError without raising it.



    


    
      
        from_response(status, body, request_id \\ nil, url \\ nil)

      


        Creates an HttpError from an Azure error response body.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Errors.HttpError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  error_code: String.t() | nil,
  message: String.t() | nil,
  path: term(),
  request_id: String.t() | nil,
  splode: term(),
  stacktrace: term(),
  status: integer() | nil,
  url: String.t() | nil,
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(msg)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.HttpError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  error_code: term(),
  message: term(),
  path: term(),
  request_id: term(),
  splode: term(),
  stacktrace: term(),
  status: term(),
  url: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.HttpError without raising it.
Keys
	:status
	:error_code
	:message
	:request_id
	:url


  



    

    

  
    
      
    
    
      from_response(status, body, request_id \\ nil, url \\ nil)



    

  


  

      

          @spec from_response(integer(), map() | binary(), String.t() | nil, String.t() | nil) ::
  t()


      


Creates an HttpError from an Azure error response body.
Azure services typically return errors in the format:
{
  "error": {
    "code": "ErrorCode",
    "message": "Error message"
  }
}

  


        

      


  

    
ExAzureCore.Errors.Internal exception
    



      
Define an error class for internal sdk errors.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.Internal without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: Splode.Error.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.Internal{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.Internal without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
ExAzureCore.Errors.Invalid exception
    



      
Defines the error type for invalid requests to Azure Services.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.Invalid without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: Splode.Error.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.Invalid{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.Invalid without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



    

  


  

Callback implementation for Exception.message/1.

  


        

      


  

    
ExAzureCore.Errors.NetworkError exception
    



      
Network-related error when connecting to external services fails.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.NetworkError without raising it.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExAzureCore.Errors.NetworkError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  endpoint: String.t() | nil,
  path: term(),
  reason: any(),
  service: String.t(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.NetworkError{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  endpoint: term(),
  path: term(),
  reason: term(),
  service: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.NetworkError without raising it.
Keys
	:service
	:endpoint
	:reason


  


        

      


  

    
ExAzureCore.Errors.Unknown exception
    



      
Defines the error type for an unknown error.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        exception(args)

      


        Create an Elixir.ExAzureCore.Errors.Unknown without raising it.



    


    
      
        message(map)

      


        Callback implementation for Exception.message/1.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: Splode.Error.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exception(args)



    

  


  

      

          @spec exception(opts :: Keyword.t()) :: %ExAzureCore.Errors.Unknown{
  __exception__: true,
  bread_crumbs: term(),
  class: term(),
  errors: term(),
  path: term(),
  splode: term(),
  stacktrace: term(),
  vars: term()
}


      


Create an Elixir.ExAzureCore.Errors.Unknown without raising it.
Keys
	:errors


  



  
    
      
    
    
      message(map)



    

  


  

Callback implementation for Exception.message/1.
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