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    Getting Started with ExESDB Gater

ExESDB Gater is a high-availability gateway service that provides secure, load-balanced access to ExESDB clusters. This guide will walk you through setting up and using ExESDB Gater in both development and production environments.
Table of Contents
	Prerequisites
	Quick Start
	Development Setup
	Configuration
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	API Usage
	Monitoring and Troubleshooting
	Production Deployment
	Best Practices

Prerequisites
System Requirements
	Elixir: 1.14+ 
	Erlang/OTP: 25+
	Docker: 20.10+ (for containerized deployment)
	Docker Compose: 3.8+

ExESDB Cluster
ExESDB Gater requires a running ExESDB cluster to connect to. Make sure you have:
	An operational ExESDB cluster
	Shared network connectivity (e.g., Docker bridge network)
	Matching cluster secrets and cookies
	LibCluster gossip multicast enabled

Quick Start
1. Clone and Setup
git clone https://github.com/beam-campus/ex-esdb-gater.git
cd ex-esdb-gater

2. Start with Docker Compose (Recommended)
The fastest way to get started is using the provided development environment:
cd dev-env
./gater-manager.sh

This will launch an interactive menu where you can:
	Start ExESDB Gater
	Start development tools (Livebook, Excalidraw)
	Monitor cluster connectivity
	View logs and resource usage

3. Manual Docker Compose
If you prefer manual control:
cd dev-env

# Start ExESDB Gater
docker-compose \
  -f ex-esdb-network.yaml \
  -f ex-esdb-gater.yaml \
  -f ex-esdb-gater-override.yaml \
  --profile gater \
  -p gater \
  up -d

4. Verify Installation
Check that ExESDB Gater is running and connected to the cluster:
# Check container status
docker ps | grep gater

# Check cluster connectivity
docker exec ex-esdb-gater /bin/sh -c "echo 'Node.list().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc"

# View logs
docker logs ex-esdb-gater -f

Development Setup
Local Development Environment
For local development without Docker:
cd system

# Install dependencies
mix deps.get

# Compile the project
mix compile

# Start in development mode
iex -S mix

Environment Configuration
Create a .env file or set environment variables:
# Cluster configuration
export EX_ESDB_CLUSTER_SECRET="your_cluster_secret"
export EX_ESDB_COOKIE="your_cluster_cookie"
export RELEASE_COOKIE="your_cluster_cookie"

# Gateway configuration
export EX_ESDB_GATER_CONNECT_TO="target_node@hostname"
export EX_ESDB_PUB_SUB="ex_esdb_pubsub"

# Logging
export LOG_LEVEL="debug"

Development Tools
The development environment includes useful tools:
	Livebook: Interactive notebooks for experimentation	Access: http://localhost:8080


	Excalidraw: Diagramming and visualization	Access: http://localhost:8081



Start tools with:
cd dev-env
./gater-manager.sh
# Choose option [2] or [a] to start tools

Configuration
Basic Configuration
ExESDB Gater configuration is handled through environment variables and Elixir configuration files.
Environment Variables
	Variable	Description	Default
	EX_ESDB_GATER_CONNECT_TO	Target cluster node	node()
	EX_ESDB_PUB_SUB	PubSub process name	:ex_esdb_pubsub
	EX_ESDB_CLUSTER_SECRET	Cluster authentication secret	-
	EX_ESDB_COOKIE	Erlang distribution cookie	-
	RELEASE_COOKIE	Release distribution cookie	-
	LOG_LEVEL	Logging level	"info"

LibCluster Configuration
Edit config/runtime.exs to customize cluster discovery:
config :libcluster,
  topologies: [
    ex_esdb_gater: [
      strategy: Cluster.Strategy.Gossip,
      config: [
        port: 45_892,
        if_addr: "0.0.0.0",
        multicast_addr: "255.255.255.255",
        broadcast_only: true,
        secret: System.get_env("EX_ESDB_CLUSTER_SECRET")
      ]
    ]
  ]
Advanced Configuration
Custom PubSub Configuration
config :ex_esdb_gater, :api,
  connect_to: node(),
  pub_sub: :my_custom_pubsub
Network Configuration
For custom network setups, modify the Docker network configuration:
# ex-esdb-network.yaml
networks:
  ex-esdb-net:
    driver: bridge
    ipam:
      config:
        - subnet: 172.20.0.0/16
Cluster Discovery
How It Works
ExESDB Gater uses LibCluster with Gossip strategy for automatic cluster discovery:
	Initialization: ExESDB Gater starts and initializes LibCluster
	Broadcast: Sends gossip broadcasts on multicast network
	Discovery: Listens for ExESDB node advertisements
	Authentication: Validates cluster membership using shared secrets
	Connection: Establishes Erlang distribution connections
	Monitoring: Continuously monitors cluster health

Cluster Formation Process
sequenceDiagram
    participant G as ExESDB Gater
    participant N as Multicast Network
    participant E1 as ExESDB Node1
    participant E2 as ExESDB Node2
    
    G->>N: Gossip Broadcast (UDP:45892)
    E1->>N: Gossip Response
    E2->>N: Gossip Response
    G->>E1: Validate Secret & Connect
    G->>E2: Validate Secret & Connect
    G->>G: Monitor Connections
Troubleshooting Discovery
Common Issues
	Network Connectivity
# Test multicast connectivity
docker exec ex-esdb-gater ping 255.255.255.255

# Check gossip port
docker exec ex-esdb-gater netstat -ln | grep 45892


	Secret Mismatch
# Verify environment variables match
docker exec ex-esdb-gater env | grep SECRET
docker exec ex-esdb0 env | grep SECRET


	Cookie Issues
# Check distribution cookies
docker exec ex-esdb-gater cat /opt/ex_esdb_gater/releases/*/releases.exs



API Usage
Basic Operations
Once ExESDB Gater is connected to the cluster, you can use its API for event store operations:
Append Events
# Append events to a stream
events = [
  %{event_type: "UserCreated", data: %{id: 1, name: "John"}},
  %{event_type: "UserUpdated", data: %{id: 1, email: "john@example.com"}}
]

{:ok, new_version} = ExESDBGater.API.append_events(:my_store, "user-1", events)
Read Events
# Read events from a stream
{:ok, events} = ExESDBGater.API.get_events(:my_store, "user-1", 0, 10, :forward)

# Get stream version
{:ok, version} = ExESDBGater.API.get_version(:my_store, "user-1")

# List all streams
{:ok, streams} = ExESDBGater.API.get_streams(:my_store)
Subscriptions
# Create a persistent subscription
ExESDBGater.API.save_subscription(
  :my_store,
  :by_stream,
  "user-1",
  "user_subscription",
  0,
  self()
)

# Create a transient subscription
ExESDBGater.API.save_subscription(
  :my_store,
  :by_event_type,
  "UserCreated"
)

# Remove subscription
ExESDBGater.API.remove_subscription(
  :my_store,
  :by_stream,
  "user-1",
  "user_subscription"
)
Snapshots
# Record a snapshot
ExESDBGater.API.record_snapshot(
  :my_store,
  "source-uuid",
  "stream-uuid",
  5,
  %{state: "current_aggregate_state"}
)

# Read a snapshot
{:ok, snapshot} = ExESDBGater.API.read_snapshot(
  :my_store,
  "source-uuid",
  "stream-uuid",
  5
)

# List snapshots
{:ok, snapshots} = ExESDBGater.API.list_snapshots(:my_store)
Error Handling
Always handle potential errors in your API calls:
case ExESDBGater.API.append_events(:my_store, "stream", events) do
  {:ok, version} ->
    Logger.info("Events appended, new version: #{version}")
  
  {:error, :timeout} ->
    Logger.error("Request timed out")
  
  {:error, :no_workers} ->
    Logger.error("No gateway workers available")
  
  {:error, reason} ->
    Logger.error("Append failed: #{inspect(reason)}")
end
Monitoring and Troubleshooting
Health Monitoring
Container Health
# Check container health
docker ps | grep gater

# Detailed container inspection
docker inspect ex-esdb-gater | jq '.[0].State.Health'

# Resource usage
docker stats ex-esdb-gater

Cluster Connectivity
# Check connected nodes
docker exec ex-esdb-gater /bin/sh -c "echo 'Node.list().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc"

# Check cluster monitor logs
docker logs ex-esdb-gater | grep -i "cluster\|libcluster"

Log Analysis
Application Logs
# Real-time logs
docker logs ex-esdb-gater -f

# Filter for specific components
docker logs ex-esdb-gater 2>&1 | grep -E "(ClusterMonitor|LibCluster|API)"

# Error logs only
docker logs ex-esdb-gater 2>&1 | grep -i error

Structured Log Analysis
ExESDB Gater provides structured logging with color-coded themes:
	🔗 ClusterMonitor: Node connection events
	🚪 API: Gateway API operations
	🏭 System: Supervisor and system events

Common Issues and Solutions
Issue: ExESDB Gater not discovering ExESDB nodes
Symptoms: Empty node list, no cluster connections
Solutions:
	Verify network connectivity:
docker network ls | grep ex-esdb-net


	Check gossip configuration:
docker exec ex-esdb-gater env | grep -E "(GOSSIP|CLUSTER)"


	Verify cluster secrets match:
# Check ExESDB Gater secret
docker exec ex-esdb-gater env | grep CLUSTER_SECRET

# Check ExESDB secret
docker exec ex-esdb0 env | grep CLUSTER_SECRET



Issue: Gateway workers not available
Symptoms: {:error, :no_workers} responses
Solutions:
	Check Swarm registration:
# In ExESDB Gater console
Swarm.registered() |> Enum.filter(fn {name, _} -> match?({:gateway_worker, _, _}, name) end)

	Restart ExESDB Gater:
cd dev-env
./gater-manager.sh
# Choose [r1] to restart



Issue: Connection timeouts
Symptoms: Slow responses, timeout errors
Solutions:
	Check cluster health:
docker exec ex-esdb0 /bin/sh -c "echo ':ra_leaderboard.lookup_leader(:my_store).' | /opt/ex_esdb/bin/ex_esdb rpc"


	Monitor resource usage:
docker stats --format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}"



Production Deployment
Container Orchestration
Docker Swarm
# docker-compose.prod.yml
version: '3.8'

services:
  ex-esdb-gater:
    image: local/ex-esdb-gater:latest
    environment:
      EX_ESDB_CLUSTER_SECRET: ${CLUSTER_SECRET}
      EX_ESDB_COOKIE: ${CLUSTER_COOKIE}
      RELEASE_COOKIE: ${CLUSTER_COOKIE}
      LOG_LEVEL: "info"
    networks:
      - ex-esdb-net
    deploy:
      replicas: 3
      resources:
        limits:
          memory: 512M
          cpus: '0.5'
        reservations:
          memory: 256M
          cpus: '0.25'
      restart_policy:
        condition: on-failure
        delay: 5s
        max_attempts: 3
Kubernetes
# k8s/deployment.yaml
apiVersion: apps/v1
kind: Deployment
metadata:
  name: ex-esdb-gater
  labels:
    app: ex-esdb-gater
spec:
  replicas: 3
  selector:
    matchLabels:
      app: ex-esdb-gater
  template:
    metadata:
      labels:
        app: ex-esdb-gater
    spec:
      containers:
      - name: ex-esdb-gater
        image: local/ex-esdb-gater:latest
        env:
        - name: EX_ESDB_CLUSTER_SECRET
          valueFrom:
            secretKeyRef:
              name: cluster-secrets
              key: cluster-secret
        - name: EX_ESDB_COOKIE
          valueFrom:
            secretKeyRef:
              name: cluster-secrets
              key: cluster-cookie
        - name: RELEASE_COOKIE
          valueFrom:
            secretKeyRef:
              name: cluster-secrets
              key: cluster-cookie
        resources:
          limits:
            memory: "512Mi"
            cpu: "500m"
          requests:
            memory: "256Mi"
            cpu: "250m"
        livenessProbe:
          exec:
            command:
            - /bin/sh
            - -c
            - echo 'Node.alive?().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc
          initialDelaySeconds: 30
          periodSeconds: 10
        readinessProbe:
          exec:
            command:
            - /bin/sh
            - -c
            - echo 'length(Node.list()) > 0.' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc
          initialDelaySeconds: 15
          periodSeconds: 5
Security Considerations
Network Security
	Firewall Rules: Restrict gossip port (45892) access
	Network Segmentation: Use dedicated networks for cluster communication
	TLS: Enable TLS for production Erlang distribution

Secrets Management
	Environment Variables: Never hardcode secrets
	Secret Stores: Use Kubernetes secrets, Docker secrets, or external secret managers
	Rotation: Implement regular secret rotation procedures

Access Control
	API Gateway: Place ExESDB Gater behind an API gateway
	Authentication: Implement proper authentication for client applications
	Authorization: Control access to specific streams and operations

Performance Tuning
Resource Allocation
	Memory: 256MB-512MB per instance depending on load
	CPU: 0.25-0.5 cores per instance
	Network: Ensure sufficient bandwidth for cluster communication

Scaling Guidelines
	Horizontal Scaling: Add more ExESDB Gater instances for higher throughput
	Load Balancing: Use external load balancers for client requests
	Monitoring: Implement comprehensive monitoring and alerting

Best Practices
Development
	Environment Isolation: Use separate environments for development, staging, and production
	Configuration Management: Use environment-specific configuration files
	Testing: Implement comprehensive integration tests with cluster scenarios
	Documentation: Document custom configuration and deployment procedures

Operations
	Monitoring: Implement comprehensive monitoring for all components
	Logging: Use structured logging with proper log levels
	Alerting: Set up alerts for cluster connectivity issues
	Backup: Ensure ExESDB cluster has proper backup procedures

Security
	Secrets: Use proper secret management for cluster credentials
	Network: Implement network-level security controls
	Updates: Keep ExESDB Gater and dependencies updated
	Auditing: Log and audit all administrative operations

Performance
	Resource Monitoring: Monitor CPU, memory, and network usage
	Load Testing: Perform regular load testing to identify bottlenecks
	Capacity Planning: Plan for growth and scale proactively
	Optimization: Profile and optimize hot code paths

Next Steps
Now that you have ExESDB Gater up and running:
	Explore the API: Try different event store operations
	Set up Monitoring: Implement proper monitoring and alerting
	Build Applications: Integrate ExESDB Gater into your event-sourced applications
	Scale: Deploy multiple ExESDB Gater instances for high availability
	Contribute: Consider contributing improvements back to the project

For more information, see:
	ExESDB Documentation
	LibCluster Documentation
	Elixir Release Documentation

Support
If you encounter issues:
	Check the troubleshooting section
	Review the logs for error messages
	Verify your configuration matches the examples
	Test network connectivity between components
	Open an issue on the project repository with detailed information
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The ExESDB Gateway API
Features
ExESDB Gater is a high-availability gateway service that provides secure, load-balanced access to ExESDB clusters. It acts as a proxy layer between client applications and the ExESDB event store cluster, offering simplified API access and automatic cluster discovery.
Core Functionality
Event Store Operations
	Stream Management: Create, read, and manage event streams
	Event Appending: Append events to streams with version control
	Event Retrieval: Query events from streams with support for forward/backward traversal
	Stream Versioning: Get and track stream versions for optimistic concurrency control

Subscription Management
	Multiple Subscription Types: 	:by_stream - Subscribe to specific streams
	:by_event_type - Subscribe to events by type
	:by_event_pattern - Subscribe using pattern matching
	:by_event_payload - Subscribe based on event payload content


	Persistent Subscriptions: Durable subscriptions that survive restarts
	Transient Subscriptions: Temporary subscriptions for short-lived operations
	Event Acknowledgment: ACK/NACK support for reliable event processing
	Replay Capability: Start subscriptions from any stream version

Snapshot Management
	Snapshot Recording: Store aggregate snapshots for performance optimization
	Snapshot Retrieval: Read snapshots by source UUID, stream UUID, and version
	Snapshot Deletion: Remove outdated snapshots
	Snapshot Listing: Query available snapshots with filtering

Cluster Discovery & High Availability
LibCluster Integration
ExESDB Gater uses LibCluster for automatic cluster discovery and formation:
	Strategy: Gossip-based multicast discovery
	Protocol: UDP multicast on configurable port (default: 45892)
	Network: Automatic discovery on shared Docker networks
	Security: Shared secret authentication for cluster joining
	Broadcast Address: Configurable multicast address (default: 255.255.255.255)

Cluster Formation Process
	Bootstrap: ExESDB Gater starts and initializes LibCluster
	Discovery: Uses gossip multicast to discover ExESDB nodes
	Authentication: Validates cluster membership using shared secrets
	Connection: Establishes Erlang distribution connections to cluster nodes
	Monitoring: Continuously monitors cluster health and node availability

High Availability Features
	Load Balancing: Automatically distributes requests across available gateway workers
	Failover: Seamless handling of node failures and network partitions
	Health Monitoring: Real-time cluster status monitoring with detailed logging
	Auto-Recovery: Automatic reconnection to recovered cluster nodes
	Split-Brain Prevention: Coordinated cluster formation to prevent inconsistencies

Configuration
Environment Variables
	EX_ESDB_GATER_CONNECT_TO: Target cluster node (default: current node)
	EX_ESDB_PUB_SUB: PubSub process name (default: :ex_esdb_pubsub)
	EX_ESDB_CLUSTER_SECRET: Shared secret for cluster authentication
	EX_ESDB_COOKIE: Erlang distribution cookie
	RELEASE_COOKIE: Release-specific distribution cookie

LibCluster Configuration
config :libcluster,
  topologies: [
    ex_esdb_gater: [
      strategy: Cluster.Strategy.Gossip,
      config: [
        port: 45_892,
        if_addr: "0.0.0.0",
        multicast_addr: "255.255.255.255",
        broadcast_only: true,
        secret: System.get_env("EX_ESDB_CLUSTER_SECRET")
      ]
    ]
  ]
Architecture
Components
	ExESDBGater.API: Main API interface and request router
	ExESDBGater.ClusterMonitor: Monitors cluster node connections and health
	ExESDBGater.System: Supervisor managing all gateway components
	Gateway Workers: Distributed workers using Swarm for cluster-wide coordination
	Phoenix.PubSub: Event broadcasting and subscription management

Worker Distribution
	Swarm Integration: Uses Swarm for distributed process management
	Random Load Balancing: Requests distributed randomly across available workers
	Fault Tolerance: Worker failures handled gracefully with automatic redistribution
	Cluster-Wide Coordination: Workers can run on any node in the cluster

Network Topology
┌─────────────────┐    ┌─────────────────┐    ┌─────────────────┐
│   ExESDB Node   │    │   ExESDB Node   │    │   ExESDB Node   │
│    (node0)      │◄──►│    (node1)      │◄──►│    (node2)      │
└─────────────────┘    └─────────────────┘    └─────────────────┘
         ▲                       ▲                       ▲
         │                       │                       │
         │     Gossip Multicast Network (UDP:45892)     │
         │                       │                       │
         ▼                       ▼                       ▼
┌─────────────────┐    ┌─────────────────┐    ┌─────────────────┐
│   ExESDB Gater    │    │   ExESDB Gater    │    │   ExESDB Gater    │
│   (gateway-1)   │◄──►│   (gateway-2)   │◄──►│   (gateway-3)   │
└─────────────────┘    └─────────────────┘    └─────────────────┘
Installation
Docker Installation
ExESDB Gater is available as a Docker image on Docker Hub with automatic versioning based on the mix.exs version.
Available Tags
	beamcampus/ex_esdb_gater:latest - Latest build from master branch
	beamcampus/ex_esdb_gater:0.0.4 - Specific version (current version)
	beamcampus/ex_esdb_gater:0.0.x - Any specific version tag

Quick Start
Single Gateway:
docker run -d \
  --name ex-esdb-gater \
  --network ex-esdb-net \
  -p 4369:4369 \
  -p 9000:9000 \
  -p 45892:45892/udp \
  -e EX_ESDB_GATER_CONNECT_TO="ex-esdb-node1" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

Multi-Gateway Setup:
# Gateway 1
docker run -d \
  --name ex-esdb-gater-1 \
  --network ex-esdb-net \
  -p 8001:9000 \
  -e EX_ESDB_GATER_CONNECT_TO="ex-esdb-node1" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

# Gateway 2
docker run -d \
  --name ex-esdb-gater-2 \
  --network ex-esdb-net \
  -p 8002:9000 \
  -e EX_ESDB_GATER_CONNECT_TO="ex-esdb-node2" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

# Gateway 3
docker run -d \
  --name ex-esdb-gater-3 \
  --network ex-esdb-net \
  -p 8003:9000 \
  -e EX_ESDB_GATER_CONNECT_TO="ex-esdb-node3" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

Complete Setup with ExESDB
# Create network
docker network create ex-esdb-net

# Start ExESDB cluster (3 nodes)
docker run -d --name ex-esdb-node1 --network ex-esdb-net \
  -p 4369:4369 -p 9001:9000 -p 45892:45892/udp \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node1-data:/data \
  beamcampus/ex_esdb:latest

docker run -d --name ex-esdb-node2 --network ex-esdb-net \
  -p 9002:9000 \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node2-data:/data \
  beamcampus/ex_esdb:latest

docker run -d --name ex-esdb-node3 --network ex-esdb-net \
  -p 9003:9000 \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node3-data:/data \
  beamcampus/ex_esdb:latest

# Start ExESDB Gater
docker run -d --name ex-esdb-gater --network ex-esdb-net \
  -p 8080:9000 \
  -e EX_ESDB_GATER_CONNECT_TO="ex-esdb-node1" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  beamcampus/ex_esdb_gater:latest

Docker Compose
For development and testing, use the provided Docker Compose setup:
# Clone the repository
git clone https://github.com/beam-campus/ex-esdb-gater.git
cd ex-esdb-gater/dev-env

# Start the gateway (requires running ExESDB cluster)
./start-extended-only.sh

Environment Variables
	Variable	Description	Default	Required
	EX_ESDB_GATER_CONNECT_TO	Target ExESDB cluster node	Current node	No
	EX_ESDB_PUB_SUB	PubSub process name	:ex_esdb_pubsub	No
	EX_ESDB_CLUSTER_SECRET	Cluster authentication secret	-	Yes
	EX_ESDB_COOKIE	Erlang distribution cookie	-	Yes
	RELEASE_COOKIE	Release-specific distribution cookie	-	No

Ports
	Port	Protocol	Description
	4369	TCP	EPMD (Erlang Port Mapper Daemon)
	9000	TCP	Erlang distribution port
	45892	UDP	LibCluster gossip multicast

Health Checks
The Docker image includes a built-in health check script:
# Check container health
docker exec ex-esdb-gater ./check-ex-esdb-gater.sh

# View health status
docker inspect --format='{{.State.Health.Status}}' ex-esdb-gater

# Test cluster connectivity
docker exec ex-esdb-gater ./test-cluster-connectivity.sh

Production Considerations
	Load Balancing: Deploy multiple gateway instances behind a load balancer
	Security: Use strong, unique values for secrets and cookies
	Monitoring: Implement external monitoring for gateway and cluster health
	Network Isolation: Use proper Docker networks for security
	Resource Limits: Set appropriate CPU and memory limits
	High Availability: Deploy gateways across multiple availability zones

Hex Installation
ExESDB Gater is also available as a Hex package for direct integration:
def deps do
  [
    {:ex_esdb_gater, "~> 0.0.4"}
  ]
end
Deployment Scenarios
Containerized Deployment
	Docker Compose: Multi-container setup with shared networks
	Network Isolation: Secure communication within Docker bridge networks
	Service Discovery: Automatic discovery of ExESDB containers
	Health Checks: Container-level health monitoring

Production Deployment
	Multiple Gateways: Deploy multiple ExESDB Gater instances for redundancy
	Load Balancers: Use external load balancers for client request distribution
	Monitoring: Comprehensive logging and metrics collection
	Security: Network-level security with firewall rules and VPNs
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          @type t() :: %ExESDB.Schema.SnapshotRecord{
  created_at: DateTime.t(),
  created_epoch: non_neg_integer(),
  data: binary(),
  metadata: binary(),
  source_type: String.t(),
  source_uuid: String.t(),
  source_version: non_neg_integer()
}
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  The ExESDBGater.API GenServer acts as a simple
  high-availability proxy and load balancer for the 
  GaterWorker processes in the cluster.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    


    
      
        selector_type()

      


    


    
      
        store()

      


    


    
      
        stream()

      


    


    
      
        subscription_name()

      


    


    
      
        subscription_type()

      


    





  
    Functions
  


    
      
        ack_event(store, subscription_name, subscriber_pid, event)

      


          Acknowledge receipt of an event by a subscriber to persistent subscription.



    


    
      
        append_events(store, stream_id, events)

      


          Append events to a stream.
  ## Parameters



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete_snapshot(store, source_uuid, stream_uuid, version)

      


    


    
      
        gateway_worker_pids()

      


          Gets a list of all gateway worker pids.



    


    
      
        get_events(store, stream_id, start_version, count, direction \\ :forward)

      


          Get events from a stream, staring from a given version, in a given direction.



    


    
      
        get_streams(store)

      


          Get all streams from the store.
  ## Parameters



    


    
      
        get_subscriptions(store)

      


          Get the subscriptions for a store.



    


    
      
        get_version(store, stream)

      


          Get the version of a stream.



    


    
      
        init(opts)

      


        Callback implementation for GenServer.init/1.



    


    
      
        list_snapshots(store, source_uuid \\ :any, stream_uuid \\ :any)

      


    


    
      
        random_gateway_worker()

      


          Gets a random pid of a gateway worker in the cluster.



    


    
      
        read_snapshot(store, source_uuid, stream_uuid, version)

      


    


    
      
        record_snapshot(store, source_uuid, stream_uuid, version, snapshot_record)

      


    


    
      
        remove_subscription(store, type, selector, subscription_name \\ "transient")

      


          Remove a permanent or transient subscription.



    


    
      
        save_subscription(store, type, selector, subscription_name \\ "transient", start_from \\ 0, subscriber \\ nil)

      


        


    


    
      
        start_link(opts)

      


    





      


      
        Types

        


  
    
      
    
    
      error()



    

  


  

      

          @type error() :: term()


      



  



  
    
      
    
    
      selector_type()



    

  


  

      

          @type selector_type() :: String.t() | map()


      



  



  
    
      
    
    
      store()



    

  


  

      

          @type store() :: atom()


      



  



  
    
      
    
    
      stream()



    

  


  

      

          @type stream() :: String.t()


      



  



  
    
      
    
    
      subscription_name()



    

  


  

      

          @type subscription_name() :: String.t()


      



  



  
    
      
    
    
      subscription_type()



    

  


  

      

          @type subscription_type() ::
  :by_stream | :by_event_type | :by_event_pattern | :by_event_payload


      



  


        

      

      
        Functions

        


  
    
      
    
    
      ack_event(store, subscription_name, subscriber_pid, event)



    

  


  

      

          @spec ack_event(
  store :: atom(),
  subscription_name :: String.t(),
  subscriber_pid :: pid(),
  event :: map()
) :: :ok | {:error, term()}


      


  Acknowledge receipt of an event by a subscriber to persistent subscription.

  



  
    
      
    
    
      append_events(store, stream_id, events)



    

  


  

      

          @spec append_events(
  store :: atom(),
  stream_id :: stream(),
  events :: list()
) :: {:ok, integer()} | {:error, term()}


      


  Append events to a stream.
  ## Parameters
	store: the id of the store
	stream_id: the id of the stream
	events: the events to appendReturns
 where new_version is the new version of the stream
{:error, reason} if there was an error  


  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete_snapshot(store, source_uuid, stream_uuid, version)



    

  


  

      

          @spec delete_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer()
) :: :ok


      



  



  
    
      
    
    
      gateway_worker_pids()



    

  


  

      

          @spec gateway_worker_pids() :: list()


      


  Gets a list of all gateway worker pids.

  



    

  
    
      
    
    
      get_events(store, stream_id, start_version, count, direction \\ :forward)



    

  


  

      

          @spec get_events(
  store :: atom(),
  stream_id :: stream(),
  start_version :: integer(),
  count :: integer(),
  direction :: :forward | :backward
) :: {:ok, list()} | {:error, term()}


      


  Get events from a stream, staring from a given version, in a given direction.

  



  
    
      
    
    
      get_streams(store)



    

  


  

      

          @spec get_streams(store :: atom()) :: {:ok, list()} | {:error, term()}


      


  Get all streams from the store.
  ## Parameters
- store: the id of the store
  ## Returns
- a list of all streams in the store

  



  
    
      
    
    
      get_subscriptions(store)



    

  


  

      

          @spec get_subscriptions(store :: atom()) :: {:ok, list()} | {:error, term()}


      


  Get the subscriptions for a store.

  



  
    
      
    
    
      get_version(store, stream)



    

  


  

      

          @spec get_version(
  store :: atom(),
  stream :: stream()
) :: {:ok, integer()} | {:error, term()}


      


  Get the version of a stream.

  



  
    
      
    
    
      init(opts)



    

  


  

Callback implementation for GenServer.init/1.

  



    

    

  
    
      
    
    
      list_snapshots(store, source_uuid \\ :any, stream_uuid \\ :any)



    

  


  

      

          @spec list_snapshots(
  store :: atom(),
  source_uuid :: binary() | :any,
  stream_uuid :: binary() | :any
) :: {:ok, [map()]} | {:error, term()}


      



  



  
    
      
    
    
      random_gateway_worker()



    

  


  

      

          @spec random_gateway_worker() :: pid()


      


  Gets a random pid of a gateway worker in the cluster.

  



  
    
      
    
    
      read_snapshot(store, source_uuid, stream_uuid, version)



    

  


  

      

          @spec read_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer()
) :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      record_snapshot(store, source_uuid, stream_uuid, version, snapshot_record)



    

  


  

      

          @spec record_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer(),
  snapshot_record :: map()
) :: :ok


      



  



    

  
    
      
    
    
      remove_subscription(store, type, selector, subscription_name \\ "transient")



    

  


  

      

          @spec remove_subscription(
  store :: any(),
  type :: subscription_type(),
  selector :: selector_type(),
  subscription_name :: subscription_name()
) :: :ok | {:error, error()}


      


  Remove a permanent or transient subscription.

  



    

    

    

  
    
      
    
    
      save_subscription(store, type, selector, subscription_name \\ "transient", start_from \\ 0, subscriber \\ nil)



    

  


  

      

          @spec save_subscription(
  store :: atom(),
  type :: atom(),
  selector :: String.t() | map(),
  subscription_name :: String.t(),
  start_from :: non_neg_integer(),
  subscriber :: pid() | nil
) :: :ok


      


Description
  Add a permanent or transient subscription.
Parameters
- store: the id of the store
- type: the type of subscription (:by_stream, :by_event_type, :by_event_pattern, :by_event_payload)
- selector: the selector for the subscription
($all, $<stream-id>, event-type (a string), or event-pattern)
- subscription_name: the name of the subscription, "transient" for a transient subscriptions, except for subscriptions :by_event_pattern or :by_event_payload
- start_from: the version to start from
- subscriber: the pid of the subscriber

  



  
    
      
    
    
      start_link(opts)



    

  


  


  


        

      


  

    
ExESDBGater.ClusterMonitor 
    



      
Monitors cluster node connections and logs when ExESDBGater connects to or disconnects from cluster nodes.
This module subscribes to libcluster node events and provides detailed logging of cluster formation.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the ClusterMonitor GenServer.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  

Starts the ClusterMonitor GenServer.

  


        

      


  

    
ExESDBGater.EnVars 
    



      
  This module contains the environment variables that are used by ExESDBGater

      


      
        Summary


  
    Functions
  


    
      
        connect_to()

      


          Returns the cluster node to connect to. default: node()



    


    
      
        pub_sub()

      


          Returns the name of the pub/sub. default: ex_esdb_pubsub



    





      


      
        Functions

        


  
    
      
    
    
      connect_to()



    

  


  

  Returns the cluster node to connect to. default: node()

  



  
    
      
    
    
      pub_sub()



    

  


  

  Returns the name of the pub/sub. default: ex_esdb_pubsub

  


        

      


  

    
ExESDBGater.Options 
    



      
  This module contains the options helper functions for ExESDB

      


      
        Summary


  
    Functions
  


    
      
        api_env()

      


    


    
      
        api_env(key)

      


    


    
      
        connect_to()

      


    


    
      
        pub_sub()

      


    


    
      
        sys_env(key)

      


    





      


      
        Functions

        


  
    
      
    
    
      api_env()



    

  


  


  



  
    
      
    
    
      api_env(key)



    

  


  


  



  
    
      
    
    
      connect_to()



    

  


  


  



  
    
      
    
    
      pub_sub()



    

  


  


  



  
    
      
    
    
      sys_env(key)



    

  


  


  


        

      


  

    
ExESDBGater.Repl 
    



      
  This module is to interact with the ExESDB.system, 
  running a store called "reg_gh" (Regulate Greenhouse)

      


      
        Summary


  
    Functions
  


    
      
        append(stream, nbr_of_events)

      


          Append events to a stream.



    


    
      
        get_opts()

      


    


    
      
        get_streams()

      


    


    
      
        get_subscriptions()

      


    


    
      
        start_observer_for_all_streams()

      


          Starts an observer (a transient subscription) for all streams.



    


    
      
        start_observer_for_event_payload(observer_name, event_payload_pattern)

      


          Starts an observer (a transient subscription) for a specific event payload pattern.
  ## Parameters



    


    
      
        start_observer_for_event_type(event_type \\ "initialized:v1")

      


          Starts an observer for a specific event type.
  ## Possible event types



    


    
      
        start_observer_for_stream(stream \\ "$greenhouse-1")

      


          Starts an observer (a transient subscription) for a specific stream.
  ## Parameters



    


    
      
        start_producers(nbr_of_producers \\ 10)

      


          Starts a number of producers. 
  Each producer will append events to a stream with stream id greenhouse-n.
  Where n is the number of the producer.



    


    
      
        start_subscriber_for_stream(subscription_name, stream \\ "$greenhouse-1", start_from \\ 0)

      


          Starts a subscriber for a specific stream.
  ## Parameters



    


    
      
        stop_producer_for_stream(stream_id \\ "greenhouse-1")

      


          Stops a producer for a specific stream_id.



    


    
      
        store()

      


    


    
      
        stream1()

      


    


    
      
        stream2()

      


    


    
      
        stream3()

      


    


    
      
        stream4()

      


    


    
      
        stream5()

      


    





      


      
        Functions

        


  
    
      
    
    
      append(stream, nbr_of_events)



    

  


  

      

          @spec append(
  stream :: atom(),
  nbr_of_events :: integer()
) :: {:ok, list(), integer()} | {:error, term()}


      


  Append events to a stream.

  



  
    
      
    
    
      get_opts()



    

  


  


  



  
    
      
    
    
      get_streams()



    

  


  


  



  
    
      
    
    
      get_subscriptions()



    

  


  


  



  
    
      
    
    
      start_observer_for_all_streams()



    

  


  

      

          @spec start_observer_for_all_streams() :: :ok


      


  Starts an observer (a transient subscription) for all streams.

  



  
    
      
    
    
      start_observer_for_event_payload(observer_name, event_payload_pattern)



    

  


  

  Starts an observer (a transient subscription) for a specific event payload pattern.
  ## Parameters
	observer_name: the name of the observer
	event_payload_pattern: the event payload pattern as a map (e.g.: %{operator: "John"})


  



    

  
    
      
    
    
      start_observer_for_event_type(event_type \\ "initialized:v1")



    

  


  

      

          @spec start_observer_for_event_type(event_type :: String.t()) :: :ok


      


  Starts an observer for a specific event type.
  ## Possible event types:
	"initialized:v1" (default)
	"temperature_measured:v1"
	"humidity_measured:v1"
	"light_measured:v1"
	"fan_activated:v1"
	"fan_deactivated:v1"
	"light_activated:v1"
	"light_deactivated:v1"
	"heater_activated:v1"
	"heater_deactivated:v1"
	"sprinkler_activated:v1"
	"sprinkler_deactivated:v1"
	"desired_temperature_set:v1"
	"desired_humidity_set:v1"
	"desired_light_set:v1"


  



    

  
    
      
    
    
      start_observer_for_stream(stream \\ "$greenhouse-1")



    

  


  

      

          @spec start_observer_for_stream(stream :: String.t()) :: :ok


      


  Starts an observer (a transient subscription) for a specific stream.
  ## Parameters
	stream: the stream to subscribe to (default: "$greenhouse-1")


  



    

  
    
      
    
    
      start_producers(nbr_of_producers \\ 10)



    

  


  

  Starts a number of producers. 
  Each producer will append events to a stream with stream id greenhouse-n.
  Where n is the number of the producer.

  



    

    

  
    
      
    
    
      start_subscriber_for_stream(subscription_name, stream \\ "$greenhouse-1", start_from \\ 0)



    

  


  

      

          @spec start_subscriber_for_stream(
  subscription_name :: String.t(),
  stream :: String.t(),
  start_from :: integer()
) :: :ok


      


  Starts a subscriber for a specific stream.
  ## Parameters
- subscription_name: the name of the subscription
- stream: the stream to subscribe to (default: "$greenhouse-1")
- start_from: the version to start from (default: 0)

  



    

  
    
      
    
    
      stop_producer_for_stream(stream_id \\ "greenhouse-1")



    

  


  

      

          @spec stop_producer_for_stream(stream_id :: String.t()) :: :ok


      


  Stops a producer for a specific stream_id.

  



  
    
      
    
    
      store()



    

  


  


  



  
    
      
    
    
      stream1()



    

  


  


  



  
    
      
    
    
      stream2()



    

  


  


  



  
    
      
    
    
      stream3()



    

  


  


  



  
    
      
    
    
      stream4()



    

  


  


  



  
    
      
    
    
      stream5()



    

  


  


  


        

      


  

    
ExESDBGater.Repl.Observer 
    



      
  The Repl.Observer is a GenServer that:
- adds a transient subscription to the store.
- subscribes to the events emitted by the store, via Phoenix PubSub.
- prints the events to the console.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(args)

      


          Starts an observer process for a given topic.
  ## Parameters



    


    
      
        start_link(args)

      


    


    
      
        topic(store, id)

      


    


    
      
        topic(store, selector, name)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start(args)



    

  


  

      

          @spec start(keyword()) :: pid()


      


  Starts an observer process for a given topic.
  ## Parameters
	store: The store to consume events from (atom, default: the configured store).
	type: The type of subscription to consume events from (atom, default: :by_stream).
	selector: The selector of the subscription to consume events from (string, default: "$all").
	topic: The topic to consume events from (string, default: reg_gh:$all).
	name: The name of the observer (string, default: transient).


  



  
    
      
    
    
      start_link(args)



    

  


  


  



  
    
      
    
    
      topic(store, id)



    

  


  


  



  
    
      
    
    
      topic(store, selector, name)



    

  


  


  


        

      


  

    
ExESDBGater.Repl.Subscriber 
    



      
  The Repl.Subscriber is a GenServer that: 
- creates a permanent subscription to the store.
- subscribes to the events emitted by the store, by handling events directly.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(subscription_name, stream, start_from \\ 0)

      


    


    
      
        start_link(args)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start(subscription_name, stream, start_from \\ 0)



    

  


  

      

          @spec start(
  subscription_name :: String.t(),
  stream :: String.t(),
  start_from :: integer()
) :: pid()


      



  



  
    
      
    
    
      start_link(args)



    

  


  


  


        

      


  

    
ExESDBGater.System 
    



      
  The APISystem is responsible for starting and supervising the
  APIWorkers.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)
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