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    Architecture Decision Records (ADR)

ADR-001: Multi-Instance PubSub Architecture
Date: 2025-07-27
Status: Accepted
Context
ExESDB Gater originally used a single PubSub instance (:ex_esdb_system) for all event communication. As the system evolved, several challenges emerged:
	Event Type Confusion: Different types of events (health, metrics, security, audit) were mixed together, making it difficult for consumers to subscribe selectively.

	Scalability Concerns: High-volume events (like metrics) could overwhelm low-volume but critical events (like security alerts).

	Fault Isolation: Issues with one type of event processing could affect all other event types.

	Observability Challenges: Monitoring and debugging were complicated by the lack of separation between different event concerns.

	Consumer Complexity: Applications had to filter and route messages manually, increasing complexity and potential for errors.


Decision
We will implement a multi-instance PubSub architecture with 10 dedicated instances, each serving a specific purpose:
	:ex_esdb_events - Core business events and domain data
	:ex_esdb_system - General system-level events (retained for compatibility)
	:ex_esdb_logging - Log aggregation and distribution
	:ex_esdb_health - Health monitoring and status events
	:ex_esdb_metrics - Performance metrics and statistics
	:ex_esdb_security - Security events and threat detection
	:ex_esdb_audit - Audit trail for compliance requirements
	:ex_esdb_alerts - Critical system alerts requiring immediate attention
	:ex_esdb_diagnostics - Deep diagnostic information for debugging
	:ex_esdb_lifecycle - Process lifecycle events (starts, stops, crashes)

Consequences
Positive
	Clear Separation of Concerns: Each PubSub instance has a well-defined purpose, making the system easier to understand and maintain.

	Independent Scaling: Each instance can be tuned and scaled based on its specific volume and latency requirements.

	Selective Subscription: Consumers can subscribe only to the event types they need, reducing unnecessary processing.

	Fault Isolation: Problems with one event type won't cascade to others, improving overall system resilience.

	Enhanced Observability: Each instance can be monitored independently, providing better insights into system behavior.

	Compliance Support: Dedicated audit and security instances support regulatory and compliance requirements.

	Performance Optimization: High-volume streams (metrics, logs) won't interfere with critical, low-volume streams (alerts, security).


Negative
	Increased Complexity: More instances to manage, monitor, and maintain.

	Resource Overhead: Each PubSub instance consumes some memory and processing resources.

	Configuration Complexity: More instances to configure and tune appropriately.

	Learning Curve: Developers need to understand which instance to use for which type of event.


Mitigations
	Comprehensive Documentation: Created detailed architecture documentation explaining each instance's purpose and usage patterns.

	Consistent Naming: Used clear, descriptive names for each instance that indicate their purpose.

	Extensive Testing: Implemented comprehensive test suite to ensure proper isolation and functionality.

	Backward Compatibility: Maintained existing :ex_esdb_system instance to ensure no breaking changes.


Implementation Details
	All instances are managed by ExESDBGater.PubSubSystem supervisor
	Each instance uses the same underlying Phoenix PubSub technology
	Instances are created using ExESDBGater.PubSubManager to ensure singleton behavior
	Comprehensive test coverage ensures proper isolation and functionality

Alternatives Considered
Alternative 1: Topic-Based Routing on Single Instance
Rejected because: While simpler to implement, this approach doesn't provide the fault isolation, independent scaling, or selective subscription benefits of separate instances.
Alternative 2: External Message Broker (RabbitMQ, Kafka)
Rejected because: Adds external dependencies and operational complexity. Phoenix PubSub provides sufficient functionality for our current needs with better integration into the Elixir ecosystem.
Alternative 3: Fewer, Broader Categories
Rejected because: Testing with 3-5 broader categories showed that we still needed to subdivide them logically, so we chose to be explicit upfront.
Monitoring and Success Criteria
	Instance Isolation: Each instance operates independently without cross-contamination
	Performance: No degradation in message delivery performance
	Resource Usage: Total resource usage remains within acceptable bounds
	Developer Experience: Clear guidelines and examples for choosing appropriate instances
	Operational Excellence: Monitoring and alerting work effectively for each instance

Related Documents
	PUBSUB_ARCHITECTURE.md - Detailed technical documentation
	CHANGELOG.md - Implementation history and changes



  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[0.4.1] - 2025-08-15
BREAKING CHANGES
	Dashboard Modules Removed: Removed Phoenix LiveView dashboard components from core package to eliminate optional dependency issues:	Moved ExESDBGater.Dashboard module and all dashboard LiveView components to backup for separate package
	Removed optional Phoenix dependencies (phoenix_live_view, phoenix_html)
	This resolves compilation issues in umbrella applications where business logic apps don't have Phoenix dependencies



Removed
	Dashboard Components: Temporarily removed dashboard functionality to fix dependency issues:	ExESDBGater.Dashboard.ClusterLive - Full dashboard LiveView
	ExESDBGater.Dashboard.ClusterStatus - Embeddable LiveComponent
	ExESDBGater.Dashboard - Main dashboard module


	Phoenix Dependencies: Removed optional Phoenix LiveView dependencies from mix.exs

Fixed
	Umbrella Compatibility: Core ex_esdb_gater package now compiles in business logic apps without Phoenix dependencies
	Dependency Issues: Eliminated "module Phoenix.LiveView is not loaded" compilation errors

Migration Guide
	For Core PubSub/API Usage: No changes required - all message modules and PubSub functionality remain unchanged
	For Dashboard Users: Dashboard functionality will be available in a separate ex_esdb_gater_web package (coming soon)
	Temporary Workaround: Dashboard components are available in the backup_dashboard/ directory for manual integration

Future Plans
	Dashboard components will be published as a separate ex_esdb_gater_web package
	This separation provides better dependency management for different use cases
	Core package remains lightweight for business logic applications
	Web package will include full Phoenix LiveView integration

[0.3.7] - 2025-08-15
Added
	Structured Message System: Implemented comprehensive structured messaging framework for secure inter-component communication:
	9 Dedicated Message Modules: Each PubSub instance now has its own message module with structured payload definitions:	SystemMessages - System configuration and lifecycle events
	HealthMessages - Health monitoring and status checks
	MetricsMessages - Performance metrics and measurements
	LifecycleMessages - Process and node lifecycle events
	SecurityMessages - Security events and access control
	AuditMessages - Audit trail and compliance events
	AlertMessages - Critical alerts and notifications
	DiagnosticsMessages - Deep diagnostic and debugging info
	LoggingMessages - Log aggregation and distribution


	HMAC Security: Messages are cryptographically signed using SECRET_KEY_BASE to prevent unauthorized nodes from polluting the cluster
	Structured Payloads: Well-defined struct-based message payloads with enforced field types and validation
	Broadcasting Helpers: Secure broadcasting functions with automatic message signing
	Validation Helpers: Message validation functions for receivers with security verification
	Helper Functions: Convenient payload creation functions with automatic timestamps


	Enhanced Dashboard Integration: Updated cluster dashboard to use new structured message system:
	Idiomatic Elixir pattern matching in handle_info/2 functions
	Structured message validation for real-time updates
	Backward compatibility with legacy message formats during transition
	Enhanced security for dashboard real-time communication


	Central Message Management: Added ExESDBGater.Messages module for centralized access:
	Convenient aliases for all message modules
	Dynamic message routing and validation functions
	Instance-to-module mapping for programmatic access
	Comprehensive usage examples and documentation



Security
	Message Authentication: All inter-component messages now include HMAC signatures to prevent tampering
	Rogue Node Protection: Cryptographic validation prevents unauthorized nodes from broadcasting false information
	Configurable Security: Works with or without SECRET_KEY_BASE (development vs production environments)
	Constant-time Validation: Uses :crypto.hash_equals/2 for secure signature comparison

Changed
	Dashboard Message Handling: Migrated from simple PubSub topics to structured, validated messages
	Message Format: Standardized on Phoenix PubSub pattern {:message_identifier, payload_struct}
	Security Model: Enhanced from basic topic-based messaging to cryptographically signed message validation

Technical Details
	Idiomatic Elixir: Uses proper pattern matching instead of case statements for message handling
	Struct-based Payloads: Each message type has a dedicated struct with field documentation
	Topic Conventions: Clean topic naming without redundant prefixes (e.g., "cluster_health" not "health_cluster_health")
	Helper Functions: Automatic timestamp injection and sensible defaults for message creation
	Error Handling: Comprehensive error handling for invalid messages, missing secrets, and validation failures
	Documentation: Extensive module documentation with usage examples and security considerations

[0.3.6] - 2025-08-15
Added
	Composable Dashboard Module: Implemented comprehensive real-time cluster monitoring dashboard with Phoenix LiveView components:
	ExESDBGater.Dashboard - Main module with data aggregation and helper functions
	ExESDBGater.Dashboard.ClusterLive - Full-featured dashboard LiveView with real-time cluster monitoring
	ExESDBGater.Dashboard.ClusterStatus - Compact embeddable LiveComponent widget
	Real-time updates via Phoenix.PubSub integration with ClusterMonitor
	Cluster health indicators with visual status representations
	Node monitoring with connectivity status, uptime tracking, and ExESDB node identification
	Store statistics including stream counts, subscription counts, and node distribution
	Flexible integration patterns: full dashboard routes, embedded widgets, or custom implementations


	Dashboard Integration Options:
	Router Integration: import ExESDBGater.Dashboard; dashboard_routes() for complete dashboard routes
	Embedded Widget: <.live_component module={ExESDBGater.Dashboard.ClusterStatus} id="cluster-status" /> for compact status display
	Custom Integration: Direct use of Dashboard.get_cluster_data() for custom implementations
	Real-time PubSub: Subscribe to "ex_esdb_gater:cluster" topic for live cluster state updates


	Enhanced ClusterMonitor: Extended existing cluster monitoring with PubSub broadcasting:
	Real-time cluster state change notifications
	Node connection/disconnection events broadcast to dashboard subscribers
	Maintains backward compatibility with existing logging functionality


	Comprehensive Documentation:
	DASHBOARD_INTEGRATION_GUIDE.md - Complete integration guide with examples for all usage patterns
	Updated README.md with dashboard functionality section
	Inline module documentation with usage examples
	CSS styling guidelines and semantic class structure
	Troubleshooting guide and best practices



Changed
	Optional Dependencies: Added Phoenix LiveView dependencies as optional to avoid forcing web framework choices on consumers:
	phoenix_live_view ~> 1.0 (optional)
	phoenix_html ~> 4.0 (optional) 
	jason ~> 1.2 (optional)


	ClusterMonitor Enhancement: Enhanced ExESDBGater.ClusterMonitor to broadcast cluster state changes while maintaining existing functionality


Technical Details
	Clean Architecture: Dashboard follows composable library pattern - no forced Phoenix endpoint or infrastructure dependencies
	Flexible Integration: Hosting applications maintain full control over Phoenix setup, routing, styling, and authentication
	Real-time Updates: Automatic UI updates when nodes connect/disconnect or cluster health changes
	No Breaking Changes: All dashboard functionality is completely optional and doesn't affect existing ExESDBGater usage
	Semantic Styling: Dashboard components use semantic CSS classes for easy customization and theme integration
	LiveComponent Pattern: Proper Phoenix LiveComponent implementation with parent LiveView message forwarding for PubSub updates

[0.3.3] - 2025-08-12
Fixed
	PubSubSystem Umbrella Compatibility: Fixed issue where multiple ExESDB.System instances in the same node (such as in umbrella applications) would fail to start due to PubSubSystem supervisor name conflicts
	PubSubSystem now gracefully handles {:already_started, pid} errors by returning {:ok, pid}, enabling proper singleton behavior
	Added comprehensive documentation explaining PubSubSystem singleton design and umbrella application compatibility

Technical Details
	Updated ExESDBGater.PubSubSystem.start_link/1 to handle existing supervisor gracefully
	This enables umbrella applications with multiple stores to share the same PubSub infrastructure as intended
	No breaking changes - existing single-store applications continue to work unchanged

[0.3.0] - 2025-07-27
Added
	Comprehensive PubSub Architecture: Implemented 10 dedicated PubSub instances for different event types:
	:ex_esdb_events - Core business events and domain data
	:ex_esdb_system - General system-level events
	:ex_esdb_logging - Log aggregation and distribution
	:ex_esdb_health - Health monitoring and status events
	:ex_esdb_metrics - Performance metrics and statistics
	:ex_esdb_security - Security events and threat detection
	:ex_esdb_audit - Audit trail for compliance
	:ex_esdb_alerts - Critical system alerts
	:ex_esdb_diagnostics - Deep diagnostic information
	:ex_esdb_lifecycle - Process lifecycle events


	PubSub Architecture Documentation: Added comprehensive documentation (PUBSUB_ARCHITECTURE.md) covering:
	Architecture benefits and design rationale
	Detailed description of each PubSub instance
	Consumer patterns and usage examples
	Best practices and implementation guidelines
	Monitoring and observability recommendations


	Comprehensive Test Suite: Added extensive tests for PubSub system including:
	Instance availability and uniqueness verification
	Message isolation between instances and topics
	Concurrent message handling capabilities
	Real-world usage pattern validation
	Error handling and resilience testing
	Performance characteristics validation



Changed
	Enhanced Separation of Concerns: Migrated from single PubSub instance to specialized instances for better:	Event isolation and fault tolerance
	Independent scaling and configuration
	Selective subscription capabilities
	Improved observability and monitoring



Technical Details
	Updated ExESDBGater.PubSubSystem to manage all 10 PubSub instances
	Enhanced test coverage with 22 comprehensive test cases
	Added documentation integration to mix.exs for generated docs
	Maintained backward compatibility with existing PubSub usage

[Previous Versions]
Previous changelog entries would go here


  

    ExESDB Gater PubSub Architecture

Overview
ExESDB Gater implements a comprehensive PubSub (Publish-Subscribe) architecture using multiple dedicated Phoenix PubSub instances. This design provides superior decoupling, observability, and system resilience by segregating different types of events into specialized communication channels.
Architecture Benefits
1. Separation of Concerns
Each PubSub instance handles a specific type of event, preventing cross-contamination and ensuring that consumers only receive the events they need. This reduces noise and improves system clarity.
2. Independent Scaling
Different event types have different volume characteristics and consumer patterns. Separate instances allow for independent tuning, monitoring, and scaling based on specific requirements.
3. Selective Subscription
Consumers can subscribe only to the event types they care about, reducing unnecessary message processing and improving performance.
4. Fault Isolation
Issues with one type of event (e.g., high-volume metrics) won't affect other critical systems (e.g., security alerts), improving overall system resilience.
5. Independent Configuration
Each PubSub instance can have different retention policies, routing strategies, and performance characteristics optimized for its specific use case.
PubSub Instances
Core Event Data
Instance: :ex_esdb_events
Purpose: Handles core business events and domain data flowing through the ExESDB system.
Typical Topics:
	event_stream:#{stream_id}
	projection_updates:#{projection_name}
	aggregate_events:#{aggregate_id}

Use Cases:
	Event sourcing data distribution
	Real-time projection updates
	Inter-service communication for business logic

Volume: High - Core business events
Criticality: High - Essential for business operations

System Events
Instance: :ex_esdb_system
Purpose: General system-level events that don't fit into other specific categories.
Typical Topics:
	system_status:#{component}
	configuration_changes:#{service}
	service_discovery:#{node}

Use Cases:
	Service coordination
	Configuration management
	General system notifications

Volume: Medium - Periodic system events
Criticality: Medium - Important for system coordination

Log Aggregation
Instance: :ex_esdb_logging
Purpose: Centralized log message distribution and aggregation across the system.
Typical Topics:
	logs:#{service}:#{level}
	structured_logs:#{component}
	error_reports:#{service}

Use Cases:
	Centralized logging
	Log analysis and monitoring
	Debugging and troubleshooting

Volume: Very High - Continuous log streams
Criticality: Medium - Important for observability

Health Monitoring
Instance: :ex_esdb_health
Purpose: Health status and monitoring events for system components and processes.
Typical Topics:
	subscription_health:#{store_id}:#{subscription_name}
	process_health:#{component}
	circuit_breaker_status:#{service}

Use Cases:
	Subscription proxy health monitoring
	Circuit breaker status tracking
	Component health dashboards
	Automated health checks

Volume: Medium - Regular health check events
Criticality: High - Critical for system reliability
Example Event:
%{
  store_id: "production_store",
  subscription_name: "user_projection",
  event_type: :registration_success,
  timestamp: 1672531200000,
  metadata: %{
    proxy_pid: #PID<0.123.0>,
    subscriber_pid: #PID<0.124.0>,
    registration_time: 1672531200000
  }
}

Performance Metrics
Instance: :ex_esdb_metrics
Purpose: Performance metrics, statistics, and measurement data for system optimization.
Typical Topics:
	subscription_metrics:#{store_id}:#{subscription_name}
	performance_metrics:#{component}
	throughput_stats:#{service}

Use Cases:
	Performance monitoring
	Capacity planning
	SLA compliance tracking
	System optimization

Volume: Very High - Continuous metrics streams
Criticality: Medium - Important for optimization
Example Event:
%{
  store_id: "production_store",
  subscription_name: "user_projection",
  event_type: :registration_attempt,
  timestamp: 1672531200000,
  metadata: %{
    result: :ok,
    source: :subscription_metrics,
    processing_time_ms: 45
  }
}

Security Events
Instance: :ex_esdb_security
Purpose: Security-related events including authentication, authorization, and threat detection.
Typical Topics:
	security_events:authentication
	security_events:authorization
	threat_detection:#{service}
	access_violations:#{resource}

Use Cases:
	Security monitoring
	Threat detection
	Compliance reporting
	Incident response

Volume: Low to Medium - Security events as they occur
Criticality: Very High - Critical for security
Example Event:
%{
  event_type: :authentication_failure,
  user_id: "suspicious_user",
  ip_address: "***REDACTED***",
  timestamp: 1672531200000,
  reason: :invalid_credentials,
  metadata: %{
    attempt_count: 5,
    user_agent: "curl/7.68.0"
  }
}

Audit Trail
Instance: :ex_esdb_audit
Purpose: Audit trail events for compliance, governance, and regulatory requirements.
Typical Topics:
	audit_trail:user_actions
	audit_trail:admin_operations
	compliance_events:#{regulation}

Use Cases:
	Regulatory compliance
	Audit reporting
	Governance tracking
	Legal requirements

Volume: Medium - User and admin actions
Criticality: Very High - Required for compliance
Example Event:
%{
  event_type: :user_action,
  user_id: "admin_user",
  action: :delete_subscription,
  resource: "subscription_123",
  timestamp: 1672531200000,
  metadata: %{
    store_id: "production_store",
    ip_address: "***REDACTED***",
    session_id: "sess_abc123"
  }
}

Critical Alerts
Instance: :ex_esdb_alerts
Purpose: High-priority alerts and notifications that require immediate attention.
Typical Topics:
	system_alerts:critical
	system_alerts:warning
	incident_alerts:#{severity}

Use Cases:
	Incident management
	Pager duty integration
	Emergency notifications
	SLA breach alerts

Volume: Low - Only critical situations
Criticality: Very High - Requires immediate action
Example Event:
%{
  event_type: :critical_alert,
  severity: :high,
  component: :subscription_system,
  message: "Circuit breaker opened for multiple subscriptions",
  timestamp: 1672531200000,
  metadata: %{
    affected_subscriptions: 5,
    estimated_impact: "50% of real-time projections offline",
    escalation_required: true
  }
}

Diagnostic Information
Instance: :ex_esdb_diagnostics
Purpose: Deep diagnostic information for debugging, profiling, and system analysis.
Typical Topics:
	diagnostics:performance_trace
	diagnostics:memory_analysis
	diagnostics:connection_pool

Use Cases:
	Performance profiling
	Memory analysis
	Connection monitoring
	Deep system debugging

Volume: Variable - Can be very high during debugging
Criticality: Low - Diagnostic purposes only

Process Lifecycle
Instance: :ex_esdb_lifecycle
Purpose: Process lifecycle events including starts, stops, crashes, and supervision tree changes.
Typical Topics:
	process_lifecycle:subscription_proxies
	process_lifecycle:supervisors
	process_lifecycle:#{component}

Use Cases:
	Process monitoring
	Supervision tree analysis
	Crash detection and recovery
	System administration

Volume: Medium - Process lifecycle events
Criticality: High - Important for system stability
Example Event:
%{
  event_type: :process_started,
  process_type: :subscription_proxy,
  pid: #PID<0.789.0>,
  timestamp: 1672531200000,
  metadata: %{
    store_id: "production_store",
    subscription_name: "user_projection",
    supervisor: #PID<0.456.0>,
    restart_count: 0
  }
}
Consumer Patterns
Health Dashboard Consumer
Phoenix.PubSub.subscribe(:ex_esdb_health, "subscription_health:*")
Phoenix.PubSub.subscribe(:ex_esdb_lifecycle, "process_lifecycle:*")
Security Operations Center (SOC)
Phoenix.PubSub.subscribe(:ex_esdb_security, "security_events:*")
Phoenix.PubSub.subscribe(:ex_esdb_audit, "audit_trail:*")
Phoenix.PubSub.subscribe(:ex_esdb_alerts, "system_alerts:critical")
Performance Monitoring
Phoenix.PubSub.subscribe(:ex_esdb_metrics, "subscription_metrics:*")
Phoenix.PubSub.subscribe(:ex_esdb_diagnostics, "diagnostics:performance_trace")
Incident Response
Phoenix.PubSub.subscribe(:ex_esdb_alerts, "system_alerts:*")
Phoenix.PubSub.subscribe(:ex_esdb_health, "subscription_health:*")
Phoenix.PubSub.subscribe(:ex_esdb_lifecycle, "process_lifecycle:*")
Implementation Details
PubSub Manager
The system uses ExESDBGater.PubSubManager to ensure that PubSub instances are created only once and shared across multiple supervisors. This prevents duplication and ensures consistent behavior.
Topic Naming Conventions
	Use colons (:) to separate topic hierarchy levels
	Include relevant identifiers (store_id, subscription_name, etc.)
	Use consistent naming patterns within each instance

Message Format
All events should follow a consistent structure:
{:event_type, %{
  # Common fields
  timestamp: System.system_time(:millisecond),
  # Event-specific data
  ...
}}
Error Handling
All PubSub operations are wrapped in try-catch blocks to prevent failures from affecting the primary business logic. Failed publications are logged but don't interrupt normal operation.
Monitoring and Observability
Metrics to Track
	Message throughput per instance
	Consumer lag and processing times
	Failed publications
	Instance availability and health

Alerting
	High message volumes that might indicate issues
	Failed publications above threshold
	Instance unavailability
	Consumer disconnections

Best Practices
For Publishers
	Always use appropriate PubSub instance for event type
	Include comprehensive metadata for debugging
	Handle publication failures gracefully
	Use consistent topic naming

For Consumers
	Subscribe only to necessary topics
	Handle message processing failures gracefully
	Implement backpressure mechanisms for high-volume streams
	Use appropriate acknowledgment patterns

For Operations
	Monitor each instance independently
	Set up appropriate alerting thresholds
	Regular health checks for all instances
	Capacity planning based on volume patterns

Migration and Compatibility
When adding new event types or modifying existing ones:
	Use additive changes when possible
	Maintain backward compatibility
	Version event schemas appropriately
	Coordinate changes with consumer teams

Testing
The system includes comprehensive tests for:
	Instance isolation and independence
	Message routing and delivery
	Error handling and resilience
	Performance characteristics
	Typical usage patterns

See test/ex_esdb_gater/pubsub_instances_test.exs for detailed test coverage.


  

    Getting Started with ExESDB Gater

ExESDB Gater is a high-availability gateway service that provides secure, load-balanced access to ExESDB clusters. This guide will walk you through setting up and using ExESDB Gater in both development and production environments.
Table of Contents
	Prerequisites
	Quick Start
	Development Setup
	Configuration
	Cluster Discovery
	API Usage
	Monitoring and Troubleshooting
	Production Deployment
	Best Practices

Prerequisites
System Requirements
	Elixir: 1.14+
	Erlang/OTP: 25+
	Docker: 20.10+ (for containerized deployment)
	Docker Compose: 3.8+

ExESDB Cluster
ExESDB Gater requires a running ExESDB cluster to connect to. Make sure you have:
	An operational ExESDB cluster
	Shared network connectivity (e.g., Docker bridge network)
	Matching cluster secrets and cookies
	LibCluster gossip multicast enabled

Quick Start
1. Clone and Setup
git clone https://github.com/beam-campus/ex-esdb-gater.git
cd ex-esdb-gater

2. Start with Docker Compose (Recommended)
The fastest way to get started is using the provided development environment:
cd dev-env
./gater-manager.sh

This will launch an interactive menu where you can:
	Start ExESDB Gater
	Start development tools (Livebook, Excalidraw)
	Monitor cluster connectivity
	View logs and resource usage

3. Manual Docker Compose
If you prefer manual control:
cd dev-env

# Start ExESDB Gater
docker-compose \
  -f ex-esdb-network.yaml \
  -f ex-esdb-gater.yaml \
  -f ex-esdb-gater-override.yaml \
  --profile gater \
  -p gater \
  up -d

4. Verify Installation
Check that ExESDB Gater is running and connected to the cluster:
# Check container status
docker ps | grep gater

# Check cluster connectivity
docker exec ex-esdb-gater /bin/sh -c "echo 'Node.list().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc"

# View logs
docker logs ex-esdb-gater -f

Development Setup
Local Development Environment
For local development without Docker:
cd system

# Install dependencies
mix deps.get

# Compile the project
mix compile

# Start in development mode
iex -S mix

Environment Configuration
Create a .env file or set environment variables:
# Cluster configuration
export EX_ESDB_CLUSTER_SECRET="your_cluster_secret"
export EX_ESDB_COOKIE="your_cluster_cookie"
export RELEASE_COOKIE="your_cluster_cookie"

# Gateway configuration
export EX_ESDB_GATER_CONNECT_TO="target_node@hostname"

# Logging
export LOG_LEVEL="debug"

Development Tools
The development environment includes useful tools:
	Livebook: Interactive notebooks for experimentation	Access: http://localhost:8080


	Excalidraw: Diagramming and visualization	Access: http://localhost:8081



Start tools with:
cd dev-env
./gater-manager.sh
# Choose option [2] or [a] to start tools

Configuration
Basic Configuration
ExESDB Gater configuration is handled through environment variables and Elixir configuration files.
Environment Variables
	Variable	Description	Default
	EX_ESDB_CLUSTER_SECRET	Cluster authentication secret	-
	EX_ESDB_COOKIE	Erlang distribution cookie	-
	RELEASE_COOKIE	Release distribution cookie	-
	LOG_LEVEL	Logging level	"info"

LibCluster Configuration
Edit config/runtime.exs to customize cluster discovery:
config :libcluster,
  topologies: [
    ex_esdb_gater: [
      strategy: Cluster.Strategy.Gossip,
      config: [
        port: 45_892,
        if_addr: "0.0.0.0",
        multicast_addr: "255.255.255.255",
        broadcast_only: true,
        secret: System.get_env("EX_ESDB_CLUSTER_SECRET")
      ]
    ]
  ]
Advanced Configuration
Network Configuration
For custom network setups, modify the Docker network configuration:
# ex-esdb-network.yaml
networks:
  ex-esdb-net:
    driver: bridge
    ipam:
      config:
        - subnet: 172.20.0.0/16
Cluster Discovery
How It Works
ExESDB Gater uses LibCluster with Gossip strategy for automatic cluster discovery:
	Initialization: ExESDB Gater starts and initializes LibCluster
	Broadcast: Sends gossip broadcasts on multicast network
	Discovery: Listens for ExESDB node advertisements
	Authentication: Validates cluster membership using shared secrets
	Connection: Establishes Erlang distribution connections
	Monitoring: Continuously monitors cluster health

Cluster Formation Process
sequenceDiagram
    participant G as ExESDB Gater
    participant N as Multicast Network
    participant E1 as ExESDB Node1
    participant E2 as ExESDB Node2

    G->>N: Gossip Broadcast (UDP:45892)
    E1->>N: Gossip Response
    E2->>N: Gossip Response
    G->>E1: Validate Secret & Connect
    G->>E2: Validate Secret & Connect
    G->>G: Monitor Connections
Troubleshooting Discovery
Common Issues
	Network Connectivity
# Test multicast connectivity
docker exec ex-esdb-gater ping 255.255.255.255

# Check gossip port
docker exec ex-esdb-gater netstat -ln | grep 45892


	Secret Mismatch
# Verify environment variables match
docker exec ex-esdb-gater env | grep SECRET
docker exec ex-esdb0 env | grep SECRET


	Cookie Issues
# Check distribution cookies
docker exec ex-esdb-gater cat /opt/ex_esdb_gater/releases/*/releases.exs



API Usage
Basic Operations
Once ExESDB Gater is connected to the cluster, you can use its API for event store operations:
Append Events
# Append events to a stream
events = [
  %{event_type: "UserCreated", data: %{id: 1, name: "John"}},
  %{event_type: "UserUpdated", data: %{id: 1, email: "john@example.com"}}
]

{:ok, new_version} = ExESDBGater.API.append_events(:my_store, "user-1", events)
Read Events
# Read events from a stream
{:ok, events} = ExESDBGater.API.get_events(:my_store, "user-1", 0, 10, :forward)

# Get stream version
{:ok, version} = ExESDBGater.API.get_version(:my_store, "user-1")

# List all streams
{:ok, streams} = ExESDBGater.API.get_streams(:my_store)
Subscriptions
# Create a persistent subscription
ExESDBGater.API.save_subscription(
  :my_store,
  :by_stream,
  "user-1",
  "user_subscription",
  0,
  self()
)

# Create a transient subscription
ExESDBGater.API.save_subscription(
  :my_store,
  :by_event_type,
  "UserCreated"
)

# Remove subscription
ExESDBGater.API.remove_subscription(
  :my_store,
  :by_stream,
  "user-1",
  "user_subscription"
)
Snapshots
# Record a snapshot
ExESDBGater.API.record_snapshot(
  :my_store,
  "source-uuid",
  "stream-uuid",
  5,
  %{state: "current_aggregate_state"}
)

# Read a snapshot
{:ok, snapshot} = ExESDBGater.API.read_snapshot(
  :my_store,
  "source-uuid",
  "stream-uuid",
  5
)

# List snapshots
{:ok, snapshots} = ExESDBGater.API.list_snapshots(:my_store)
Error Handling
Always handle potential errors in your API calls:
case ExESDBGater.API.append_events(:my_store, "stream", events) do
  {:ok, version} ->
    Logger.info("Events appended, new version: #{version}")

  {:error, :timeout} ->
    Logger.error("Request timed out")

  {:error, :no_workers} ->
    Logger.error("No gateway workers available")

  {:error, reason} ->
    Logger.error("Append failed: #{inspect(reason)}")
end
Monitoring and Troubleshooting
Health Monitoring
Container Health
# Check container health
docker ps | grep gater

# Detailed container inspection
docker inspect ex-esdb-gater | jq '.[0].State.Health'

# Resource usage
docker stats ex-esdb-gater

Cluster Connectivity
# Check connected nodes
docker exec ex-esdb-gater /bin/sh -c "echo 'Node.list().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc"

# Check cluster monitor logs
docker logs ex-esdb-gater | grep -i "cluster\|libcluster"

Log Analysis
Application Logs
# Real-time logs
docker logs ex-esdb-gater -f

# Filter for specific components
docker logs ex-esdb-gater 2>&1 | grep -E "(ClusterMonitor|LibCluster|API)"

# Error logs only
docker logs ex-esdb-gater 2>&1 | grep -i error

Structured Log Analysis
ExESDB Gater provides structured logging with color-coded themes:
	🔗 ClusterMonitor: Node connection events
	🚪 API: Gateway API operations
	🏭 System: Supervisor and system events

Common Issues and Solutions
Issue: ExESDB Gater not discovering ExESDB nodes
Symptoms: Empty node list, no cluster connections
Solutions:
	Verify network connectivity:
docker network ls | grep ex-esdb-net


	Check gossip configuration:
docker exec ex-esdb-gater env | grep -E "(GOSSIP|CLUSTER)"


	Verify cluster secrets match:
# Check ExESDB Gater secret
docker exec ex-esdb-gater env | grep CLUSTER_SECRET

# Check ExESDB secret
docker exec ex-esdb0 env | grep CLUSTER_SECRET



Issue: Gateway workers not available
Symptoms: {:error, :no_workers} responses
Solutions:
	Check Swarm registration:
# In ExESDB Gater console
Swarm.registered() |> Enum.filter(fn {name, _} -> match?({:gateway_worker, _, _}, name) end)

	Restart ExESDB Gater:
cd dev-env
./gater-manager.sh
# Choose [r1] to restart



Issue: Connection timeouts
Symptoms: Slow responses, timeout errors
Solutions:
	Check cluster health:
docker exec ex-esdb0 /bin/sh -c "echo ':ra_leaderboard.lookup_leader(:my_store).' | /opt/ex_esdb/bin/ex_esdb rpc"


	Monitor resource usage:
docker stats --format "table {{.Container}}\t{{.CPUPerc}}\t{{.MemUsage}}"



Production Deployment
Container Orchestration
Docker Swarm
# docker-compose.prod.yml
version: "3.8"

services:
  ex-esdb-gater:
    image: local/ex-esdb-gater:latest
    environment:
      EX_ESDB_CLUSTER_SECRET: ${CLUSTER_SECRET}
      EX_ESDB_COOKIE: ${CLUSTER_COOKIE}
      RELEASE_COOKIE: ${CLUSTER_COOKIE}
      LOG_LEVEL: "info"
    networks:
      - ex-esdb-net
    deploy:
      replicas: 3
      resources:
        limits:
          memory: 512M
          cpus: "0.5"
        reservations:
          memory: 256M
          cpus: "0.25"
      restart_policy:
        condition: on-failure
        delay: 5s
        max_attempts: 3
Kubernetes
# k8s/deployment.yaml
apiVersion: apps/v1
kind: Deployment
metadata:
  name: ex-esdb-gater
  labels:
    app: ex-esdb-gater
spec:
  replicas: 3
  selector:
    matchLabels:
      app: ex-esdb-gater
  template:
    metadata:
      labels:
        app: ex-esdb-gater
    spec:
      containers:
        - name: ex-esdb-gater
          image: local/ex-esdb-gater:latest
          env:
            - name: EX_ESDB_CLUSTER_SECRET
              valueFrom:
                secretKeyRef:
                  name: cluster-secrets
                  key: cluster-secret
            - name: EX_ESDB_COOKIE
              valueFrom:
                secretKeyRef:
                  name: cluster-secrets
                  key: cluster-cookie
            - name: RELEASE_COOKIE
              valueFrom:
                secretKeyRef:
                  name: cluster-secrets
                  key: cluster-cookie
          resources:
            limits:
              memory: "512Mi"
              cpu: "500m"
            requests:
              memory: "256Mi"
              cpu: "250m"
          livenessProbe:
            exec:
              command:
                - /bin/sh
                - -c
                - echo 'Node.alive?().' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc
            initialDelaySeconds: 30
            periodSeconds: 10
          readinessProbe:
            exec:
              command:
                - /bin/sh
                - -c
                - echo 'length(Node.list()) > 0.' | /opt/ex_esdb_gater/bin/ex_esdb_gater rpc
            initialDelaySeconds: 15
            periodSeconds: 5
Security Considerations
Network Security
	Firewall Rules: Restrict gossip port (45892) access
	Network Segmentation: Use dedicated networks for cluster communication
	TLS: Enable TLS for production Erlang distribution

Secrets Management
	Environment Variables: Never hardcode secrets
	Secret Stores: Use Kubernetes secrets, Docker secrets, or external secret managers
	Rotation: Implement regular secret rotation procedures

Access Control
	API Gateway: Place ExESDB Gater behind an API gateway
	Authentication: Implement proper authentication for client applications
	Authorization: Control access to specific streams and operations

Performance Tuning
Resource Allocation
	Memory: 256MB-512MB per instance depending on load
	CPU: 0.25-0.5 cores per instance
	Network: Ensure sufficient bandwidth for cluster communication

Scaling Guidelines
	Horizontal Scaling: Add more ExESDB Gater instances for higher throughput
	Load Balancing: Use external load balancers for client requests
	Monitoring: Implement comprehensive monitoring and alerting

Best Practices
Development
	Environment Isolation: Use separate environments for development, staging, and production
	Configuration Management: Use environment-specific configuration files
	Testing: Implement comprehensive integration tests with cluster scenarios
	Documentation: Document custom configuration and deployment procedures

Operations
	Monitoring: Implement comprehensive monitoring for all components
	Logging: Use structured logging with proper log levels
	Alerting: Set up alerts for cluster connectivity issues
	Backup: Ensure ExESDB cluster has proper backup procedures

Security
	Secrets: Use proper secret management for cluster credentials
	Network: Implement network-level security controls
	Updates: Keep ExESDB Gater and dependencies updated
	Auditing: Log and audit all administrative operations

Performance
	Resource Monitoring: Monitor CPU, memory, and network usage
	Load Testing: Perform regular load testing to identify bottlenecks
	Capacity Planning: Plan for growth and scale proactively
	Optimization: Profile and optimize hot code paths

Next Steps
Now that you have ExESDB Gater up and running:
	Explore the API: Try different event store operations
	Set up Monitoring: Implement proper monitoring and alerting
	Build Applications: Integrate ExESDB Gater into your event-sourced applications
	Scale: Deploy multiple ExESDB Gater instances for high availability
	Contribute: Consider contributing improvements back to the project

For more information, see:
	ExESDB Documentation
	LibCluster Documentation
	Elixir Release Documentation

Support
If you encounter issues:
	Check the troubleshooting section
	Review the logs for error messages
	Verify your configuration matches the examples
	Test network connectivity between components
	Open an issue on the project repository with detailed information
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    ExESDB Gater Interactive Test Console

An extensive interactive test console for ExESDB Gater that allows comprehensive testing, monitoring, and interaction with the event store system.
Features
🔍 Observer Management
	Create Observers by Stream: Monitor specific streams or all streams ($all)
	Create Observers by Event Type: Monitor specific event types (e.g., temperature_measured:v1)
	Create Observers by Event Payload: Monitor events matching payload patterns (e.g., %{operator: "John"})
	List Active Observers: View all running observers with their status
	Monitor Specific Observer: Real-time monitoring of individual observers
	Stop Observers: Clean shutdown of observer processes

🏭 Producer Management
	Start Multiple Producers: Create event producers for automatic event generation
	Stop Producers: Stop individual producers by stream ID
	Configurable Batch Sizes: Control event generation rate and volume

📡 Subscription Management
	Create Persistent Subscriptions: Set up durable subscriptions with acknowledgment
	List Active Subscriptions: View all active subscriptions in the system
	Custom Start Positions: Start subscriptions from specific stream versions

📈 Data Management
	View Stream Data: Browse events from any stream
	Manual Event Appending: Add events manually for testing
	Cluster Status: Check gateway worker health and connectivity

Usage
Starting the Console
From the ExESDB Gater system directory:
# Option 1: Using the launcher script
./start_console.exs

# Option 2: From IEx
iex -S mix
iex> ExESDBGater.Repl.Console.start()

Menu Options
========== ExESDB Interactive Console ==========
📊 Observers:
  1. Create Observer by Stream
  2. Create Observer by Event Type
  3. Create Observer by Event Payload
  4. List Active Observers
  5. Monitor Specific Observer
  6. Stop Observer

🏭 Producers:
  7. Start Producers
  8. Stop Producer
  9. List Active Producers

📡 Subscriptions:
  10. Create Subscription
  11. List Subscriptions

📈 Data Management:
  12. View Stream Data
  13. Append Events Manually
  14. Get Cluster Status

🚪 Exit:
  15. Exit Console
Observer Types
1. By Stream Observer
Monitors all events in a specific stream:
Available streams: ["greenhouse1", "greenhouse2", "greenhouse3", ...]
Special streams: $all (all streams)

Enter stream name (or $all): greenhouse1
Enter observer name: greenhouse1_observer
2. By Event Type Observer
Monitors specific event types across all streams:
Available event types:
  1. temperature_measured:v1
  2. humidity_measured:v1
  3. light_measured:v1
  4. fan_activated:v1
  5. desired_temperature_set:v1
  ... and more

Enter event type: temperature_measured:v1
Enter observer name: temp_observer
3. By Event Payload Observer
Monitors events with specific payload patterns:
Example patterns:
  %{operator: "John"}   - Events with operator John
  %{temperature: 25}    - Events with temperature 25
  %{intensity: _}       - Events with any intensity field

Enter observer name: john_observer
Pattern: %{operator: "John"}
Event Generation
The console uses the greenhouse automation domain for realistic event generation:
Available Event Types
	initialized:v1 - Greenhouse initialization
	temperature_measured:v1 - Temperature readings
	humidity_measured:v1 - Humidity readings
	light_measured:v1 - Light level readings
	fan_activated:v1 / fan_deactivated:v1 - Fan control
	light_activated:v1 / light_deactivated:v1 - Light control
	heater_activated:v1 / heater_deactivated:v1 - Heater control
	sprinkler_activated:v1 / sprinkler_deactivated:v1 - Sprinkler control
	desired_temperature_set:v1 - Temperature setpoints
	desired_humidity_set:v1 - Humidity setpoints
	desired_light_set:v1 - Light setpoints

Sample Event Payloads
Temperature Measurement:
%{
  event_id: "01JGXXX...",
  event_type: "temperature_measured:v1",
  data: %{temperature: 22},
  metadata: %{
    causation_id: "01JGXXX...",
    correlation_id: "01JGXXX..."
  }
}
Operator Action:
%{
  event_id: "01JGXXX...",
  event_type: "desired_temperature_set:v1",
  data: %{temperature: 25, operator: "John"},
  metadata: %{...}
}
Real-Time Monitoring
Observer Output
When monitoring an observer, you'll see real-time event notifications:
👁️  Monitoring Observer: greenhouse1_observer
Type: by_stream, Selector: "greenhouse1"
Press Ctrl+C to stop monitoring

SEEN ["greenhouse1:temperature_measured:v1 (v15) => %{temperature: 23}"]
SEEN ["greenhouse1:fan_activated:v1 (v16) => %{intensity: 75}"]
SEEN ["greenhouse1:desired_temperature_set:v1 (v17) => %{operator: "John", temperature: 20}"]
Subscription Output
Persistent subscriptions with acknowledgment:
RECEIVED ["my_subscription" "greenhouse1:humidity_measured:v1 v(12) => %{humidity: 65}"]
RECEIVED ["my_subscription" "greenhouse1:light_measured:v1 v(13) => %{light: 80}"]
Testing Scenarios
1. Basic Event Flow Testing
	Start producers: Option 7
	Create stream observer: Option 1 → $all
	Watch events flow in real-time: Option 5

2. Event Type Filtering
	Create event type observer: Option 2 → temperature_measured:v1
	Start producers: Option 7
	Monitor temperature events only: Option 5

3. Payload Pattern Matching
	Create payload observer: Option 3 → %{operator: "John"}
	Generate events: Option 13
	See only John's actions: Option 5

4. Subscription Testing
	Create persistent subscription: Option 10
	Generate events: Option 7
	Verify acknowledgment flow: Option 11

Advanced Features
Observer Registry
The console maintains an ETS-based registry of all observers:
	Tracks observer names, types, selectors, and PIDs
	Automatic cleanup on observer death
	Status monitoring (running/stopped)

Process Monitoring
Real-time monitoring of observer processes:
	Live status updates
	Automatic cleanup on process death
	Graceful shutdown handling

Colorized Output
Rich terminal output with color coding:
	🟢 Green: Success states, running processes
	🔴 Red: Errors, stopped processes
	🟡 Yellow: Warnings, partial states
	🔵 Blue: Information, data display
	🟣 Purple: Categories, sections

Troubleshooting
Common Issues
Observer Not Receiving Events:
	Check if producers are running: Option 9
	Verify stream names match
	Check observer status: Option 4

Subscription Not Working:
	Verify subscription exists: Option 11
	Check stream has events: Option 12
	Ensure proper acknowledgment

Console Crashes:
	Restart with ./start_console.exs
	Check ExESDB Gater connectivity: Option 14
	Verify cluster is running

Debug Information
Use the cluster status option (Option 14) to verify:
	Gateway worker processes are running
	Cluster connectivity is healthy
	Store is accessible

Clean Shutdown
The console provides graceful shutdown:
	Stops all registered observers
	Cleans up ETS tables
	Exits cleanly with Option 15

Integration with Development
This console integrates seamlessly with:
	Docker Compose development environment
	ExESDB cluster testing
	Gateway load balancing verification
	Event store performance testing

Perfect for:
	Development testing
	Integration testing
	Performance benchmarking
	Event flow debugging
	Real-time monitoring



  

    ExESDB Gater

The ExESDB Gateway API
Features
ExESDB Gater is a high-availability gateway service that provides secure, load-balanced access to ExESDB clusters. It acts as a proxy layer between client applications and the ExESDB event store cluster, offering simplified API access and automatic cluster discovery.
Core Functionality
Event Store Operations
	Stream Management: Create, read, and manage event streams
	Event Appending: Append events to streams with version control
	Event Retrieval: Query events from streams with support for forward/backward traversal
	Stream Versioning: Get and track stream versions for optimistic concurrency control

Subscription Management
	Multiple Subscription Types:	:by_stream - Subscribe to specific streams
	:by_event_type - Subscribe to events by type
	:by_event_pattern - Subscribe using pattern matching
	:by_event_payload - Subscribe based on event payload content


	Persistent Subscriptions: Durable subscriptions that survive restarts
	Transient Subscriptions: Temporary subscriptions for short-lived operations
	Event Acknowledgment: ACK/NACK support for reliable event processing
	Replay Capability: Start subscriptions from any stream version

Snapshot Management
	Snapshot Recording: Store aggregate snapshots for performance optimization
	Snapshot Retrieval: Read snapshots by source UUID, stream UUID, and version
	Snapshot Deletion: Remove outdated snapshots
	Snapshot Listing: Query available snapshots with filtering

Cluster Discovery & High Availability
LibCluster Integration
ExESDB Gater uses LibCluster for automatic cluster discovery and formation:
	Strategy: Gossip-based multicast discovery
	Protocol: UDP multicast on configurable port (default: 45892)
	Network: Automatic discovery on shared Docker networks
	Security: Shared secret authentication for cluster joining
	Broadcast Address: Configurable multicast address (default: 255.255.255.255)

Cluster Formation Process
	Bootstrap: ExESDB Gater starts and initializes LibCluster
	Discovery: Uses gossip multicast to discover ExESDB nodes
	Authentication: Validates cluster membership using shared secrets
	Connection: Establishes Erlang distribution connections to cluster nodes
	Monitoring: Continuously monitors cluster health and node availability

High Availability Features
	Load Balancing: Automatically distributes requests across available gateway workers
	Failover: Seamless handling of node failures and network partitions
	Health Monitoring: Real-time cluster status monitoring with detailed logging
	Auto-Recovery: Automatic reconnection to recovered cluster nodes
	Split-Brain Prevention: Coordinated cluster formation to prevent inconsistencies

Configuration
Environment Variables
	EX_ESDB_PUB_SUB: PubSub process name (default: :ex_esdb_pubsub)
	EX_ESDB_CLUSTER_SECRET: Shared secret for cluster authentication
	EX_ESDB_COOKIE: Erlang distribution cookie
	RELEASE_COOKIE: Release-specific distribution cookie

LibCluster Configuration
config :libcluster,
  topologies: [
    ex_esdb_gater: [
      strategy: Cluster.Strategy.Gossip,
      config: [
        port: 45_892,
        if_addr: "0.0.0.0",
        multicast_addr: "255.255.255.255",
        broadcast_only: true,
        secret: System.get_env("EX_ESDB_CLUSTER_SECRET")
      ]
    ]
  ]
Dashboard & Monitoring
Web Dashboard
ExESDBGater includes composable dashboard components for real-time cluster monitoring:
	Real-time Updates: Live cluster state updates via Phoenix.PubSub
	Node Monitoring: Track node connectivity, health, and uptime
	Store Statistics: Monitor event stores, streams, and subscriptions
	Health Indicators: Visual cluster health status with detailed metrics
	Flexible Integration: Composable components for embedding in Phoenix applications

Dashboard Integration
Add to your Phoenix application:
# In your router
import ExESDBGater.Dashboard

scope "/admin" do
  dashboard_routes()
end

# Or embed components
<.live_component 
  module={ExESDBGater.Dashboard.ClusterStatus} 
  id="cluster-status" 
/>
See DASHBOARD_INTEGRATION_GUIDE.md for complete integration instructions.
Architecture
Components
	ExESDBGater.API: Main API interface and request router
	ExESDBGater.ClusterMonitor: Monitors cluster node connections and health
	ExESDBGater.Dashboard: Real-time web dashboard with composable LiveView components
	ExESDBGater.System: Supervisor managing all gateway components
	Gateway Workers: Distributed workers using Swarm for cluster-wide coordination
	Phoenix.PubSub: Event broadcasting and subscription management

Worker Distribution
	Swarm Integration: Uses Swarm for distributed process management
	Random Load Balancing: Requests distributed randomly across available workers
	Fault Tolerance: Worker failures handled gracefully with automatic redistribution
	Cluster-Wide Coordination: Workers can run on any node in the cluster

Network Topology
The network topology shows how GaterWorkers operate on each node, with the GaterAPI routing calls to these distributed workers:
graph TB
    subgraph "Gossip Multicast Network (UDP:45892)"
        direction TB
        
        subgraph "ExESDB Cluster"
            Node0["ExESDB Node 0<br/>+ GaterWorkers"]
            Node1["ExESDB Node 1<br/>+ GaterWorkers"]
            Node2["ExESDB Node 2<br/>+ GaterWorkers"]
        end
        
        subgraph "Gateway Layer"
            API1["GaterAPI<br/>(gateway-1)<br/>Routes to GaterWorkers"]
            API2["GaterAPI<br/>(gateway-2)<br/>Routes to GaterWorkers"]
            API3["GaterAPI<br/>(gateway-3)<br/>Routes to GaterWorkers"]
        end
        
        subgraph "Client Layer"
            Client1["Client App 1"]
            Client2["Client App 2"]
            Client3["Client App N"]
        end
    end
    
    %% Cluster connections
    Node0 -.->|"Erlang Distribution"| Node1
    Node1 -.->|"Erlang Distribution"| Node2
    Node2 -.->|"Erlang Distribution"| Node0
    
    %% API to Workers routing
    API1 -->|"Routes Calls"| Node0
    API1 -->|"Routes Calls"| Node1
    API1 -->|"Routes Calls"| Node2
    
    API2 -->|"Routes Calls"| Node0
    API2 -->|"Routes Calls"| Node1
    API2 -->|"Routes Calls"| Node2
    
    API3 -->|"Routes Calls"| Node0
    API3 -->|"Routes Calls"| Node1
    API3 -->|"Routes Calls"| Node2
    
    %% Client to API connections
    Client1 --> API1
    Client2 --> API2
    Client3 --> API3
    
    %% Load balancing (clients can connect to any API)
    Client1 -.-> API2
    Client1 -.-> API3
    Client2 -.-> API1
    Client2 -.-> API3
    Client3 -.-> API1
    Client3 -.-> API2
    
    classDef nodeClass fill:#e1f5fe,stroke:#01579b,stroke-width:2px
    classDef apiClass fill:#f3e5f5,stroke:#4a148c,stroke-width:2px
    classDef clientClass fill:#e8f5e8,stroke:#1b5e20,stroke-width:2px
    
    class Node0,Node1,Node2 nodeClass
    class API1,API2,API3 apiClass
    class Client1,Client2,Client3 clientClass
In this architecture:
	GaterWorkers operate on each ExESDB node, providing direct access to the event store
	GaterAPI instances route incoming client calls to the appropriate GaterWorkers across the cluster
	The gossip multicast network enables automatic discovery and coordination between all components

Installation
Docker Installation
ExESDB Gater is available as a Docker image on Docker Hub with automatic versioning based on the mix.exs version.
Available Tags
	beamcampus/ex_esdb_gater:latest - Latest build from master branch
	beamcampus/ex_esdb_gater:0.1.2 - Specific version (current version)
	beamcampus/ex_esdb_gater:0.1.x - Any specific version tag

Quick Start
Single Gateway:
docker run -d \
  --name ex-esdb-gater \
  --network ex-esdb-net \
  -p 4369:4369 \
  -p 9000:9000 \
  -p 45892:45892/udp \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

Multi-Gateway Setup:
# Gateway 1
docker run -d \
  --name ex-esdb-gater-1 \
  --network ex-esdb-net \
  -p 8001:9000 \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

# Gateway 2
docker run -d \
  --name ex-esdb-gater-2 \
  --network ex-esdb-net \
  -p 8002:9000 \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

# Gateway 3
docker run -d \
  --name ex-esdb-gater-3 \
  --network ex-esdb-net \
  -p 8003:9000 \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -e EX_ESDB_PUB_SUB="ex_esdb_pubsub" \
  beamcampus/ex_esdb_gater:latest

Complete Setup with ExESDB
# Create network
docker network create ex-esdb-net

# Start ExESDB cluster (3 nodes)
docker run -d --name ex-esdb-node1 --network ex-esdb-net \
  -p 4369:4369 -p 9001:9000 -p 45892:45892/udp \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node1-data:/data \
  beamcampus/ex_esdb:latest

docker run -d --name ex-esdb-node2 --network ex-esdb-net \
  -p 9002:9000 \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node2-data:/data \
  beamcampus/ex_esdb:latest

docker run -d --name ex-esdb-node3 --network ex-esdb-net \
  -p 9003:9000 \
  -e EX_ESDB_STORE_ID="cluster-store" \
  -e EX_ESDB_DB_TYPE="cluster" \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  -v ex-esdb-node3-data:/data \
  beamcampus/ex_esdb:latest

# Start ExESDB Gater
docker run -d --name ex-esdb-gater --network ex-esdb-net \
  -p 8080:9000 \
  -e EX_ESDB_CLUSTER_SECRET="your-secret-key" \
  -e EX_ESDB_COOKIE="your-erlang-cookie" \
  beamcampus/ex_esdb_gater:latest

Docker Compose
For development and testing, use the provided Docker Compose setup:
# Clone the repository
git clone https://github.com/beam-campus/ex-esdb-gater.git
cd ex-esdb-gater/dev-env

# Start the gateway (requires running ExESDB cluster)
./start-extended-only.sh

Environment Variables
	Variable	Description	Default	Required
	EX_ESDB_PUB_SUB	PubSub process name	:ex_esdb_pubsub	No
	EX_ESDB_CLUSTER_SECRET	Cluster authentication secret	-	Yes
	EX_ESDB_COOKIE	Erlang distribution cookie	-	Yes
	RELEASE_COOKIE	Release-specific distribution cookie	-	No

Ports
	Port	Protocol	Description
	4369	TCP	EPMD (Erlang Port Mapper Daemon)
	9000	TCP	Erlang distribution port
	45892	UDP	LibCluster gossip multicast

Health Checks
The Docker image includes a built-in health check script:
# Check container health
docker exec ex-esdb-gater ./check-ex-esdb-gater.sh

# View health status
docker inspect --format='{{.State.Health.Status}}' ex-esdb-gater

# Test cluster connectivity
docker exec ex-esdb-gater ./test-cluster-connectivity.sh

Production Considerations
	Load Balancing: Deploy multiple gateway instances behind a load balancer
	Security: Use strong, unique values for secrets and cookies
	Monitoring: Implement external monitoring for gateway and cluster health
	Network Isolation: Use proper Docker networks for security
	Resource Limits: Set appropriate CPU and memory limits
	High Availability: Deploy gateways across multiple availability zones

Hex Installation
ExESDB Gater is also available as a Hex package for direct integration:
def deps do
  [
    {:ex_esdb_gater, "~> 0.1.2"}
  ]
end
Deployment Scenarios
Containerized Deployment
	Docker Compose: Multi-container setup with shared networks
	Network Isolation: Secure communication within Docker bridge networks
	Service Discovery: Automatic discovery of ExESDB containers
	Health Checks: Container-level health monitoring

Production Deployment
	Multiple Gateways: Deploy multiple ExESDB Gater instances for redundancy
	Load Balancers: Use external load balancers for client request distribution
	Monitoring: Comprehensive logging and metrics collection
	Security: Network-level security with firewall rules and VPNs



  

    
ExESDB.Messages 
    



      
Messages are based on official proto file

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types

        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExESDB.Messages{__unknown_fields__: [Protobuf.unknown_field()]}


      



  


        

      


  

    
ExESDB.Schema.SnapshotRecord 
    



      
  A snapshot record

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types

        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %ExESDB.Schema.SnapshotRecord{
  created_at: DateTime.t(),
  created_epoch: non_neg_integer(),
  data: binary(),
  metadata: binary(),
  source_type: String.t(),
  source_uuid: String.t(),
  source_version: non_neg_integer()
}


      



  


        

      


  

    
ExESDB.StoreNaming 
    



      
Helper module for creating store-specific GenServer names.
This module provides utilities for generating store-specific names for GenServers,
allowing multiple ExESDB instances to run on the same node with different stores.
Usage
Instead of using name: __MODULE__ in GenServer registration, use:
name: ExESDB.StoreNaming.genserver_name(__MODULE__, store_id)
This will create store-specific names like :"ex_esdb_store_my_store" when
a store_id is provided, or fall back to the module name for backward compatibility.
Valid Process Names
This module ensures that all generated names are valid for use with GenServers,
Supervisors, and other OTP processes. The generated names are simple atoms that
can be registered locally, which is compatible with Elixir's process naming
requirements.

      


      
        Summary


  
    Functions
  


    
      
        child_spec_id(module, store_id)

      


        Generate a store-specific child spec id.



    


    
      
        extract_store_id(opts)

      


        Extract store_id from options.



    


    
      
        genserver_name(module, store_id)

      


        Generate a store-specific name for a GenServer.



    


    
      
        partition_name(base_name, store_id)

      


        Generate a store-specific name for partition supervisors like StreamsWriters, etc.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec_id(module, store_id)



    

  


  

Generate a store-specific child spec id.
This function creates unique child spec IDs based on the module and store_id,
allowing multiple instances of the same supervisor child to run with different stores.
Parameters
	module - The GenServer module (typically __MODULE__)
	store_id - The store identifier (string or atom)

Examples
iex> ExESDB.StoreNaming.child_spec_id(ExESDB.Store, "my_store")
:"ex_esdb_store_my_store"

iex> ExESDB.StoreNaming.child_spec_id(ExESDB.Store, nil)
ExESDB.Store

  



  
    
      
    
    
      extract_store_id(opts)



    

  


  

Extract store_id from options.
This is a convenience function to extract the store_id from the standard
options keyword list passed to GenServers.
Examples
iex> ExESDB.StoreNaming.extract_store_id([store_id: "my_store", timeout: 5000])
"my_store"

iex> ExESDB.StoreNaming.extract_store_id([timeout: 5000])
nil

  



  
    
      
    
    
      genserver_name(module, store_id)



    

  


  

Generate a store-specific name for a GenServer.
This function creates unique GenServer names based on the module and store_id,
allowing multiple instances of the same GenServer to run with different stores.
The function returns a valid process name that can be used for GenServers,
Supervisors, and other OTP processes. When a store_id is provided, it creates
a unique atom by combining the module name with the store_id. When no store_id
is provided, it falls back to the module name for backward compatibility.
Parameters
	module - The GenServer module (typically __MODULE__)
	store_id - The store identifier (string or atom)

Examples
iex> ExESDB.StoreNaming.genserver_name(ExESDB.Store, "my_store")
:"ex_esdb_store_my_store"

iex> ExESDB.StoreNaming.genserver_name(ExESDB.Store, nil)
ExESDB.Store

iex> ExESDB.StoreNaming.genserver_name(ExESDB.LeaderWorker, "cluster_store")
:"ex_esdb_leader_worker_cluster_store"

  



  
    
      
    
    
      partition_name(base_name, store_id)



    

  


  

Generate a store-specific name for partition supervisors like StreamsWriters, etc.
This function creates unique names for global resources that would otherwise conflict
between multiple ExESDB instances.
Parameters
	base_name - The base name atom (e.g., ExESDB.StreamsWriters)
	store_id - The store identifier (string or atom)

Examples
iex> ExESDB.StoreNaming.partition_name(ExESDB.StreamsWriters, "my_store")
:"exesdb_streamswriters_my_store"

iex> ExESDB.StoreNaming.partition_name(ExESDB.StreamsWriters, nil)
ExESDB.StreamsWriters

  


        

      


  

    
ExESDBGater.API 
    



      
  The ExESDBGater.API GenServer acts as a simple
  high-availability proxy and load balancer for the 
  GaterWorker processes in the cluster.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    


    
      
        selector_type()

      


    


    
      
        store()

      


    


    
      
        stream()

      


    


    
      
        subscription_name()

      


    


    
      
        subscription_type()

      


    





  
    Functions
  


    
      
        ack_event(store, subscription_name, subscriber_pid, event)

      


          Acknowledge receipt of an event by a subscriber to persistent subscription.



    


    
      
        append_events(store, stream_id, events)

      


          Append events to a stream.
  ## Parameters



    


    
      
        append_events(store, stream_id, expected_version, events)

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete_snapshot(store, source_uuid, stream_uuid, version)

      


    


    
      
        gater_api_name()

      


    


    
      
        gateway_worker_pids()

      


          Gets a list of all gateway worker pids.



    


    
      
        gateway_worker_pids_for_store(store_id)

      


    


    
      
        get_events(store, stream_id, start_version, count, direction \\ :forward)

      


          Get events from a stream, staring from a given version, in a given direction.



    


    
      
        get_gater_api_pids()

      


    


    
      
        get_streams(store)

      


          Get all streams from the store.
  ## Parameters



    


    
      
        get_subscriptions(store)

      


          Get the subscriptions for a store.



    


    
      
        get_version(store, stream)

      


          Get the version of a stream.



    


    
      
        list_snapshots(store, source_uuid \\ :any, stream_uuid \\ :any)

      


    


    
      
        list_stores()

      


          List all managed stores in the cluster.



    


    
      
        random_gater_api()

      


    


    
      
        random_gateway_worker()

      


          Gets a random pid of a gateway worker in the cluster.



    


    
      
        random_gateway_worker_pid_for_store(store_id)

      


    


    
      
        read_snapshot(store, source_uuid, stream_uuid, version)

      


    


    
      
        record_snapshot(store, source_uuid, stream_uuid, version, snapshot_record)

      


    


    
      
        remove_subscription(store, type, selector, subscription_name \\ "transient")

      


          Remove a permanent or transient subscription.



    


    
      
        save_subscription(store, type, selector, subscription_name \\ "transient", start_from \\ 0, subscriber \\ nil)

      


        


    


    
      
        start_link(opts)

      


    


    
      
        stream_backward(store, stream_id, start_version, count)

      


          Get events from a stream, staring from a given version, backward.
  ## Parameters



    


    
      
        stream_forward(store, stream_id, start_version, count)

      


          Get events from a stream, staring from a given version, forward.



    





      


      
        Types

        


  
    
      
    
    
      error()



    

  


  

      

          @type error() :: term()


      



  



  
    
      
    
    
      selector_type()



    

  


  

      

          @type selector_type() :: String.t() | map()


      



  



  
    
      
    
    
      store()



    

  


  

      

          @type store() :: atom()


      



  



  
    
      
    
    
      stream()



    

  


  

      

          @type stream() :: String.t()


      



  



  
    
      
    
    
      subscription_name()



    

  


  

      

          @type subscription_name() :: String.t()


      



  



  
    
      
    
    
      subscription_type()



    

  


  

      

          @type subscription_type() ::
  :by_stream | :by_event_type | :by_event_pattern | :by_event_payload


      



  


        

      

      
        Functions

        


  
    
      
    
    
      ack_event(store, subscription_name, subscriber_pid, event)



    

  


  

      

          @spec ack_event(
  store :: atom(),
  subscription_name :: String.t(),
  subscriber_pid :: pid(),
  event :: map()
) :: :ok | {:error, term()}


      


  Acknowledge receipt of an event by a subscriber to persistent subscription.

  



  
    
      
    
    
      append_events(store, stream_id, events)



    

  


  

      

          @spec append_events(
  store :: atom(),
  stream_id :: stream(),
  events :: list()
) :: {:ok, integer()} | {:error, term()}


      


  Append events to a stream.
  ## Parameters
	store: the id of the store
	stream_id: the id of the stream
	events: the events to appendReturns
 where new_version is the new version of the stream
{:error, reason} if there was an error  


  



  
    
      
    
    
      append_events(store, stream_id, expected_version, events)



    

  


  

      

          @spec append_events(
  store :: atom(),
  stream_id :: stream(),
  expected_version :: integer(),
  events :: list()
) ::
  {:ok, integer()}
  | {:error, term()}
  | {:error, {:wrong_expected_version, integer()}}


      



  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete_snapshot(store, source_uuid, stream_uuid, version)



    

  


  

      

          @spec delete_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer()
) :: :ok


      



  



  
    
      
    
    
      gater_api_name()



    

  


  


  



  
    
      
    
    
      gateway_worker_pids()



    

  


  

      

          @spec gateway_worker_pids() :: list()


      


  Gets a list of all gateway worker pids.

  



  
    
      
    
    
      gateway_worker_pids_for_store(store_id)



    

  


  

      

          @spec gateway_worker_pids_for_store(store_id :: atom()) :: list()


      



  



    

  
    
      
    
    
      get_events(store, stream_id, start_version, count, direction \\ :forward)



    

  


  

      

          @spec get_events(
  store :: atom(),
  stream_id :: stream(),
  start_version :: integer(),
  count :: integer(),
  direction :: :forward | :backward
) :: {:ok, list()} | {:error, term()}


      


  Get events from a stream, staring from a given version, in a given direction.

  



  
    
      
    
    
      get_gater_api_pids()



    

  


  


  



  
    
      
    
    
      get_streams(store)



    

  


  

      

          @spec get_streams(store :: atom()) :: {:ok, list()} | {:error, term()}


      


  Get all streams from the store.
  ## Parameters
- store: the id of the store
  ## Returns
- a list of all streams in the store

  



  
    
      
    
    
      get_subscriptions(store)



    

  


  

      

          @spec get_subscriptions(store :: atom()) :: {:ok, list()} | {:error, term()}


      


  Get the subscriptions for a store.

  



  
    
      
    
    
      get_version(store, stream)



    

  


  

      

          @spec get_version(
  store :: atom(),
  stream :: stream()
) :: {:ok, integer()} | {:error, term()}


      


  Get the version of a stream.

  



    

    

  
    
      
    
    
      list_snapshots(store, source_uuid \\ :any, stream_uuid \\ :any)



    

  


  

      

          @spec list_snapshots(
  store :: atom(),
  source_uuid :: binary() | :any,
  stream_uuid :: binary() | :any
) :: {:ok, [map()]} | {:error, term()}


      



  



  
    
      
    
    
      list_stores()



    

  


  

      

          @spec list_stores() :: {:ok, list()} | {:error, term()}


      


  List all managed stores in the cluster.
  ## Returns
	{:ok, stores_map} containing store information
	{:error, reason} if failed


  



  
    
      
    
    
      random_gater_api()



    

  


  


  



  
    
      
    
    
      random_gateway_worker()



    

  


  

      

          @spec random_gateway_worker() :: pid()


      


  Gets a random pid of a gateway worker in the cluster.

  



  
    
      
    
    
      random_gateway_worker_pid_for_store(store_id)



    

  


  

      

          @spec random_gateway_worker_pid_for_store(store_id :: atom()) :: pid()


      



  



  
    
      
    
    
      read_snapshot(store, source_uuid, stream_uuid, version)



    

  


  

      

          @spec read_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer()
) :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      record_snapshot(store, source_uuid, stream_uuid, version, snapshot_record)



    

  


  

      

          @spec record_snapshot(
  store :: atom(),
  source_uuid :: binary(),
  stream_uuid :: binary(),
  version :: non_neg_integer(),
  snapshot_record :: map()
) :: :ok


      



  



    

  
    
      
    
    
      remove_subscription(store, type, selector, subscription_name \\ "transient")



    

  


  

      

          @spec remove_subscription(
  store :: any(),
  type :: subscription_type(),
  selector :: selector_type(),
  subscription_name :: subscription_name()
) :: :ok | {:error, error()}


      


  Remove a permanent or transient subscription.

  



    

    

    

  
    
      
    
    
      save_subscription(store, type, selector, subscription_name \\ "transient", start_from \\ 0, subscriber \\ nil)



    

  


  

      

          @spec save_subscription(
  store :: atom(),
  type :: atom(),
  selector :: String.t() | map(),
  subscription_name :: String.t(),
  start_from :: non_neg_integer(),
  subscriber :: pid() | nil
) :: :ok


      


Description
  Add a permanent or transient subscription.
Parameters
- store: the id of the store
- type: the type of subscription (:by_stream, :by_event_type, :by_event_pattern, :by_event_payload)
- selector: the selector for the subscription
($all, $<stream-id>, event-type (a string), or event-pattern)
- subscription_name: the name of the subscription, "transient" for a transient subscriptions, except for subscriptions :by_event_pattern or :by_event_payload
- start_from: the version to start from
- subscriber: the pid of the subscriber

  



  
    
      
    
    
      start_link(opts)



    

  


  


  



  
    
      
    
    
      stream_backward(store, stream_id, start_version, count)



    

  


  

      

          @spec stream_backward(
  store :: atom(),
  stream_id :: stream(),
  start_version :: integer(),
  count :: non_neg_integer()
) :: {:ok, stream()} | {:error, term()}


      


  Get events from a stream, staring from a given version, backward.
  ## Parameters
- store: the id of the store
- stream_id: the id of the stream
- start_version: the version to start from
- count: the number of events to return
## Returns
- a stream of events

  



  
    
      
    
    
      stream_forward(store, stream_id, start_version, count)



    

  


  

      

          @spec stream_forward(
  store :: atom(),
  stream_id :: stream(),
  start_version :: integer(),
  count :: integer()
) :: {:ok, stream()} | {:error, term()}


      


  Get events from a stream, staring from a given version, forward.
  ## Parameters
	store: the id of the store
	stream_id: the id of the stream
	start_version: the version to start from
	count: the number of events to returnReturns

	a stream of events


  


        

      


  

    
ExESDBGater.ClusterMonitor 
    



      
Monitors cluster node connections and logs when ExESDBGater connects to or disconnects from cluster nodes.
This module subscribes to libcluster node events and provides detailed logging of cluster formation.
It uses RPC calls to reliably identify ExESDB nodes by checking if the :ex_esdb application is running,
rather than relying on fragile node name pattern matching.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


        Starts the ClusterMonitor GenServer.



    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  

Starts the ClusterMonitor GenServer.

  


        

      


  

    
ExESDBGater.Config 
    



      
Configuration validation and normalization for ExESDBGater.
This module provides standardized configuration handling with proper validation,
error handling, and normalization to ensure consistent behavior across the system.

      


      
        Summary


  
    Types
  


    
      
        config()

      


    


    
      
        gater_config()

      


    





  
    Functions
  


    
      
        cluster_mode?(config)

      


        Gets the cluster mode configuration.



    


    
      
        connection_retry_interval(config)

      


        Gets the connection retry interval configuration.



    


    
      
        health_check_interval(config)

      


        Gets the health check interval configuration.



    


    
      
        max_connections(config)

      


        Gets the maximum connections configuration.



    


    
      
        pool_size(config)

      


        Gets the pool size configuration.



    


    
      
        port(config)

      


        Gets the port configuration.



    


    
      
        use_libcluster?(config)

      


        Checks if libcluster should be used for node discovery.



    


    
      
        validate(config)

      


        Validates and normalizes configuration for ExESDBGater.



    


    
      
        validate_libcluster_config(config)

      


        Validates libcluster topology configuration.



    





      


      
        Types

        


  
    
      
    
    
      config()



    

  


  

      

          @type config() :: Keyword.t()


      



  



  
    
      
    
    
      gater_config()



    

  


  

      

          @type gater_config() :: map()


      



  


        

      

      
        Functions

        


  
    
      
    
    
      cluster_mode?(config)



    

  


  

      

          @spec cluster_mode?(config()) :: boolean()


      


Gets the cluster mode configuration.

  



  
    
      
    
    
      connection_retry_interval(config)



    

  


  

      

          @spec connection_retry_interval(config()) :: pos_integer()


      


Gets the connection retry interval configuration.

  



  
    
      
    
    
      health_check_interval(config)



    

  


  

      

          @spec health_check_interval(config()) :: pos_integer()


      


Gets the health check interval configuration.

  



  
    
      
    
    
      max_connections(config)



    

  


  

      

          @spec max_connections(config()) :: pos_integer()


      


Gets the maximum connections configuration.

  



  
    
      
    
    
      pool_size(config)



    

  


  

      

          @spec pool_size(config()) :: pos_integer()


      


Gets the pool size configuration.

  



  
    
      
    
    
      port(config)



    

  


  

      

          @spec port(config()) :: non_neg_integer()


      


Gets the port configuration.

  



  
    
      
    
    
      use_libcluster?(config)



    

  


  

      

          @spec use_libcluster?(config()) :: boolean()


      


Checks if libcluster should be used for node discovery.

  



  
    
      
    
    
      validate(config)



    

  


  

      

          @spec validate(config()) :: {:ok, gater_config()} | {:error, {atom(), term()}}


      


Validates and normalizes configuration for ExESDBGater.
Options
	:cluster_mode - Whether to run in cluster mode (default: false)
	:port - Port to listen on for HTTP API (default: 4001)
	:max_connections - Maximum number of concurrent connections (default: 1000)
	:pool_size - Size of worker pools (default: 10)
	:use_libcluster - Whether to use libcluster for node discovery (default: true)
	:connection_retry_interval - Interval between connection retries in ms (default: 5000)
	:health_check_interval - Interval for health checks in ms (default: 30000)

Examples
iex> ExESDBGater.Config.validate([port: 4001])
{:ok, %{port: 4001, cluster_mode: false, ...}}

  



  
    
      
    
    
      validate_libcluster_config(config)



    

  


  

      

          @spec validate_libcluster_config(config()) :: {:ok, config()} | {:error, term()}


      


Validates libcluster topology configuration.

  


        

      


  

    
ExESDBGater.EnVars 
    



      
  This module contains the environment variables that are used by ExESDBGater

      




  

    
ExESDBGater.Messages 
    



      
Main module providing access to all ExESDBGater message definitions and helpers.
This module serves as a central entry point for all PubSub message types
used throughout the ExESDBGater system.
Message Modules
Each PubSub instance has its own dedicated message module:
	SystemMessages - General system configuration and lifecycle events (:ex_esdb_system)
	HealthMessages - Health monitoring and status checks (:ex_esdb_health) 
	MetricsMessages - Performance metrics and measurements (:ex_esdb_metrics)
	LifecycleMessages - Process and node lifecycle events (:ex_esdb_lifecycle)
	SecurityMessages - Security events and access control (:ex_esdb_security)
	AuditMessages - Audit trail and compliance events (:ex_esdb_audit)
	AlertMessages - Critical alerts and notifications (:ex_esdb_alerts)
	DiagnosticsMessages - Deep diagnostic and debugging info (:ex_esdb_diagnostics)
	LoggingMessages - Log aggregation and distribution (:ex_esdb_logging)

Usage Examples
# Using system messages
alias ExESDBGater.Messages.SystemMessages

# Create and broadcast a config change
payload = SystemMessages.system_config(:database, %{pool_size: 10})
SystemMessages.broadcast_system_config("config", payload)

# Subscribe to health updates
Phoenix.PubSub.subscribe(:ex_esdb_health, "node_health")

# Validate received messages - using pattern matching
def handle_info({:secure_message, _sig, {:node_health_updated, _payload}} = message, state) do
  case ExESDBGater.Messages.HealthMessages.validate_secure_message(message) do
    {:ok, {:node_health_updated, payload}} ->
      handle_health_update(payload, state)
    {:error, _reason} ->
      {:noreply, state}
  end
end

def handle_info(_message, state), do: {:noreply, state}
Security
All message modules include HMAC-based security using SECRET_KEY_BASE to prevent
unauthorized messages from entering the system. Messages are automatically signed
when broadcast and can be validated by receivers.

      


      
        Summary


  
    Functions
  


    
      
        all_modules()

      


        Returns a list of all message modules.



    


    
      
        instance_to_module_map()

      


        Returns a map of PubSub instance atoms to their corresponding message modules.



    


    
      
        module_for_instance(instance)

      


        Returns the message module for a given PubSub instance.



    


    
      
        supported_instances()

      


        Returns a list of all supported PubSub instances.



    


    
      
        validate_message(instance, message)

      


        Validates a message using the appropriate module for the given PubSub instance.



    





      


      
        Functions

        


  
    
      
    
    
      all_modules()



    

  


  

Returns a list of all message modules.

  



  
    
      
    
    
      instance_to_module_map()



    

  


  

Returns a map of PubSub instance atoms to their corresponding message modules.
Useful for dynamic message handling or routing.

  



  
    
      
    
    
      module_for_instance(instance)



    

  


  

Returns the message module for a given PubSub instance.
Examples
iex> ExESDBGater.Messages.module_for_instance(:ex_esdb_health)
ExESDBGater.Messages.HealthMessages

iex> ExESDBGater.Messages.module_for_instance(:invalid)
nil

  



  
    
      
    
    
      supported_instances()



    

  


  

Returns a list of all supported PubSub instances.

  



  
    
      
    
    
      validate_message(instance, message)



    

  


  

Validates a message using the appropriate module for the given PubSub instance.
Examples
iex> ExESDBGater.Messages.validate_message(:ex_esdb_health, message)
{:ok, {:node_health_updated, payload}}

  


        

      


  

    
ExESDBGater.Messages.AlertMessages 
    



      
Message definitions and helpers for the :ex_esdb_alerts PubSub instance.
Handles critical alerts and notifications that require immediate attention.
Common Topics
	"critical" - Critical system alerts
	"warnings" - Warning-level alerts
	"notifications" - General notifications
	"escalations" - Alert escalations


      


      
        Summary


  
    Functions
  


    
      
        alert_ack(alert_id, ack_by, opts \\ [])

      


        Create an AlertAck payload with current timestamp



    


    
      
        alert_escalation(alert_id, from_level, to_level, escalation_reason, opts \\ [])

      


        Create an AlertEscalation payload with current timestamp



    


    
      
        broadcast_alert_ack(topic, payload)

      


        Broadcast an alert acknowledgment



    


    
      
        broadcast_alert_escalation(topic, payload)

      


        Broadcast an alert escalation



    


    
      
        broadcast_notification_status(topic, payload)

      


        Broadcast a notification delivery status



    


    
      
        broadcast_system_alert(topic, payload)

      


        Broadcast a system alert



    


    
      
        notification_status(alert_id, delivery_method, recipient, status, opts \\ [])

      


        Create a NotificationStatus payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        system_alert(severity, category, title, description, source, opts \\ [])

      


        Create a SystemAlert payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


    

  
    
      
    
    
      alert_ack(alert_id, ack_by, opts \\ [])



    

  


  

Create an AlertAck payload with current timestamp

  



    

  
    
      
    
    
      alert_escalation(alert_id, from_level, to_level, escalation_reason, opts \\ [])



    

  


  

Create an AlertEscalation payload with current timestamp

  



  
    
      
    
    
      broadcast_alert_ack(topic, payload)



    

  


  

Broadcast an alert acknowledgment

  



  
    
      
    
    
      broadcast_alert_escalation(topic, payload)



    

  


  

Broadcast an alert escalation

  



  
    
      
    
    
      broadcast_notification_status(topic, payload)



    

  


  

Broadcast a notification delivery status

  



  
    
      
    
    
      broadcast_system_alert(topic, payload)



    

  


  

Broadcast a system alert

  



    

  
    
      
    
    
      notification_status(alert_id, delivery_method, recipient, status, opts \\ [])



    

  


  

Create a NotificationStatus payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      system_alert(severity, category, title, description, source, opts \\ [])



    

  


  

Create a SystemAlert payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message

  


        

      


  

    
ExESDBGater.Messages.AlertMessages.AlertAck 
    






  

    
ExESDBGater.Messages.AlertMessages.AlertEscalation 
    






  

    
ExESDBGater.Messages.AlertMessages.NotificationStatus 
    






  

    
ExESDBGater.Messages.AlertMessages.SystemAlert 
    






  

    
ExESDBGater.Messages.AuditMessages 
    



      
Message definitions and helpers for the :ex_esdb_audit PubSub instance.
Handles audit trail events for compliance and tracking who did what.
Common Topics
	"data_changes" - Data modification events
	"admin_actions" - Administrative actions
	"access_logs" - Resource access logging
	"compliance" - Compliance-related events


      


      
        Summary


  
    Functions
  


    
      
        access_log(user_id, resource_type, resource_id, action, success, opts \\ [])

      


        Create an AccessLog payload with current timestamp



    


    
      
        admin_action(admin_user_id, action_type, target_resource, opts \\ [])

      


        Create an AdminAction payload with current timestamp



    


    
      
        broadcast_access_log(topic, payload)

      


        Broadcast an access log audit event



    


    
      
        broadcast_admin_action(topic, payload)

      


        Broadcast an administrative action audit event



    


    
      
        broadcast_compliance_event(topic, payload)

      


        Broadcast a compliance event



    


    
      
        broadcast_data_change(topic, payload)

      


        Broadcast a data change audit event



    


    
      
        compliance_event(event_type, compliance_rule, affected_data, action_taken, opts \\ [])

      


        Create a ComplianceEvent payload with current timestamp



    


    
      
        data_change(user_id, resource_type, resource_id, action, opts \\ [])

      


        Create a DataChange payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


    

  
    
      
    
    
      access_log(user_id, resource_type, resource_id, action, success, opts \\ [])



    

  


  

Create an AccessLog payload with current timestamp

  



    

  
    
      
    
    
      admin_action(admin_user_id, action_type, target_resource, opts \\ [])



    

  


  

Create an AdminAction payload with current timestamp

  



  
    
      
    
    
      broadcast_access_log(topic, payload)



    

  


  

Broadcast an access log audit event

  



  
    
      
    
    
      broadcast_admin_action(topic, payload)



    

  


  

Broadcast an administrative action audit event

  



  
    
      
    
    
      broadcast_compliance_event(topic, payload)



    

  


  

Broadcast a compliance event

  



  
    
      
    
    
      broadcast_data_change(topic, payload)



    

  


  

Broadcast a data change audit event

  



    

  
    
      
    
    
      compliance_event(event_type, compliance_rule, affected_data, action_taken, opts \\ [])



    

  


  

Create a ComplianceEvent payload with current timestamp

  



    

  
    
      
    
    
      data_change(user_id, resource_type, resource_id, action, opts \\ [])



    

  


  

Create a DataChange payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.DiagnosticsMessages 
    



      
Message definitions and helpers for the :ex_esdb_diagnostics PubSub instance.
Handles deep diagnostic information for debugging and system analysis.
Common Topics
	"debug_traces" - Debug trace information
	"performance_analysis" - Performance diagnostic data
	"system_state" - System state snapshots
	"error_analysis" - Error diagnostic information


      


      
        Summary


  
    Functions
  


    
      
        broadcast_debug_trace(topic, payload)

      


        Broadcast a debug trace



    


    
      
        broadcast_error_analysis(topic, payload)

      


        Broadcast an error analysis



    


    
      
        broadcast_performance_analysis(topic, payload)

      


        Broadcast a performance analysis



    


    
      
        broadcast_system_state(topic, payload)

      


        Broadcast a system state snapshot



    


    
      
        debug_trace(component, operation, trace_data, opts \\ [])

      


        Create a DebugTrace payload with current timestamp



    


    
      
        error_analysis(error_type, error_message, opts \\ [])

      


        Create an ErrorAnalysis payload with current timestamp



    


    
      
        performance_analysis(component, analysis_type, findings, opts \\ [])

      


        Create a PerformanceAnalysis payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        system_state(snapshot_type, state_data, trigger_reason, opts \\ [])

      


        Create a SystemState payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_debug_trace(topic, payload)



    

  


  

Broadcast a debug trace

  



  
    
      
    
    
      broadcast_error_analysis(topic, payload)



    

  


  

Broadcast an error analysis

  



  
    
      
    
    
      broadcast_performance_analysis(topic, payload)



    

  


  

Broadcast a performance analysis

  



  
    
      
    
    
      broadcast_system_state(topic, payload)



    

  


  

Broadcast a system state snapshot

  



    

  
    
      
    
    
      debug_trace(component, operation, trace_data, opts \\ [])



    

  


  

Create a DebugTrace payload with current timestamp

  



    

  
    
      
    
    
      error_analysis(error_type, error_message, opts \\ [])



    

  


  

Create an ErrorAnalysis payload with current timestamp

  



    

  
    
      
    
    
      performance_analysis(component, analysis_type, findings, opts \\ [])



    

  


  

Create a PerformanceAnalysis payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      system_state(snapshot_type, state_data, trigger_reason, opts \\ [])



    

  


  

Create a SystemState payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.DiagnosticsMessages.PerformanceAnalysis 
    






  

    
ExESDBGater.Messages.DiagnosticsMessages.SystemState 
    






  

    
ExESDBGater.Messages.HealthMessages 
    



      
Message definitions and helpers for the :ex_esdb_health PubSub instance.
Handles health monitoring, status checks, and health-related events.
Common Topics
	"node_health" - Individual node health status
	"cluster_health" - Overall cluster health  
	"component_health" - Health of specific components
	"health_checks" - Health check results


      


      
        Summary


  
    Functions
  


    
      
        broadcast_cluster_health(topic, payload)

      


        Broadcast a cluster health update



    


    
      
        broadcast_component_health(topic, payload)

      


        Broadcast a component health update



    


    
      
        broadcast_health_check(topic, payload)

      


        Broadcast a health check result



    


    
      
        broadcast_node_health(topic, payload)

      


        Broadcast a node health update



    


    
      
        cluster_health(status, healthy_nodes, total_nodes, opts \\ [])

      


        Create a ClusterHealth payload with current timestamp



    


    
      
        component_health(component, node, status, opts \\ [])

      


        Create a ComponentHealth payload with current timestamp



    


    
      
        health_check(check_name, node, result, opts \\ [])

      


        Create a HealthCheck payload with current timestamp



    


    
      
        node_health(node, status, opts \\ [])

      


        Create a NodeHealth payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_cluster_health(topic, payload)



    

  


  

Broadcast a cluster health update

  



  
    
      
    
    
      broadcast_component_health(topic, payload)



    

  


  

Broadcast a component health update

  



  
    
      
    
    
      broadcast_health_check(topic, payload)



    

  


  

Broadcast a health check result

  



  
    
      
    
    
      broadcast_node_health(topic, payload)



    

  


  

Broadcast a node health update

  



    

  
    
      
    
    
      cluster_health(status, healthy_nodes, total_nodes, opts \\ [])



    

  


  

Create a ClusterHealth payload with current timestamp

  



    

  
    
      
    
    
      component_health(component, node, status, opts \\ [])



    

  


  

Create a ComponentHealth payload with current timestamp

  



    

  
    
      
    
    
      health_check(check_name, node, result, opts \\ [])



    

  


  

Create a HealthCheck payload with current timestamp

  



    

  
    
      
    
    
      node_health(node, status, opts \\ [])



    

  


  

Create a NodeHealth payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.HealthMessages.HealthCheck 
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ExESDBGater.Messages.LifecycleMessages 
    



      
Message definitions and helpers for the :ex_esdb_lifecycle PubSub instance.
Handles process lifecycle events, node management, and process state changes.
Common Topics
	"node_lifecycle" - Node joining/leaving cluster
	"process_lifecycle" - Process start/stop/crash events
	"supervision" - Supervisor tree events
	"cluster_membership" - Cluster membership changes


      


      
        Summary


  
    Functions
  


    
      
        broadcast_cluster_membership(topic, payload)

      


        Broadcast a cluster membership change



    


    
      
        broadcast_node_lifecycle(topic, payload)

      


        Broadcast a node lifecycle event



    


    
      
        broadcast_process_lifecycle(topic, payload)

      


        Broadcast a process lifecycle event



    


    
      
        broadcast_supervision_event(topic, payload)

      


        Broadcast a supervision event



    


    
      
        cluster_membership(event, affected_nodes, active_nodes, opts \\ [])

      


        Create a ClusterMembership payload with current timestamp



    


    
      
        node_lifecycle(node, event, cluster_size, opts \\ [])

      


        Create a NodeLifecycle payload with current timestamp



    


    
      
        process_lifecycle(pid, module, event, opts \\ [])

      


        Create a ProcessLifecycle payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        supervision_event(supervisor, child_spec, event, opts \\ [])

      


        Create a SupervisionEvent payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_cluster_membership(topic, payload)



    

  


  

Broadcast a cluster membership change

  



  
    
      
    
    
      broadcast_node_lifecycle(topic, payload)



    

  


  

Broadcast a node lifecycle event

  



  
    
      
    
    
      broadcast_process_lifecycle(topic, payload)



    

  


  

Broadcast a process lifecycle event

  



  
    
      
    
    
      broadcast_supervision_event(topic, payload)



    

  


  

Broadcast a supervision event

  



    

  
    
      
    
    
      cluster_membership(event, affected_nodes, active_nodes, opts \\ [])



    

  


  

Create a ClusterMembership payload with current timestamp

  



    

  
    
      
    
    
      node_lifecycle(node, event, cluster_size, opts \\ [])



    

  


  

Create a NodeLifecycle payload with current timestamp

  



    

  
    
      
    
    
      process_lifecycle(pid, module, event, opts \\ [])



    

  


  

Create a ProcessLifecycle payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      supervision_event(supervisor, child_spec, event, opts \\ [])



    

  


  

Create a SupervisionEvent payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.LoggingMessages 
    



      
Message definitions and helpers for the :ex_esdb_logging PubSub instance.
Handles log aggregation and distribution across the cluster.
Common Topics
	"application_logs" - Application-level log messages
	"system_logs" - System-level log messages
	"error_logs" - Error and exception logs
	"audit_logs" - Audit trail logs


      


      
        Summary


  
    Functions
  


    
      
        broadcast_log_entry(topic, payload)

      


        Broadcast a log entry



    


    
      
        broadcast_log_filter(topic, payload)

      


        Broadcast a log filter update



    


    
      
        broadcast_log_rotation(topic, payload)

      


        Broadcast a log rotation event



    


    
      
        broadcast_log_summary(topic, payload)

      


        Broadcast a log summary



    


    
      
        log_entry(level, message, module, opts \\ [])

      


        Create a LogEntry payload with current timestamp



    


    
      
        log_filter(filter_type, filter_value, action, opts \\ [])

      


        Create a LogFilter payload with current timestamp



    


    
      
        log_rotation(log_type, old_file, new_file, opts \\ [])

      


        Create a LogRotation payload with current timestamp



    


    
      
        log_summary(time_period, log_counts, opts \\ [])

      


        Create a LogSummary payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_log_entry(topic, payload)



    

  


  

Broadcast a log entry

  



  
    
      
    
    
      broadcast_log_filter(topic, payload)



    

  


  

Broadcast a log filter update

  



  
    
      
    
    
      broadcast_log_rotation(topic, payload)



    

  


  

Broadcast a log rotation event

  



  
    
      
    
    
      broadcast_log_summary(topic, payload)



    

  


  

Broadcast a log summary

  



    

  
    
      
    
    
      log_entry(level, message, module, opts \\ [])



    

  


  

Create a LogEntry payload with current timestamp

  



    

  
    
      
    
    
      log_filter(filter_type, filter_value, action, opts \\ [])



    

  


  

Create a LogFilter payload with current timestamp

  



    

  
    
      
    
    
      log_rotation(log_type, old_file, new_file, opts \\ [])



    

  


  

Create a LogRotation payload with current timestamp

  



    

  
    
      
    
    
      log_summary(time_period, log_counts, opts \\ [])



    

  


  

Create a LogSummary payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.MetricsMessages 
    



      
Message definitions and helpers for the :ex_esdb_metrics PubSub instance.
Handles performance metrics, measurements, and metric-related events.
Common Topics
	"performance" - General performance metrics
	"throughput" - Throughput and rate metrics
	"latency" - Latency and response time metrics
	"resource_usage" - CPU, memory, disk usage metrics


      


      
        Summary


  
    Functions
  


    
      
        broadcast_latency_metric(topic, payload)

      


        Broadcast a latency metric



    


    
      
        broadcast_metric_alert(topic, payload)

      


        Broadcast a metric alert



    


    
      
        broadcast_performance_metric(topic, payload)

      


        Broadcast a performance metric



    


    
      
        broadcast_resource_usage(topic, payload)

      


        Broadcast a resource usage metric



    


    
      
        broadcast_throughput_metric(topic, payload)

      


        Broadcast a throughput metric



    


    
      
        latency_metric(operation, latency_ms, percentile, sample_count, opts \\ [])

      


        Create a LatencyMetric payload with current timestamp



    


    
      
        metric_alert(metric_name, current_value, threshold_value, threshold_type, severity, opts \\ [])

      


        Create a MetricAlert payload with current timestamp



    


    
      
        performance_metric(metric_name, value, unit, opts \\ [])

      


        Create a PerformanceMetric payload with current timestamp



    


    
      
        resource_usage(resource_type, usage_percent, total_available, current_used, opts \\ [])

      


        Create a ResourceUsage payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        throughput_metric(operation, count, duration_ms, opts \\ [])

      


        Create a ThroughputMetric payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_latency_metric(topic, payload)



    

  


  

Broadcast a latency metric

  



  
    
      
    
    
      broadcast_metric_alert(topic, payload)



    

  


  

Broadcast a metric alert

  



  
    
      
    
    
      broadcast_performance_metric(topic, payload)



    

  


  

Broadcast a performance metric

  



  
    
      
    
    
      broadcast_resource_usage(topic, payload)



    

  


  

Broadcast a resource usage metric

  



  
    
      
    
    
      broadcast_throughput_metric(topic, payload)



    

  


  

Broadcast a throughput metric

  



    

  
    
      
    
    
      latency_metric(operation, latency_ms, percentile, sample_count, opts \\ [])



    

  


  

Create a LatencyMetric payload with current timestamp

  



    

  
    
      
    
    
      metric_alert(metric_name, current_value, threshold_value, threshold_type, severity, opts \\ [])



    

  


  

Create a MetricAlert payload with current timestamp

  



    

  
    
      
    
    
      performance_metric(metric_name, value, unit, opts \\ [])



    

  


  

Create a PerformanceMetric payload with current timestamp

  



    

  
    
      
    
    
      resource_usage(resource_type, usage_percent, total_available, current_used, opts \\ [])



    

  


  

Create a ResourceUsage payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      throughput_metric(operation, count, duration_ms, opts \\ [])



    

  


  

Create a ThroughputMetric payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message
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ExESDBGater.Messages.SecurityMessages 
    



      
Message definitions and helpers for the :ex_esdb_security PubSub instance.
Handles security events, authentication, authorization, and access violations.
Common Topics
	"auth_events" - Authentication and authorization events
	"access_violations" - Unauthorized access attempts
	"security_alerts" - Security-related alerts
	"session_events" - Session management events


      


      
        Summary


  
    Functions
  


    
      
        access_violation(violation_type, resource, action, opts \\ [])

      


        Create an AccessViolation payload with current timestamp



    


    
      
        auth_event(user_id, event_type, auth_method, opts \\ [])

      


        Create an AuthEvent payload with current timestamp



    


    
      
        broadcast_access_violation(topic, payload)

      


        Broadcast an access violation



    


    
      
        broadcast_auth_event(topic, payload)

      


        Broadcast an authentication event



    


    
      
        broadcast_security_alert(topic, payload)

      


        Broadcast a security alert



    


    
      
        broadcast_session_event(topic, payload)

      


        Broadcast a session event



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        security_alert(alert_type, severity, description, opts \\ [])

      


        Create a SecurityAlert payload with current timestamp



    


    
      
        session_event(session_id, user_id, event_type, opts \\ [])

      


        Create a SessionEvent payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


    

  
    
      
    
    
      access_violation(violation_type, resource, action, opts \\ [])



    

  


  

Create an AccessViolation payload with current timestamp

  



    

  
    
      
    
    
      auth_event(user_id, event_type, auth_method, opts \\ [])



    

  


  

Create an AuthEvent payload with current timestamp

  



  
    
      
    
    
      broadcast_access_violation(topic, payload)



    

  


  

Broadcast an access violation

  



  
    
      
    
    
      broadcast_auth_event(topic, payload)



    

  


  

Broadcast an authentication event

  



  
    
      
    
    
      broadcast_security_alert(topic, payload)



    

  


  

Broadcast a security alert

  



  
    
      
    
    
      broadcast_session_event(topic, payload)



    

  


  

Broadcast a session event

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      security_alert(alert_type, severity, description, opts \\ [])



    

  


  

Create a SecurityAlert payload with current timestamp

  



    

  
    
      
    
    
      session_event(session_id, user_id, event_type, opts \\ [])



    

  


  

Create a SessionEvent payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message

  


        

      


  

    
ExESDBGater.Messages.SecurityMessages.AccessViolation 
    






  

    
ExESDBGater.Messages.SecurityMessages.AuthEvent 
    






  

    
ExESDBGater.Messages.SecurityMessages.SecurityAlert 
    






  

    
ExESDBGater.Messages.SecurityMessages.SessionEvent 
    






  

    
ExESDBGater.Messages.SystemMessages 
    



      
Message definitions and helpers for the :ex_esdb_system PubSub instance.
Handles general system-level configuration and startup/shutdown events.
Common Topics
	"config" - System configuration changes
	"lifecycle" - System startup/shutdown events  
	"features" - Feature toggle changes


      


      
        Summary


  
    Functions
  


    
      
        broadcast_feature_toggle(topic, payload)

      


        Broadcast a feature toggle change



    


    
      
        broadcast_system_config(topic, payload)

      


        Broadcast a system configuration change



    


    
      
        broadcast_system_lifecycle(topic, payload)

      


        Broadcast a system lifecycle event



    


    
      
        feature_toggle(feature, enabled, previous_state, changed_by)

      


        Create a FeatureToggle payload with current timestamp



    


    
      
        secure_broadcast(topic, message)

      


    


    
      
        system_config(component, changes, opts \\ [])

      


        Create a SystemConfig payload with current timestamp



    


    
      
        system_lifecycle(event, system_name, version)

      


        Create a SystemLifecycle payload with current timestamp



    


    
      
        validate_secure_message(arg1)

      


        Validate and extract a secure message



    





      


      
        Functions

        


  
    
      
    
    
      broadcast_feature_toggle(topic, payload)



    

  


  

Broadcast a feature toggle change

  



  
    
      
    
    
      broadcast_system_config(topic, payload)



    

  


  

Broadcast a system configuration change

  



  
    
      
    
    
      broadcast_system_lifecycle(topic, payload)



    

  


  

Broadcast a system lifecycle event

  



  
    
      
    
    
      feature_toggle(feature, enabled, previous_state, changed_by)



    

  


  

Create a FeatureToggle payload with current timestamp

  



  
    
      
    
    
      secure_broadcast(topic, message)



    

  


  


  



    

  
    
      
    
    
      system_config(component, changes, opts \\ [])



    

  


  

Create a SystemConfig payload with current timestamp

  



  
    
      
    
    
      system_lifecycle(event, system_name, version)



    

  


  

Create a SystemLifecycle payload with current timestamp

  



  
    
      
    
    
      validate_secure_message(arg1)



    

  


  

Validate and extract a secure message

  


        

      


  

    
ExESDBGater.Messages.SystemMessages.FeatureToggle 
    






  

    
ExESDBGater.Messages.SystemMessages.SystemConfig 
    






  

    
ExESDBGater.Messages.SystemMessages.SystemLifecycle 
    






  

    
ExESDBGater.Options 
    



      
  This module contains the options helper functions for ExESDBGater

      


      
        Summary


  
    Functions
  


    
      
        api_env()

      


    


    
      
        api_env(key)

      


    


    
      
        default_config()

      


        Returns default configuration when no configuration is provided



    


    
      
        sys_env(key)

      


    





      


      
        Functions

        


  
    
      
    
    
      api_env()



    

  


  


  



  
    
      
    
    
      api_env(key)



    

  


  


  



  
    
      
    
    
      default_config()



    

  


  

Returns default configuration when no configuration is provided

  



  
    
      
    
    
      sys_env(key)



    

  


  


  


        

      


  

    
ExESDBGater.PubSubManager 
    



      
Local override of BCUtils.PubSubManager that ensures unique child spec IDs.
Also fixes incorrect pid checking logic.

      


      
        Summary


  
    Functions
  


    
      
        maybe_child_spec(pubsub_name)

      


        Returns a child spec for Phoenix.PubSub if not already started, otherwise nil.
Each child spec has a unique ID based on the pubsub name.



    





      


      
        Functions

        


  
    
      
    
    
      maybe_child_spec(pubsub_name)



    

  


  

      

          @spec maybe_child_spec(atom()) :: Supervisor.child_spec() | nil


      


Returns a child spec for Phoenix.PubSub if not already started, otherwise nil.
Each child spec has a unique ID based on the pubsub name.

  


        

      


  

    
ExESDBGater.PubSubSystem 
    



      
Supervisor for all PubSub instances used by ExESDBGater.
This supervisor is designed to be a singleton per node - it manages
global PubSub instances that are shared across all ExESDB systems
running on the same node.
Multiple ExESDB systems can safely attempt to start this supervisor;
if it's already running, the start_link call will return {:ok, pid}
with the existing supervisor's pid rather than failing.
This enables umbrella applications and multi-store setups where
multiple ExESDB.System instances need to share the same PubSub
infrastructure.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  


  


        

      


  

    
ExESDBGater.Repl.Observer 
    



      
  The Repl.Observer is a GenServer that:
- adds a transient subscription to the store.
- subscribes to the events emitted by the store, via Phoenix PubSub.
- prints the events to the console.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(args)

      


          Starts an observer process for a given topic.
  ## Parameters



    


    
      
        start_link(args)

      


    


    
      
        topic(store, id)

      


    


    
      
        topic(store, selector, name)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start(args)



    

  


  

      

          @spec start(keyword()) :: pid()


      


  Starts an observer process for a given topic.
  ## Parameters
	store: The store to consume events from (atom, default: the configured store).
	type: The type of subscription to consume events from (atom, default: :by_stream).
	selector: The selector of the subscription to consume events from (string, default: "$all").
	topic: The topic to consume events from (string, default: reg_gh:$all).
	name: The name of the observer (string, default: transient).


  



  
    
      
    
    
      start_link(args)



    

  


  


  



  
    
      
    
    
      topic(store, id)



    

  


  


  



  
    
      
    
    
      topic(store, selector, name)



    

  


  


  


        

      


  

    
ExESDBGater.Repl.Subscriber 
    



      
  The Repl.Subscriber is a GenServer that: 
- creates a permanent subscription to the store.
- subscribes to the events emitted by the store, by handling events directly.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(subscription_name, stream, start_from \\ 0)

      


    


    
      
        start_link(args)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start(subscription_name, stream, start_from \\ 0)



    

  


  

      

          @spec start(
  subscription_name :: String.t(),
  stream :: String.t(),
  start_from :: integer()
) :: pid()


      



  



  
    
      
    
    
      start_link(args)



    

  


  


  


        

      


  

    
ExESDBGater.SharedClusterConfig 
    



      
Unified LibCluster configuration to prevent conflicts between ExESDB and ExESDBGater.
This module ensures both applications use identical cluster topology settings,
preventing discovery protocol confusion and startup race conditions.

      


      
        Summary


  
    Functions
  


    
      
        cluster_port()

      


        Get the cluster port from environment or default.



    


    
      
        cluster_secret()

      


        Get the cluster secret from environment or default.



    


    
      
        interface_addr()

      


        Get the network interface address from environment or default.



    


    
      
        multicast_addr()

      


        Get the multicast address from environment or default.
Uses consistent multicast address (not broadcast).



    


    
      
        topology()

      


        Returns the unified cluster topology configuration.
Both ExESDB and ExESDBGater should use this exact configuration.



    


    
      
        validate_config()

      


        Validate the cluster configuration and log any issues.



    





      


      
        Functions

        


  
    
      
    
    
      cluster_port()



    

  


  

Get the cluster port from environment or default.

  



  
    
      
    
    
      cluster_secret()



    

  


  

Get the cluster secret from environment or default.

  



  
    
      
    
    
      interface_addr()



    

  


  

Get the network interface address from environment or default.

  



  
    
      
    
    
      multicast_addr()



    

  


  

Get the multicast address from environment or default.
Uses consistent multicast address (not broadcast).

  



  
    
      
    
    
      topology()



    

  


  

Returns the unified cluster topology configuration.
Both ExESDB and ExESDBGater should use this exact configuration.

  



  
    
      
    
    
      validate_config()



    

  


  

Validate the cluster configuration and log any issues.

  


        

      


  

    
ExESDBGater.System 
    



      
  The APISystem is responsible for starting and supervising the
  APIWorkers.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions

        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)
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