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    TTlockClient

An Elixir client library for the TTLock Open Platform API with centralized OAuth 2.0 authentication management.
Features
	Centralized Authentication: Single GenServer manages all OAuth token lifecycle
	Automatic Token Refresh: Proactive token refresh before expiry
	Thread-Safe: Safe concurrent access to authentication state
	OTP Compliant: Proper supervision and fault tolerance
	Zero Module Dependencies: No authentication logic scattered across modules

Installation
Add ex_ttlock to your list of dependencies in mix.exs:
def deps do
  [
    {:ex_ttlock, "~> 0.1.0"}
  ]
end
Quick Start
1. Configuration
Configure your TTLock application credentials:
# Option A: Direct configuration
TTlockClient.configure("your_client_id", "your_client_secret")

# Option B: Use environment variables (automatically loads from .env in dev/test)
TTlockClient.configure(
  System.get_env("TTLOCK_CLIENT_ID"), 
  System.get_env("TTLOCK_CLIENT_SECRET")
)

# Option C: One-liner with .env file
TTlockClient.start_with_env()  # Reads all vars from environment
2. Environment Setup (Recommended)
Create a .env file in your project root:
# .env
TTLOCK_CLIENT_ID=your_actual_client_id
TTLOCK_CLIENT_SECRET=your_actual_client_secret
TTLOCK_USERNAME=your_ttlock_username
TTLOCK_PASSWORD=your_ttlock_password

Important: Add .env to your .gitignore!
3. Authentication
# With environment variables
TTlockClient.authenticate(
  System.get_env("TTLOCK_USERNAME"), 
  System.get_env("TTLOCK_PASSWORD")
)

# Or use the all-in-one helper
TTlockClient.start_with_env()  # Configure + authenticate in one call
3. Making API Calls
Get valid tokens for your API requests:
case TTlockClient.get_valid_token() do
  {:ok, token} ->
    # Token is automatically refreshed if needed
    headers = [{"Authorization", "Bearer #{token}"}]
    # Make your TTLock API calls
    
  {:error, :not_authenticated} ->
    # Need to authenticate first
    TTlockClient.authenticate("username", "password")
    
  {:error, reason} ->
    # Handle authentication errors
    Logger.error("Auth error: #{inspect(reason)}")
end
Advanced Usage
All-in-One Setup
# Option 1: With .env file (recommended)
case TTlockClient.start_with_env() do
  :ok -> 
    {:ok, token} = TTlockClient.get_valid_token()
    # Ready to make API calls
    
  {:error, reason} ->
    # Handle setup error
end

# Option 2: Direct configuration
case TTlockClient.start("client_id", "client_secret", "username", "password") do
  :ok -> 
    {:ok, token} = TTlockClient.get_valid_token()
    # Ready to make API calls
    
  {:error, reason} ->
    # Handle setup error
end
Status Checking
case TTlockClient.status() do
  :not_configured -> 
    # Need to call TTlockClient.configure/2
  :configured -> 
    # Configured but need to authenticate
  :authenticated -> 
    # Ready for API calls
end

# Or use the convenience function
if TTlockClient.ready?() do
  # Make API calls
end
Manual Token Management
# Force token refresh (usually not needed)
TTlockClient.refresh_token()

# Get current user ID
{:ok, user_id} = TTlockClient.get_user_id()

# Reset all authentication state
TTlockClient.reset()
Configuration Options
Using .env Files (Recommended for Development)
The library automatically loads .env files in development and test environments:
# .env (in your project root)
TTLOCK_CLIENT_ID=your_client_id
TTLOCK_CLIENT_SECRET=your_client_secret
TTLOCK_USERNAME=your_username
TTLOCK_PASSWORD=your_password

Then use the simple setup:
# Reads all environment variables and sets up authentication
TTlockClient.start_with_env()
Application Configuration
# config/config.exs
config :ex_ttlock,
  client_id: System.get_env("TTLOCK_CLIENT_ID"),
  client_secret: System.get_env("TTLOCK_CLIENT_SECRET"),
  base_url: "https://euapi.ttlock.com"  # optional
Environment Variables (Production)
export TTLOCK_CLIENT_ID="your_client_id"
export TTLOCK_CLIENT_SECRET="your_client_secret"
export TTLOCK_USERNAME="your_username"
export TTLOCK_PASSWORD="your_password"

API Reference
Authentication
	configure/2,3 - Set client credentials
	authenticate/2 - Authenticate with username/password
	get_valid_token/0 - Get current valid access token
	get_user_id/0 - Get authenticated user ID
	refresh_token/0 - Manually refresh token
	status/0 - Get authentication status
	ready?/0 - Check if ready for API calls
	reset/0 - Clear all authentication state
	start/4,5 - Configure and authenticate in one call
	start_with_env/0 - Configure and authenticate using environment variables

Lock Management
	get_locks/0,1,2,3,4 - Get paginated list of locks
	get_lock/1 - Get detailed information about a specific lock
	get_all_locks/0,1,2 - Get all locks (handles pagination automatically)

Passcode Management
	add_permanent_passcode/2,3 - Add a permanent passcode via gateway
	add_temporary_passcode/4,5 - Add a time-limited passcode via gateway
	add_passcode/2,3,4,5,6,7,8 - Add passcode with full parameter control
	change_passcode/2,3,4,5,6,7 - Change passcode name, value, or validity period
	change_passcode_name/3 - Change only the passcode name
	change_passcode_value/3 - Change only the passcode value
	change_passcode_period/4 - Change only the passcode validity period
	delete_passcode/2 - Delete a passcode via gateway
	delete_passcode_via_gateway/2 - Delete a passcode via gateway (alias)
	get_passcodes/1,2,3,4,5 - Get paginated list of passcodes for a lock
	get_lock_passcodes/1,2 - Get all passcodes for a lock (convenience function)
	search_passcodes/2 - Search passcodes by name or passcode value

Low-Level API
	TTlockClient.Locks.get_lock_list/1 - Direct lock list API call
	TTlockClient.Locks.get_lock_detail/1 - Direct lock detail API call
	TTlockClient.Passcodes.add_passcode/1 - Direct passcode add API call
	TTlockClient.Passcodes.change_passcode/1 - Direct passcode change API call
	TTlockClient.Passcodes.delete_passcode/1 - Direct passcode delete API call
	TTlockClient.Passcodes.get_passcode_list/1 - Direct passcode list API call
	TTlockClient.Types.* - Type definitions and helper functions

Authentication States
	:not_configured - No client credentials set
	:configured - Client configured but not authenticated
	:authenticated - Fully authenticated and ready

Passcode Management Examples
Adding Passcodes
# Add a permanent passcode
{:ok, %{keyboardPwdId: passcode_id}} = 
  TTlockClient.add_permanent_passcode(12345, 123456, "Guest Access")

# Add a temporary passcode (valid for 1 week)
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 7, :day)
{:ok, result} = 
  TTlockClient.add_temporary_passcode(12345, 987654, start_time, end_time, "Week Access")

# Add with full control over parameters
{:ok, result} = 
  TTlockClient.add_passcode(12345, 555999, "Custom", 3, start_ms, end_ms, 2)
Changing Passcodes
# Change passcode name only
{:ok, %{errcode: 0, errmsg: "success"}} = 
  TTlockClient.change_passcode_name(12345, 67890, "Updated Guest Access")

# Change passcode value only
{:ok, result} = 
  TTlockClient.change_passcode_value(12345, 67890, 999888)

# Change validity period only
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 30, :day)
{:ok, result} = 
  TTlockClient.change_passcode_period(12345, 67890, start_time, end_time)

# Change multiple properties at once
{:ok, result} = 
  TTlockClient.change_passcode(12345, 67890, "New Name", 888999, start_time, end_time)
Note: Passcode changes work via the cloud API for WiFi locks or locks connected to a gateway. At least one change parameter must be provided (name, passcode value, or validity period).
Deleting Passcodes
# Delete a passcode (works for WiFi locks or locks connected to a gateway)
{:ok, %{errcode: 0, errmsg: "success"}} = 
  TTlockClient.delete_passcode(12345, 67890)

# Alternative method (same functionality)
{:ok, result} = TTlockClient.delete_passcode_via_gateway(12345, 67890)
Note: Passcode deletion works via the cloud API for WiFi locks or locks connected to a gateway. The passcode will be removed from both the cloud and the physical lock.
Listing and Searching Passcodes
# Get all passcodes for a lock
{:ok, %{list: passcodes, total: count}} = TTlockClient.get_lock_passcodes(12345)

# Search for specific passcodes
{:ok, results} = TTlockClient.search_passcodes(12345, "Guest")

# Get paginated results with custom parameters
{:ok, response} = TTlockClient.get_passcodes(12345, nil, 1, 50, 1)
Architecture
The library uses a centralized authentication pattern with a GenServer that manages all OAuth state:
┌─────────────────┐    ┌─────────────────┐    ┌─────────────────┐
│   Your App      │───▶│  TTlockClient   │───▶│ TTlockClient    │
│                 │    │ .API            │    │ .AuthManager    │
└─────────────────┘    └─────────────────┘    └─────────────────┘
                                                       │
                                               ┌───────▼────────┐
                                               │ TTlockClient   │
                                               │ .OAuthClient   │
                                               └────────────────┘
Key Benefits
	No Module Dependencies: Each module gets tokens without knowing about OAuth
	Automatic Refresh: Tokens refreshed 5 minutes before expiry
	Thread Safety: Safe concurrent access from multiple processes
	Fault Tolerance: Proper OTP supervision and error recovery
	Centralized Logic: All authentication logic in one place

Error Handling
The library provides detailed error information:
case TTlockClient.authenticate("username", "password") do
  :ok -> 
    # Success
    
  {:error, %{error_code: 10001, description: "Invalid credentials"}} ->
    # TTLock API error
    
  {:error, :not_configured} ->
    # Need to configure client first
    
  {:error, {:transport_error, reason}} ->
    # Network error
    
  {:error, reason} ->
    # Other errors
end
Common Error Codes
	10001 - Invalid credentials
	10004 - Token expired (handled automatically)
	10005 - Invalid client credentials

Testing
# Run tests
mix test

# Run with coverage
mix test.coverage

# Run specific test file
mix test test/ttlock_client_test.exs

# Watch mode for development
mix test.watch

Examples
The library includes several example scripts:
# Basic authentication example
elixir example.exs

# Simple setup with .env
elixir example.exs simple

# Real-time token monitoring
elixir example.exs monitor

# Lock management examples
elixir locks_example.exs

# Advanced lock operations
elixir locks_example.exs detail

# Passcode management examples
elixir passcodes_example.exs

# Advanced passcode operations
elixir passcodes_example.exs advanced

# Passcode deletion examples
elixir passcodes_example.exs delete

# Passcode change examples
elixir passcodes_example.exs change

# Passcode time helper examples
elixir passcodes_example.exs helpers

Contributing
	Fork the repository
	Create your feature branch (git checkout -b feature/amazing-feature)
	Follow the style guides:	Elixir Style Guide
	Erlang Guidelines


	Add tests for your changes
	Ensure all tests pass (mix test)
	Run code analysis (mix credo)
	Commit your changes (git commit -m 'Add amazing feature')
	Push to the branch (git push origin feature/amazing-feature)
	Open a Pull Request

License
This project is licensed under the MIT License - see the LICENSE file for details.
TTLock API Documentation
For complete TTLock API documentation, visit:
	TTLock Open Platform
	API Documentation

Support
	Create an issue for bug reports or feature requests
	Check existing issues before creating new ones
	Provide clear reproduction steps for bugs



  

    Changelog

All notable changes to this project will be documented in this file.
[0.1.3] - 2025-08-17
Added
	Passcode Change Functionality: Complete implementation of TTLock's change passcode API	change_passcode/6 - Change passcode name, value, or validity period
	change_passcode_name/3 - Change only the passcode name
	change_passcode_value/3 - Change only the passcode value
	change_passcode_period/4 - Change only the validity period
	Support for changing multiple passcode properties simultaneously


	New Type System Support:	passcode_change_params record for type-safe change operations
	new_passcode_change_params/7 constructor function
	passcode_change_response type definition


	Enhanced Validation:	Comprehensive parameter validation for change operations
	Clear error messages for invalid parameters
	Validation for passcode value ranges (4-9 digits)
	Date validation for validity period changes


	Extended Test Coverage:	Tests for all change passcode functions
	Validation error testing
	Authentication requirement testing


	Documentation Updates:	Updated README with change passcode examples
	Added change passcode section to API reference
	Enhanced passcodes_example.exs with change demonstrations


	Helper Functions:	change_types/0 - Get available change type constants
	Support for DateTime to milliseconds conversion in change operations



Enhanced
	Passcodes Module: Extended with change functionality while maintaining backward compatibility
	Main TTlockClient Module: Added convenience functions for common change scenarios
	Type System: Enhanced with new records for change operations
	Example Scripts: Added comprehensive change passcode examples with error handling
	Error Handling: Improved error messages and validation feedback

Technical Details
	All change operations use TTLock's /v3/keyboardPwd/change endpoint
	Changes work via Gateway/WiFi locks (changeType=2)
	Maintains centralized authentication pattern with AuthManager
	Full integration with existing record-based type system
	Follows Erlang/Elixir style guidelines

[0.1.2] - 2025-08-16
Added
	Passcode Listing and Search: Complete implementation of passcode management	get_passcodes/5 - Get paginated list of passcodes with filtering
	get_lock_passcodes/2 - Get all passcodes for a specific lock
	search_passcodes/2 - Search passcodes by name or value
	get_passcode_list/1 - Low-level API for advanced control


	Pagination Support: Full pagination handling for large passcode lists
	Search Functionality: Fuzzy search by name and exact match by passcode value
	Advanced Filtering: Search, pagination, and sorting options
	Enhanced Examples: Comprehensive examples for listing and searching passcodes

Enhanced
	Types Module: Added passcode list parameters and response types
	Documentation: Updated with passcode listing examples and API reference

[0.1.1] - 2025-08-15
Added
	Passcode Management: Core passcode functionality	add_permanent_passcode/3 - Add permanent passcodes via gateway
	add_temporary_passcode/5 - Add time-limited passcodes
	add_passcode/8 - Full control over passcode parameters
	delete_passcode/2 - Delete passcodes via gateway
	delete_passcode_via_gateway/2 - Explicit gateway deletion


	Lock Management: Complete lock API implementation	get_locks/4 - Get paginated list of locks
	get_lock/1 - Get detailed lock information
	get_all_locks/2 - Get all locks with automatic pagination


	Type System: Comprehensive record-based type definitions	passcode_add_params, passcode_delete_params, lock_list_params
	Helper constructor functions for all parameter types
	Strong typing with validation


	Low-Level API Access: Direct access to specialized modules	TTlockClient.Locks - Lock-specific operations
	TTlockClient.Passcodes - Passcode-specific operations
	TTlockClient.Types - Type definitions and helpers



Enhanced
	Authentication: Robust error handling and token refresh
	Validation: Parameter validation with clear error messages
	Examples: Comprehensive example scripts for all functionality

[0.1.0] - 2025-08-14
Added
	Initial Release: Core TTLock client library
	Centralized Authentication: GenServer-based authentication manager	Automatic OAuth 2.0 token refresh
	Thread-safe token access
	Proper OTP supervision


	Configuration Management:	configure/3 - Set client credentials
	authenticate/2 - Authenticate with TTLock credentials
	start_with_env/0 - Environment variable configuration


	Token Management:	get_valid_token/0 - Get valid access token with auto-refresh
	refresh_token/0 - Manual token refresh
	get_user_id/0 - Get authenticated user ID


	Status Management:	status/0 - Get authentication status
	ready?/0 - Check if ready for API calls
	reset/0 - Clear authentication state


	Core Architecture:	Centralized authentication with AuthManager GenServer
	Record-based type system for type safety
	Comprehensive error handling
	OTP-compliant design with supervision


	Development Tools:	.env file support for development
	Example scripts and documentation
	Comprehensive test suite



Technical Foundation
	HTTP Client: Finch-based HTTP client with proper error handling
	JSON Processing: Jason for robust JSON encoding/decoding
	OAuth 2.0: Complete OAuth flow implementation
	MD5 Hashing: Password hashing for TTLock authentication
	DateTime Handling: Proper timestamp and expiry management
	Validation: Parameter validation throughout the library


Development Guidelines
Adding New Features
	Add type definitions to TTlockClient.Types
	Implement core functionality in appropriate module
	Add convenience functions to main TTlockClient module
	Write comprehensive tests
	Update documentation and examples
	Follow Erlang/Elixir style guidelines

Version Numbering
	MAJOR: Breaking changes to public API
	MINOR: New features, backward compatible
	PATCH: Bug fixes, backward compatible

Links
	TTLock Open Platform
	API Documentation
	GitHub Repository



  

    
TTlockClient.Gateways 
    



      
Gateway-related API endpoints for TTLock.
This module handles TTLock gateway management operations including
listing gateways and retrieving locks associated with gateways.

      


      
        Summary


  
    Functions
  


    
      
        list(page_no, page_size, order_by)

      


        Gets the list of gateways for the authenticated user account.



    


    
      
        list_locks(gateway_id)

      


        Gets the list of locks for a specified gateway.



    





      


      
        Functions

        


  
    
      
    
    
      list(page_no, page_size, order_by)



    

  


  

      

          @spec list(integer(), integer(), integer()) :: {:ok, map()} | {:error, term()}


      


Gets the list of gateways for the authenticated user account.
Lists all gateways that belong to a user account with pagination and ordering options.
Parameters
	page_no - Page number (starting from 1)
	page_size - Number of items per page (max 200)
	order_by - Sort order: 0 = by name, 1 = reverse by time, 2 = reverse by name

Examples
{:ok, response} = TTlockClient.Gateways.list(1, 20, 1)
Returns
* `{:ok, response}` - List of gateways with pagination info
* `{:error, reason}` - Request failed
Gateway information includes:
	gatewayId - Gateway ID
	gatewayMac - Gateway MAC address
	gatewayName - Gateway name
	gatewayVersion - Version (1=G1, 2=G2, 3=G3 wired, 4=G4 4G)
	networkName - Connected network name
	networkMac - Connected network MAC
	lockNum - Number of connected locks
	isOnline - Online status (0=No, 1=Yes)


  



  
    
      
    
    
      list_locks(gateway_id)



    

  


  

      

          @spec list_locks(integer()) :: {:ok, map()} | {:error, term()}


      


Gets the list of locks for a specified gateway.
The gateway automatically searches for nearby locks and reports them to the
gateway server. The server maintains a cached many-to-many relationship
between gateways and locks for 30 minutes.
Parameters
	gateway_id - Gateway ID (integer)

Examples
{:ok, response} = TTlockClient.Gateways.list_locks(12345)
Returns
* `{:ok, %{list: [lock_info]}}` - List of locks with their information
* `{:error, reason}` - Request failed
Lock information includes:
	lockId - Lock ID
	lockName - Lock name
	lockAlias - User-friendly alias
	lockMac - Lock MAC address
	rssi - Signal strength (-75 to -85 range)
	updateDate - Last signal strength update timestamp (ms)


  


        

      


  

    
TTlockClient.Locks 
    



      
TTLock Locks API client.
Provides functions to interact with TTLock's lock management endpoints.
Handles retrieving lock lists and detailed lock information.
All functions automatically retrieve valid access tokens and client configuration
from the TTlockClient.AuthManager, so authentication must be set up first.
Examples
# Get list of locks (first page, 20 items)
{:ok, locks} = TTlockClient.Locks.get_lock_list()

# Get specific page with custom size
params = TTlockClient.Types.new_lock_list_params(2, 50)
{:ok, locks} = TTlockClient.Locks.get_lock_list(params)

# Get lock details
detail_params = TTlockClient.Types.new_lock_detail_params(12345)
{:ok, lock_detail} = TTlockClient.Locks.get_lock_detail(detail_params)

      


      
        Summary


  
    Types
  


    
      
        lock_api_result()

      


    


    
      
        lock_detail_params()

      


    


    
      
        lock_list_params()

      


    





  
    Functions
  


    
      
        get_all_locks(page_size \\ 100, lock_alias \\ nil, group_id \\ nil)

      


        Convenience function to get all locks (handles pagination automatically).



    


    
      
        get_lock(lock_id)

      


        Convenience function to get a specific lock by ID.



    


    
      
        get_lock_detail(params)

      


        Retrieves detailed information about a specific lock.



    


    
      
        get_lock_list(params \\ nil)

      


        Retrieves the list of locks for the authenticated user.



    





      


      
        Types

        


  
    
      
    
    
      lock_api_result()



    

  


  

      

          @type lock_api_result() :: TTlockClient.Types.lock_api_result()


      



  



  
    
      
    
    
      lock_detail_params()



    

  


  

      

          @type lock_detail_params() :: TTlockClient.Types.lock_detail_params()


      



  



  
    
      
    
    
      lock_list_params()



    

  


  

      

          @type lock_list_params() :: TTlockClient.Types.lock_list_params()


      



  


        

      

      
        Functions

        


    

    

    

  
    
      
    
    
      get_all_locks(page_size \\ 100, lock_alias \\ nil, group_id \\ nil)



    

  


  

      

          @spec get_all_locks(integer(), String.t() | nil, integer() | nil) ::
  {:ok, [map()]} | {:error, term()}


      


Convenience function to get all locks (handles pagination automatically).
Retrieves all locks by making multiple API calls if necessary. Be careful with
accounts that have many locks as this could result in many API calls.
Parameters
	page_size - Number of locks to fetch per page (default 100, max 1000)
	lock_alias - Optional filter by lock alias
	group_id - Optional filter by group ID

Example
{:ok, all_locks} = TTlockClient.Locks.get_all_locks()
{:ok, filtered_locks} = TTlockClient.Locks.get_all_locks(50, "Front", 123)

  



  
    
      
    
    
      get_lock(lock_id)



    

  


  

      

          @spec get_lock(integer()) :: lock_api_result()


      


Convenience function to get a specific lock by ID.
Parameters
	lock_id - The lock ID to retrieve details for

Example
{:ok, lock_detail} = TTlockClient.Locks.get_lock(12345)

  



  
    
      
    
    
      get_lock_detail(params)



    

  


  

      

          @spec get_lock_detail(TTlockClient.Types.lock_detail_params()) :: lock_api_result()


      


Retrieves detailed information about a specific lock.
Only the lock's administrator can access this endpoint. Ekey users should use
the ekey endpoints to obtain lock data.
Parameters
	params - Lock detail parameters containing the lock ID

Examples
detail_params = TTlockClient.Types.new_lock_detail_params(12345)
{:ok, lock_detail} = TTlockClient.Locks.get_lock_detail(detail_params)

# Access lock information
%{lockName: name, electricQuantity: battery} = lock_detail
Returns
	{:ok, lock_detail_response} - Success with detailed lock information
	{:error, :not_authenticated} - Authentication required
	{:error, reason} - API call failed or lock not found


  



    

  
    
      
    
    
      get_lock_list(params \\ nil)



    

  


  

      

          @spec get_lock_list(TTlockClient.Types.lock_list_params() | nil) :: lock_api_result()


      


Retrieves the list of locks for the authenticated user.
Returns locks where the user is the top administrator. Locks shared with the user
via ekeys are not included (use ekey endpoints for those).
Parameters
	params - Lock list parameters (optional, uses defaults if not provided)

Examples
# Get first page with default settings (page 1, 20 items)
{:ok, response} = TTlockClient.Locks.get_lock_list()

# Custom pagination and filtering
params = TTlockClient.Types.new_lock_list_params(2, 50, "Front Door", 123)
{:ok, response} = TTlockClient.Locks.get_lock_list(params)

# Access the results
%{list: locks, total: total_count} = response
Returns
	{:ok, lock_list_response} - Success with lock list data
	{:error, :not_authenticated} - Authentication required
	{:error, reason} - API call failed


  


        

      


  

    
TTlockClient.Passcodes 
    



      
TTLock Passcodes API client.
Provides functions to interact with TTLock's passcode management endpoints.
Handles adding, managing, deleting, and changing custom passcodes for locks.
All functions automatically retrieve valid access tokens and client configuration
from the TTlockClient.AuthManager, so authentication must be set up first.
Passcode Types
	Permanent (type 2): Passcode never expires
	Period (type 3): Passcode valid only between start and end dates

Add Methods
	Gateway/WiFi (addType 2): Add directly via gateway or WiFi lock

Change Methods
	Gateway/WiFi (changeType 2): Change directly via gateway or WiFi lock

Examples
# Add a permanent passcode via gateway
params = TTlockClient.Types.new_passcode_add_params(
  12345,     # lock_id
  123456,    # passcode (4-9 digits)
  "Guest",   # name
  2,         # permanent type
  nil,       # no start date for permanent
  nil,       # no end date for permanent
  2          # via gateway
)
{:ok, result} = TTlockClient.Passcodes.add_passcode(params)

# Change a passcode name
change_params = TTlockClient.Types.new_passcode_change_params(
  12345,     # lock_id
  67890,     # passcode_id
  "New Name" # new name
)
{:ok, result} = TTlockClient.Passcodes.change_passcode(change_params)

# Delete a passcode
delete_params = TTlockClient.Types.new_passcode_delete_params(
  12345,     # lock_id
  67890      # passcode_id
)
{:ok, result} = TTlockClient.Passcodes.delete_passcode(delete_params)

      


      
        Summary


  
    Types
  


    
      
        passcode_add_params()

      


    


    
      
        passcode_api_result()

      


    


    
      
        passcode_change_params()

      


    


    
      
        passcode_delete_params()

      


    


    
      
        passcode_list_params()

      


    





  
    Functions
  


    
      
        add_passcode(params)

      


        Adds a custom passcode to a lock.



    


    
      
        add_permanent_passcode(lock_id, passcode, name \\ nil)

      


        Convenience function to add a permanent passcode via gateway.



    


    
      
        add_temporary_passcode(lock_id, passcode, start_date, end_date, name \\ nil)

      


        Convenience function to add a temporary passcode via gateway.



    


    
      
        add_types()

      


        Helper function to get add type constants.



    


    
      
        change_passcode(params)

      


        Changes a passcode's name, value, or valid period.



    


    
      
        change_passcode_name(lock_id, passcode_id, new_name)

      


        Convenience function to change only a passcode's name.



    


    
      
        change_passcode_period(lock_id, passcode_id, start_date, end_date)

      


        Convenience function to change only a passcode's validity period.



    


    
      
        change_passcode_value(lock_id, passcode_id, new_passcode)

      


        Convenience function to change only a passcode's value.



    


    
      
        change_types()

      


        Helper function to get change type constants.



    


    
      
        delete_passcode(params)

      


        Deletes a passcode from a lock via gateway.



    


    
      
        delete_passcode_via_gateway(lock_id, passcode_id)

      


        Convenience function to delete a passcode via gateway.



    


    
      
        get_lock_passcodes(lock_id, search_str \\ nil)

      


        Convenience function to get all passcodes for a lock.



    


    
      
        get_passcode_list(params)

      


        Retrieves all passcodes created for a lock.



    


    
      
        order_by_options()

      


        Helper function to get order by constants.



    


    
      
        passcode_types()

      


        Helper function to get passcode type constants.



    


    
      
        search_passcodes(lock_id, search_term)

      


        Convenience function to search passcodes by name or passcode value.



    





      


      
        Types

        


  
    
      
    
    
      passcode_add_params()



    

  


  

      

          @type passcode_add_params() :: TTlockClient.Types.passcode_add_params()


      



  



  
    
      
    
    
      passcode_api_result()



    

  


  

      

          @type passcode_api_result() :: TTlockClient.Types.passcode_api_result()


      



  



  
    
      
    
    
      passcode_change_params()



    

  


  

      

          @type passcode_change_params() :: TTlockClient.Types.passcode_change_params()


      



  



  
    
      
    
    
      passcode_delete_params()



    

  


  

      

          @type passcode_delete_params() :: TTlockClient.Types.passcode_delete_params()


      



  



  
    
      
    
    
      passcode_list_params()



    

  


  

      

          @type passcode_list_params() :: TTlockClient.Types.passcode_list_params()


      



  


        

      

      
        Functions

        


  
    
      
    
    
      add_passcode(params)



    

  


  

      

          @spec add_passcode(TTlockClient.Types.passcode_add_params()) :: passcode_api_result()


      


Adds a custom passcode to a lock.
Supports both permanent and temporary passcodes. For temporary passcodes,
start_date and end_date must be provided. Maximum 250 passcodes per lock.
Parameters
	params - Passcode add parameters containing all required information

Examples
# Permanent passcode via gateway
params = TTlockClient.Types.new_passcode_add_params(
  lock_id, 123456, "Guest Access", 2, nil, nil, 2
)
{:ok, %{keyboardPwdId: passcode_id}} = TTlockClient.Passcodes.add_passcode(params)

# Temporary passcode (1 week)
start_ms = DateTime.utc_now() |> DateTime.to_unix(:millisecond)
end_ms = DateTime.add(DateTime.utc_now(), 7, :day) |> DateTime.to_unix(:millisecond)

params = TTlockClient.Types.new_passcode_add_params(
  lock_id, 555999, "Week Access", 3, start_ms, end_ms, 2
)
{:ok, result} = TTlockClient.Passcodes.add_passcode(params)
Returns
	{:ok, passcode_add_response} - Success with passcode ID
	{:error, :not_authenticated} - Authentication required
	{:error, %{error_code: -3009}} - Lock passcode storage full (250 max)
	{:error, reason} - API call failed


  



    

  
    
      
    
    
      add_permanent_passcode(lock_id, passcode, name \\ nil)



    

  


  

      

          @spec add_permanent_passcode(integer(), integer(), String.t() | nil) ::
  passcode_api_result()


      


Convenience function to add a permanent passcode via gateway.
Parameters
	lock_id - The lock ID to add the passcode to
	passcode - The 4-9 digit passcode
	name - Optional name for the passcode

Example
{:ok, result} = TTlockClient.Passcodes.add_permanent_passcode(12345, 123456, "Guest")

  



    

  
    
      
    
    
      add_temporary_passcode(lock_id, passcode, start_date, end_date, name \\ nil)



    

  


  

      

          @spec add_temporary_passcode(
  integer(),
  integer(),
  DateTime.t() | integer(),
  DateTime.t() | integer(),
  String.t() | nil
) :: passcode_api_result()


      


Convenience function to add a temporary passcode via gateway.
Parameters
	lock_id - The lock ID to add the passcode to
	passcode - The 4-9 digit passcode
	start_date - Start time (DateTime or milliseconds)
	end_date - End time (DateTime or milliseconds)
	name - Optional name for the passcode

Example
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 7, :day)
{:ok, result} = TTlockClient.Passcodes.add_temporary_passcode(
  12345, 987654, start_time, end_time, "Week Access"
)

  



  
    
      
    
    
      add_types()



    

  


  

Helper function to get add type constants.

  



  
    
      
    
    
      change_passcode(params)



    

  


  

      

          @spec change_passcode(TTlockClient.Types.passcode_change_params()) ::
  passcode_api_result()


      


Changes a passcode's name, value, or valid period.
Can change any combination of passcode properties. At least one of the optional
parameters must be provided to perform a change.
Parameters
	params - Passcode change parameters containing lock ID, passcode ID, and changes

Examples
# Change passcode name only
params = TTlockClient.Types.new_passcode_change_params(
  12345, 67890, "New Name"
)
{:ok, result} = TTlockClient.Passcodes.change_passcode(params)

# Change passcode value
params = TTlockClient.Types.new_passcode_change_params(
  12345, 67890, nil, 999888
)
{:ok, result} = TTlockClient.Passcodes.change_passcode(params)

# Change validity period
start_ms = DateTime.utc_now() |> DateTime.to_unix(:millisecond)
end_ms = DateTime.add(DateTime.utc_now(), 30, :day) |> DateTime.to_unix(:millisecond)

params = TTlockClient.Types.new_passcode_change_params(
  12345, 67890, nil, nil, start_ms, end_ms
)
{:ok, result} = TTlockClient.Passcodes.change_passcode(params)
Returns
	{:ok, passcode_change_response} - Success with status information
	{:error, :not_authenticated} - Authentication required
	{:error, reason} - API call failed


  



  
    
      
    
    
      change_passcode_name(lock_id, passcode_id, new_name)



    

  


  

      

          @spec change_passcode_name(integer(), integer(), String.t()) :: passcode_api_result()


      


Convenience function to change only a passcode's name.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	new_name - The new name for the passcode

Example
{:ok, result} = TTlockClient.Passcodes.change_passcode_name(12345, 67890, "Updated Name")

  



  
    
      
    
    
      change_passcode_period(lock_id, passcode_id, start_date, end_date)



    

  


  

      

          @spec change_passcode_period(
  integer(),
  integer(),
  DateTime.t() | integer(),
  DateTime.t() | integer()
) :: passcode_api_result()


      


Convenience function to change only a passcode's validity period.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	start_date - New start time (DateTime or milliseconds)
	end_date - New end time (DateTime or milliseconds)

Example
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 30, :day)
{:ok, result} = TTlockClient.Passcodes.change_passcode_period(12345, 67890, start_time, end_time)

  



  
    
      
    
    
      change_passcode_value(lock_id, passcode_id, new_passcode)



    

  


  

      

          @spec change_passcode_value(integer(), integer(), integer()) :: passcode_api_result()


      


Convenience function to change only a passcode's value.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	new_passcode - The new passcode value (4-9 digits)

Example
{:ok, result} = TTlockClient.Passcodes.change_passcode_value(12345, 67890, 999888)

  



  
    
      
    
    
      change_types()



    

  


  

Helper function to get change type constants.

  



  
    
      
    
    
      delete_passcode(params)



    

  


  

      

          @spec delete_passcode(TTlockClient.Types.passcode_delete_params()) ::
  passcode_api_result()


      


Deletes a passcode from a lock via gateway.
This function deletes passcodes directly via the cloud API for WiFi locks
or locks connected to a gateway.
Parameters
	params - Passcode delete parameters containing lock ID and passcode ID

Examples
# Delete via gateway
delete_params = TTlockClient.Types.new_passcode_delete_params(
  12345,  # lock_id
  67890   # passcode_id
)
{:ok, result} = TTlockClient.Passcodes.delete_passcode(delete_params)
Returns
	{:ok, passcode_delete_response} - Success with status information
	{:error, :not_authenticated} - Authentication required
	{:error, reason} - API call failed


  



  
    
      
    
    
      delete_passcode_via_gateway(lock_id, passcode_id)



    

  


  

      

          @spec delete_passcode_via_gateway(integer(), integer()) :: passcode_api_result()


      


Convenience function to delete a passcode via gateway.
This is the recommended method for WiFi locks or locks connected to a gateway.
The passcode will be deleted directly via the cloud API.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to delete

Example
{:ok, result} = TTlockClient.Passcodes.delete_passcode_via_gateway(12345, 67890)

  



    

  
    
      
    
    
      get_lock_passcodes(lock_id, search_str \\ nil)



    

  


  

      

          @spec get_lock_passcodes(integer(), String.t() | nil) :: passcode_api_result()


      


Convenience function to get all passcodes for a lock.
Parameters
	lock_id - The lock ID to get passcodes for
	search_str - Optional search string

Example
{:ok, %{list: passcodes}} = TTlockClient.Passcodes.get_lock_passcodes(12345)

  



  
    
      
    
    
      get_passcode_list(params)



    

  


  

      

          @spec get_passcode_list(TTlockClient.Types.passcode_list_params()) ::
  passcode_api_result()


      


Retrieves all passcodes created for a lock.
Returns both random and custom passcodes with pagination support.
Parameters
	params - Passcode list parameters containing lock ID and optional filters

Examples
# Get first page of passcodes for a lock
params = TTlockClient.Types.new_passcode_list_params(lock_id)
{:ok, response} = TTlockClient.Passcodes.get_passcode_list(params)

# Search for specific passcodes
params = TTlockClient.Types.new_passcode_list_params(lock_id, "Guest", 1, 50, 1)
{:ok, response} = TTlockClient.Passcodes.get_passcode_list(params)

# Access the results
%{list: passcodes, total: total_count} = response
Returns
	{:ok, passcode_list_response} - Success with passcode list data
	{:error, :not_authenticated} - Authentication required
	{:error, reason} - API call failed


  



  
    
      
    
    
      order_by_options()



    

  


  

Helper function to get order by constants.

  



  
    
      
    
    
      passcode_types()



    

  


  

Helper function to get passcode type constants.

  



  
    
      
    
    
      search_passcodes(lock_id, search_term)



    

  


  

      

          @spec search_passcodes(integer(), String.t()) :: passcode_api_result()


      


Convenience function to search passcodes by name or passcode value.
Parameters
	lock_id - The lock ID to search in
	search_term - Search term (name or exact passcode match)

Example
{:ok, results} = TTlockClient.Passcodes.search_passcodes(12345, "Guest")

  


        

      


  

    
TTlockClient 
    



      
TTLock client library for Elixir.
This library provides a clean, centralized interface to the TTLock Open Platform API
with automatic OAuth 2.0 token management and refresh capabilities.
Getting Started
First, configure your client credentials:
TTlockClient.configure("your_client_id", "your_client_secret")
Then authenticate with your TTLock app credentials:
TTlockClient.authenticate("your_username", "your_password")
Now you can get valid tokens for API requests:
{:ok, token} = TTlockClient.get_valid_token()
Configuration
The library supports configuration through application config:
config :ex_ttlock,
  client_id: "your_client_id",
  client_secret: "your_client_secret",
  base_url: "https://euapi.ttlock.com"  # optional
Architecture
This library implements a centralized authentication state manager using GenServer
that handles all token lifecycle management. This eliminates the need for
module-specific authentication logic and provides thread-safe access to tokens
across your application.
Key features:
	Automatic token refresh before expiry
	Thread-safe token access
	Centralized authentication state
	Error handling and recovery
	Proper OTP supervision


      


      
        Summary


  
    Functions
  


    
      
        add_passcode(lock_id, passcode, name \\ nil, passcode_type \\ 3, start_date \\ nil, end_date \\ nil, add_type \\ 2)

      


        Adds a custom passcode with full control over parameters.



    


    
      
        add_permanent_passcode(lock_id, passcode, name \\ nil)

      


        Adds a permanent passcode to a lock via gateway.



    


    
      
        add_temporary_passcode(lock_id, passcode, start_date, end_date, name \\ nil)

      


        Adds a temporary passcode to a lock via gateway.



    


    
      
        authenticate(username, password)

      


        Authenticates with TTLock using your app credentials.



    


    
      
        change_passcode(lock_id, passcode_id, new_name \\ nil, new_passcode \\ nil, start_date \\ nil, end_date \\ nil)

      


        Changes a passcode's name, value, or validity period.



    


    
      
        change_passcode_name(lock_id, passcode_id, new_name)

      


        Changes only a passcode's name.



    


    
      
        change_passcode_period(lock_id, passcode_id, start_date, end_date)

      


        Changes only a passcode's validity period.



    


    
      
        change_passcode_value(lock_id, passcode_id, new_passcode)

      


        Changes only a passcode's value.



    


    
      
        configure(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")

      


        Configures the TTLock client with your application credentials.



    


    
      
        delete_passcode(lock_id, passcode_id)

      


        Deletes a passcode from a lock via gateway.



    


    
      
        delete_passcode_via_gateway(lock_id, passcode_id)

      


        Convenience function to delete a passcode via gateway.



    


    
      
        get_all_locks(lock_alias \\ nil, group_id \\ nil)

      


        Gets all locks for the authenticated user (handles pagination automatically).



    


    
      
        get_gateway_locks(gateway_id)

      


        Gets the list of locks for a specified gateway.



    


    
      
        get_gateways(page_no \\ 1, page_size \\ 20, order_by \\ 1)

      


        Gets the list of gateways for the authenticated user account.



    


    
      
        get_lock(lock_id)

      


        Gets detailed information about a specific lock.



    


    
      
        get_lock_passcodes(lock_id, search_str \\ nil)

      


        Gets all passcodes for a lock (convenience function).



    


    
      
        get_locks(page_no \\ 1, page_size \\ 20, lock_alias \\ nil, group_id \\ nil)

      


        Gets the list of locks for the authenticated user.



    


    
      
        get_passcodes(lock_id, search_str \\ nil, page_no \\ 1, page_size \\ 20, order_by \\ 1)

      


        Gets all passcodes for a lock.



    


    
      
        get_user_id()

      


        Gets the user ID of the currently authenticated user.



    


    
      
        get_valid_token()

      


        Gets a valid access token for API requests.



    


    
      
        ready?()

      


        Helper function to check if the client is ready for API calls.



    


    
      
        refresh_token()

      


        Manually refreshes the current access token.



    


    
      
        reset()

      


        Resets all authentication state.



    


    
      
        search_passcodes(lock_id, search_term)

      


        Searches passcodes by name or passcode value.



    


    
      
        start(client_id, client_secret, username, password, base_url \\ "https://euapi.ttlock.com")

      


        Convenience function to configure and authenticate in one call.



    


    
      
        start_with_env()

      


        Convenience function to start with environment variables.



    


    
      
        status()

      


        Gets the current authentication status.



    





      


      
        Functions

        


    

    

    

    

    

  
    
      
    
    
      add_passcode(lock_id, passcode, name \\ nil, passcode_type \\ 3, start_date \\ nil, end_date \\ nil, add_type \\ 2)



    

  


  

      

          @spec add_passcode(
  integer(),
  integer(),
  String.t() | nil,
  integer(),
  integer() | nil,
  integer() | nil,
  integer()
) :: {:ok, map()} | {:error, term()}


      


Adds a custom passcode with full control over parameters.
Parameters
	lock_id - The lock ID to add the passcode to
	passcode - The 4-9 digit passcode
	name - Optional name/alias for the passcode
	passcode_type - 2 = permanent, 3 = period
	start_date - Start time in milliseconds (required for period type)
	end_date - End time in milliseconds (required for period type)
	add_type - 2 = Gateway/WiFi

Examples
# Permanent passcode via gateway
{:ok, result} = TTlockClient.add_passcode(12345, 123456, "Guest", 2, nil, nil, 2)
Returns
	{:ok, response} - Contains keyboardPwdId
	{:error, reason} - Request failed


  



    

  
    
      
    
    
      add_permanent_passcode(lock_id, passcode, name \\ nil)



    

  


  

      

          @spec add_permanent_passcode(integer(), integer(), String.t() | nil) ::
  {:ok, map()} | {:error, term()}


      


Adds a permanent passcode to a lock via gateway.
Parameters
	lock_id - The lock ID to add the passcode to
	passcode - The 4-9 digit passcode
	name - Optional name/alias for the passcode

Examples
{:ok, %{keyboardPwdId: passcode_id}} = TTlockClient.add_permanent_passcode(12345, 123456, "Guest")
Returns
	{:ok, response} - Contains keyboardPwdId
	{:error, reason} - Request failed


  



    

  
    
      
    
    
      add_temporary_passcode(lock_id, passcode, start_date, end_date, name \\ nil)



    

  


  

      

          @spec add_temporary_passcode(
  integer(),
  integer(),
  DateTime.t() | integer(),
  DateTime.t() | integer(),
  String.t() | nil
) :: {:ok, map()} | {:error, term()}


      


Adds a temporary passcode to a lock via gateway.
Parameters
	lock_id - The lock ID to add the passcode to
	passcode - The 4-9 digit passcode
	start_date - Start time (DateTime or milliseconds)
	end_date - End time (DateTime or milliseconds)
	name - Optional name/alias for the passcode

Examples
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 7, :day)
{:ok, result} = TTlockClient.add_temporary_passcode(12345, 987654, start_time, end_time, "Week Access")
Returns
	{:ok, response} - Contains keyboardPwdId
	{:error, reason} - Request failed


  



  
    
      
    
    
      authenticate(username, password)



    

  


  

      

          @spec authenticate(String.t(), String.t()) :: :ok | {:error, term()}


      


Authenticates with TTLock using your app credentials.
Important: Use your TTLock mobile app credentials here, not your developer
portal credentials. The username should be the same one you use to log into
the TTLock mobile application.
Parameters
	username - Your TTLock app username (often a phone number like "+8618966498228")
	password - Your TTLock app password (will be MD5 hashed automatically)

Examples
TTlockClient.authenticate("+8618966498228", "your_password")
TTlockClient.authenticate("your_email@example.com", "your_password")
Returns
	:ok - Authentication successful, tokens stored
	{:error, reason} - Authentication failed

Common error reasons:
	:not_configured - Need to call configure/2 first
	%{error_code: code, description: msg} - TTLock API error
	Network/HTTP errors


  



    

    

    

    

  
    
      
    
    
      change_passcode(lock_id, passcode_id, new_name \\ nil, new_passcode \\ nil, start_date \\ nil, end_date \\ nil)



    

  


  

      

          @spec change_passcode(
  integer(),
  integer(),
  String.t() | nil,
  integer() | nil,
  DateTime.t() | integer() | nil,
  DateTime.t() | integer() | nil
) :: {:ok, map()} | {:error, term()}


      


Changes a passcode's name, value, or validity period.
Can change any combination of passcode properties. At least one of the optional
parameters must be provided to perform a change.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	new_name - Optional new name for the passcode
	new_passcode - Optional new passcode value (4-9 digits)
	start_date - Optional new start time (DateTime or milliseconds)
	end_date - Optional new end time (DateTime or milliseconds)

Examples
# Change name only
{:ok, result} = TTlockClient.change_passcode(12345, 67890, "New Name")

# Change passcode value only
{:ok, result} = TTlockClient.change_passcode(12345, 67890, nil, 999888)

# Change validity period only
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 30, :day)
{:ok, result} = TTlockClient.change_passcode(12345, 67890, nil, nil, start_time, end_time)

# Change multiple properties
{:ok, result} = TTlockClient.change_passcode(12345, 67890, "Updated", 888999, start_time, end_time)
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



  
    
      
    
    
      change_passcode_name(lock_id, passcode_id, new_name)



    

  


  

      

          @spec change_passcode_name(integer(), integer(), String.t()) ::
  {:ok, map()} | {:error, term()}


      


Changes only a passcode's name.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	new_name - The new name for the passcode

Examples
{:ok, result} = TTlockClient.change_passcode_name(12345, 67890, "Updated Guest Access")
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



  
    
      
    
    
      change_passcode_period(lock_id, passcode_id, start_date, end_date)



    

  


  

      

          @spec change_passcode_period(
  integer(),
  integer(),
  DateTime.t() | integer(),
  DateTime.t() | integer()
) :: {:ok, map()} | {:error, term()}


      


Changes only a passcode's validity period.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	start_date - New start time (DateTime or milliseconds)
	end_date - New end time (DateTime or milliseconds)

Examples
start_time = DateTime.utc_now()
end_time = DateTime.add(start_time, 30, :day)
{:ok, result} = TTlockClient.change_passcode_period(12345, 67890, start_time, end_time)
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



  
    
      
    
    
      change_passcode_value(lock_id, passcode_id, new_passcode)



    

  


  

      

          @spec change_passcode_value(integer(), integer(), integer()) ::
  {:ok, map()} | {:error, term()}


      


Changes only a passcode's value.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to change
	new_passcode - The new passcode value (4-9 digits)

Examples
{:ok, result} = TTlockClient.change_passcode_value(12345, 67890, 999888)
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



    

  
    
      
    
    
      configure(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")



    

  


  

      

          @spec configure(String.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Configures the TTLock client with your application credentials.
Parameters
	client_id - Your application's client ID from the TTLock developer portal
	client_secret - Your application's client secret from the TTLock developer portal
	base_url - Optional API base URL (defaults to EU endpoint)

Examples
TTlockClient.configure("your_client_id", "your_client_secret")

# For different regions
TTlockClient.configure("client_id", "client_secret", "https://usapi.ttlock.com")
Returns
	:ok - Configuration successful
	{:error, reason} - Configuration failed


  



  
    
      
    
    
      delete_passcode(lock_id, passcode_id)



    

  


  

      

          @spec delete_passcode(integer(), integer()) :: {:ok, map()} | {:error, term()}


      


Deletes a passcode from a lock via gateway.
The passcode will be deleted directly via the cloud API for WiFi locks
or locks connected to a gateway.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to delete

Examples
{:ok, result} = TTlockClient.delete_passcode(12345, 67890)
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



  
    
      
    
    
      delete_passcode_via_gateway(lock_id, passcode_id)



    

  


  

      

          @spec delete_passcode_via_gateway(integer(), integer()) ::
  {:ok, map()} | {:error, term()}


      


Convenience function to delete a passcode via gateway.
This is an alias for delete_passcode/2 for clarity.
Parameters
	lock_id - The lock ID containing the passcode
	passcode_id - The passcode ID to delete

Examples
{:ok, result} = TTlockClient.delete_passcode_via_gateway(12345, 67890)
Returns
	{:ok, response} - Success with status information
	{:error, reason} - Request failed


  



    

    

  
    
      
    
    
      get_all_locks(lock_alias \\ nil, group_id \\ nil)



    

  


  

      

          @spec get_all_locks(String.t() | nil, integer() | nil) ::
  {:ok, [map()]} | {:error, term()}


      


Gets all locks for the authenticated user (handles pagination automatically).
Parameters
	lock_alias - Optional filter by lock alias
	group_id - Optional filter by group ID

Examples
{:ok, all_locks} = TTlockClient.get_all_locks()
{:ok, filtered_locks} = TTlockClient.get_all_locks("Front Door")
Returns
	{:ok, [lock_records]} - List of all locks
	{:error, reason} - Request failed


  



  
    
      
    
    
      get_gateway_locks(gateway_id)



    

  


  

      

          @spec get_gateway_locks(integer()) :: {:ok, map()} | {:error, term()}


      


Gets the list of locks for a specified gateway.
Parameters
	gateway_id - Gateway ID

Examples
{:ok, locks} = TTlockClient.get_gateway_locks(12345)
Returns
	{:ok, %{list: [lock_info]}} - List of locks with their information
	{:error, reason} - Request failed


  



    

    

    

  
    
      
    
    
      get_gateways(page_no \\ 1, page_size \\ 20, order_by \\ 1)



    

  


  

      

          @spec get_gateways(integer(), integer(), integer()) :: {:ok, map()} | {:error, term()}


      


Gets the list of gateways for the authenticated user account.
Parameters
	page_no - Page number (starting from 1, default 1)
	page_size - Number of items per page (max 200, default 20)
	order_by - Sort order: 0 = by name, 1 = reverse by time, 2 = reverse by name (default 1)

Examples
{:ok, response} = TTlockClient.get_gateways()
{:ok, response} = TTlockClient.get_gateways(2, 50, 0)
Returns
	{:ok, response} - List of gateways with pagination info
	{:error, reason} - Request failed


  



  
    
      
    
    
      get_lock(lock_id)



    

  


  

      

          @spec get_lock(integer()) :: {:ok, map()} | {:error, term()}


      


Gets detailed information about a specific lock.
Parameters
	lock_id - The ID of the lock to retrieve

Examples
{:ok, lock_detail} = TTlockClient.get_lock(12345)
Returns
	{:ok, lock_detail} - Detailed lock information
	{:error, reason} - Request failed or lock not found


  



    

  
    
      
    
    
      get_lock_passcodes(lock_id, search_str \\ nil)



    

  


  

      

          @spec get_lock_passcodes(integer(), String.t() | nil) ::
  {:ok, map()} | {:error, term()}


      


Gets all passcodes for a lock (convenience function).
Parameters
	lock_id - The lock ID to get passcodes for
	search_str - Optional search string

Examples
{:ok, %{list: passcodes}} = TTlockClient.get_lock_passcodes(12345)
{:ok, results} = TTlockClient.get_lock_passcodes(12345, "Guest")
Returns
	{:ok, response} - Contains list of passcodes
	{:error, reason} - Request failed


  



    

    

    

    

  
    
      
    
    
      get_locks(page_no \\ 1, page_size \\ 20, lock_alias \\ nil, group_id \\ nil)



    

  


  

      

          @spec get_locks(integer(), integer(), String.t() | nil, integer() | nil) ::
  {:ok, map()} | {:error, term()}


      


Gets the list of locks for the authenticated user.
Parameters
	page_no - Page number (default 1)
	page_size - Items per page (default 20, max 1000)
	lock_alias - Optional filter by lock alias
	group_id - Optional filter by group ID

Examples
# Get first page with defaults
{:ok, locks} = TTlockClient.get_locks()

# Get specific page
{:ok, locks} = TTlockClient.get_locks(2, 50)

# Filter by lock alias
{:ok, locks} = TTlockClient.get_locks(1, 20, "Front Door")
Returns
	{:ok, response} - Contains list, pagination info
	{:error, reason} - Request failed


  



    

    

    

    

  
    
      
    
    
      get_passcodes(lock_id, search_str \\ nil, page_no \\ 1, page_size \\ 20, order_by \\ 1)



    

  


  

      

          @spec get_passcodes(integer(), String.t() | nil, integer(), integer(), integer()) ::
  {:ok, map()} | {:error, term()}


      


Gets all passcodes for a lock.
Parameters
	lock_id - The lock ID to get passcodes for
	search_str - Optional search keyword (fuzzy search by name or exact match by passcode)
	page_no - Page number (default 1)
	page_size - Items per page (default 20, max 200)
	order_by - Sorting: 0 = by name, 1 = reverse by time, 2 = reverse by name (default 1)

Examples
# Get all passcodes for a lock
{:ok, %{list: passcodes, total: count}} = TTlockClient.get_passcodes(12345)

# Search for specific passcodes
{:ok, response} = TTlockClient.get_passcodes(12345, "Guest")

# Get specific page
{:ok, response} = TTlockClient.get_passcodes(12345, nil, 2, 50, 1)
Returns
	{:ok, response} - Contains list, pagination info
	{:error, reason} - Request failed


  



  
    
      
    
    
      get_user_id()



    

  


  

      

          @spec get_user_id() :: {:ok, integer()} | {:error, :not_authenticated}


      


Gets the user ID of the currently authenticated user.
Examples
{:ok, user_id} = TTlockClient.get_user_id()
Returns
	{:ok, user_id} - Current user's ID
	{:error, :not_authenticated} - No user currently authenticated


  



  
    
      
    
    
      get_valid_token()



    

  


  

      

          @spec get_valid_token() :: {:ok, String.t()} | {:error, term()}


      


Gets a valid access token for API requests.
This function will automatically refresh the token if it's expired or near expiry.
The returned token can be used immediately for TTLock API requests.
Examples
case TTlockClient.get_valid_token() do
  {:ok, token} ->
    # Use token in your API requests
    headers = [{"Authorization", "Bearer " <> token}]

  {:error, :not_authenticated} ->
    # Need to authenticate first
    TTlockClient.authenticate("username", "password")

  {:error, reason} ->
    # Handle other errors
    Logger.error("Token error: " <> inspect(reason))
end
Returns
	{:ok, access_token} - Valid token ready for use
	{:error, :not_authenticated} - Need to authenticate first
	{:error, reason} - Token refresh or other error


  



  
    
      
    
    
      ready?()



    

  


  

      

          @spec ready?() :: boolean()


      


Helper function to check if the client is ready for API calls.
Examples
if TTlockClient.ready?() do
  {:ok, token} = TTlockClient.get_valid_token()
  # Make API calls
else
  # Need to configure/authenticate
end
Returns
	true - Client is authenticated and ready
	false - Client needs configuration or authentication


  



  
    
      
    
    
      refresh_token()



    

  


  

      

          @spec refresh_token() :: :ok | {:error, term()}


      


Manually refreshes the current access token.
Normally you don't need to call this as tokens are refreshed automatically,
but this can be useful for testing or if you need to force a refresh.
Examples
TTlockClient.refresh_token()
Returns
	:ok - Token refreshed successfully
	{:error, reason} - Refresh failed


  



  
    
      
    
    
      reset()



    

  


  

      

          @spec reset() :: :ok


      


Resets all authentication state.
This clears stored tokens and credentials. You'll need to configure
and authenticate again after calling this.
Examples
TTlockClient.reset()
TTlockClient.configure("new_client_id", "new_client_secret")
TTlockClient.authenticate("username", "password")
Returns
	:ok - State cleared successfully


  



  
    
      
    
    
      search_passcodes(lock_id, search_term)



    

  


  

      

          @spec search_passcodes(integer(), String.t()) :: {:ok, map()} | {:error, term()}


      


Searches passcodes by name or passcode value.
Parameters
	lock_id - The lock ID to search in
	search_term - Search term (name or exact passcode match)

Examples
{:ok, results} = TTlockClient.search_passcodes(12345, "Guest")
{:ok, results} = TTlockClient.search_passcodes(12345, "123456")
Returns
	{:ok, response} - Contains matching passcodes
	{:error, reason} - Request failed


  



    

  
    
      
    
    
      start(client_id, client_secret, username, password, base_url \\ "https://euapi.ttlock.com")



    

  


  

      

          @spec start(String.t(), String.t(), String.t(), String.t(), String.t()) ::
  :ok | {:error, term()}


      


Convenience function to configure and authenticate in one call.
Parameters
	client_id - Application client ID
	client_secret - Application client secret
	username - TTLock app username
	password - TTLock app password
	base_url - Optional API base URL

Examples
TTlockClient.start("client_id", "client_secret", "username", "password")
Returns
	:ok - Configuration and authentication successful
	{:error, reason} - Setup failed


  



  
    
      
    
    
      start_with_env()



    

  


  

      

          @spec start_with_env() :: :ok | {:error, term()}


      


Convenience function to start with environment variables.
Reads TTLOCK_CLIENT_ID, TTLOCK_CLIENT_SECRET, TTLOCK_USERNAME,
and TTLOCK_PASSWORD from environment variables and configures/authenticates.
Examples
# Ensure your .env file has the required variables
TTlockClient.start_with_env()
Returns
	:ok - Configuration and authentication successful
	{:error, :missing_env_vars} - Required environment variables not set
	{:error, reason} - Setup failed


  



  
    
      
    
    
      status()



    

  


  

      

          @spec status() :: :not_configured | :configured | :authenticated


      


Gets the current authentication status.
Examples
case TTlockClient.status() do
  :not_configured ->
    # Need to call configure/2
  :configured ->
    # Configured but not authenticated
  :authenticated ->
    # Ready to make API calls
end
Returns
	:not_configured - Client credentials not set
	:configured - Client configured but not authenticated
	:authenticated - Ready for API requests


  


        

      


  

    
TTlockClient.AuthManager 
    



      
GenServer that manages TTLock authentication state and token lifecycle.
Provides centralized token management with automatic refresh capabilities.
All authentication logic is contained within this module, eliminating the
need for module-specific authentication handling.

      


      
        Summary


  
    Functions
  


    
      
        authenticate(username, password)

      


        Authenticates with TTLock using username and password.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        configure(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")

      


        Configures the client credentials for OAuth authentication.



    


    
      
        get_config()

      


        Gets the current client configuration.



    


    
      
        get_user_id()

      


        Gets the current user ID if authenticated.



    


    
      
        get_valid_token()

      


        Gets a valid access token, refreshing if necessary.



    


    
      
        refresh_token()

      


        Manually triggers a token refresh.



    


    
      
        reset()

      


        Clears all authentication data.



    


    
      
        start_link(opts \\ [])

      


        Starts the AuthManager GenServer.



    


    
      
        status()

      


        Gets the current authentication status.



    





      


      
        Functions

        


  
    
      
    
    
      authenticate(username, password)



    

  


  

      

          @spec authenticate(String.t(), String.t()) :: :ok | {:error, term()}


      


Authenticates with TTLock using username and password.
Parameters
	username - TTLock app username (not developer account)
	password - Plain text password

Returns
	:ok - Authentication successful
	{:error, reason} - Authentication failed

Example
TTlockClient.AuthManager.authenticate("your_username", "your_password")

  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      configure(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")



    

  


  

      

          @spec configure(String.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Configures the client credentials for OAuth authentication.
Parameters
	client_id - Application client ID from TTLock developer portal
	client_secret - Application client secret from TTLock developer portal
	base_url - Optional base URL (defaults to EU API endpoint)

Example
TTlockClient.AuthManager.configure("your_client_id", "your_client_secret")

  



  
    
      
    
    
      get_config()



    

  


  

      

          @spec get_config() ::
  {:ok, TTlockClient.Types.client_config()} | {:error, :not_configured}


      


Gets the current client configuration.

  



  
    
      
    
    
      get_user_id()



    

  


  

      

          @spec get_user_id() :: {:ok, integer()} | {:error, :not_authenticated}


      


Gets the current user ID if authenticated.

  



  
    
      
    
    
      get_valid_token()



    

  


  

      

          @spec get_valid_token() :: {:ok, String.t()} | {:error, term()}


      


Gets a valid access token, refreshing if necessary.
Returns
	{:ok, access_token} - Valid token available
	{:error, :not_authenticated} - No authentication data available
	{:error, reason} - Token refresh failed

Example
case TTlockClient.AuthManager.get_valid_token() do
  {:ok, token} ->
    # Use token for API requests
  {:error, :not_authenticated} ->
    # Need to authenticate first
  {:error, reason} ->
    # Handle error
end

  



  
    
      
    
    
      refresh_token()



    

  


  

      

          @spec refresh_token() :: :ok | {:error, term()}


      


Manually triggers a token refresh.

  



  
    
      
    
    
      reset()



    

  


  

      

          @spec reset() :: :ok


      


Clears all authentication data.

  



    

  
    
      
    
    
      start_link(opts \\ [])



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Starts the AuthManager GenServer.

  



  
    
      
    
    
      status()



    

  


  

      

          @spec status() :: :configured | :authenticated | :not_configured


      


Gets the current authentication status.

  


        

      


  

    
TTlockClient.OAuthClient 
    



      
HTTP client for TTLock OAuth API endpoints.
Handles OAuth 2.0 Resource Owner Password grant and refresh token flows
according to TTLock Open Platform API specifications.

      


      
        Summary


  
    Types
  


    
      
        auth_result()

      


    


    
      
        http_result()

      


    


    
      
        oauth_error()

      


    


    
      
        request_params()

      


    





  
    Functions
  


    
      
        get_access_token(arg, username, password)

      


        Retrieves an access token using OAuth 2.0 Resource Owner Password grant.



    


    
      
        refresh_access_token(arg, refresh_token)

      


        Refreshes an expired access token using the refresh token.



    





      


      
        Types

        


  
    
      
    
    
      auth_result()



    

  


  

      

          @type auth_result() :: TTlockClient.Types.auth_result()


      



  



  
    
      
    
    
      http_result()



    

  


  

      

          @type http_result() :: {:ok, map()} | {:error, term()}


      



  



  
    
      
    
    
      oauth_error()



    

  


  

      

          @type oauth_error() :: TTlockClient.Types.oauth_error()


      



  



  
    
      
    
    
      request_params()



    

  


  

      

          @type request_params() :: map()


      



  


        

      

      
        Functions

        


  
    
      
    
    
      get_access_token(arg, username, password)



    

  


  

      

          @spec get_access_token(TTlockClient.Types.client_config(), String.t(), String.t()) ::
  auth_result()


      


Retrieves an access token using OAuth 2.0 Resource Owner Password grant.
Parameters
	config - Client configuration record
	username - TTLock app username
	password - Plain text password (will be MD5 hashed)

Returns
	{:ok, oauth_response} - Success with token data
	{:error, reason} - Authentication failure or network error

Example
iex> config = TTlockClient.Types.new_client_config("client_id", "client_secret")
iex> TTlockClient.OAuthClient.get_access_token(config, "username", "password")
{:ok, %{access_token: "...", refresh_token: "...", expires_in: 7776000, uid: 1234}}

  



  
    
      
    
    
      refresh_access_token(arg, refresh_token)



    

  


  

      

          @spec refresh_access_token(TTlockClient.Types.client_config(), String.t()) ::
  auth_result()


      


Refreshes an expired access token using the refresh token.
Parameters
	config - Client configuration record
	refresh_token - Valid refresh token from previous authentication

Returns
	{:ok, oauth_response} - Success with new token data
	{:error, reason} - Refresh failure or network error

Example
iex> config = TTlockClient.Types.new_client_config("client_id", "client_secret")
iex> TTlockClient.OAuthClient.refresh_access_token(config, "refresh_token_here")
{:ok, %{access_token: "...", refresh_token: "...", expires_in: 7776000}}

  


        

      


  

    
TTlockClient.Types 
    



      
Type definitions and records for TTLock client library.

      


      
        Summary


  
    Types
  


    
      
        auth_credentials()

      


    


    
      
        auth_result()

      


    


    
      
        client_config()

      


    


    
      
        lock_api_result()

      


    


    
      
        lock_detail_params()

      


    


    
      
        lock_detail_response()

      


    


    
      
        lock_list_params()

      


    


    
      
        lock_list_response()

      


    


    
      
        lock_record()

      


    


    
      
        oauth_error()

      


    


    
      
        oauth_response()

      


    


    
      
        passcode_add_params()

      


    


    
      
        passcode_add_response()

      


    


    
      
        passcode_api_result()

      


    


    
      
        passcode_change_params()

      


    


    
      
        passcode_change_response()

      


    


    
      
        passcode_delete_params()

      


    


    
      
        passcode_delete_response()

      


    


    
      
        passcode_list_params()

      


    


    
      
        passcode_list_response()

      


    


    
      
        passcode_record()

      


    


    
      
        token_info()

      


    





  
    Functions
  


    
      
        auth_credentials(args \\ [])

      


    


    
      
        auth_credentials(record, args)

      


    


    
      
        client_config(args \\ [])

      


    


    
      
        client_config(record, args)

      


    


    
      
        expired_token_error()

      


    


    
      
        lock_detail_params(args \\ [])

      


    


    
      
        lock_detail_params(record, args)

      


    


    
      
        lock_list_params(args \\ [])

      


    


    
      
        lock_list_params(record, args)

      


    


    
      
        new_auth_credentials(username, password)

      


        Creates authentication credentials with MD5 hashed password.



    


    
      
        new_client_config(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")

      


        Creates a new client configuration record.



    


    
      
        new_lock_detail_params(lock_id)

      


        Creates lock detail request parameters.



    


    
      
        new_lock_list_params(page_no \\ 1, page_size \\ 20, lock_alias \\ nil, group_id \\ nil)

      


        Creates lock list request parameters.



    


    
      
        new_passcode_add_params(lock_id, keyboard_pwd, keyboard_pwd_name \\ nil, keyboard_pwd_type \\ 3, start_date \\ nil, end_date \\ nil, add_type \\ 1)

      


        Creates passcode add request parameters.



    


    
      
        new_passcode_change_params(lock_id, keyboard_pwd_id, keyboard_pwd_name \\ nil, new_keyboard_pwd \\ nil, start_date \\ nil, end_date \\ nil, change_type \\ 2)

      


        Creates passcode change request parameters.



    


    
      
        new_passcode_delete_params(lock_id, keyboard_pwd_id)

      


        Creates passcode delete request parameters.



    


    
      
        new_passcode_list_params(lock_id, search_str \\ nil, page_no \\ 1, page_size \\ 20, order_by \\ 1)

      


        Creates passcode list request parameters.



    


    
      
        new_token_info(map)

      


        Creates a new token info record from OAuth response.



    


    
      
        passcode_add_params(args \\ [])

      


    


    
      
        passcode_add_params(record, args)

      


    


    
      
        passcode_change_params(args \\ [])

      


    


    
      
        passcode_change_params(record, args)

      


    


    
      
        passcode_delete_params(args \\ [])

      


    


    
      
        passcode_delete_params(record, args)

      


    


    
      
        passcode_list_params(args \\ [])

      


    


    
      
        passcode_list_params(record, args)

      


    


    
      
        token_expired?(token_info, buffer \\ 300)

      


        Checks if a token is expired or will expire within the given buffer seconds.



    


    
      
        token_info(args \\ [])

      


    


    
      
        token_info(record, args)

      


    


    
      
        valid_token_info?(arg1)

      


        Checks if a token info record has valid token data.



    





      


      
        Types

        


  
    
      
    
    
      auth_credentials()



    

  


  

      

          @type auth_credentials() ::
  {:auth_credentials, username :: String.t(), password_hash :: String.t()}


      



  



  
    
      
    
    
      auth_result()



    

  


  

      

          @type auth_result() :: {:ok, oauth_response()} | {:error, oauth_error() | atom()}


      



  



  
    
      
    
    
      client_config()



    

  


  

      

          @type client_config() ::
  {:client_config, client_id :: String.t(), client_secret :: String.t(),
   base_url :: String.t()}


      



  



  
    
      
    
    
      lock_api_result()



    

  


  

      

          @type lock_api_result() ::
  {:ok, lock_list_response() | lock_detail_response()}
  | {:error, oauth_error() | atom()}


      



  



  
    
      
    
    
      lock_detail_params()



    

  


  

      

          @type lock_detail_params() :: {:lock_detail_params, lock_id :: integer()}


      



  



  
    
      
    
    
      lock_detail_response()



    

  


  

      

          @type lock_detail_response() :: %{
  lockId: integer(),
  lockName: String.t(),
  lockAlias: String.t(),
  lockMac: String.t(),
  noKeyPwd: String.t(),
  electricQuantity: integer(),
  featureValue: String.t(),
  timezoneRawOffset: integer(),
  modelNum: String.t(),
  hardwareRevision: String.t(),
  firmwareRevision: String.t(),
  autoLockTime: integer(),
  lockSound: integer(),
  privacyLock: integer(),
  tamperAlert: integer(),
  resetButton: integer(),
  openDirection: integer(),
  passageMode: integer(),
  passageModeAutoUnlock: integer(),
  date: integer()
}


      



  



  
    
      
    
    
      lock_list_params()



    

  


  

      

          @type lock_list_params() ::
  {:lock_list_params, page_no :: integer(), page_size :: integer(),
   lock_alias :: String.t() | nil, group_id :: integer() | nil}


      



  



  
    
      
    
    
      lock_list_response()



    

  


  

      

          @type lock_list_response() :: %{
  list: [lock_record()],
  pageNo: integer(),
  pageSize: integer(),
  pages: integer(),
  total: integer()
}


      



  



  
    
      
    
    
      lock_record()



    

  


  

      

          @type lock_record() :: %{
  lockId: integer(),
  lockName: String.t(),
  lockAlias: String.t(),
  lockMac: String.t(),
  electricQuantity: integer(),
  featureValue: String.t(),
  hasGateway: integer(),
  lockData: String.t(),
  groupId: integer(),
  groupName: String.t(),
  date: integer()
}


      



  



  
    
      
    
    
      oauth_error()



    

  


  

      

          @type oauth_error() :: %{error_code: integer(), description: String.t()}


      



  



  
    
      
    
    
      oauth_response()



    

  


  

      

          @type oauth_response() :: %{
  access_token: String.t(),
  refresh_token: String.t(),
  expires_in: integer(),
  uid: integer()
}


      



  



  
    
      
    
    
      passcode_add_params()



    

  


  

      

          @type passcode_add_params() ::
  {:passcode_add_params, lock_id :: integer(), keyboard_pwd :: integer(),
   keyboard_pwd_name :: String.t() | nil, keyboard_pwd_type :: integer(),
   start_date :: integer() | nil, end_date :: integer() | nil,
   add_type :: integer()}


      



  



  
    
      
    
    
      passcode_add_response()



    

  


  

      

          @type passcode_add_response() :: %{keyboardPwdId: integer()}


      



  



  
    
      
    
    
      passcode_api_result()



    

  


  

      

          @type passcode_api_result() ::
  {:ok,
   passcode_add_response()
   | passcode_list_response()
   | passcode_delete_response()
   | passcode_change_response()}
  | {:error, oauth_error() | atom()}


      



  



  
    
      
    
    
      passcode_change_params()



    

  


  

      

          @type passcode_change_params() ::
  {:passcode_change_params, lock_id :: integer(), keyboard_pwd_id :: integer(),
   keyboard_pwd_name :: String.t() | nil, new_keyboard_pwd :: integer() | nil,
   start_date :: integer() | nil, end_date :: integer() | nil,
   change_type :: integer()}


      



  



  
    
      
    
    
      passcode_change_response()



    

  


  

      

          @type passcode_change_response() :: %{errcode: integer(), errmsg: String.t()}


      



  



  
    
      
    
    
      passcode_delete_params()



    

  


  

      

          @type passcode_delete_params() ::
  {:passcode_delete_params, lock_id :: integer(), keyboard_pwd_id :: integer()}


      



  



  
    
      
    
    
      passcode_delete_response()



    

  


  

      

          @type passcode_delete_response() :: %{errcode: integer(), errmsg: String.t()}


      



  



  
    
      
    
    
      passcode_list_params()



    

  


  

      

          @type passcode_list_params() ::
  {:passcode_list_params, lock_id :: integer(), search_str :: String.t() | nil,
   page_no :: integer(), page_size :: integer(), order_by :: integer()}


      



  



  
    
      
    
    
      passcode_list_response()



    

  


  

      

          @type passcode_list_response() :: %{
  list: [passcode_record()],
  pageNo: integer(),
  pageSize: integer(),
  pages: integer(),
  total: integer()
}


      



  



  
    
      
    
    
      passcode_record()



    

  


  

      

          @type passcode_record() :: %{
  keyboardPwdId: integer(),
  lockId: integer(),
  keyboardPwd: String.t(),
  keyboardPwdName: String.t(),
  keyboardPwdType: String.t(),
  startDate: integer(),
  endDate: integer(),
  sendDate: integer(),
  isCustom: integer(),
  senderUsername: String.t()
}


      



  



  
    
      
    
    
      token_info()



    

  


  

      

          @type token_info() ::
  {:token_info, access_token :: String.t() | nil,
   refresh_token :: String.t() | nil, expires_at :: DateTime.t() | nil,
   uid :: integer() | nil}
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      auth_credentials(args \\ [])


        (macro)


    

  


  


  



  
    
      
    
    
      auth_credentials(record, args)


        (macro)


    

  


  


  



  
    
      
    
    
      client_config(args \\ [])
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      client_config(record, args)
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      expired_token_error()



    

  


  


  



  
    
      
    
    
      lock_detail_params(args \\ [])
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      lock_detail_params(record, args)
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      lock_list_params(args \\ [])
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      lock_list_params(record, args)


        (macro)


    

  


  


  



  
    
      
    
    
      new_auth_credentials(username, password)



    

  


  

      

          @spec new_auth_credentials(String.t(), String.t()) :: auth_credentials()


      


Creates authentication credentials with MD5 hashed password.

  



    

  
    
      
    
    
      new_client_config(client_id, client_secret, base_url \\ "https://euapi.ttlock.com")



    

  


  

      

          @spec new_client_config(String.t(), String.t(), String.t()) :: client_config()


      


Creates a new client configuration record.

  



  
    
      
    
    
      new_lock_detail_params(lock_id)



    

  


  

      

          @spec new_lock_detail_params(integer()) :: lock_detail_params()


      


Creates lock detail request parameters.

  



    

    

    

    

  
    
      
    
    
      new_lock_list_params(page_no \\ 1, page_size \\ 20, lock_alias \\ nil, group_id \\ nil)



    

  


  

      

          @spec new_lock_list_params(integer(), integer(), String.t() | nil, integer() | nil) ::
  lock_list_params()


      


Creates lock list request parameters.

  



    

    

    

    

    

  
    
      
    
    
      new_passcode_add_params(lock_id, keyboard_pwd, keyboard_pwd_name \\ nil, keyboard_pwd_type \\ 3, start_date \\ nil, end_date \\ nil, add_type \\ 1)



    

  


  

      

          @spec new_passcode_add_params(
  integer(),
  integer(),
  String.t() | nil,
  integer(),
  integer() | nil,
  integer() | nil,
  integer()
) :: passcode_add_params()


      


Creates passcode add request parameters.
Parameters
	lock_id - The lock ID to add the passcode to
	keyboard_pwd - The passcode (4-9 digits)
	keyboard_pwd_name - Optional name/alias for the passcode
	keyboard_pwd_type - Passcode type: 2 = permanent, 3 = period (default 3)
	start_date - Start time in milliseconds (required if type = 3)
	end_date - End time in milliseconds (required if type = 3)
	add_type - Add method: 1 = Bluetooth, 2 = Gateway/WiFi (default 1)


  



    

    

    

    

    

  
    
      
    
    
      new_passcode_change_params(lock_id, keyboard_pwd_id, keyboard_pwd_name \\ nil, new_keyboard_pwd \\ nil, start_date \\ nil, end_date \\ nil, change_type \\ 2)



    

  


  

      

          @spec new_passcode_change_params(
  integer(),
  integer(),
  String.t() | nil,
  integer() | nil,
  integer() | nil,
  integer() | nil,
  integer()
) :: passcode_change_params()


      


Creates passcode change request parameters.
Parameters
	lock_id - The lock ID containing the passcode
	keyboard_pwd_id - The passcode ID to change
	keyboard_pwd_name - Optional new name for the passcode
	new_keyboard_pwd - Optional new passcode value (4-9 digits)
	start_date - Optional new start time in milliseconds
	end_date - Optional new end time in milliseconds
	change_type - Change method: 2 = Gateway/WiFi (default 2)


  



  
    
      
    
    
      new_passcode_delete_params(lock_id, keyboard_pwd_id)



    

  


  

      

          @spec new_passcode_delete_params(integer(), integer()) :: passcode_delete_params()


      


Creates passcode delete request parameters.
Parameters
	lock_id - The lock ID containing the passcode
	keyboard_pwd_id - The passcode ID to delete


  



    

    

    

    

  
    
      
    
    
      new_passcode_list_params(lock_id, search_str \\ nil, page_no \\ 1, page_size \\ 20, order_by \\ 1)



    

  


  

      

          @spec new_passcode_list_params(
  integer(),
  String.t() | nil,
  integer(),
  integer(),
  integer()
) ::
  passcode_list_params()


      


Creates passcode list request parameters.
Parameters
	lock_id - The lock ID to get passcodes for
	search_str - Optional search keyword (fuzzy search by name or exact match by passcode)
	page_no - Page number (default 1)
	page_size - Items per page (default 20, max 200)
	order_by - Sorting: 0 = by name, 1 = reverse by time, 2 = reverse by name (default 1)


  



  
    
      
    
    
      new_token_info(map)



    

  


  

      

          @spec new_token_info(oauth_response()) :: token_info()


      


Creates a new token info record from OAuth response.
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      passcode_add_params(record, args)
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      passcode_change_params(args \\ [])
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      passcode_change_params(record, args)
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      passcode_delete_params(args \\ [])
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      passcode_delete_params(record, args)
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      passcode_list_params(args \\ [])
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      passcode_list_params(record, args)
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      token_expired?(token_info, buffer \\ 300)



    

  


  

      

          @spec token_expired?(token_info(), integer()) :: boolean()


      


Checks if a token is expired or will expire within the given buffer seconds.

  



  
    
      
    
    
      token_info(args \\ [])


        (macro)


    

  


  


  



  
    
      
    
    
      token_info(record, args)
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      valid_token_info?(arg1)



    

  


  

      

          @spec valid_token_info?(token_info()) :: boolean()


      


Checks if a token info record has valid token data.
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