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API client metadata for GoogleApi.ContainerAnalysis.V1.
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API calls for all endpoints tagged Projects.
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Handle Tesla connections for GoogleApi.ContainerAnalysis.V1.
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An alias to a repo revision.

  
    
  
  Attributes


	  kind (type: String.t, default: nil) - The alias kind.
	  name (type: String.t, default: nil) - The alias name.
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Indicates which analysis completed successfully. Multiple types of analysis can be performed on a single resource.

  
    
  
  Attributes


	  analysisType (type: list(String.t), default: nil) - 
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Artifact describes a build product.

  
    
  
  Attributes


	  checksum (type: String.t, default: nil) - Hash or checksum value of a binary, or Docker Registry 2.0 digest of a container.
	  id (type: String.t, default: nil) - Artifact ID, if any; for container images, this will be a URL by digest like gcr.io/projectID/imagename@sha256:123456.
	  names (type: list(String.t), default: nil) - Related artifact names. This may be the path to a binary or jar file, or in the case of a container build, the name used to push the container image to Google Container Registry, as presented to docker push. Note that a single Artifact ID can have multiple names, for example if two tags are applied to one image.
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Assessment provides all information that is related to a single vulnerability for this product.

  
    
  
  Attributes


	  cve (type: String.t, default: nil) - Holds the MITRE standard Common Vulnerabilities and Exposures (CVE) tracking number for the vulnerability. Deprecated: Use vulnerability_id instead to denote CVEs.
	  impacts (type: list(String.t), default: nil) - Contains information about the impact of this vulnerability, this will change with time.
	  justification (type: GoogleApi.ContainerAnalysis.V1.Model.Justification.t, default: nil) - Justification provides the justification when the state of the assessment if NOT_AFFECTED.
	  longDescription (type: String.t, default: nil) - A detailed description of this Vex.
	  relatedUris (type: list(GoogleApi.ContainerAnalysis.V1.Model.RelatedUrl.t), default: nil) - Holds a list of references associated with this vulnerability item and assessment. These uris have additional information about the vulnerability and the assessment itself. E.g. Link to a document which details how this assessment concluded the state of this vulnerability.
	  remediations (type: list(GoogleApi.ContainerAnalysis.V1.Model.Remediation.t), default: nil) - Specifies details on how to handle (and presumably, fix) a vulnerability.
	  shortDescription (type: String.t, default: nil) - A one sentence description of this Vex.
	  state (type: String.t, default: nil) - Provides the state of this Vulnerability assessment.
	  vulnerabilityId (type: String.t, default: nil) - The vulnerability identifier for this Assessment. Will hold one of common identifiers e.g. CVE, GHSA etc.
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Note kind that represents a logical attestation "role" or "authority". For example, an organization might have one Authority for "QA" and one for "build". This note is intended to act strictly as a grouping mechanism for the attached occurrences (Attestations). This grouping mechanism also provides a security boundary, since IAM ACLs gate the ability for a principle to attach an occurrence to a given note. It also provides a single point of lookup to find all attached attestation occurrences, even if they don't all live in the same project.

  
    
  
  Attributes


	  hint (type: GoogleApi.ContainerAnalysis.V1.Model.Hint.t, default: nil) - Hint hints at the purpose of the attestation authority.
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Occurrence that represents a single "attestation". The authenticity of an attestation can be verified using the attached signature. If the verifier trusts the public key of the signer, then verifying the signature is sufficient to establish trust. In this circumstance, the authority to which this attestation is attached is primarily useful for lookup (how to find this attestation if you already know the authority and artifact to be verified) and intent (for which authority this attestation was intended to sign.

  
    
  
  Attributes


	  jwts (type: list(GoogleApi.ContainerAnalysis.V1.Model.Jwt.t), default: nil) - One or more JWTs encoding a self-contained attestation. Each JWT encodes the payload that it verifies within the JWT itself. Verifier implementation SHOULD ignore the serialized_payload field when verifying these JWTs. If only JWTs are present on this AttestationOccurrence, then the serialized_payload SHOULD be left empty. Each JWT SHOULD encode a claim specific to the resource_uri of this Occurrence, but this is not validated by Grafeas metadata API implementations. The JWT itself is opaque to Grafeas.
	  serializedPayload (type: String.t, default: nil) - Required. The serialized payload that is verified by one or more signatures.
	  signatures (type: list(GoogleApi.ContainerAnalysis.V1.Model.Signature.t), default: nil) - One or more signatures over serialized_payload. Verifier implementations should consider this attestation message verified if at least one signature verifies serialized_payload. See Signature in common.proto for more details on signature structure and verification.
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Request to create notes in batch.

  
    
  
  Attributes


	  notes (type: %{optional(String.t) => GoogleApi.ContainerAnalysis.V1.Model.Note.t}, default: nil) - Required. The notes to create. Max allowed length is 1000.
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Response for creating notes in batch.

  
    
  
  Attributes


	  notes (type: list(GoogleApi.ContainerAnalysis.V1.Model.Note.t), default: nil) - The notes that were created.
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Request to create occurrences in batch.

  
    
  
  Attributes


	  occurrences (type: list(GoogleApi.ContainerAnalysis.V1.Model.Occurrence.t), default: nil) - Required. The occurrences to create. Max allowed length is 1000.
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Response for creating occurrences in batch.

  
    
  
  Attributes


	  occurrences (type: list(GoogleApi.ContainerAnalysis.V1.Model.Occurrence.t), default: nil) - The occurrences that were created.
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Associates members, or principals, with a role.

  
    
  
  Attributes


	  condition (type: GoogleApi.ContainerAnalysis.V1.Model.Expr.t, default: nil) - The condition that is associated with this binding. If the condition evaluates to true, then this binding applies to the current request. If the condition evaluates to false, then this binding does not apply to the current request. However, a different role binding might grant the same role to one or more of the principals in this binding. To learn which resources support conditions in their IAM policies, see the IAM documentation.
	  members (type: list(String.t), default: nil) - Specifies the principals requesting access for a Google Cloud resource. members can have the following values:  allUsers: A special identifier that represents anyone who is on the internet; with or without a Google account.  allAuthenticatedUsers: A special identifier that represents anyone who is authenticated with a Google account or a service account. Does not include identities that come from external identity providers (IdPs) through identity federation.  user:{emailid}: An email address that represents a specific Google account. For example, alice@example.com .  serviceAccount:{emailid}: An email address that represents a Google service account. For example, my-other-app@appspot.gserviceaccount.com.  serviceAccount:{projectid}.svc.id.goog[{namespace}/{kubernetes-sa}]: An identifier for a Kubernetes service account. For example, my-project.svc.id.goog[my-namespace/my-kubernetes-sa].  group:{emailid}: An email address that represents a Google group. For example, admins@example.com.  domain:{domain}: The G Suite domain (primary) that represents all the users of that domain. For example, google.com or example.com.  principal://iam.googleapis.com/locations/global/workforcePools/{pool_id}/subject/{subject_attribute_value}: A single identity in a workforce identity pool.  principalSet://iam.googleapis.com/locations/global/workforcePools/{pool_id}/group/{group_id}: All workforce identities in a group.  principalSet://iam.googleapis.com/locations/global/workforcePools/{pool_id}/attribute.{attribute_name}/{attribute_value}: All workforce identities with a specific attribute value.  `principalSet://iam.googleapis.com/locations/global/workforcePools/{pool_id}/: All identities in a workforce identity pool. *principal://iam.googleapis.com/projects/{project_number}/locations/global/workloadIdentityPools/{pool_id}/subject/{subject_attribute_value}: A single identity in a workload identity pool. *principalSet://iam.googleapis.com/projects/{project_number}/locations/global/workloadIdentityPools/{pool_id}/group/{group_id}: A workload identity pool group. *principalSet://iam.googleapis.com/projects/{project_number}/locations/global/workloadIdentityPools/{pool_id}/attribute.{attribute_name}/{attribute_value}: All identities in a workload identity pool with a certain attribute. *principalSet://iam.googleapis.com/projects/{project_number}/locations/global/workloadIdentityPools/{pool_id}/`: All identities in a workload identity pool.  deleted:user:{emailid}?uid={uniqueid}: An email address (plus unique identifier) representing a user that has been recently deleted. For example, alice@example.com?uid=123456789012345678901. If the user is recovered, this value reverts to user:{emailid} and the recovered user retains the role in the binding.  deleted:serviceAccount:{emailid}?uid={uniqueid}: An email address (plus unique identifier) representing a service account that has been recently deleted. For example, my-other-app@appspot.gserviceaccount.com?uid=123456789012345678901. If the service account is undeleted, this value reverts to serviceAccount:{emailid} and the undeleted service account retains the role in the binding.  deleted:group:{emailid}?uid={uniqueid}: An email address (plus unique identifier) representing a Google group that has been recently deleted. For example, admins@example.com?uid=123456789012345678901. If the group is recovered, this value reverts to group:{emailid} and the recovered group retains the role in the binding. * deleted:principal://iam.googleapis.com/locations/global/workforcePools/{pool_id}/subject/{subject_attribute_value}: Deleted single identity in a workforce identity pool. For example, deleted:principal://iam.googleapis.com/locations/global/workforcePools/my-pool-id/subject/my-subject-attribute-value.
	  role (type: String.t, default: nil) - Role that is assigned to the list of members, or principals. For example, roles/viewer, roles/editor, or roles/owner. For an overview of the IAM roles and permissions, see the IAM documentation. For a list of the available pre-defined roles, see here.
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  Attributes


	  buildType (type: String.t, default: nil) - 
	  externalParameters (type: map(), default: nil) - 
	  internalParameters (type: map(), default: nil) - 
	  resolvedDependencies (type: list(GoogleApi.ContainerAnalysis.V1.Model.ResourceDescriptor.t), default: nil) - 
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  Attributes


	  finishedOn (type: DateTime.t, default: nil) - 
	  invocationId (type: String.t, default: nil) - 
	  startedOn (type: DateTime.t, default: nil) - 
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