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API calls for all endpoints tagged Folders.
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API calls for all endpoints tagged Organizations.
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API calls for all endpoints tagged Projects.
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Handle Tesla connections for GoogleApi.SecurityCenter.V1.
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Represents an access event.

  
    
  
  Attributes


	  callerIp (type: String.t, default: nil) - Caller's IP address, such as "1.1.1.1".
	  callerIpGeo (type: GoogleApi.SecurityCenter.V1.Model.Geolocation.t, default: nil) - The caller IP's geolocation, which identifies where the call came from.
	  methodName (type: String.t, default: nil) - The method that the service account called, e.g. "SetIamPolicy".
	  principalEmail (type: String.t, default: nil) - Associated email, such as "foo@google.com". The email address of the authenticated user or a service account acting on behalf of a third party principal making the request. For third party identity callers, the principal_subject field is populated instead of this field. For privacy reasons, the principal email address is sometimes redacted. For more information, see Caller identities in audit logs.
	  principalSubject (type: String.t, default: nil) - A string that represents the principal_subject that is associated with the identity. Unlike principal_email, principal_subject supports principals that aren't associated with email addresses, such as third party principals. For most identities, the format is principal://iam.googleapis.com/{identity pool name}/subject/{subject}. Some GKE identities, such as GKE_WORKLOAD, FREEFORM, and GKE_HUB_WORKLOAD, still use the legacy format serviceAccount:{identity pool name}[{subject}].
	  serviceAccountDelegationInfo (type: list(GoogleApi.SecurityCenter.V1.Model.ServiceAccountDelegationInfo.t), default: nil) - The identity delegation history of an authenticated service account that made the request. The serviceAccountDelegationInfo[] object contains information about the real authorities that try to access Google Cloud resources by delegating on a service account. When multiple authorities are present, they are guaranteed to be sorted based on the original ordering of the identity delegation events.
	  serviceAccountKeyName (type: String.t, default: nil) - The name of the service account key that was used to create or exchange credentials when authenticating the service account that made the request. This is a scheme-less URI full resource name. For example: "//iam.googleapis.com/projects/{PROJECT_ID}/serviceAccounts/{ACCOUNT}/keys/{key}". 
	  serviceName (type: String.t, default: nil) - This is the API service that the service account made a call to, e.g. "iam.googleapis.com"
	  userAgent (type: String.t, default: nil) - The caller's user agent string associated with the finding.
	  userAgentFamily (type: String.t, default: nil) - Type of user agent associated with the finding. For example, an operating system shell or an embedded or standalone application.
	  userName (type: String.t, default: nil) - A string that represents a username. The username provided depends on the type of the finding and is likely not an IAM principal. For example, this can be a system username if the finding is related to a virtual machine, or it can be an application login username.
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Conveys information about a Kubernetes access review (such as one returned by a kubectl auth can-i command) that was involved in a finding.

  
    
  
  Attributes


	  group (type: String.t, default: nil) - The API group of the resource. "*" means all.
	  name (type: String.t, default: nil) - The name of the resource being requested. Empty means all.
	  ns (type: String.t, default: nil) - Namespace of the action being requested. Currently, there is no distinction between no namespace and all namespaces. Both are represented by "" (empty).
	  resource (type: String.t, default: nil) - The optional resource type requested. "*" means all.
	  subresource (type: String.t, default: nil) - The optional subresource type.
	  verb (type: String.t, default: nil) - A Kubernetes resource API verb, like get, list, watch, create, update, delete, proxy. "*" means all.
	  version (type: String.t, default: nil) - The API version of the resource. "*" means all.
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Information about Google Cloud Armor Adaptive Protection.

  
    
  
  Attributes


	  confidence (type: float(), default: nil) - A score of 0 means that there is low confidence that the detected event is an actual attack. A score of 1 means that there is high confidence that the detected event is an attack. See the Adaptive Protection documentation for further explanation.
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Represents an application associated with a finding.

  
    
  
  Attributes


	  baseUri (type: String.t, default: nil) - The base URI that identifies the network location of the application in which the vulnerability was detected. For example, http://example.com.
	  fullUri (type: String.t, default: nil) - The full URI with payload that can be used to reproduce the vulnerability. For example, http://example.com?p=aMmYgI6H.
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Security Command Center representation of a Google Cloud resource. The Asset is a Security Command Center resource that captures information about a single Google Cloud resource. All modifications to an Asset are only within the context of Security Command Center and don't affect the referenced Google Cloud resource.

  
    
  
  Attributes


	  canonicalName (type: String.t, default: nil) - The canonical name of the resource. It's either "organizations/{organization_id}/assets/{asset_id}", "folders/{folder_id}/assets/{asset_id}" or "projects/{project_number}/assets/{asset_id}", depending on the closest CRM ancestor of the resource.
	  createTime (type: DateTime.t, default: nil) - The time at which the asset was created in Security Command Center.
	  iamPolicy (type: GoogleApi.SecurityCenter.V1.Model.IamPolicy.t, default: nil) - Cloud IAM Policy information associated with the Google Cloud resource described by the Security Command Center asset. This information is managed and defined by the Google Cloud resource and cannot be modified by the user.
	  name (type: String.t, default: nil) - The relative resource name of this asset. See: https://cloud.google.com/apis/design/resource_names#relative_resource_name Example: "organizations/{organization_id}/assets/{asset_id}".
	  resourceProperties (type: map(), default: nil) - Resource managed properties. These properties are managed and defined by the Google Cloud resource and cannot be modified by the user.
	  securityCenterProperties (type: GoogleApi.SecurityCenter.V1.Model.SecurityCenterProperties.t, default: nil) - Security Command Center managed properties. These properties are managed by Security Command Center and cannot be modified by the user.
	  securityMarks (type: GoogleApi.SecurityCenter.V1.Model.SecurityMarks.t, default: nil) - User specified security marks. These marks are entirely managed by the user and come from the SecurityMarks resource that belongs to the asset.
	  updateTime (type: DateTime.t, default: nil) - The time at which the asset was last updated or added in Cloud SCC.
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The configuration used for Asset Discovery runs.

  
    
  
  Attributes


	  folderIds (type: list(String.t), default: nil) - The folder ids to use for filtering asset discovery. It consists of only digits, e.g., 756619654966.
	  inclusionMode (type: String.t, default: nil) - The mode to use for filtering asset discovery.
	  projectIds (type: list(String.t), default: nil) - The project ids to use for filtering asset discovery.
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Information about DDoS attack volume and classification.

  
    
  
  Attributes


	  classification (type: String.t, default: nil) - Type of attack, for example, 'SYN-flood', 'NTP-udp', or 'CHARGEN-udp'.
	  volumeBps (type: integer(), default: nil) - Total BPS (bytes per second) volume of attack.
	  volumePps (type: integer(), default: nil) - Total PPS (packets per second) volume of attack.
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An attack exposure contains the results of an attack path simulation run.

  
    
  
  Attributes


	  attackExposureResult (type: String.t, default: nil) - The resource name of the attack path simulation result that contains the details regarding this attack exposure score. Example: organizations/123/simulations/456/attackExposureResults/789
	  exposedHighValueResourcesCount (type: integer(), default: nil) - The number of high value resources that are exposed as a result of this finding.
	  exposedLowValueResourcesCount (type: integer(), default: nil) - The number of high value resources that are exposed as a result of this finding.
	  exposedMediumValueResourcesCount (type: integer(), default: nil) - The number of medium value resources that are exposed as a result of this finding.
	  latestCalculationTime (type: DateTime.t, default: nil) - The most recent time the attack exposure was updated on this finding.
	  score (type: float(), default: nil) - A number between 0 (inclusive) and infinity that represents how important this finding is to remediate. The higher the score, the more important it is to remediate.
	  state (type: String.t, default: nil) - What state this AttackExposure is in. This captures whether or not an attack exposure has been calculated or not.
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A path that an attacker could take to reach an exposed resource.

  
    
  
  Attributes


	  edges (type: list(GoogleApi.SecurityCenter.V1.Model.AttackPathEdge.t), default: nil) - A list of the edges between nodes in this attack path.
	  name (type: String.t, default: nil) - The attack path name, for example, organizations/12/simulation/34/valuedResources/56/attackPaths/78
	  pathNodes (type: list(GoogleApi.SecurityCenter.V1.Model.AttackPathNode.t), default: nil) - A list of nodes that exist in this attack path.
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Represents a connection between a source node and a destination node in this attack path.

  
    
  
  Attributes


	  destination (type: String.t, default: nil) - The attack node uuid of the destination node.
	  source (type: String.t, default: nil) - The attack node uuid of the source node.
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Represents one point that an attacker passes through in this attack path.

  
    
  
  Attributes


	  associatedFindings (type: list(GoogleApi.SecurityCenter.V1.Model.PathNodeAssociatedFinding.t), default: nil) - The findings associated with this node in the attack path.
	  attackSteps (type: list(GoogleApi.SecurityCenter.V1.Model.AttackStepNode.t), default: nil) - A list of attack step nodes that exist in this attack path node.
	  displayName (type: String.t, default: nil) - Human-readable name of this resource.
	  resource (type: String.t, default: nil) - The name of the resource at this point in the attack path. The format of the name follows the Cloud Asset Inventory resource name format
	  resourceType (type: String.t, default: nil) - The supported resource type
	  uuid (type: String.t, default: nil) - Unique id of the attack path node.
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