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    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to
Semantic Versioning.
Unreleased
3.0.0 - 2026-02-20
Added
	This library is now generic and can run on any platform which supports Erlang
	Add option allow_expired_certs to enable custom verify_fun that skips certificate expiration errors

Changed
	grisp_connect is now generic and not exclusively tied to run on GRiSP2 boards
	Replace grisp and grisp_cryptoauth dependencies with grisp_keychain
	Use grisp_keychain to get TLS options and manage cluster certificates
	Cleanup configuration files and test suites
	Update local profile with improved documentation

Removed
	Removed certifi
	Removed grisp_cryptoauth
	Removed grisp

2.1.0 - 2025-03-12
Changed
	Add log event metadata instead of prepending "[JSON incompatible term]" to
log string data.
	The NTP client was made a bit more robust with exponential backoff.
	The NTP client server list can be parametrised with grisp_connect's ntp_servers
environment key.
	The NTP client is now refreshing the time periodically, and the period can
be configured with grisp_connect's ntp_refresh_period environment key.

Added
	Add the optional software and hardware information objects to the system
info API result.
	Add an API to make the the board join a Beam cluster using TLS distribution.
	Add cluster information to system_info response.

2.0.0 - 2025-02-26
Changed
	The name of the grisp_connect configuration key to control the timeout of
individual JSON-RPC requests changed from ws_requests_timeout to
ws_request_timeout.
	The default log filter changed to trying to filter out only some messages to
filtering out all progress messages, as it wasn't working reliably.
	JSON-RPC logic was extracted into the jarl library.
	Jarl parses the methods into a list of atom or binaries to pave the
road for namespaces. foo.bar.Buz is parsed into [foo, bar, <<"Buz">>] (if foo
and bar are already existing atoms, but 'Buz' is not).
	Upgrade grisp dependency to 2.8.0.
	Add jittered exponential backoff for reconnection.
	Changed logging API from push to pull. Instead of the client (grisp_connect)
pushing batches of log event to the server (grisp.io), the server is now pulling
them with the request log.get. In order to synchronize the client ring buffer,
the server sends log.sync notifications.

Fixed
	The client is now waiting 1 second before trying to reconnect when it gets
disconnected from the server.

1.1.0 - 2024-10-12
Added
	Support for GRiSP.io software updates API	update package deployment
	query system partition state
	update cancellation
	remote reboot
	progress notifications
	validation



Changed
	Minimum grisp version set to 2.7

1.0.0 - 2024-09-26
Added
	NTP handling
	Connect to GRiSP.io
	Device Linking to User Account in GRiSP.io
	Logging towards GRiSP.io
	Cleanup prod/dev/local profiles.
	Use grisp_cryptoauth EMULATE_CRYPTOAUTH for tests and local shell.
	Use grisp_cryptoauth TLS helper to generate TLS options.
	Start integrating grisp updater.



  

    grisp_connect

GRiSP.io Client Library for GRiSP. This library enables secure communication
 between your GRiSP2 board and the GRiSP.io services using
 Mutual TLS (mTLS). To get started, add this application as a dependency in your
 GRiSP2 project.
⚠️ Note: If you plan to use the API calls related to grisp_updater_grisp2,
make sure to add grisp_updater_grisp2 as a dependency in your project as well.
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Usage
Option 1. Use the rebar3_grisp plugin
The configure method of the rebar3_grisp version >= 2.6.0 will add grisp_connect with the needed configurations to your GRiSP application. See GRiSP Wiki/Use-your-GRiSP-2-board-with-GRiSP.io.
Option 2. Add grisp_connect Manually to your Application
Add
{dep, [{grisp_connect, "1.0.0"}]}
to your rebar.config file.
If you still need to link your device configure the device linking token in your sys.config:
[ {grisp_connect, [
    {device_linking_token, <<"...">>}
]}].
You can find your device linking token on GRiSP.io/grisp_manager under "How to Link a Device/Option 2: Manual Linking (Ethernet / Wifi)".
You can also skip this configuration and insert the token manually later.
Further Steps
Check whether the board is connected
> grisp_connect:is_connected().
true
> grisp_connect:ping().
{ok,<<"pong">>}
Link your Device to your GRiSP.io Account
> grisp_connect:link_device(<<"...">>).
Or, if your token is configured in the environment:
> grisp_connect:link_device().
Troubleshooting:
grisp_connect:link_device may fail with the following errors.
Common Errors:
	token_expired: regenerate one from the web page
	invalid_token: please double check you typed it correctly
	token_undefined: you called grisp_connect:link_device/0 without setting device_linking_token
	disconnected: check that your board can connect
	device_already_linked: please do not steal GRiSP boards :smirk:
if you need to unlink a GRiSP board see below...

Need to Unlink a Device?
We currently do not expose a public API to unlink a Device. Please reach out to us for assistance.
If you encounter any problems or have questions, don't hesitate to contact support. Happy coding!
Environment Options
connect
This option is set to true as default. Set it to false to prevent automatic connection to GRiSP.io on boot.
In such case the state machine that maintains the connection can be started manually using grisp_connect_client:connect().
ntp
An optional NTP client can be started using option {ntp, true}.
Such client is disabled by default ({ntp, false}), and is not required to
authenticate with GRiSP.io. The client sets the time using
grisp_rtems:clock_set/1.
The default NTP servers to use can be overridden by setting the grisp_connect
option: {ntp_servers, ["ntp1.server.foo", "ntp2.server.foo"]}. For every NTP
requests, a server address will be picked randomly from the list.
The default refresh period in seconds can be overridden by setting the
grisp_connect option: {ntp_refresh_period, 1024}.
ws_request_timeout
Accepts an integer that represents time in milliseconds, default value is 5_000.
Allows to tweak the timeout of each API request going through the websocket.
ws_ping_timeout
Accepts an integer that represents time in milliseconds, default value is 60_000.
Allows to tweak the timeout between expected ping frames from the server.
If the timeout is exceeded, the socket is closed and a new connection is attempted.
logs_interval
Accepts an integer that represents time in milliseconds, default value is 2_000.
Sets the intervall between each log batch dispatch to grisp.io.
logs_batch_size
Accepts an integer that represents the maximum number of logs that can be batched together, default value is 100.
grisp_keychain
To be able to connect securely with our backend you need to correctly setup certificates and keys access through grisp_keychain enviroment.
This can variate greatly depending on the platfrom and usecase of your deployment.
To correctly setup a new project, please use our rebar3_grisp plugin.
TLS settings are fetched through the grisp_keychain app. This app defaults to use a simple file filesystem access and requires additional informations to locate the certificates.
In this example we use grisp_keychain alone. Relying on free filesystem access.
We are using certifi CAs and a device certificate and key we have in priv.
    % Example sys.config
    [
        ...
        {grisp_keychain, [
            {api_module, grisp_keychain_filesystem}, % default
            {tls_server_trusted_certs_cb, {certifi, cacerts, []}},
            {client_certs, {priv, myapp, "certs/device.pem"}},
            {client_key, {priv, myapp, "certs/device.key"}}
        ]}
    ]
Use a specific backend
For production usecases we are developing backends to securely access certificates and keys.
For example: if you are using GRiSP2 you will need grisp_cryptoauth to use secrets held by the secure element. See the grisp_cryptoauth TLS options to customize them. A simple configuration that uses secure element certs and certifi as CA provider will look like this:

    % Example sys.config
    [
        ...
        {grisp_keychain, [
            {api_module, grisp_cryptoauth}
        ]},
        {grisp_cryptoauth, [
            {tls_server_trusted_certs_cb, {certifi, cacerts, []}}
        ]}
    ]
Note: we do not depend on certifi, make sure it is added to your deps in case you want to use it.
Development options
allow_expired_certs
grisp_connect will ignore cert_expired errors during certificate path validation. This should only be used for development. Default is false.
    % Example sys.config
    [
        ...
        {grisp_keychain, [
            ...
            {allow_expired_certs, true},
            ...
        ]}
    ]
See all Logs on GRiSP.io
Once this app is started, it forwards all logs to GRiSP.io without the need of setting up anything. The only logs that we do not catch are the ones generated before grisp_connect boots.
If you want to see ALL logs, even from applications that boot before grisp_connect, you need to add the log handler in the kernel configuration and disable the one defined in the grisp_connect application configuration. This involves changing the kernel and grisp_connect app configuration settings in your sys.config file.
You can copy paste these settings:
% sys.config
[
    {kernel, [
        {logger_level, notice},
        {logger, [
            {handler, default, logger_std_h, #{
                level => notice,
                filter_default => log,
                filters => [
                    % Filter out supervisor progress reports so TLS certificates
                    % are not swamping the console if the level is set to info...
                    {disable_progress, {fun logger_filters:progress/2, stop}}
                ]
            }}
            {handler, grisp_connect_log_handler,  grisp_connect_logger_bin, #{
                level => notice,
                filter_default => log,
                formatter => {grisp_connect_logger_bin, #{}},
                filters => [
                    % Filter out supervisor progress reports so TLS certificates
                    % are not swamping grisp.io if level is set to info...
                    {disable_progress, {fun logger_filters:progress/2, stop}}
                ]
             }
            }
        ]}
    ]},
    {grisp_connect, [
        % Disable the log handler defined in grisp_connect application default
        % configuration, as it was explicitly started in kernel configuration
        % in order to catch the log entries before grisp_connect is started.
        {logger, []}
        ]}
    ]}
].
To simplify the log on the device while still sending full log reports to
griso.io, use grisp_connect_log log formatter with single-line in the default
log handler:
            {handler, default, logger_std_h, #{
                level => notice,
                formatter => {grisp_connect_log, #{
                    legacy_header => false,
                    single_line => true,
                    description_only => true
                }},
                filter_default => log,
                filters => [
                    % Filter out supervisor progress reports so TLS certificates
                    % are not swamping the console if the level is set to info...
                    {disable_progress, {fun logger_filters:progress/2, stop}}
                ]
            }}
Development
Local Development
Add an entry in your local hosts file so the domain www.seawater.local points
to your local development server.
Make sure you have the proper certificates under prinv/server and priv/client. Refer to the backend private docs on how to generate the certificates.
Start a local development shell:
rebar3 as local shell
Run tests:
rebar3 ct
To run the tests it might be necessary that you clean out the _build folder in case you compiled with another profile before:
rm -rf _build
Development on GRiSP Hardware
Add an entry in the grisp hosts file so the domain www.seawater.local points
to your local development server.
e.g. using ifconfig command (MacOS and older linux):
echo "$(ifconfig | grep 'inet ' | grep -v 127.0.0.1 | awk '{ print $2 }' | head -n 1) www.seawater.local" >> grisp/default/common/deploy/files/etc/hosts
]
e.g. using ip command (Newer linux):
echo "$(ip addr show | grep 'inet ' | grep -v 127.0.0.1 | awk '{print $2}' | cut -d/ -f1 | head -n 1) www.seawater.local" >> grisp/default/common/deploy/files/etc/hosts
To deploy the release, configure rebar3_grisp's deploy configuration in
rebar.config and then run:
rebar3 as dev grisp deploy
Production on GRiSP Hardware
To deploy on GRiSP hardware for production, configure rebar3_grisp's deploy
configuration in rebar.config and then run:
rebar3 as prod grisp deploy


  

    License


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "{}"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright 2022 Peer Stritzinger GmbH <grisp@stritzinger.com>

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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GRiSP.io High Level API.
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        connect()

      


        Connect to GRiSP.io.



    


    
      
        is_connected()

      


        Check if board is connected to GRiSP.io.



    


    
      
        link_device()

      


        Links the board to a GRiSP.io account. The token is took from the device_linking_token app env.



    


    
      
        link_device(Token)

      


        Links the board to the GRiSP.io account that generated of the specified token.



    


    
      
        log(Level, Args)

      


        Log from inside grisp_connect for testing.



    


    
      
        ping()

      


        Ping GRiSP.io. Returns 'pong' if the board is linked to an account, 'pang' otherwise.



    


    
      
        test_log_encoding()

      


        For manually testing the log encoding. Alternative to shell commands. The shell double encodes unicode strings.
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          -spec connect() -> ok.


      


Connect to GRiSP.io.
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          -spec is_connected() -> true | false.


      


Check if board is connected to GRiSP.io.
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          -spec link_device() -> {ok, binary()} | {error, token_undefined | invalid_token}.


      


Links the board to a GRiSP.io account. The token is took from the device_linking_token app env.
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          -spec link_device(Token :: binary()) -> {ok, binary()} | {error, invalid_token}.


      


Links the board to the GRiSP.io account that generated of the specified token.
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Log from inside grisp_connect for testing.
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          -spec ping() -> {ok, binary()} | {error, atom()}.


      


Ping GRiSP.io. Returns 'pong' if the board is linked to an account, 'pang' otherwise.
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Library module containing the jsonrpc API logic
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        handle_msg(Msg)

      


        Handles requests and notifications from grisp.io.
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          -spec handle_msg(Msg) ->
                    ok |
                    {reply, Result :: term(), ReqRef :: binary() | integer()} |
                    {error,
                     Code :: integer() | atom(),
                     Message :: binary() | undefined,
                     ErData :: term(),
                     ReqRef :: binary() | integer()}
                    when
                        Msg ::
                            {request,
                             Method :: jarl:method(),
                             Params :: map() | list(),
                             ReqRef :: binary() | integer()} |
                            {notification, jarl:method(), Params :: map() | list()}.


      


Handles requests and notifications from grisp.io.
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grisp_connect public API
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Ring buffer for storing logger logs
This module extends a standard queue into a ring buffer. It can be truncated once a batch of logs has been sent out and is not needed anymore.
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Client to interact with grisp.io
This module contains a state machine to ensure connectivity with grisp.io. JsonRPC traffic is managed here.
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Utility module to handle logs.
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Log handler and formatter for the logger app
It is optimized to use a fixed size ring buffer and return chucks of older logs first while storing new ones. It can be synched to discard old logs if they are not needed anymore. If the buffer is filled, oldest logs are dropped and a fake logger event is inserted to inform the user.
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Handler for grisp_netman events.
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grisp_connect top level supervisor.
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Library module containing grisp_updater helper functions
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