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HtmlSanitizeEx 
    



      
HtmlSanitizeEx can be used to implement custom scrubbers, from scratch or by extending an existing scrubber.
defmodule MyScrubber do
  use HtmlSanitizeEx, extend: :basic_html

  allow_tag_with_any_attributes("p")
end
You can extend :basic_html, :html5, :markdown_html and :strip_tags.
You can also extend any custom scrubber you created:
defmodule FooBarScrubber do
  use HtmlSanitizeEx, extend: MyScrubber

  allow_tag_with_any_attributes("header")
end
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          @spec parse(binary()) :: html_tree()


      


Parses a HTML string.
Examples
iex> HtmlSanitizeEx.Parser.parse("<div class=js-action>hello world</div>")
{"div", [{"class", "js-action"}], ["hello world"]}

iex> HtmlSanitizeEx.Parser.parse("<div>first</div><div>second</div>")
[{"div", [], ["first"]}, {"div", [], ["second"]}]

  



  
    
      
    
    
      to_html(tokens)



        
          
        

    

  


  


  


        

      


  

    
HtmlSanitizeEx.Scrubber behaviour
    




      
        Summary


  
    Types
  


    
      
        node_with_children()

      


    





  
    Callbacks
  


    
      
        before_scrub(html)

      


    


    
      
        scrub(node_with_children)

      


    


    
      
        scrub_attribute(tag, attribute)

      


    


    
      
        scrub_attributes(tag, attributes)

      


    





  
    Functions
  


    
      
        scrub(html, scrubber_module)

      


    





      


      
        Types


        


  
    
      
    
    
      node_with_children()



        
          
        

    

  


  

      

          @type node_with_children() ::
  {tag :: String.t(), attributes :: Keyword.t(), children :: list()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      before_scrub(html)



        
          
        

    

  


  

      

          @callback before_scrub(html :: String.t()) :: String.t()


      



  



  
    
      
    
    
      scrub(node_with_children)



        
          
        

    

  


  

      

          @callback scrub(node_with_children()) :: node_with_children()


          @callback scrub({token :: atom(), children :: list()}) :: tuple()


          @callback scrub(text :: String.t()) :: String.t()


      



  



  
    
      
    
    
      scrub_attribute(tag, attribute)



        
          
        

    

  


  

      

          @callback scrub_attribute(tag :: String.t(), attribute :: String.t()) :: tuple() | nil


      



  



  
    
      
    
    
      scrub_attributes(tag, attributes)



        
          
        

    

  


  

      

          @callback scrub_attributes(tag :: String.t(), attributes :: Keyword.t()) :: Keyword.t()
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Allows basic HTML tags to support user input for writing relatively
plain text but allowing headings, links, bold, and so on.
Does not allow any styling, HTML5 tags, video embeds etc.
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Callback implementation for HtmlSanitizeEx.Scrubber.scrub_attributes/2.
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Scrub CSS.
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Allows all HTML5 tags to support user input.
Sanitizes all malicious content.
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Callback implementation for HtmlSanitizeEx.Scrubber.scrub_attributes/2.

  


        

      


  

    
HtmlSanitizeEx.Scrubber.MarkdownHTML 
    



      
Allows basic HTML tags to support user input for writing relatively
plain text with Markdown (GitHub flavoured Markdown supported).
Technically this is a more relaxed version of the BasicHTML scrubber.
Does not allow any styling, HTML5 tags, video embeds etc.
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This module contains some meta-programming magic to define your own rules
for scrubbers.
The StripTags scrubber is a good starting point:
defmodule MyStripTags do
  require HtmlSanitizeEx.Scrubber.Meta
  alias HtmlSanitizeEx.Scrubber.Meta

  # Removes any CDATA tags before the traverser/scrubber runs.
  Meta.remove_cdata_sections_before_scrub

  Meta.strip_comments

  Meta.strip_everything_not_covered
end
You can use the allow_tag_with_uri_attributes/3 and
allow_tag_with_these_attributes/2 macros to define what is allowed:
defmodule MyStripTags do
  require HtmlSanitizeEx.Scrubber.Meta
  alias HtmlSanitizeEx.Scrubber.Meta

  # Removes any CDATA tags before the traverser/scrubber runs.
  Meta.remove_cdata_sections_before_scrub

  Meta.strip_comments

  Meta.allow_tag_with_uri_attributes   "img", ["src"], ["http", "https"]
  Meta.allow_tag_with_these_attributes "img", ["width", "height"]

  Meta.strip_everything_not_covered
end
You can stack these if convenient:
Meta.allow_tag_with_uri_attributes   "img", ["src"], ["http", "https"]
Meta.allow_tag_with_these_attributes "img", ["width", "height"]
Meta.allow_tag_with_these_attributes "img", ["title", "alt"]
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# Only allow SSL-enabled and mailto links
Meta.allow_tag_with_uri_attributes "a", ["href"], ["https", "mailto"]

# Only allow none-SSL images
Meta.allow_tag_with_uri_attributes "img", ["src"], ["http"]
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Scrubs neither tags, nor their attributes.
This meant for testing purposes and as a template for your own scrubber.
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	A single tag given its attributes and children: {tag, attributes, children}.
In this case calls scrub_attribute/2 to scrub individual attributes.
	Tokens like comments and doctypes: {_token, children}.
	A text node.
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Scrubs a single attribute for a given tag.
You can utilize scrub_attribute to write custom matchers so you can sanitize
specific attributes of specific tags:
As an example, if you only want to allow href attribute with the "http" and
"https" protocols, you could implement it like this:
def scrub_attribute("a", {"href", "http" <> target}) do
  {"href", "http" <> target}
end

def scrub_attribute("a", {"href", _}) do
  nil
end
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Strips all tags.
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