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OpenTelemetry extension for the Jido.Observe system.
Jido.Otel provides integrated observability instrumentation for Jido-based applications, bridging the Jido ecosystem with standard OpenTelemetry practices.
What It Does
	Implements Jido.Observe.Tracer as Jido.Otel.Tracer
	Converts Jido event prefixes to span names ([:jido, :agent, :run] -> jido.agent.run)
	Sanitizes and maps Jido metadata and measurements to OpenTelemetry attributes
	Records exceptions as OpenTelemetry exception events
	Applies idempotent terminal span handling (first_terminal_call_wins)
	Activates synchronous Jido.Observe.with_span/3 spans as the current OTel span
for correctly parented nested instrumentation

Installation
Add jido_otel to your dependencies in mix.exs:
def deps do
  [
    {:jido_otel, "~> 0.1.0"}
  ]
end
Then run:
mix deps.get

Installation via Igniter
(Coming soon)
mix igniter.install jido_otel

Quick Start
Configure Jido to use the OpenTelemetry tracer:
config :jido, :observability,
  tracer: Jido.Otel.Tracer
Configure your OpenTelemetry SDK (minimal local baseline):
config :opentelemetry,
  traces_exporter: :none
Configure tracer current-span behavior (recommended production default):
config :jido_otel,
  current_span_mode: :safe
Use Jido.Observe spans as usual and they will be bridged to OpenTelemetry.
Synchronous with_span/3 spans are activated only while the callback runs:
Jido.Observe.with_span([:jido, :agent, :action, :run], %{agent_id: "agent-1"}, fn ->
  # perform work
  :ok
end)
For exporting to an OTLP collector, set your preferred exporter config in your host application.
Async Safety and Race Policy
Jido.Otel.Tracer supports two runtime modes:
	:safe (default): does not mutate process-local current span context in span_start/2.
	:activate_unsafe: preserves legacy same-process activation/restore behavior.

For async start_span/finish_span flows across processes, use :safe.
Synchronous Jido.Observe.with_span/3 uses with_span_scope/3, which activates
the span only in the caller process and restores the previous current span before
returning.
Terminal callbacks (span_stop/2 and span_exception/4) are idempotent. When multiple terminal calls race, the first terminal call wins and later calls are no-op.
Guides
	Quickstart
	Configuration
	Release Checklist
	Upstream Alignment Proposal

Release Quality Checks
Run the full public-release gate locally:
mix release.check

Full documentation is available at https://hexdocs.pm/jido_otel.
Contributing
See CONTRIBUTING.md for contribution guidelines.
License
Apache License 2.0 - see LICENSE for details.


  

    Configuration

Jido.Otel uses two configuration surfaces:
	:jido for selecting the tracer implementation.
	:jido_otel for tracer runtime behavior.
	:opentelemetry for SDK/exporter behavior.

Jido Observability Config
config :jido, :observability,
  tracer: Jido.Otel.Tracer
Jido.Observe will call:
	Jido.Otel.Tracer.span_start/2
	Jido.Otel.Tracer.span_stop/2
	Jido.Otel.Tracer.span_exception/4
	Jido.Otel.Tracer.with_span_scope/3 for synchronous with_span/3 calls

OpenTelemetry SDK Config
Development baseline:
config :opentelemetry,
  traces_exporter: :none
Example OTLP export (requires corresponding exporter dependency/config in host app):
config :opentelemetry,
  span_processor: :batch,
  traces_exporter: :otlp
Jido.Otel Runtime Config
Use :jido_otel to configure current-span activation behavior:
config :jido_otel,
  current_span_mode: :safe
Valid values:
	:safe (default): does not set current process span in span_start/2. Recommended for production and async workloads.
	:activate_unsafe: preserves same-process activation/restore behavior. Use only when you explicitly need legacy current-span activation semantics.

If :activate_unsafe is enabled and span_stop/2 or span_exception/4 runs in another process, restore is skipped and a warning is logged.
Synchronous Jido.Observe.with_span/3 does not depend on :activate_unsafe.
Jido.Otel.Tracer.with_span_scope/3 activates the OTel span only while the
callback runs in the caller process, which lets nested OTel instrumentation use
the Jido span as its parent without leaking current-span context into async
finish paths.
Attribute Mapping Rules
Jido.Otel.Tracer sanitizes metadata and measurements into OpenTelemetry attributes:
	Atom keys become string keys (for example :agent_id -> "agent_id").
	Atom values become strings.
	Sensitive keys such as :api_key, :authorization, :password, :secret,
and :token are redacted.
	Raw :stacktrace metadata is omitted from span attributes.
	Long strings are truncated.
	Homogeneous primitive lists remain bounded OTel-compatible lists.
	Complex values are sanitized, bounded, made inspect-safe, and serialized via
inspect/2.

Exception spans additionally include:
	Span status :error
	Exception event named :exception
	Attributes error.kind and error.reason

jido_otel is an adapter over Jido's canonical observe/telemetry surfaces. It
does not define Jido runtime semantics privately; future metrics or event bridges
should consume package telemetry rather than create a second instrumentation
path.
Jido.Otel.Tracer terminal callbacks are idempotent (first_terminal_call_wins): if span_stop/2 and span_exception/4 race for the same span context, only the first terminal call applies status/events and ends the span.


  

    Quickstart

This guide shows the minimum setup to run Jido.Otel.Tracer with a Jido app.
1. Add Dependency
def deps do
  [
    {:jido_otel, "~> 0.1.0"}
  ]
end
2. Configure Jido Tracer
config :jido, :observability,
  tracer: Jido.Otel.Tracer
3. Configure OpenTelemetry SDK
Start with a safe baseline during development:
config :opentelemetry,
  traces_exporter: :none
To export traces in production, configure an exporter in your host app.
4. Configure Tracer Runtime Mode
Use OTP-safe behavior by default:
config :jido_otel,
  current_span_mode: :safe
If you need legacy same-process span activation semantics, set current_span_mode: :activate_unsafe.
For async start_span/finish_span flows across processes, keep :safe.
5. Emit a Span
Jido.Observe.with_span([:jido, :agent, :action, :run], %{agent_id: "agent-1"}, fn ->
  :ok
end)
The span name becomes jido.agent.action.run and sanitized metadata is attached
as OpenTelemetry attributes. While the callback runs, the Jido span is the
current OpenTelemetry span, so nested OTel-aware libraries create child spans
under it.
Async lifecycle spans remain context-neutral:
span_ctx = Jido.Observe.start_span([:jido, :agent, :async], %{agent_id: "agent-1"})
Jido.Observe.finish_span(span_ctx)
Terminal span callbacks are idempotent (first_terminal_call_wins).


  

    Release Checklist

Use this checklist before publishing a new Hex release.
Quality Gates
Run all release checks:
mix release.check

This runs:
	mix quality
	mix test
	mix docs
	mix hex.build

Manual Verification
	Confirm README.md examples compile and use current module names.
	Confirm CHANGELOG.md has release notes for user-facing changes.
	Confirm mix hex.build package contents only include intended files.
	Confirm CI is green on main.

Release Steps
	Update version and changelog.
	Create release tag.
	Push tag to GitHub.
	Publish to Hex (or trigger release workflow if automated).



  

    Upstream Alignment (jido)

This document captures the upstream coordination work for Jido.Observe and
tracer adapters.
Problem Statement
Jido.Observe supports both:
	Synchronous scoped spans (with_span/3)
	Async lifecycle spans (start_span/2 + finish_span/2 / finish_span_error/4)

OpenTelemetry current span context is process-local. Tracer adapters that mutate current process span context in span_start/2 can leak context when spans are finished in another process.
Upstream Changes
Implemented in jido:
	Jido.Observe.Tracer exposes optional with_span_scope/3.
	Jido.Observe.with_span/3 uses with_span_scope/3 when the configured
tracer implements it.
	Async callbacks remain explicit and context-neutral by default.
	Jido.Observe documents process-local context constraints for sync versus
async spans.

Callback API
Tracer behavior extension:
@callback with_span_scope(
            event_prefix(),
            metadata(),
            (-> result)
          ) :: result when result: term()
Notes:
	with_span_scope/3 is optional and used by Jido.Observe.with_span/3 when implemented.
	Async start_span/2 and finish callbacks remain unchanged and must not assume same-process completion.

Adapter Guidance
Jido.Otel.Tracer implements with_span_scope/3 by activating the OTel span
only for the duration of the synchronous callback and restoring the previous
current span before returning. This keeps nested same-process OTel
instrumentation correctly parented while preserving safe async lifecycle behavior
for start_span/2 and terminal callbacks.
Adapter implementations should:
	Call the provided function in the caller process.
	Call the provided function exactly once.
	Preserve the function return value.
	Preserve exception, throw, and exit semantics.
	Keep async span_start/2 context-neutral unless a caller explicitly opts into
unsafe same-process activation behavior.

Status
Upstream issue: agentjido/jido#176


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
Unreleased
Added
	Jido.Otel.Tracer implementation for Jido.Observe.Tracer
	OpenTelemetry runtime dependencies and baseline SDK configuration
	Tracer lifecycle contract coverage for start/stop/exception flows
	Public guides for quickstart, configuration, and release checklist
	:jido_otel runtime config with current_span_mode (:safe default, :activate_unsafe opt-in)
	OTP race-condition regression coverage for async finish and concurrent terminal callbacks
	Upstream alignment proposal guide for Jido.Observe tracer callback evolution

Changed
	Public namespace standardized to Jido.Otel across code, docs, and tests
	Hex package metadata tightened for public release quality
	ExDoc configuration now publishes guides and changelog as extras
	Jido.Otel.Tracer now uses an internal typed context struct and idempotent terminal semantics (first_terminal_call_wins)
	Default tracer lifecycle is OTP-safe for async completion; :activate_unsafe mode preserves legacy activation behavior with cross-process warning logs
	CI/release workflows now pin reusable workflow refs to immutable SHAs and remove release-time test skipping input
	mix quality now includes compile warnings as errors and checks for unused lockfile dependencies

0.1.0 - 2026-02-14
Initial release.


  

    Contributing to Jido.Otel

Thank you for your interest in contributing to Jido.Otel!
Development Setup
git clone https://github.com/agentjido/jido_otel.git
cd jido_otel
mix setup

Running Tests
# Run tests with coverage
mix test

# Run all quality checks
mix quality

# Run release-grade checks
mix release.check

# Check documentation coverage
mix doctor --raise

Code Style
	Follow standard Elixir conventions
	Code is formatted with mix format
	Run mix credo --strict before submitting PRs
	Use mix dialyzer for type checking

Commit Messages
We follow Conventional Commits:
type(scope): description

Examples:
  feat(otel): add trace context propagation
  fix(observer): resolve memory leak in span storage
  docs: update README with examples
Valid types:
	feat - New feature
	fix - Bug fix
	docs - Documentation changes
	style - Formatting (no code change)
	refactor - Code refactoring (no fix/feature)
	perf - Performance improvement
	test - Test additions/fixes
	chore - Maintenance/tooling
	ci - CI/CD changes

Pull Request Process
	Create a feature branch: git checkout -b feat/my-feature
	Make your changes
	Run mix quality to verify code quality
	Run mix test to ensure tests pass
	Commit with conventional commit message
	Push and create a PR

Documentation
	All public functions must have @doc and @spec
	Add examples to module documentation
	Update CHANGELOG.md for user-facing changes
	Keep guides in guides/ updated for operational workflows

License
By contributing, you agree your code is licensed under Apache 2.0.


  

    LICENSE


Copyright 2026 Mike Hostetler <mike.hostetler@gmail.com>

Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright 2026 Mike Hostetler <mike.hostetler@gmail.com>

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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OpenTelemetry extension for the Jido.Observe system.
Jido.Otel provides integrated observability instrumentation for Jido-based
applications, bridging the Jido ecosystem with standard OpenTelemetry practices.
Overview
This library is in active development. See the project README for more information.
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        version()

      


        Returns the current package version.
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          @spec version() :: String.t()


      


Returns the current package version.
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OpenTelemetry tracer adapter for Jido.Observe.
This module implements Jido.Observe.Tracer and maps Jido span lifecycle
callbacks to OpenTelemetry spans.
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    Types
  


    
      
        current_span_mode()

      


        Controls whether span_start/2 mutates process-local current span context.



    


    
      
        tracer_ctx()

      


        Context carried from span_start/2 to stop/exception callbacks.



    





  
    Functions
  


    
      
        span_exception(tracer_ctx, kind, reason, stacktrace)

      


        Finalizes a failed span, records an exception event, and marks the span as error.



    


    
      
        span_start(event_prefix, metadata)

      


        Starts an OpenTelemetry span from a Jido event prefix and metadata map.



    


    
      
        span_stop(tracer_ctx, measurements)

      


        Finalizes a successful span and attaches measurements as span attributes.



    


    
      
        with_span_scope(event_prefix, metadata, fun)

      


        Runs synchronous work inside an active OpenTelemetry span.
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          @type current_span_mode() :: :safe | :activate_unsafe


      


Controls whether span_start/2 mutates process-local current span context.
:safe is OTP-safe across async boundaries and does not activate the started span
as the current process span.
:activate_unsafe preserves same-process activation/restore behavior.
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          @type tracer_ctx() :: Jido.Otel.Tracer.Context.t()


      


Context carried from span_start/2 to stop/exception callbacks.
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      span_exception(tracer_ctx, kind, reason, stacktrace)



        
          
        

    

  


  

      

          @spec span_exception(Jido.Observe.Tracer.tracer_ctx(), atom(), term(), list()) :: :ok


      


Finalizes a failed span, records an exception event, and marks the span as error.
Terminal callbacks are idempotent: first terminal call wins.

  



  
    
      
    
    
      span_start(event_prefix, metadata)



        
          
        

    

  


  

      

          @spec span_start(Jido.Observe.Tracer.event_prefix(), Jido.Observe.Tracer.metadata()) ::
  tracer_ctx()


      


Starts an OpenTelemetry span from a Jido event prefix and metadata map.
The event prefix is converted to a dot-joined span name and metadata is
normalized into OpenTelemetry-compatible span attributes.
See current_span_mode/0 for current-span activation behavior.

  



  
    
      
    
    
      span_stop(tracer_ctx, measurements)



        
          
        

    

  


  

      

          @spec span_stop(Jido.Observe.Tracer.tracer_ctx(), Jido.Observe.Tracer.measurements()) ::
  :ok


      


Finalizes a successful span and attaches measurements as span attributes.
Terminal callbacks are idempotent: first terminal call wins.

  



  
    
      
    
    
      with_span_scope(event_prefix, metadata, fun)



        
          
        

    

  


  

      

          @spec with_span_scope(
  Jido.Observe.Tracer.event_prefix(),
  Jido.Observe.Tracer.metadata(),
  (-> result)
) :: result
when result: term()


      


Runs synchronous work inside an active OpenTelemetry span.
This callback is used by Jido.Observe.with_span/3 when available. Unlike
async span_start/2, scoped spans intentionally activate the OTel span only
for the duration of the provided function and restore the previous current
span before returning.
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Internal tracer context carried between span lifecycle callbacks.
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          @type t() :: %Jido.Otel.Tracer.Context{
  mode: Jido.Otel.Tracer.current_span_mode(),
  previous_span_ctx: OpenTelemetry.span_ctx() | :undefined,
  span_ctx: OpenTelemetry.span_ctx(),
  started_by: pid(),
  terminal_guard: :atomics.atomics_ref()
}
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