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JWKSURIUpdater
    

JWKS URI key updater
Installation
def deps do
  [
    {:jwks_uri_updater, "~> 1.1"},
    {:hackney, "~> 1.0"}
  ]
end
The hackney dependency is used as the default adapter for Tesla. Another one can be used
instead (see
https://github.com/teamon/tesla#adapters) and then
has to be configured in your config.exs:
config :tesla, adapter: Tesla.Adapter.AnotherOne
Support
Elixir 1.10+
Usage
iex> JWKSURIUpdater.get_keys("https://nexus.passport.com/public/partner/discovery/key")
{:ok,
 [
   %{
     "e" => "AQAB",
     "kid" => "1LTMzakihiRla_8z2BEJVXeWMqo",
     "kty" => "RSA",
     "n" => "3sKcJSD4cHwTY5jYm5lNEzqk3wON1CaARO5EoWIQt5u-X-ZnW61CiRZpWpfhKwRYU153td5R8p-AJDWT-NcEJ0MHU3KiuIEPmbgJpS7qkyURuHRucDM2lO4L4XfIlvizQrlyJnJcd09uLErZEO9PcvKiDHoois2B4fGj7CsAe5UZgExJvACDlsQSku2JUyDmZUZP2_u_gCuqNJM5o0hW7FKRI3MFoYCsqSEmHnnumuJ2jF0RHDRWQpodhlAR6uKLoiWHqHO3aG7scxYMj5cMzkpe1Kq_Dm5yyHkMCSJ_JaRhwymFfV_SWkqd3n-WVZT0ADLEq0RNi9tqZ43noUnO_w",
     "use" => "sig",
     "x5c" => [""],
     "x5t" => "1LTMzakihiRla_8z2BEJVXeWMqo"
   },
   %{
     "e" => "AQAB",
     "kid" => "xP_zn6I1YkXcUUmlBoPuXTGsaxk",
     "kty" => "RSA",
     "n" => "2pWatafeb3mB0A73-Z-URwrubwDldWvivRu19GNC61MBOb3fZ4I4lyhUhNuS7aJRPJIFB6zl-HFx1nHpGg74BHe0z9skODHYZEACd2iKBIet55DdduIe1CXsZ9keyEmNaGv3XS4OW_7IDM0j5wR9OHugUifkH3PQIcFvTYanHmXojTmgjIOWoz7y0okpyN9-FbZRzdfx-ej-njaj5gR8r69muwO5wlTbIG20V40R6zYh-QODMUpayy7jDGFGw5vjFH9Ca0tLZcNQq__JKE_mp-0fODOAQobOrBUoASFkyCd95BVW7KJrndvW7ofRWaCTuZZOy5SnU4asbjMrgxFZFw",
     "use" => "sig",
     "x5c" => [""],
     "x5t" => "xP_zn6I1YkXcUUmlBoPuXTGsaxk"
   }
 ]}
iex> JWKSURIUpdater.get_keys("https://www.example.com/bad_uri")
{:error, :invalid_http_response_code}
iex> JWKSURIUpdater.get_keys("https://www.googleapis.com/oauth2/v3/certs")
{:ok,
 [
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "84f294c45160088d079fee68138f52133d3e228c",
     "kty" => "RSA",
     "n" => "iyzj9wpDDZLCbgbr2zKv3bs8zqjflcVEd7PYMjKGYpoaY2LdqfjFxrwTqd9Ea4m3NIR2giOx9JLQhtqqSSpBJpBBpHmaEd2FCPwd4GQTKJurEP6Ho9HWAuRTMhs8W04pd__HQ0Bc22AEamieGLtzcYfIaAc9g5RCxZdRVbGK0Z0vSOAwN1PC_S76nWGphouHukU40EiwjqC-D9G2xYFbKNb0_NJMxJ5UCenN85FjEii5-oW0wCBmt_1Sr76Q_e0INxfGu6dRf0vGXPvqxkINz2knjl9ec2SvOK2hnmRN4O9zToKH70_DBrsZE0ePDScTOWPHJU2wOyE6gzkL6FdaFQ",
     "use" => "sig"
   },
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "df3758908b792293ad977a0b991d98a77f4eeecd",
     "kty" => "RSA",
     "n" => "or_VvOWtrHVCX7Dw_9gMsLu0TXtWC1l00mYNoTN2H52cw3hq5kpjJHrLcCjsbvIpdopEix3xGzSD3XryoHbHUi5sqk2teEhg_GkNWcMUmtjd--PKfowvidfrqdi_g9YFsH9kgXzdwcfA10ft0lWc6JFXy3CGhgqgs4z_qf54fTWZniMjn4qE0PGpzIwubVhs13b31qlHKoRuJ8Se82nMBGsGZGFTU5GY2gbkhPgFY-kIktB-XV2vyi7fWhO9wFL4r30DiVbwa3zGWNav_mztGUHlaiMaBjz35-RxXdGzvYsVYJIUavBUCqqHhcpw_XS0_Et0PlUo6vQCl0Y_EXmf6Q",
     "use" => "sig"
   }
 ]}
iex> JWKSURIUpdater.get_keys("https://login.microsoftonline.com/common/discovery/keys", tesla_middlewares: [Tesla.Middleware.Logger])

20:46:22.711 [info]  GET https://login.microsoftonline.com/common/discovery/keys -> 200 (296.234 ms)
{:ok,
 [
   %{
     "e" => "AQAB",
     "kid" => "HlC0R12skxNZ1WQwmjOF_6t_tDE",
     "kty" => "RSA",
     "n" => "vq_3TOSbrUzpGPHFEwjmeoE_Zu3-wU4vaeEvjQzUHXwIefy8bDuMav6OzUiEXhjLX5JRkGhds3lNGR3CSZgartIKWv5Vrc7F2YcBcgzrpO06kVcewRMjdhrPYfUfO6QklAOSCcPq4RUhEvkGEwbAw3awclve1KuhpX6fOIInP8Gp8hrFDd_neBR3AY03JrZpezBdQoE24UHgAlHGb2UZ2KKjl3rLDMPh9HecjTiga3SbdcrhTAOYHYb4LwCSrThrHSyZFBxzTwQMS0NEyKV7_-ADrFunf9cuVcGpQZkvdwODl4tY-l2sd3WpoD_gMDpoFJVojjzF07ovrfntM4o8Bw",
     "use" => "sig",
     "x5c" => [""],
     "x5t" => "HlC0R12skxNZ1WQwmjOF_6t_tDE"
   },
   %{
     "e" => "AQAB",
     "kid" => "YMELHT0gvb0mxoSDoYfomjqfjYU",
     "kty" => "RSA",
     "n" => "ni9SAyu9EsltQlV7Jo3wMUvcpYb4mmfHzV4IsDZ6NQvJjtQJuhsfqiG86VntMd76R44kCmkfMGvtQRA2_UmnVBSSLxQKvcGUqNodH7YaMYOTmHlbOSoVpi3Ox2wj6cWvhaTTm_4xzJ3F0yF0Y_aRBMxSCIwLv3nTMRNe74k4zdBnhL7k5ObOY_vUGt_5-sPo6BXoV7oov4Ps6jeyUdRKtqVZSp5_kzz16kPh1Ng_2tn4vpQimNbHRralq8rNM_gOLPAar6v7mL_qsqpgx-48e5ENFxikbB-NzAmLll1QSkzciu2rCjFGH4j_-bCHr7FxUNDL_E0vMFVDFw8SUlYMgQ",
     "use" => "sig",
     "x5c" => [""],
     "x5t" => "YMELHT0gvb0mxoSDoYfomjqfjYU"
   },
   %{
     "e" => "AQAB",
     "kid" => "M6pX7RHoraLsprfJeRCjSxuURhc",
     "kty" => "RSA",
     "n" => "xHScZMPo8FifoDcrgncWQ7mGJtiKhrsho0-uFPXg-OdnRKYudTD7-Bq1MDjcqWRf3IfDVjFJixQS61M7wm9wALDj--lLuJJ9jDUAWTA3xWvQLbiBM-gqU0sj4mc2lWm6nPfqlyYeWtQcSC0sYkLlayNgX4noKDaXivhVOp7bwGXq77MRzeL4-9qrRYKjuzHfZL7kNBCsqO185P0NI2Jtmw-EsqYsrCaHsfNRGRrTvUHUq3hWa859kK_5uNd7TeY2ZEwKVD8ezCmSfR59ZzyxTtuPpkCSHS9OtUvS3mqTYit73qcvprjl3R8hpjXLb8oftfpWr3hFRdpxrwuoQEO4QQ",
     "use" => "sig",
     "x5c" => [""],
     "x5t" => "M6pX7RHoraLsprfJeRCjSxuURhc"
   }
 ]}
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All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog and this project adheres to Semantic Versioning.
[1.1.2] - 2023-07-05
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	[JWKSURIUpdater] Relax dep requirements
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JWKSURIUpdater dynamically loads jwks URIs keys (lazy-loading) and keeps it in memory for
further access.
Options
The get_keys/2 function can be called with the following options:
	:refresh_interval: the number of seconds to keep keys unchanged in cache before it is
fetched again. Defaults to 3600 seconds
	:min_refresh_interval: the delay before JWKSURIUpdater will try to fetch keys of a
jwks_uri again. It is intended to prevent fetching storms when the keys are unavailable.
Defaults to 10 seconds
	:on_refresh_failure: determines the behaviour of JWKSURIUpdater when the keys become
unavailable: :keep_keys will keep the keys in the cache, :discard will delete them.
Defaults to :discard
	:tesla_middlewares: Tesla middlewares to add to the outgoing request

Application environment configuration options
	:tesla_middlewares: Tesla middlewares to add to the outgoing request (in addition to
those passed as a parameter to get_keys/1)

Deviation from the specifications
From RFC7517:
	due to the behaviour of the Poison.decode/1 function, the first (and not the last) "keys"
will be returned:

The member names within a JWK Set MUST be unique; JWK Set parsers
MUST either reject JWK Sets with duplicate member names or use a JSON
parser that returns only the lexically last duplicate member name, as
specified in Section 15.12 ("The JSON Object") of ECMAScript 5.1
[ECMAScript].
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        get_keys(jwks_uri, opts \\ [])

      


        Returns {:ok, [map()]} containing the keys, or {:error, error} if they could not be
retrieved or if validation failed.
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      Link to this function
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Returns {:ok, [map()]} containing the keys, or {:error, error} if they could not be
retrieved or if validation failed.
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  Examples


iex> JWKSURIUpdater.get_keys("https://www.googleapis.com/oauth2/v3/certs")
{:ok,
 [
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "84f294c45160088d079fee68138f52133d3e228c",
     "kty" => "RSA",
     "n" => "iyzj9wpDDZLCbgbr2zKv3bs8zqjflcVEd7PYMjKGYpoaY2LdqfjFxrwTqd9Ea4m3NIR2giOx9JLQhtqqSSpBJpBBpHmaEd2FCPwd4GQTKJurEP6Ho9HWAuRTMhs8W04pd__HQ0Bc22AEamieGLtzcYfIaAc9g5RCxZdRVbGK0Z0vSOAwN1PC_S76nWGphouHukU40EiwjqC-D9G2xYFbKNb0_NJMxJ5UCenN85FjEii5-oW0wCBmt_1Sr76Q_e0INxfGu6dRf0vGXPvqxkINz2knjl9ec2SvOK2hnmRN4O9zToKH70_DBrsZE0ePDScTOWPHJU2wOyE6gzkL6FdaFQ",
     "use" => "sig"
   },
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "df3758908b792293ad977a0b991d98a77f4eeecd",
     "kty" => "RSA",
     "n" => "or_VvOWtrHVCX7Dw_9gMsLu0TXtWC1l00mYNoTN2H52cw3hq5kpjJHrLcCjsbvIpdopEix3xGzSD3XryoHbHUi5sqk2teEhg_GkNWcMUmtjd--PKfowvidfrqdi_g9YFsH9kgXzdwcfA10ft0lWc6JFXy3CGhgqgs4z_qf54fTWZniMjn4qE0PGpzIwubVhs13b31qlHKoRuJ8Se82nMBGsGZGFTU5GY2gbkhPgFY-kIktB-XV2vyi7fWhO9wFL4r30DiVbwa3zGWNav_mztGUHlaiMaBjz35-RxXdGzvYsVYJIUavBUCqqHhcpw_XS0_Et0PlUo6vQCl0Y_EXmf6Q",
     "use" => "sig"
   }
 ]}
iex> JWKSURIUpdater.get_keys("https://auth.login.yahoo.co.jp/yconnect/v2/jwks")
{:ok,
 [
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "0cc175b9c0f1b6a831c399e269772661",
     "kty" => "RSA",
     "n" => "0bXcnrheJ2snfq1wv6Qz8-TEPDGKHCM0SsrQjxEFpXSEycL2_A-oW1ZGUzCuhz4HH4wkvc4CDJl25johSIUTVyo4mrFrJ0ab0QAhrWE7gMyWFIfraj9cksPAGyVAiXLCN9Ly2xuoJxFjCAZXw1VO8i7RTYK8ZP6dhcosiyzdhYt7C_65B5ikmCS4AymXIa83QQanCtjoGiwy4Cf2pLnn9zXMZEnqQ-wwSoGn32YExmap7GAtjOwHNWU5zpW3dwNMq-zkcln3ICEBwxDpWJhEZHZPBpPWgN-dQZDR2FiGHJgUFE3EM-CIcwxekrRBP-R3xEUeMFf5z1HeQNK8sjZeRw",
     "use" => "sig"
   },
   %{
     "alg" => "RS256",
     "e" => "AQAB",
     "kid" => "b0c88084cd7ced792748340968b7d689",
     "kty" => "RSA",
     "n" => "xf9qYN87qbnuzKZFLM756UZXhBZuaB7g8l-jBeQsf2Suf6QUC1A_v30Y4yC0Jht_D5M3RzGzRxvPfBRnKm3NxUDV5Ihmunt3-ZW6ia3bNdd7RRgCj3HdtQRiVroa9nDj_8abXZA1n2v2RpfiJKSoHR8fim2TmfM7EMqXaoe65l1P3drEUkRMAOCMnsCXxCEfpcw_z0tXVTuOI_w3aCI8D3mfPe2fTmCUOiYLV4jhnF5-pMZEBcF4_RsYTdKg_50F4hhgQ0qpkFJ2UI_UMV6tHKw0lSJefcwj5j_pfeW4kfutUjb0xPQ2VrJ5IPM-efF5wtlkIhhQE58U5XuhWnc6Iw",
     "use" => "sig"
   }
 ]}
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