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KratosPlug
    

Provides authentication to Plug applications by integrating with Ory Kratos.
KratosPlug is a composable library for extracting session identifiers from the request, and exchanging them for a kratos session. KratosPlug also provides functions like KratosPlug.session_valid?/1 for working with sessions. This is not an official Ory Corp project.
What is Kratos?
Ory Kratos is the developer-friendly, security-hardened and battle-tested Identity, User Management and Authentication system for the Cloud. Finally, it is no longer necessary to implement User Login for the umpteenth time!

Plugs
	KratosPlug.Plugs.KratosSession forwards request data from the conn to the kratos API. The session returned by kratos is added to the conn. This plug will not halt for any reason.
	KratosPlug.Plugs.EnsureAuthenticated checks the conn for a kratos session and halts when missing or invalid.
	KratosPlug.Plugs.KratosNativePipeline executes both KratosSession and EnsureAuthenticated and passes along configuration options unchanged.

Setup
Add the dependency
# mix.exs

defp deps do
  [{:kratos_plug, "~>0.1"}]
end
Add pipeline to router
# router.ex

defmodule MyRouter do
  use Plug.Router

  alias KratosPlug.Plugs.KratosNativePipeline, [{:kratos_base_url, "http://localhost:4433"}]
  plug :match
  plug :dispatch

  get "/hello" do
    send_resp(conn, 200, "world")
  end

  forward "/users", to: UsersRouter

  match _ do
    send_resp(conn, 404, "oops")
  end
end
Configuring plugs
KratosPlug.Config describes the available plug configuration options. Runtime configuration is supported by providing an anonymous function as the configuration value.
Library State
It is not ready for production use. The library has had only preliminary testing, but so far it has been successful.
Ory proxy and JWT support
Ory proxy and JSON Web Tokens (JWT) are unsupported.
Documentation
Documentation can be generated with ExDoc
and published on HexDocs. Once published, the docs can
be found at https://hexdocs.pm/kratos_plug.
Versioning
This project uses semantic versioning 2.0.0.
	MAJOR version when you make incompatible API changes
	MINOR version when you add functionality in a backward compatible manner
	PATCH version when you make backward compatible bug fixes


Releases
See CHANGELOG.md
Copyright and License
Copyright (c) 2023 ScoreVision, LLC
Released under the MIT License. See LICENSE.md



  

    
Changelog
    

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog, and this project adheres to Semantic Versioning.
[Unreleased]
Added
	




  

    
Glossary
    

	Term	Definition
	authentication	Authentication involves a user providing information about who they are.
	authorization	Authorization follows authentication. During authorization, a user can be granted privileges to access specific resources.
	accounting	Accounting keeps track of user activity.
	ory	Company that creates and open sources security services. They also provide hosted solutions.
	kratos	User Management and Authentication system. Open source and apache licensed.
	authenticator assurance level (AAL)	NIST developed standard. AALs characterize the authentication strength of a digital identity.




  

    
LICENSE
    

MIT License
Copyright 2023 ScoreVision, LLC
Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files (the “Software”), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.



  

    
KratosPlug 
    



      
Functions for working with kratos sessions. This functionality expects that a kratos session has been previously fetched and stored in Plug.Conn.assigns.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        aal0?(conn)

      


        Returns true when the sessions authenticator assurance level is 0.



    


    
      
        aal1?(conn)

      


        Returns true when the sessions authenticator assurance level is 1.



    


    
      
        aal2?(conn)

      


        Returns true when the sessions authenticator assurance level is 2.



    


    
      
        aal3?(conn)

      


        Returns true when the sessions authenticator assurance level is 3.



    


    
      
        aal?(conn, i)

      


        Tests the sessions authenticator assurance level.



    


    
      
        assign_session(conn, session)

      


        Returns a conn Plug.Conn with a kratos session attached.



    


    
      
        session_active?(conn)

      


        Returns true when the conn has an active Kratos session.



    


    
      
        session_valid?(conn)

      


        Returns true when the conn has a valid Kratos session.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    aal0?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec aal0?(Plug.Conn.t()) :: boolean()


      


Returns true when the sessions authenticator assurance level is 0.

  



  
    
      
      Link to this function
    
    aal1?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec aal1?(Plug.Conn.t()) :: boolean()


      


Returns true when the sessions authenticator assurance level is 1.

  



  
    
      
      Link to this function
    
    aal2?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec aal2?(Plug.Conn.t()) :: boolean()


      


Returns true when the sessions authenticator assurance level is 2.

  



  
    
      
      Link to this function
    
    aal3?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec aal3?(Plug.Conn.t()) :: boolean()


      


Returns true when the sessions authenticator assurance level is 3.

  



  
    
      
      Link to this function
    
    aal?(conn, i)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec aal?(Plug.Conn.t(), integer()) :: boolean()


      


Tests the sessions authenticator assurance level.

  



  
    
      
      Link to this function
    
    assign_session(conn, session)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec assign_session(Plug.Conn.t(), any()) :: Plug.Conn.t()


      


Returns a conn Plug.Conn with a kratos session attached.

  



  
    
      
      Link to this function
    
    session_active?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec session_active?(Plug.Conn.t()) :: boolean()


      


Returns true when the conn has an active Kratos session.

  



  
    
      
      Link to this function
    
    session_valid?(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec session_valid?(Plug.Conn.t()) :: boolean()


      


Returns true when the conn has a valid Kratos session.
At some point we may wish to add additional checks to this function.
Those future changes will set it apart from KratosPlug.Plug.Api.session_active?/1.

  


        

      



  

    
KratosPlug.Defaults 
    



      
A collection of functions that return default values.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        assign_key()

      


        Key used to store a session in Plug.Conn.assigns.



    


    
      
        cookie_key()

      


        Key used to store a session in an HTTP cookie. Kratos may
be configured to use any cookie name.



    


    
      
        header_key()

      


        Key used to store a session in an HTTP header.



    


    
      
        header_keys()

      


        Headers a client may use to send a session identifier.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    assign_key()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec assign_key() :: atom()


      


Key used to store a session in Plug.Conn.assigns.

  



  
    
      
      Link to this function
    
    cookie_key()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec cookie_key() :: String.t()


      


Key used to store a session in an HTTP cookie. Kratos may
be configured to use any cookie name.

  



  
    
      
      Link to this function
    
    header_key()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec header_key() :: String.t()


      


Key used to store a session in an HTTP header.

  



  
    
      
      Link to this function
    
    header_keys()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec header_keys() :: [binary()]


      


Headers a client may use to send a session identifier.

  


        

      



  

    
KratosPlug.Plugs.EnsureAuthenticated 
    



      
A module plug that ensures a valid Kratos session is present on the conn.
If one is not present, the pipeline will halt and an error code added.

      





  

    
KratosPlug.Plugs.KratosNativePipeline 
    



      
This pipeline is used to authenticate incoming requests using the kratos native flow.
Options given to this pipeline will be passed unaltered to each of
the plugs within it. Adding this pipeline to your router
is the the prefered way to use KratosPlug.
Plugs in this pipeline
	KratosPlug.Plugs.KratosSession
	KratosPlug.Plugs.EnsureAuthenticated

This pipeline will halt if it cannot verify the incoming Kratos identity.
Configuration
See KratosPlug.Config for configuration options.

      





  

    
KratosPlug.Plugs.KratosSession 
    



      
Plug extracts all session identifiers from the conn request and attempts to fetch a session from kratos. When a session is found, it is assigned to the conn.
No authorization is checked, and a lack of session will not halt this plug.

      





  

    
KratosPlug.Config 
    



      
Module for configuration. KratosPlug.Config type is compatible with Plug.opts().
Keys
	:kratos_adapter A module that implements the KratosPlug.KratosClient behaviour.
	:kratos_base_url A base URL for kratos. A base URL includes protocol, host, and port only.
	:tesla_adapter A module that implements the Tesla.Adapter behaviour.


      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        key()

      


    


    
      
        opt()

      


    


    
      
        options()

      


    


    
      
        runtime_opt()

      


    


    
      
        value()

      


    





  
    Functions
  


    
      
        default_opts()

      


        Returns a Keyword list of default options.



    


    
      
        eval_opts(opts)

      


        This function allows for the graceful evaulation of runtime options.



    


    
      
        merge_defaults(opts)

      


        This function allows for the safe merger of default and implementor options.



    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    key()


      
       
       View Source
     


  


  

      

          @type key() :: :kratos_adapter | :kratos_base_url | :tesla_adapter | atom()


      



  



  
    
      
      Link to this type
    
    opt()


      
       
       View Source
     


  


  

      

          @type opt() :: {key(), value()}


      



  



  
    
      
      Link to this type
    
    options()


      
       
       View Source
     


  


  

      

          @type options() :: [runtime_opt() | opt()]


      



  



  
    
      
      Link to this type
    
    runtime_opt()


      
       
       View Source
     


  


  

      

          @type runtime_opt() :: {any(), (... -> any())}


      



  



  
    
      
      Link to this type
    
    value()


      
       
       View Source
     


  


  

      

          @type value() :: any()


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    default_opts()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec default_opts() :: Options.t()


      


Returns a Keyword list of default options.

  
  example

  
  Example


  iex> default_opts()
  [
    {:kratos_adapter, KratosPlug.KratosClient.TeslaAdapter},
    {:proxy_adapter, nil},
    {:kratos_base_url, nil},
    {:proxy_base_url, nil},
    {:tesla_adapter, Tesla.Adapter.Hackney}
  ]

  



  
    
      
      Link to this function
    
    eval_opts(opts)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec eval_opts(Options.t()) :: Options.t()


      


This function allows for the graceful evaulation of runtime options.

  
  example-with-keyword-list

  
  Example with Keyword list


  iex> eval_opts([{:foo, fn -> :bar end}, {:bar, :baz}])
  [{:foo, :bar}, {:bar, :baz}]

  
  example-with-unsupported-type

  
  Example with unsupported type


  iex> eval_opts(%{foo: fn -> :bar end, bar: :baz})
  %{foo: fn -> :bar end, bar: :baz}

  



  
    
      
      Link to this function
    
    merge_defaults(opts)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec merge_defaults(Keyword.t()) :: Keyword.t()


      


This function allows for the safe merger of default and implementor options.

  
  example

  
  Example


  iex> merge_defaults([{:kratos_base_url, "http://kratos:80"}, {:non_standard, 0}])
  [
    {:kratos_adapter, KratosPlug.KratosClient.TeslaAdapter},
    {:proxy_adapter, KratosPlug.ProxyClient.TeslaAdapter},
    {:kratos_base_url, "http://kratos:80"},
    {:proxy_base_url, nil},
    {:non_standard, 0}
  ]

  


        

      



  

    
KratosPlug.Identifiers 
    



      
Types and functions for session identifiers.
Identifiers are the client secret that may be given to kratos in return for a session.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        headers()

      


    


    
      
        jwt()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        get_identifiers(conn)

      


        Returns a KratosPlug.Identifiers struct populated with conn Plug.Conn.



    


    
      
        get_session_headers(conn)

      


        Returns headers from conn that kratos checks
for session identifiers.



    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    headers()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @type headers() :: Plug.Conn.headers()


      



  



  
    
      
      Link to this type
    
    jwt()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @type jwt() :: String.t() | map()


      



  



  
    
      
      Link to this type
    
    t()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @type t() :: %KratosPlug.Identifiers{headers: headers() | nil, jwt: jwt() | nil}


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    get_identifiers(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec get_identifiers(Plug.Conn.t()) :: Plug.Identifiers.t()


      


Returns a KratosPlug.Identifiers struct populated with conn Plug.Conn.

  



  
    
      
      Link to this function
    
    get_session_headers(conn)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec get_session_headers(Plug.Conn.t()) :: Plug.Conn.headers()


      


Returns headers from conn that kratos checks
for session identifiers.

  


        

      



  

    
KratosPlug.KratosClient behaviour
    



      
Behaviour to implement a Kratos session request.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Callbacks
  


    
      
        who_am_i(t, t)

      


    





      


      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    who_am_i(t, t)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @callback who_am_i(KratosPlug.Identifiers.t(), KratosPlug.Config.Options.t()) ::
  {:ok, map()} | {:error, binary()} | {:error, map()}


      



  


        

      



  

    
KratosPlug.KratosClient.TeslaAdapter 
    



      
A tesla-hackney adapter for the KratosPlug.KratosClient behaviour.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        client(opts)

      


        Builds a Tesla client with the given KratosPlug.Config.Options.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    client(opts)


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec client(KratosPlug.Config.Options.t()) :: Tesla.Client.t()


      


Builds a Tesla client with the given KratosPlug.Config.Options.

  


        

      



  

    
KratosPlug.IdentifiersMock 
    



      
Functions for mocking KratosPlug.Identifiers.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        bearer_identifier()

      


        Returns a KratosPlug.Identifiers with a bearer token in the header.



    


    
      
        cookie_and_token_identifier()

      


        Returns a KratosPlug.Identifiers with a cookie and session token in the header.



    


    
      
        cookie_identifier()

      


        Returns a KratosPlug.Identifiers with a cookie in the header.



    


    
      
        token_identifier()

      


        Returns a KratosPlug.Identifiers with a session token in the header.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    bearer_identifier()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec bearer_identifier() :: KratosPlug.Identifiers.t()


      


Returns a KratosPlug.Identifiers with a bearer token in the header.

  



  
    
      
      Link to this function
    
    cookie_and_token_identifier()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec cookie_and_token_identifier() :: KratosPlug.Identifiers.t()


      


Returns a KratosPlug.Identifiers with a cookie and session token in the header.

  



  
    
      
      Link to this function
    
    cookie_identifier()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec cookie_identifier() :: KratosPlug.Identifiers.t()


      


Returns a KratosPlug.Identifiers with a cookie in the header.

  



  
    
      
      Link to this function
    
    token_identifier()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec token_identifier() :: KratosPlug.Identifiers.t()


      


Returns a KratosPlug.Identifiers with a session token in the header.

  


        

      



  

    
KratosPlug.KratosClient.TeslaAdapterMock 
    



      
Collection of functions for mocking KratosPlug.KratosClient.TeslaAdapter.

      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        client_opts()

      


        Returns the client options for the tesla adapter under mock.



    


    
      
        mock_kratos()

      


        Returns a function that can be used to mock the kratos server.



    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    client_opts()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec client_opts() :: Keyword.t()


      


Returns the client options for the tesla adapter under mock.

  



  
    
      
      Link to this function
    
    mock_kratos()


      
       
       View Source
     


      (since 0.1.0)

  


  

      

          @spec mock_kratos() :: (... -> any())


      


Returns a function that can be used to mock the kratos server.
Works with Tesla.Mock.mock/1

  
  request-shapes

  
  Request shapes


	Only have a cookie
	Only have a token
	Have both a cookie and a token
	Have neither a cookie nor a token
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