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Libp2p 
    



      
An Elixir implementation of the Libp2p networking stack.
This library provides the core components required to participate in a peer-to-peer network
compatible with the standard Libp2p specifications.
Features
	Transport: TCP transport implementation (Libp2p.Transport.Tcp).
	Security: Noise secure channel handshake (Noise_XX_25519_ChaChaPoly_SHA256).
See Libp2p.Noise.
	Multiplexing: Yamux v1.0.0 stream multiplexing. See Libp2p.Yamux.Session.
	PubSub: Gossipsub v1.1 protocol for efficient message propagation.
See Libp2p.Gossipsub.
	Peer Identity: ED25519 and Secp256k1 key support for peer identities.
	Protocol Negotiation: Multistream-select 1.0 support.

Architecture
The library follows a process-per-connection model:
	Libp2p.Swarm: The central manager that handles listening sockets and outbound dialing.
It spawns a connection process for each established peer.
	Libp2p.ConnectionV2: Represents a single physical peer connection. It is responsible for
the full lifecycle: upgrading the raw socket to a secure channel, negotiating a multiplexer,
and managing concurrent logical streams.
	Libp2p.InboundStream: A behaviour for defining handlers for specific protocols (e.g.,
/ipfs/id/1.0.0 or custom application protocols).

Usage
To start the stack, add Libp2p.Supervisor to your supervision tree and configure the
identity and initial listen addresses.
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Base58btc encoding (Bitcoin alphabet).

      


      
        Summary


  
    Functions
  


    
      
        decode(str)

      


    


    
      
        encode(bin)

      


    





      


      
        Functions


        


  
    
      
    
    
      decode(str)



    

  


  

      

          @spec decode(binary()) :: binary()


      



  



  
    
      
    
    
      encode(bin)



    

  


  

      

          @spec encode(binary()) :: binary()


      



  


        

      


  

    
Libp2p.ConnUpgrade 
    



      
Connection upgrade pipeline: multistream-select → noise → multistream-select → yamux.
This module performs the on-wire negotiation and returns a Libp2p.SecureConn.
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Libp2p.Connection 
    



      
One libp2p connection process.
Owns:
	TCP socket
	Noise secure channel state (Libp2p.SecureConn)
	Yamux session state (Libp2p.Yamux.Session)

Exposes basic stream send/recv primitives used by higher-level protocol handlers.
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        Block until the connection has completed the upgrade pipeline.
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          @spec await_ready(t(), timeout()) :: :ok | {:error, term()}


      


Block until the connection has completed the upgrade pipeline.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec open_stream(t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Open a new outbound yamux stream.
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          @spec peer_store(t()) :: term()
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          @spec remote_peer_id(t()) :: {:ok, binary()} | {:error, term()}


      


Return the remote peer id (from Noise) once ready.
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          @spec set_stream_handler(t(), non_neg_integer(), pid()) :: :ok


      


Set the process that will receive stream events.
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          @spec start_link(keyword()) :: GenServer.on_start()
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          @spec stream_close(t(), non_neg_integer()) :: :ok | {:error, term()}


      


Close (FIN) a yamux stream.
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          @spec stream_recv(t(), non_neg_integer(), timeout()) ::
  {:ok, binary()} | {:error, term()}


      


Receive bytes for a yamux stream (may return partial data).
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          @spec stream_send(t(), non_neg_integer(), binary()) :: :ok | {:error, term()}


      


Send bytes on a yamux stream.
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Manages a secure, multiplexed Libp2p connection.
This module encapsulates the state machine for a single peer connection, handling the
transition from a raw transport socket to a fully functional application session.
Connection Lifecycle
The connection process follows the standard Libp2p upgrade path:
	 Transport Establishment: A raw TCP connection is established (either via Dial or Listen).
	 Multistream-select (Security): The peers negotiate the security protocol.
Only /noise is currently supported.
	 Secure Handshake: The peers perform a Noise XX handshake to authenticate each other
and establish shared encryption keys. See Libp2p.Noise for details.
	 Multistream-select (Muxer): Over the now-encrypted channel, the peers negotiate a
stream multiplexer. Only /yamux/1.0.0 is currently supported.
	 Multiplexing (Yamux): The process enters the Yamux session mode. It acts as the
controller for the session, parsing incoming frames and routing them to logical streams.

Stream Management
Once established, this process manages multiple concurrent logical streams (Libp2p.InboundStream
or task-based handlers). It handles:
	Opening new outbound streams.
	Accepting inbound streams and negotiating protocols.
	Flow control (Yamux window updates).
	Connection teardown (GoAway frames).
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        Reset (RST) a yamux stream.
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        Set the process that will receive stream events.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec open_stream(pid(), binary()) :: {:ok, non_neg_integer()} | {:error, term()}
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Reset (RST) a yamux stream.
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          @spec send_stream(pid(), non_neg_integer(), binary()) :: :ok | {:error, term()}
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          @spec set_stream_handler(pid(), non_neg_integer(), pid()) :: :ok


      


Set the process that will receive stream events.
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Libp2p.Crypto.PublicKeyPB 
    



      
Minimal encoding for the libp2p-crypto PublicKey protobuf message.
Schema (legacy libp2p):
	field 1: Type (varint enum)
	field 2: Data (bytes)
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        Functions


        


  
    
      
    
    
      decode_public_key(bin)



    

  


  

      

          @spec decode_public_key(binary()) :: {key_type(), binary()}


      



  



  
    
      
    
    
      encode_public_key(type, data)



    

  


  

      

          @spec encode_public_key(key_type(), binary()) :: binary()


      



  


        

      


  

    
Libp2p.Crypto.Secp256k1 
    



      
secp256k1 identity keys.
Uses OTP :crypto primitives (OpenSSL-backed) for key generation and ECDSA.
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        Verify per libp2p secp256k1 rules (hash SHA-256; DER).
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          @spec generate_keypair() :: {privkey(), pubkey_uncompressed()}
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Sign per libp2p secp256k1 rules (hash SHA-256; DER; low-S normalization).
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Verify per libp2p secp256k1 rules (hash SHA-256; DER).
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Implements the Gossipsub v1.1 PubSub protocol.
Gossipsub is a scalable, extensible PubSub protocol that uses a mesh for efficient data
dissemination and gossip for robustness. This module implements the v1.1 specification,
which adds significant security and performance improvements over v1.0.
Key Features (v1.1)
	Explicit Peering: Supports direct, persistent peering agreements.
	Prune Backoff: When pruning a peer, a backoff time is enforced to prevent rapid re-grafting.
	Peer Exchange (PX): Prune messages can contain a list of alternative peers to help
bootstrapping without a DHT.
	Flood Publishing: New messages from the self node are published to all peers (not just
the mesh) to counter eclipse attacks.
	Adaptive Gossip: Gossip emission targets a randomized factor of peers (0.25 default).
	Outbound Mesh Quotas: Maintains a minimum number of outbound connections in the mesh to
prevent Sybil attacks.

Scoring
While full peer scoring is defined in the spec, this implementation currently provides the
structural support for scoring parameters (Time in Mesh, First Message Deliveries, Mesh Message
Delivery Rate, etc.) to allow for future tuning/enforcement.
Core Mechanisms (common to v1.0 and v1.1)
	Mesh Maintenance: Builds and maintains a mesh of peers for each topic.
	Gossip: Disseminates message identifiers (IHAVE) to random peers to ensure propagation.
	Control Messages: Handles GRAFT, PRUNE, IHAVE, and IWANT control messages.
	Deduplication: Tracks seen message IDs to prevent re-propagation.

Limitations
	Peer scoring is not yet fully implemented (only structural support).
	Opportunistic grafting is not yet implemented.
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        await_peer(gossipsub, peer_id, timeout \\ 10000)

      


        Block until an outbound gossipsub stream exists for peer_id.
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        Returns a specification to start this module under a supervisor.



    


    
      
        handle_inbound(conn, stream_id, initial)

      


        Swarm stream router hook (3-arity), using default registered server name.



    


    
      
        handle_inbound(gossipsub, conn, stream_id, initial)

      


        Swarm stream router hook (explicit gossipsub process).



    


    
      
        peer_connected(gossipsub, peer_id, conn)

      


        Swarm hook: register that a peer connection exists.
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          @type peer_state() :: %{
  conn: pid(),
  inbound_stream_id: non_neg_integer() | nil,
  outbound_stream_id: non_neg_integer() | nil,
  topics: MapSet.t(topic()),
  buf: binary()
}
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          @type state() :: %{
  peers: %{required(peer_id()) => peer_state()},
  subscriptions: MapSet.t(topic()),
  mesh: %{required(topic()) => MapSet.t(peer_id())},
  seen: MapSet.t(msg_id()),
  mcache: %{required(msg_id()) => %{topic: topic(), msg: map()}},
  on_message: (topic(), binary(), peer_id() -> any()) | nil,
  msg_id_fn: (topic(), binary() -> msg_id()),
  peer_waiters: %{required(peer_id()) => [GenServer.from()]},
  event_sink: pid() | nil
}
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          @spec await_peer(pid() | atom(), peer_id(), timeout()) :: :ok | {:error, term()}


      


Block until an outbound gossipsub stream exists for peer_id.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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          @spec handle_inbound(pid(), non_neg_integer(), binary()) :: :ok


      


Swarm stream router hook (3-arity), using default registered server name.
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Swarm stream router hook (explicit gossipsub process).
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          @spec peer_connected(pid() | atom(), peer_id(), pid()) :: :ok


      


Swarm hook: register that a peer connection exists.
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          @spec publish(pid() | atom(), topic(), binary()) :: :ok
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          @spec start_link(keyword()) :: GenServer.on_start()
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          @spec subscribe(pid() | atom(), topic()) :: :ok


      



  


        

      


  

    
Libp2p.Gossipsub.Framing 
    



      
Length-delimited protobuf framing used on pubsub/gossipsub streams.
Frames are encoded as:
	uvarint length
	protobuf bytes (length bytes)
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Implements the /ipfs/id/1.0.0 and /ipfs/id/push/1.0.0 protocols.
The Identify protocol is used to exchange information about peers, including their public keys,
listening addresses, and supported protocols.
Protocol Variants
	Identify (/ipfs/id/1.0.0): A query-response protocol where one peer asks for the other's
identity. The response contains the Identify protobuf message.
	Identify Push (/ipfs/id/push/1.0.0): A one-way stream used to proactively notify connected
peers of changes (e.g., a new listening address).

Message Content
The exchanged Identify message includes:
	protocolVersion: Family of protocols (e.g., ipfs/0.1.0).
	agentVersion: The client implementation (e.g., libp2p-elixir/0.1.0).
	publicKey: The public key of the peer.
	listenAddrs: A list of multiaddresses the peer is listening on.
	observedAddr: The address of the remote peer as seen by the sender (useful for NAT detection).
	protocols: A list of protocol IDs supported by the peer.
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        Handle an inbound identify stream.
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        Perform an outbound identify request.
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  :ok | {:error, term()}


      


Handle an inbound identify stream.
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          @spec request(pid(), pid() | atom(), keyword()) :: :ok | {:error, term()}


      


Perform an outbound identify request.
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Protobuf encoding/decoding for the Identify message.
This targets /ipfs/id/1.0.0 and implements the classic fields:
(field numbers per identify/src/generated/structs.proto in rust-libp2p)
1 publicKey (bytes)  -- libp2p-crypto PublicKey protobuf
2 listenAddrs (repeated bytes) -- multiaddr bytes
3 protocols (repeated string)
4 observedAddr (bytes) -- multiaddr bytes
5 protocolVersion (string)
6 agentVersion (string)
8 signedPeerRecord (bytes) -- optional (ignored for now)
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          @type t() :: %{
  protocol_version: binary() | nil,
  agent_version: binary() | nil,
  public_key: binary() | nil,
  listen_addrs: [binary()],
  observed_addr: binary() | nil,
  protocols: [binary()],
  signed_peer_record: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bin)



    

  


  

      

          @spec decode(binary()) :: t()


      



  



  
    
      
    
    
      encode(msg)



    

  


  

      

          @spec encode(t()) :: binary()


      



  


        

      


  

    
Libp2p.Identity 
    



      
libp2p identity keys + PeerId.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        generate_secp256k1()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.Identity{
  peer_id: binary(),
  privkey: binary(),
  pubkey_compressed: binary(),
  pubkey_uncompressed: binary()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      generate_secp256k1()



    

  


  

      

          @spec generate_secp256k1() :: t()


      



  


        

      


  

    
Libp2p.InboundStream 
    



      
Behaviour for handling inbound Libp2p streams.
Modules implementing this behaviour are used to handle incoming streams for specific
protocols (like /ipfs/id/1.0.0 or custom application protocols).
Usage
When a remote peer initiates a new stream, the Libp2p.ConnectionV2 process negotiates
the protocol using Multistream-select. If a handler is registered for the agreed-upon
protocol, its handle_stream/2 callback is invoked.
The handler receives:
	The connection pid (to send data back).
	The stream_id (identifying the specific Yamux stream).


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Libp2p.Multiaddr 
    



      
Minimal Multiaddr implementation (binary codec + a small parser).
Ethereum consensus clients mostly need /ip4|ip6/.../tcp/... (and often see
additional components like /p2p/..., /udp/.../quic-v1, /tls, /ws in peer
advertisements). We implement enough of the multiaddr table to:
	encode/decode common addresses seen in the wild
	extract a :inet tuple + port for TCP dialing/listening


      


      
        Summary


  
    Types
  


    
      
        proto()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        from_bytes(bin)

      


    


    
      
        from_string(str)

      


        Parse a multiaddr string like /ip4/1.2.3.4/tcp/9000(/p2p/<peerid>).



    


    
      
        from_tcp_socketaddr(ip, port)

      


    


    
      
        new(protos)

      


    


    
      
        to_bytes(multiaddr)

      


    


    
      
        to_string(multiaddr)

      


        Best-effort conversion to a multiaddr string. Unknown/unsupported protos are not represented.



    


    
      
        to_tcp_socketaddr(multiaddr)

      


        Extract a TCP socket address from a multiaddr (first ip4/ip6 + tcp).
Returns {:ok, {ip, port}} or {:error, reason}.



    





      


      
        Types


        


  
    
      
    
    
      proto()



    

  


  

      

          @type proto() ::
  {:ip4, :inet.ip4_address()}
  | {:ip6, :inet.ip6_address()}
  | {:tcp, :inet.port_number()}
  | {:udp, :inet.port_number()}
  | {:dns, binary()}
  | {:dns4, binary()}
  | {:dns6, binary()}
  | {:dnsaddr, binary()}
  | {:p2p, binary()}
  | {:quic, nil}
  | {:quic_v1, nil}
  | {:webtransport, nil}
  | {:tls, nil}
  | {:ws, nil}
  | {:wss, nil}
  | {:certhash, binary()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.Multiaddr{bytes: binary(), protos: [proto()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_bytes(bin)



    

  


  

      

          @spec from_bytes(binary()) :: t()


      



  



  
    
      
    
    
      from_string(str)



    

  


  

      

          @spec from_string(binary()) :: t()


      


Parse a multiaddr string like /ip4/1.2.3.4/tcp/9000(/p2p/<peerid>).

  



  
    
      
    
    
      from_tcp_socketaddr(ip, port)



    

  


  

      

          @spec from_tcp_socketaddr(:inet.ip_address(), :inet.port_number()) :: t()


      



  



  
    
      
    
    
      new(protos)



    

  


  

      

          @spec new([proto()]) :: t()


      



  



  
    
      
    
    
      to_bytes(multiaddr)



    

  


  

      

          @spec to_bytes(t()) :: binary()


      



  



  
    
      
    
    
      to_string(multiaddr)



    

  


  

      

          @spec to_string(t()) :: binary()


      


Best-effort conversion to a multiaddr string. Unknown/unsupported protos are not represented.

  



  
    
      
    
    
      to_tcp_socketaddr(multiaddr)



    

  


  

      

          @spec to_tcp_socketaddr(t()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      


Extract a TCP socket address from a multiaddr (first ip4/ip6 + tcp).
Returns {:ok, {ip, port}} or {:error, reason}.

  


        

      


  

    
Libp2p.MultistreamSelect 
    



      
Multistream-select 1.0 negotiation helpers.
Used to negotiate:
	connection-level protocols (security, muxer) and
	stream-level protocols (app protocols, e.g. eth2 req/resp).


      


      
        Summary


  
    Types
  


    
      
        role()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        decode_message(bin)

      


        Decode a single message. Returns {msg, rest} or :more.



    


    
      
        encode_message(msg)

      


        Encode a multistream-select message (uvarint length prefix + utf8 + \n).



    


    
      
        feed(st, bytes, supported_protocols)

      


        Feed inbound bytes. Returns {events, out_bytes, st2}.



    


    
      
        multistream_id()

      


    


    
      
        new_initiator(proposals)

      


    


    
      
        new_initiator(proposals, opts)

      


    


    
      
        new_responder()

      


    


    
      
        start(st)

      


        Produce bytes that should be written immediately when starting negotiation.



    





      


      
        Types


        


  
    
      
    
    
      role()



    

  


  

      

          @type role() :: :initiator | :responder


      



  



  
    
      
    
    
      state()



    

  


  

      

          @type state() :: %{
  role: role(),
  buf: binary(),
  proposals: [binary()],
  sent_first_proposal?: boolean(),
  eager_propose?: boolean(),
  selected: nil | binary(),
  sent_mss?: boolean(),
  got_mss?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_message(bin)



    

  


  

      

          @spec decode_message(binary()) :: {binary(), binary()} | :more


      


Decode a single message. Returns {msg, rest} or :more.
Returned msg excludes the trailing \n.

  



  
    
      
    
    
      encode_message(msg)



    

  


  

      

          @spec encode_message(binary()) :: binary()


      


Encode a multistream-select message (uvarint length prefix + utf8 + \n).

  



  
    
      
    
    
      feed(st, bytes, supported_protocols)



    

  


  

      

          @spec feed(state(), binary(), MapSet.t(binary())) :: {[term()], binary(), state()}


      


Feed inbound bytes. Returns {events, out_bytes, st2}.
Events:
	{:selected, protocol_id} when negotiation completes successfully.
	{:error, reason} for protocol violations.


  



  
    
      
    
    
      multistream_id()



    

  


  

      

          @spec multistream_id() :: binary()


      



  



  
    
      
    
    
      new_initiator(proposals)



    

  


  

      

          @spec new_initiator([binary()]) :: state()


      



  



  
    
      
    
    
      new_initiator(proposals, opts)



    

  


  

      

          @spec new_initiator(
  [binary()],
  keyword()
) :: state()


      



  



  
    
      
    
    
      new_responder()



    

  


  

      

          @spec new_responder() :: state()


      



  



  
    
      
    
    
      start(st)



    

  


  

      

          @spec start(state()) :: {binary(), state()}


      


Produce bytes that should be written immediately when starting negotiation.

  


        

      


  

    
Libp2p.Muxer 
    



      
Stream multiplexer abstraction (yamux).
The muxer provides many logical streams over a single secured connection.

      




  

    
Libp2p.Noise 
    



      
Implements the Noise secure channel handshake for Libp2p.
This module handles the cryptographic handshake that upgrades a raw connection to an
encrypted, authenticated session. It specifically implements the
Noise_XX_25519_ChaChaPoly_SHA256 protocol.
Protocol Details
	Pattern: XX (Mutual authentication, 3 messages).
	DH Curve: 25519 (X25519).
	Cipher: ChaChaPoly (ChaCha20-Poly1305).
	Hash: SHA256.

Handshake Flow (XX Pattern)
The handshake consists of three messages exchanged between the Initiator (I) and Responder (R):
	 I -> R: e (Initiator sends ephemeral public key).
	 R -> I: e, ee, s, es (Responder sends ephemeral key, performs DH, sends encrypted static key and payload).
	 I -> R: s, se (Initiator sends encrypted static key and payload).

After this exchange, both parties share two CipherState objects for encrypting traffic in each direction.
Authentication
Libp2p distinguishes between the "Noise Static Key" (used for the session) and the persistent
"Identity Key" (e.g., the peer's Ed25519 key). To bind these together, the handshake payload
includes:
	The Identity Public Key.
	A signature of the Noise Static Key, signed by the Identity Private Key.

This ensures that the peer controlling the Noise session also controls the claimed Libp2p Identity.

      


      
        Summary


  
    Types
  


    
      
        cipher_state()

      


    


    
      
        role()

      


    


    
      
        state()

      


    





  
    Functions
  


    
      
        deframe(bin)

      


    


    
      
        frame(noise_message)

      


    


    
      
        initiator_msg1(st)

      


        Initiator: produce first handshake message (message 1: -> e).



    


    
      
        initiator_msg3(st, msg2)

      


        Initiator: consume msg2 and produce msg3 (message 3: -> s, se).
Returns {msg3, st3, {cs_out, cs_in}} where cipher states are ready for transport.



    


    
      
        new(role, identity)

      


    


    
      
        new(role, identity, prologue)

      


    


    
      
        new(role, identity, prologue, hash_protocol_name?)

      


    


    
      
        new(role, identity, prologue, hash_protocol_name?, hkdf_swap?)

      


    


    
      
        new(role, identity, prologue, hash_protocol_name?, hkdf_swap?, nonce_be?)

      


    


    
      
        responder_finish(st, msg3)

      


        Responder: consume msg3, verify payload, and return {st3, {cs_in, cs_out}}.



    


    
      
        responder_msg2(st, msg1)

      


        Responder: consume msg1 and produce msg2 (message 2: <- e, ee, s, es).
Returns {msg2, st2}.



    


    
      
        transport_decrypt(cs, ciphertext_and_tag, ad \\ <<>>)

      


        Decrypt a transport message with a CipherState.



    


    
      
        transport_encrypt(cs, plaintext, ad \\ <<>>)

      


        Encrypt a transport message with a CipherState.



    





      


      
        Types


        


  
    
      
    
    
      cipher_state()



    

  


  

      

          @type cipher_state() :: %{k: binary() | nil, n: non_neg_integer()}


      



  



  
    
      
    
    
      role()



    

  


  

      

          @type role() :: :initiator | :responder


      



  



  
    
      
    
    
      state()



    

  


  

      

          @type state() :: %{
  role: role(),
  ck: binary(),
  h: binary(),
  cs: cipher_state(),
  hkdf_swap?: boolean(),
  nonce_be?: boolean(),
  s_priv: binary(),
  s_pub: binary(),
  e_priv: binary() | nil,
  e_pub: binary() | nil,
  re: binary() | nil,
  rs: binary() | nil,
  identity: Libp2p.Identity.t() | nil,
  remote_identity_key: {atom(), binary()} | nil,
  local_stream_muxers: [binary()],
  remote_stream_muxers: [binary()],
  selected_stream_muxer: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      deframe(bin)



    

  


  

      

          @spec deframe(binary()) :: {binary(), binary()} | :more


      



  



  
    
      
    
    
      frame(noise_message)



    

  


  

      

          @spec frame(binary()) :: binary()


      



  



  
    
      
    
    
      initiator_msg1(st)



    

  


  

      

          @spec initiator_msg1(state()) :: {binary(), state()}


      


Initiator: produce first handshake message (message 1: -> e).

  



  
    
      
    
    
      initiator_msg3(st, msg2)



    

  


  

      

          @spec initiator_msg3(state(), binary()) ::
  {binary(), state(), {cipher_state(), cipher_state()}}


      


Initiator: consume msg2 and produce msg3 (message 3: -> s, se).
Returns {msg3, st3, {cs_out, cs_in}} where cipher states are ready for transport.

  



  
    
      
    
    
      new(role, identity)



    

  


  

      

          @spec new(role(), Libp2p.Identity.t()) :: state()


      



  



  
    
      
    
    
      new(role, identity, prologue)



    

  


  

      

          @spec new(role(), Libp2p.Identity.t(), binary()) :: state()


      



  



  
    
      
    
    
      new(role, identity, prologue, hash_protocol_name?)



    

  


  

      

          @spec new(role(), Libp2p.Identity.t(), binary(), boolean()) :: state()


      



  



  
    
      
    
    
      new(role, identity, prologue, hash_protocol_name?, hkdf_swap?)



    

  


  

      

          @spec new(role(), Libp2p.Identity.t(), binary(), boolean(), boolean()) :: state()


      



  



  
    
      
    
    
      new(role, identity, prologue, hash_protocol_name?, hkdf_swap?, nonce_be?)



    

  


  

      

          @spec new(role(), Libp2p.Identity.t(), binary(), boolean(), boolean(), boolean()) ::
  state()


      



  



  
    
      
    
    
      responder_finish(st, msg3)



    

  


  

      

          @spec responder_finish(state(), binary()) ::
  {state(), {cipher_state(), cipher_state()}}


      


Responder: consume msg3, verify payload, and return {st3, {cs_in, cs_out}}.

  



  
    
      
    
    
      responder_msg2(st, msg1)



    

  


  

      

          @spec responder_msg2(state(), binary()) :: {binary(), state()}


      


Responder: consume msg1 and produce msg2 (message 2: <- e, ee, s, es).
Returns {msg2, st2}.

  



    

  
    
      
    
    
      transport_decrypt(cs, ciphertext_and_tag, ad \\ <<>>)



    

  


  

      

          @spec transport_decrypt(cipher_state(), binary(), binary()) ::
  {binary(), cipher_state()}


      


Decrypt a transport message with a CipherState.

  



    

  
    
      
    
    
      transport_encrypt(cs, plaintext, ad \\ <<>>)



    

  


  

      

          @spec transport_encrypt(cipher_state(), binary(), binary()) ::
  {binary(), cipher_state()}


      


Encrypt a transport message with a CipherState.
Per Noise message format, the output is ciphertext || tag (16 bytes tag).

  


        

      


  

    
Libp2p.Noise.HandshakePayloadPB 
    



      
Protobuf encoding/decoding for NoiseHandshakePayload (noise-libp2p spec).
From noise/README.md:
	field 1: identity_key (bytes) = serialized libp2p PublicKey protobuf
	field 2: identity_sig (bytes)
	field 4: extensions (NoiseExtensions)


      


      
        Summary


  
    Types
  


    
      
        extensions()

      


    





  
    Functions
  


    
      
        decode(bin)

      


    


    
      
        decode_extensions(ext_bin)

      


    


    
      
        encode(msg)

      


    


    
      
        encode_extensions(ext)

      


        Encode a NoiseExtensions message.



    





      


      
        Types


        


  
    
      
    
    
      extensions()



    

  


  

      

          @type extensions() :: %{
  optional(:webtransport_certhashes) => [binary()],
  optional(:stream_muxers) => [binary()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bin)



    

  


  

      

          @spec decode(binary()) :: %{
  identity_key: binary(),
  identity_sig: binary(),
  extensions: binary() | nil
}


      



  



  
    
      
    
    
      decode_extensions(ext_bin)



    

  


  

      

          @spec decode_extensions(binary() | nil) :: %{
  webtransport_certhashes: [binary()],
  stream_muxers: [binary()]
}


      



  



  
    
      
    
    
      encode(msg)



    

  


  

      

          @spec encode(%{
  optional(:extensions) => binary() | nil,
  identity_key: binary(),
  identity_sig: binary()
}) ::
  binary()


      



  



  
    
      
    
    
      encode_extensions(ext)



    

  


  

      

          @spec encode_extensions(extensions()) :: binary()


      


Encode a NoiseExtensions message.
Currently used for stream_muxers (field 2) as described in libp2p_specs/noise/README.md.

  


        

      


  

    
Libp2p.PeerId 
    



      
PeerId derivation and formatting.
PeerId bytes are a multihash of the libp2p-crypto protobuf-encoded public key.
Per peer-ids/peer-ids.md:
	If the protobuf-encoded public key is <= 42 bytes, use the identity multihash.
	Otherwise, use sha2-256 multihash.


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        from_base58(str)

      


    


    
      
        from_public_key_protobuf(pk_pb)

      


    


    
      
        from_secp256k1_pubkey_compressed(pubkey33)

      


    


    
      
        to_base58(peer_id_bytes)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      from_base58(str)



    

  


  

      

          @spec from_base58(binary()) :: t()


      



  



  
    
      
    
    
      from_public_key_protobuf(pk_pb)



    

  


  

      

          @spec from_public_key_protobuf(binary()) :: t()


      



  



  
    
      
    
    
      from_secp256k1_pubkey_compressed(pubkey33)



    

  


  

      

          @spec from_secp256k1_pubkey_compressed(binary()) :: t()


      



  



  
    
      
    
    
      to_base58(peer_id_bytes)



    

  


  

      

          @spec to_base58(t()) :: binary()


      



  


        

      


  

    
Libp2p.PeerInfo 
    



      
Peer metadata tracked by Libp2p.PeerStore.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.PeerInfo{
  addrs: [Libp2p.Multiaddr.t()],
  agent_version: binary() | nil,
  last_seen_ms: non_neg_integer() | nil,
  observed_addr: Libp2p.Multiaddr.t() | nil,
  peer_id: binary(),
  protocol_version: binary() | nil,
  protocols: MapSet.t(binary())
}


      



  


        

      


  

    
Libp2p.PeerStore 
    



      
Minimal peer store for tracking addresses + supported protocols.
This is intentionally small: enough to power Eth2 libp2p must-haves.

      


      
        Summary


  
    Types
  


    
      
        peer_id()

      


    





  
    Functions
  


    
      
        add_addr(server, peer_id, addr)

      


    


    
      
        add_protocols(server, peer_id, protos)

      


    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get(server, peer_id)

      


    


    
      
        mark_seen(server, peer_id)

      


    


    
      
        start_link(opts \\ [])

      


    


    
      
        upsert(server, info)

      


    





      


      
        Types


        


  
    
      
    
    
      peer_id()



    

  


  

      

          @type peer_id() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      add_addr(server, peer_id, addr)



    

  


  

      

          @spec add_addr(pid() | atom(), peer_id(), Libp2p.Multiaddr.t()) :: :ok


      



  



  
    
      
    
    
      add_protocols(server, peer_id, protos)



    

  


  

      

          @spec add_protocols(pid() | atom(), peer_id(), [binary()]) :: :ok


      



  



  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get(server, peer_id)



    

  


  

      

          @spec get(pid() | atom(), peer_id()) :: Libp2p.PeerInfo.t() | nil


      



  



  
    
      
    
    
      mark_seen(server, peer_id)



    

  


  

      

          @spec mark_seen(pid() | atom(), peer_id()) :: :ok


      



  



    

  
    
      
    
    
      start_link(opts \\ [])



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      upsert(server, info)



    

  


  

      

          @spec upsert(pid() | atom(), Libp2p.PeerInfo.t()) :: :ok


      



  


        

      


  

    
Libp2p.Protobuf 
    



      
Minimal protobuf (proto2/proto3) decoding helpers sufficient for libp2p specs.
This is intentionally not a general-purpose protobuf implementation.

      


      
        Summary


  
    Types
  


    
      
        field()

      


    





  
    Functions
  


    
      
        decode_fields(bin)

      


    


    
      
        encode_len_field(field_no, bytes)

      


        Encode a length-delimited field (bytes or nested message).



    


    
      
        encode_tag(field_no, wire_type)

      


        Encode a (field_no, wire_type) tag as a uvarint.



    


    
      
        encode_varint_field(field_no, value)

      


        Encode a varint field.



    





      


      
        Types


        


  
    
      
    
    
      field()



    

  


  

      

          @type field() :: {non_neg_integer(), non_neg_integer(), integer() | binary()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_fields(bin)



    

  


  

      

          @spec decode_fields(binary()) :: [field()]


      



  



  
    
      
    
    
      encode_len_field(field_no, bytes)



    

  


  

      

          @spec encode_len_field(non_neg_integer(), binary()) :: binary()


      


Encode a length-delimited field (bytes or nested message).

  



  
    
      
    
    
      encode_tag(field_no, wire_type)



    

  


  

      

          @spec encode_tag(non_neg_integer(), non_neg_integer()) :: binary()


      


Encode a (field_no, wire_type) tag as a uvarint.

  



  
    
      
    
    
      encode_varint_field(field_no, value)



    

  


  

      

          @spec encode_varint_field(non_neg_integer(), non_neg_integer()) :: binary()


      


Encode a varint field.

  


        

      


  

    
Libp2p.Protocol 
    



      
Protocol ID constants for the libp2p subset we implement.
These are string IDs negotiated via multistream-select.

      


      
        Summary


  
    Functions
  


    
      
        gossipsub_1_1()

      


    


    
      
        identify()

      


    


    
      
        identify_push()

      


    


    
      
        multistream_select()

      


    


    
      
        noise()

      


    


    
      
        yamux()

      


    





      


      
        Functions


        


  
    
      
    
    
      gossipsub_1_1()



    

  


  

      

          @spec gossipsub_1_1() :: binary()


      



  



  
    
      
    
    
      identify()



    

  


  

      

          @spec identify() :: binary()


      



  



  
    
      
    
    
      identify_push()



    

  


  

      

          @spec identify_push() :: binary()


      



  



  
    
      
    
    
      multistream_select()



    

  


  

      

          @spec multistream_select() :: binary()


      



  



  
    
      
    
    
      noise()



    

  


  

      

          @spec noise() :: binary()


      



  



  
    
      
    
    
      yamux()



    

  


  

      

          @spec yamux() :: binary()


      



  


        

      


  

    
Libp2p.Pubsub 
    



      
PubSub interface and gossipsub implementation entry points.
Target: gossipsub v1.1 with StrictNoSign policy and pluggable message-id.

      


      
        Summary


  
    Functions
  


    
      
        build_strict_no_sign_message(topic, data)

      


        Build a strict-no-sign pubsub Message for a topic.



    


    
      
        decode_message(bin)

      


    


    
      
        decode_rpc(bin)

      


    


    
      
        encode_message(msg)

      


    


    
      
        encode_rpc(rpc)

      


    


    
      
        validate_strict_no_sign!(msg)

      


    





      


      
        Functions


        


  
    
      
    
    
      build_strict_no_sign_message(topic, data)



    

  


  

      

          @spec build_strict_no_sign_message(binary(), binary()) :: map()


      


Build a strict-no-sign pubsub Message for a topic.

  



  
    
      
    
    
      decode_message(bin)



    

  


  

      

          @spec decode_message(binary()) :: map()


      



  



  
    
      
    
    
      decode_rpc(bin)



    

  


  

      

          @spec decode_rpc(binary()) :: map()


      



  



  
    
      
    
    
      encode_message(msg)



    

  


  

      

          @spec encode_message(map()) :: binary()


      



  



  
    
      
    
    
      encode_rpc(rpc)



    

  


  

      

          @spec encode_rpc(map()) :: binary()


      



  



  
    
      
    
    
      validate_strict_no_sign!(msg)



    

  


  

      

          @spec validate_strict_no_sign!(map()) :: :ok


      



  


        

      


  

    
Libp2p.Pubsub.MessagePB 
    



      
Protobuf encoding/decoding for pubsub Message.
Schema (from third_party/libp2p_specs/pubsub/README.md):
syntax = "proto2";
message Message {
  optional string from = 1;
  optional bytes data = 2;
  optional bytes seqno = 3;
  required string topic = 4;
  optional bytes signature = 5;
  optional bytes key = 6;
}
This module supports StrictNoSign validation helpers (for Eth2 use).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bin)

      


    


    
      
        encode(msg)

      


    


    
      
        validate_strict_no_sign!(msg)

      


        Validate StrictNoSign policy: from, seqno, signature, key MUST be absent.



    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %{
  topic: binary(),
  data: binary() | nil,
  from: binary() | nil,
  seqno: binary() | nil,
  signature: binary() | nil,
  key: binary() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bin)



    

  


  

      

          @spec decode(binary()) :: t()


      



  



  
    
      
    
    
      encode(msg)



    

  


  

      

          @spec encode(t()) :: binary()


      



  



  
    
      
    
    
      validate_strict_no_sign!(msg)



    

  


  

      

          @spec validate_strict_no_sign!(t()) :: :ok


      


Validate StrictNoSign policy: from, seqno, signature, key MUST be absent.

  


        

      


  

    
Libp2p.Pubsub.RPCPB 
    



      
Protobuf encoding/decoding for pubsub RPC messages.
Schema (from third_party/libp2p_specs/pubsub/README.md):
syntax = "proto2";
message RPC {
  repeated SubOpts subscriptions = 1;
  repeated Message publish = 2;
  optional ControlMessage control = 3; // gossipsub
  message SubOpts {
    optional bool subscribe = 1;
    optional string topicid = 2;
  }
}
Gossipsub extends the base RPC with an optional control field; see
third_party/libp2p_specs/pubsub/gossipsub/gossipsub-v1.0.md and
gossipsub-v1.1.md for the full Control message details.

      


      
        Summary


  
    Types
  


    
      
        control_graft()

      


    


    
      
        control_ihave()

      


    


    
      
        control_iwant()

      


    


    
      
        control_message()

      


    


    
      
        control_prune()

      


    


    
      
        peer_info()

      


    


    
      
        subopts()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        decode(bin)

      


    


    
      
        decode_control(bin)

      


    


    
      
        decode_subopts(bin)

      


    


    
      
        encode(rpc)

      


    


    
      
        encode_control(c)

      


    


    
      
        encode_subopts(map)

      


    





      


      
        Types


        


  
    
      
    
    
      control_graft()



    

  


  

      

          @type control_graft() :: %{topicID: binary()}


      



  



  
    
      
    
    
      control_ihave()



    

  


  

      

          @type control_ihave() :: %{topicID: binary(), messageIDs: [binary()]}


      



  



  
    
      
    
    
      control_iwant()



    

  


  

      

          @type control_iwant() :: %{messageIDs: [binary()]}


      



  



  
    
      
    
    
      control_message()



    

  


  

      

          @type control_message() :: %{
  ihave: [control_ihave()],
  iwant: [control_iwant()],
  graft: [control_graft()],
  prune: [control_prune()]
}


      



  



  
    
      
    
    
      control_prune()



    

  


  

      

          @type control_prune() :: %{
  topicID: binary(),
  peers: [peer_info()],
  backoff: non_neg_integer() | nil
}


      



  



  
    
      
    
    
      peer_info()



    

  


  

      

          @type peer_info() :: %{peerID: binary() | nil, signedPeerRecord: binary() | nil}


      



  



  
    
      
    
    
      subopts()



    

  


  

      

          @type subopts() :: %{subscribe: boolean(), topicid: binary()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %{
  subscriptions: [subopts()],
  publish: [map()],
  control: control_message() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode(bin)



    

  


  

      

          @spec decode(binary()) :: t()


      



  



  
    
      
    
    
      decode_control(bin)



    

  


  

      

          @spec decode_control(binary()) :: control_message()


      



  



  
    
      
    
    
      decode_subopts(bin)



    

  


  

      

          @spec decode_subopts(binary()) :: subopts()


      



  



  
    
      
    
    
      encode(rpc)



    

  


  

      

          @spec encode(t()) :: binary()


      



  



  
    
      
    
    
      encode_control(c)



    

  


  

      

          @spec encode_control(control_message()) :: binary()


      



  



  
    
      
    
    
      encode_subopts(map)



    

  


  

      

          @spec encode_subopts(subopts()) :: binary()


      



  


        

      


  

    
Libp2p.Registry 
    



      
Global registry for libp2p connection processes, indexed by PeerID.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get(peer_id, name \\ __MODULE__)

      


    


    
      
        list(name \\ __MODULE__)

      


    


    
      
        register(peer_id, pid, name \\ __MODULE__)

      


    


    
      
        start_link(opts)

      


    


    
      
        unregister(peer_id, name \\ __MODULE__)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      get(peer_id, name \\ __MODULE__)



    

  


  

      

          @spec get(binary(), atom() | pid()) :: nil | pid()


      



  



    

  
    
      
    
    
      list(name \\ __MODULE__)



    

  


  

      

          @spec list(atom() | pid()) :: [{binary(), pid()}]


      



  



    

  
    
      
    
    
      register(peer_id, pid, name \\ __MODULE__)



    

  


  

      

          @spec register(binary(), pid(), atom() | pid()) :: :ok


      



  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



    

  
    
      
    
    
      unregister(peer_id, name \\ __MODULE__)



    

  


  

      

          @spec unregister(binary(), atom() | pid()) :: :ok


      



  


        

      


  

    
Libp2p.ReqRespServer 
    



      
Minimal concurrency gating for Req/Resp handlers.
Ethereum's p2p-interface requires limiting concurrent requests per protocol ID.
This module provides a reusable mechanism that libp2p stream handlers can call.

      


      
        Summary


  
    Types
  


    
      
        key()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        handle(server, key, request_bytes, handler_fun, opts \\ [])

      


    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      key()



    

  


  

      

          @type key() :: {binary(), binary()} | binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      handle(server, key, request_bytes, handler_fun, opts \\ [])



    

  


  

      

          @spec handle(pid() | atom(), key(), binary(), (binary() -> binary()), keyword()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Libp2p.RequestResponse 
    



      
Minimal request-response protocol support.

      


      
        Summary


  
    Types
  


    
      
        codec()

      


    


    
      
        proto_id()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        handle_inbound(rr, conn, stream_id, proto, initial)

      


        Handle an inbound stream for a registered protocol.



    


    
      
        register(rr, proto, fun)

      


        Register a handler for a protocol id.



    


    
      
        request(rr, conn, proto, req_bytes, opts \\ [])

      


        Perform an outbound request over a connection.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      codec()



    

  


  

      

          @type codec() ::
  {encode :: (binary() -> binary()),
   decode :: (binary() -> {:ok, binary(), binary()} | :more)}


      



  



  
    
      
    
    
      proto_id()



    

  


  

      

          @type proto_id() :: binary()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      handle_inbound(rr, conn, stream_id, proto, initial)



    

  


  

      

          @spec handle_inbound(pid() | atom(), pid(), non_neg_integer(), proto_id(), binary()) ::
  :ok


      


Handle an inbound stream for a registered protocol.

  



  
    
      
    
    
      register(rr, proto, fun)



    

  


  

      

          @spec register(pid() | atom(), proto_id(), (binary(), binary() -> binary())) :: :ok


      


Register a handler for a protocol id.

  



    

  
    
      
    
    
      request(rr, conn, proto, req_bytes, opts \\ [])



    

  


  

      

          @spec request(pid() | atom(), pid(), proto_id(), binary(), keyword()) ::
  {:ok, binary()} | {:error, term()}


      


Perform an outbound request over a connection.

  



    

  
    
      
    
    
      start_link(opts \\ [])



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Libp2p.RequestResponse.Framing 
    



      
Simple length-delimited framing for request/response messages.
This is not Ethereum SSZ-snappy framing; callers can wrap with their own codec.
We provide it as a default for integration tests and simple protocols.

      


      
        Summary


  
    Functions
  


    
      
        decode_one(buf)

      


    


    
      
        encode(bin)

      


    





      


      
        Functions


        


  
    
      
    
    
      decode_one(buf)



    

  


  

      

          @spec decode_one(binary()) :: {binary(), binary()} | :more


      



  



  
    
      
    
    
      encode(bin)



    

  


  

      

          @spec encode(binary()) :: binary()


      



  


        

      


  

    
Libp2p.SecureChannel 
    



      
Secure channel abstraction (e.g. Noise XX).
A secure channel wraps an underlying transport stream and provides encrypted
read/write plus authenticated remote identity.

      




  

    
Libp2p.SecureConn 
    



      
Noise-secured connection wrapper.
	Performs Noise transport message framing (2-byte big-endian length prefix).
	Encrypts/decrypts payloads using Libp2p.Noise.transport_encrypt/3 and
Libp2p.Noise.transport_decrypt/3.

This intentionally exposes a small interface; the Swarm/Connection process
owns the socket and calls these helpers.

      


      
        Summary


  
    Types
  


    
      
        cipher_state()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        drain(c)

      


        Decrypt as many complete Noise transport messages as are currently buffered.



    


    
      
        ingest(c, data)

      


        Append raw encrypted bytes received from the socket.



    


    
      
        new(socket, cs_in, cs_out)

      


    


    
      
        recv(c, timeout \\ 5000)

      


        Receive some plaintext bytes (one Noise transport message).



    


    
      
        send(c, bytes)

      


    





      


      
        Types


        


  
    
      
    
    
      cipher_state()



    

  


  

      

          @type cipher_state() :: %{k: binary() | nil, n: non_neg_integer()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.SecureConn{
  cs_in: cipher_state(),
  cs_out: cipher_state(),
  recv_buf: binary(),
  socket: Libp2p.Transport.Tcp.socket()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      drain(c)



    

  


  

      

          @spec drain(t()) :: {[binary()], t()}


      


Decrypt as many complete Noise transport messages as are currently buffered.
Returns {plaintext_messages, conn2} where each plaintext message corresponds
to one Noise transport message.

  



  
    
      
    
    
      ingest(c, data)



    

  


  

      

          @spec ingest(t(), binary()) :: t()


      


Append raw encrypted bytes received from the socket.

  



  
    
      
    
    
      new(socket, cs_in, cs_out)



    

  


  

      

          @spec new(Libp2p.Transport.Tcp.socket(), cipher_state(), cipher_state()) :: t()


      



  



    

  
    
      
    
    
      recv(c, timeout \\ 5000)



    

  


  

      

          @spec recv(t(), timeout()) :: {:ok, binary(), t()} | {:error, term()}


      


Receive some plaintext bytes (one Noise transport message).
Returns {bytes, conn2} where bytes may be empty only on protocol errors (raised).

  



  
    
      
    
    
      send(c, bytes)



    

  


  

      

          @spec send(t(), binary()) :: {:ok, t()} | {:error, term()}


      



  


        

      


  

    
Libp2p.StreamNegotiator 
    



      
Multistream-select negotiation on top of an established yamux stream.
Uses Libp2p.Connection.stream_send/3 and stream_recv/3 as the transport.

      


      
        Summary


  
    Types
  


    
      
        proto_id()

      


    





  
    Functions
  


    
      
        negotiate_inbound(conn, stream_id, supported, opts \\ [])

      


    


    
      
        negotiate_outbound(conn, stream_id, proposals, supported, opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      proto_id()



    

  


  

      

          @type proto_id() :: binary()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      negotiate_inbound(conn, stream_id, supported, opts \\ [])



    

  


  

      

          @spec negotiate_inbound(pid(), non_neg_integer(), MapSet.t(proto_id()), keyword()) ::
  {:ok, proto_id(), binary()} | {:error, term()}


      



  



    

  
    
      
    
    
      negotiate_outbound(conn, stream_id, proposals, supported, opts \\ [])



    

  


  

      

          @spec negotiate_outbound(
  pid(),
  non_neg_integer(),
  [proto_id()],
  MapSet.t(proto_id()),
  keyword()
) ::
  {:ok, proto_id(), binary()} | {:error, term()}


      



  


        

      


  

    
Libp2p.Supervisor 
    



      
Top-level supervisor for the Libp2p application.
This supervisor starts the core components of the stack:
	Libp2p.Swarm: Manages connections and listeners.
	Libp2p.PeerStore: Manages peer metadata (keys, addresses).


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      



  


        

      


  

    
Libp2p.Swarm 
    



      
Minimal Swarm runtime for the libp2p subset we implement.
Responsibilities:
	start/stop TCP listeners
	dial peers
	supervise connections (each connection owns its socket + yamux session)
	notify on inbound streams for protocol routing

Protocol routing is implemented in later steps (Identify/Gossipsub/ReqResp).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        dial(swarm, ip, port)

      


        Dial a peer at {ip, port}.



    


    
      
        dial(swarm, ip, port, opts)

      


    


    
      
        listen(swarm, ip, port)

      


        Start listening on {ip, port}.



    


    
      
        start_link(opts)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: pid() | atom()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      dial(swarm, ip, port)



    

  


  

      

          @spec dial(t(), :inet.ip_address(), :inet.port_number()) ::
  {:ok, pid()} | {:error, term()}


      


Dial a peer at {ip, port}.

  



  
    
      
    
    
      dial(swarm, ip, port, opts)



    

  


  

      

          @spec dial(t(), :inet.ip_address(), :inet.port_number(), keyword()) ::
  {:ok, pid()} | {:error, term()}


      



  



  
    
      
    
    
      listen(swarm, ip, port)



    

  


  

      

          @spec listen(t(), :inet.ip_address(), :inet.port_number()) ::
  {:ok, Libp2p.Transport.Tcp.socket()} | {:error, term()}


      


Start listening on {ip, port}.

  



  
    
      
    
    
      start_link(opts)



    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Libp2p.Transport 
    



      
Transport abstraction for libp2p.
Initial implementation target: TCP streams (active/passive socket ownership)
that feed the libp2p upgrade pipeline (security + muxer).

      




  

    
Libp2p.Transport.Tcp 
    



      
TCP transport helpers for libp2p.
Uses :gen_tcp in passive mode (active: false) and raw packets.

      


      
        Summary


  
    Types
  


    
      
        socket()

      


    





  
    Functions
  


    
      
        accept(listener, timeout \\ 5000)

      


    


    
      
        close(sock)

      


    


    
      
        dial(host, port, opts \\ [])

      


    


    
      
        listen(ip, port, opts \\ [])

      


    


    
      
        peername(sock)

      


    


    
      
        recv(sock, len, timeout \\ 5000)

      


    


    
      
        send(sock, data)

      


    


    
      
        sockname(sock)

      


    





      


      
        Types


        


  
    
      
    
    
      socket()



    

  


  

      

          @type socket() :: port()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      accept(listener, timeout \\ 5000)



    

  


  

      

          @spec accept(socket(), timeout()) :: {:ok, socket()} | {:error, term()}


      



  



  
    
      
    
    
      close(sock)



    

  


  

      

          @spec close(socket()) :: :ok


      



  



    

  
    
      
    
    
      dial(host, port, opts \\ [])



    

  


  

      

          @spec dial(:inet.ip_address() | charlist(), :inet.port_number(), keyword()) ::
  {:ok, socket()} | {:error, term()}


      



  



    

  
    
      
    
    
      listen(ip, port, opts \\ [])



    

  


  

      

          @spec listen(:inet.ip_address(), :inet.port_number(), keyword()) ::
  {:ok, socket()} | {:error, term()}


      



  



  
    
      
    
    
      peername(sock)



    

  


  

      

          @spec peername(socket()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      



  



    

  
    
      
    
    
      recv(sock, len, timeout \\ 5000)



    

  


  

      

          @spec recv(socket(), non_neg_integer(), timeout()) ::
  {:ok, binary()} | {:error, term()}


      



  



  
    
      
    
    
      send(sock, data)



    

  


  

      

          @spec send(socket(), iodata()) :: :ok | {:error, term()}


      



  



  
    
      
    
    
      sockname(sock)



    

  


  

      

          @spec sockname(socket()) ::
  {:ok, {:inet.ip_address(), :inet.port_number()}} | {:error, term()}


      



  


        

      


  

    
Libp2p.Varint 
    



      
Unsigned varint encoding (protobuf-style).

      


      
        Summary


  
    Functions
  


    
      
        decode_u64(bin)

      


    


    
      
        encode_u64(n)

      


    





      


      
        Functions


        


  
    
      
    
    
      decode_u64(bin)



    

  


  

      

          @spec decode_u64(binary()) :: {non_neg_integer(), binary()}


      



  



  
    
      
    
    
      encode_u64(n)



    

  


  

      

          @spec encode_u64(non_neg_integer()) :: binary()


      



  


        

      


  

    
Libp2p.Yamux.Frame 
    



      
Yamux frame encode/decode per third_party/libp2p_specs/yamux/README.md.
Header (12 bytes, big-endian / network order):
	Version (u8)  (always 0)
	Type (u8)     (data=0, window_update=1, ping=2, go_away=3)
	Flags (u16)
	StreamID (u32)
	Length (u32)

For :data frames, Length is the number of bytes following the header.
For all other frame types, Length is an in-header value (no payload bytes).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        decode_frames(bin, acc \\ [])

      


    


    
      
        decode_one(bin)

      


        Decode a single yamux frame from bin.
Returns {frame, rest} or :more if incomplete.



    


    
      
        encode(f)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.Yamux.Frame{
  data: binary(),
  flags: non_neg_integer(),
  length: non_neg_integer(),
  stream_id: non_neg_integer(),
  type: type()
}


      



  



  
    
      
    
    
      type()



    

  


  

      

          @type type() :: :data | :window_update | :ping | :go_away


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decode_frames(bin, acc \\ [])



    

  


  

      

          @spec decode_frames(binary(), [t()]) :: {[t()], binary()}


      



  



  
    
      
    
    
      decode_one(bin)



    

  


  

      

          @spec decode_one(binary()) :: {t(), binary()} | :more


      


Decode a single yamux frame from bin.
Returns {frame, rest} or :more if incomplete.

  



  
    
      
    
    
      encode(f)



    

  


  

      

          @spec encode(t()) :: iodata()


      



  


        

      


  

    
Libp2p.Yamux.Session 
    



      
Manages a Yamux multiplexing session.
Yamux allows multiple concurrent streams to be multiplexed over a single reliable connection.
This module implements the session management, frame parsing, and flow control.
Framing
Every message in Yamux is prefixed with a 12-byte header containing:
	Version: (Always 0).
	Type: The message type (Data, WindowUpdate, Ping, GoAway).
	Flags: Modifiers like SYN (new stream), ACK (accept stream), FIN (close stream), RST (reset).
	StreamID: The identifier for the logical stream (0 is reserved for the session).
	Length: Payload length or control value.

Flow Control
Yamux uses a reliable credit-based flow control system to prevent fast senders from overwhelming
receivers.
	Each stream starts with a receiving window of 256KB.
	As data is consumed, WindowUpdate frames are sent to the peer to grant more sending credit.
	If the window is exhausted, the sender must pause until an update is received.

Stream IDs
To avoid collisions, clients (initiators) use odd stream IDs, and servers (listeners) use even stream IDs.
This is a pure(ish) state machine that:
	consumes inbound bytes -> frames -> events
	produces outbound frames for stream open/ack/data/close

It intentionally implements only what we need to bootstrap higher layers.

      


      
        Summary


  
    Types
  


    
      
        event()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        close_stream(st, stream_id)

      


        Half-close (FIN) a stream. Returns {out_bytes, st2}.



    


    
      
        feed(st, bytes)

      


        Feed inbound bytes. Returns {events, out_bytes, st2}.



    


    
      
        new(role)

      


    


    
      
        open_stream(st)

      


        Open an outbound stream. Returns {stream_id, out_bytes, session2}.



    


    
      
        open_stream_with_data(st, data)

      


        Open an outbound stream and send initial data in the SYN frame.



    


    
      
        reset_stream(st, stream_id)

      


        Hard reset a stream. Returns {out_bytes, st2}.



    


    
      
        send_data(st, stream_id, data)

      


        Send data on an open stream. Returns {out_bytes, st2}.



    





      


      
        Types


        


  
    
      
    
    
      event()



    

  


  

      

          @type event() ::
  {:stream_open, non_neg_integer()}
  | {:stream_data, non_neg_integer(), binary()}
  | {:stream_close, non_neg_integer()}
  | {:stream_reset, non_neg_integer()}
  | {:go_away, non_neg_integer()}


      



  



  
    
      
    
    
      t()



    

  


  

      

          @type t() :: %Libp2p.Yamux.Session{
  buffer: binary(),
  next_stream_id: non_neg_integer(),
  role: :client | :server,
  streams: %{required(non_neg_integer()) => map()}
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      close_stream(st, stream_id)



    

  


  

      

          @spec close_stream(t(), non_neg_integer()) :: {binary(), t()}


      


Half-close (FIN) a stream. Returns {out_bytes, st2}.

  



  
    
      
    
    
      feed(st, bytes)



    

  


  

      

          @spec feed(t(), binary()) :: {[event()], binary(), t()}


      


Feed inbound bytes. Returns {events, out_bytes, st2}.

  



  
    
      
    
    
      new(role)



    

  


  

      

          @spec new(:client | :server) :: t()


      



  



  
    
      
    
    
      open_stream(st)



    

  


  

      

          @spec open_stream(t()) :: {non_neg_integer(), binary(), t()}


      


Open an outbound stream. Returns {stream_id, out_bytes, session2}.

  



  
    
      
    
    
      open_stream_with_data(st, data)



    

  


  

      

          @spec open_stream_with_data(t(), binary()) :: {non_neg_integer(), binary(), t()}


      


Open an outbound stream and send initial data in the SYN frame.
Some peers appear to be strict about receiving the first payload alongside SYN.
Returns {stream_id, out_bytes, session2}.

  



  
    
      
    
    
      reset_stream(st, stream_id)



    

  


  

      

          @spec reset_stream(t(), non_neg_integer()) :: {binary(), t()}


      


Hard reset a stream. Returns {out_bytes, st2}.

  



  
    
      
    
    
      send_data(st, stream_id, data)



    

  


  

      

          @spec send_data(t(), non_neg_integer(), binary()) :: {binary(), t()}


      


Send data on an open stream. Returns {out_bytes, st2}.

  


        

      


  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




