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    README

[image: MetaCredo]MetaCredo
Cross-language static code analysis tool built on
MetaAST.  
Write a check once, run it across Elixir, Erlang, Ruby,
Python, Haskell, and all other languages supported by Metastatic.
Credits
MetaCredo stands on the shoulders of
Credo by Rene Foehring—an
exceptional static analysis tool that has shaped how the entire Elixir
community thinks about code quality, consistency, and teaching through
tooling. Credo's design—its check behaviour, category system,
configuration format, and the philosophy that a linter should teach
rather than merely scold—served as the direct architectural
inspiration for MetaCredo. We are grateful for the years of thoughtful
work that went into Credo and the high bar it set for developer
experience in static analysis.
MetaCredo extends that vision across language boundaries: every check
operates on Metastatic's unified MetaAST, so the same insight that
helps an Elixir developer can help a Python, Ruby, or Haskell developer
just as well.
Installation
Add metacredo to your list of dependencies in mix.exs:
def deps do
  [
    {:metacredo, "~> 0.1", only: [:dev, :test], runtime: false}
  ]
end
Usage
# Run all checks
$ mix metacredo

# Strict mode (only normal+ priority issues)
$ mix metacredo --strict

# Filter by category
$ mix metacredo --only security,warning

# JSON output
$ mix metacredo --format json

# Explain a specific check
$ mix metacredo explain MetaCredo.Check.Security.HardcodedValue

# Generate default configuration
$ mix metacredo.gen.config

How It Works
MetaCredo operates on the MetaAST representation provided by Metastatic.
Source files are parsed into a language-agnostic AST using Metastatic's adapters
(Elixir, Python, Ruby, Haskell, Erlang), and then checks pattern-match against
the uniform {type, keyword_meta, children} node structure. This means every
check is cross-language by default.
Check Categories (72 checks)
Consistency [C]—2 checks
	ExceptionNames—Exception/error classes not ending in "Error" or "Exception"
	ParameterPatternMatching—Destructuring in body instead of params

Security [S]—15 checks
	HardcodedValue—Hardcoded URLs, IPs, and sensitive values in string literals
	SQLInjection—SQL string concatenation/interpolation with variables (CWE-89)
	XSSVulnerability—raw(), html_safe, innerHTML, dangerouslySetInnerHTML (CWE-79)
	PathTraversal—File operations with user-controlled paths (CWE-22)
	SSRFVulnerability—HTTP requests with user-controlled URLs (CWE-918)
	SensitiveDataExposure—Logging/inspecting passwords, tokens, PII (CWE-200)
	MissingCSRFProtection—State-changing actions without CSRF validation (CWE-352)
	InsecureDirectObjectReference—Direct DB lookups from user params (CWE-639)
	UnrestrictedFileUpload—File uploads without type/size validation (CWE-434)
	TOCTOU—File.exists? followed by file operations (CWE-367)
	MissingAuthentication—Controllers/handlers without auth middleware (CWE-306)
	MissingAuthorization—Sensitive operations without authorization (CWE-862)
	IncorrectAuthorization—Auth-after-action bugs, negation patterns (CWE-863)
	ImproperInputValidation—User input to sensitive ops without validation (CWE-20)
	InlineJavascript—Inline script tags, onclick handlers, javascript: URIs

Warning [W]—22 checks
	MissingErrorHandling—{:ok, _} = call() without error handling
	SilentErrorCase—case matching {:ok, } without {:error, } branch
	SwallowingException—try/rescue without logging or re-raising
	NPlusOneQuery—Database calls inside collection operations (N+1)
	MissingPreload—Collection ops over DB results without eager loading
	UnmanagedTask—Task.async without Task.Supervisor
	SyncOverAsync—Blocking calls in GenServer/LiveView callbacks
	MissingHandleAsync—Blocking in handle_event without async delegation
	DirectStructUpdate—Struct updates bypassing changesets
	CallbackHell—Deeply nested conditionals exceeding threshold
	BlockingInPlug—Blocking I/O in Plug call/init middleware
	MissingThrottle—Expensive operations without rate limiting
	InefficientFilter—Repo.all then Enum.filter (filter in memory)
	ImperativeStatusHandling—Imperative if/else chains on status codes
	UnusedOperation—Function call result discarded (not assigned or returned)
	UnsafeExec—System.cmd/exec with user-controlled arguments (CWE-78)
	BoolOperationOnSameValues—x && x, x || x (always same result)
	OperationOnSameValues—x - x (always 0), x / x (always 1)
	OperationWithConstantResult—x * 0 (always 0)
	LazyLogging—Logger with string interpolation instead of anonymous function
	DebugLeftover—IO.inspect, console.log, dbg() left in production code
	RaiseInsideRescue—raise/throw inside rescue without re-raise semantics

Readability [R]—13 checks
	MagicNumber—Numeric literals in expressions without named constants
	DeepNesting—Functions with nesting depth exceeding threshold
	LongFunction—Functions with too many statements
	ComplexConditional—Deeply nested boolean operations
	LongParameterList—Functions with too many parameters
	FunctionNames—Function names not in snake_case
	ModuleNames—Module/container names not in PascalCase
	VariableNames—Variable names not in snake_case
	ModuleDoc—Modules without documentation
	SinglePipe—Single-step pipe chains (unnecessary |>)
	NestedFunctionCalls—Deeply nested calls like foo(bar(baz(x)))
	Specs—Public functions without type specifications
	LargeNumbers—Large integers without underscore separators

Refactor [F]—10 checks
	SimplifyConditional—if x do true else false end patterns
	DeadCode—Unreachable code after early returns
	CodeDuplication—Duplicate function bodies (same AST structure)
	NegatedConditionWithElse—if !x do...else (swap branches)
	DoubleBooleanNegation—!!x pattern (simplify to boolean cast)
	AppendSingleItem—list ++ [item] (use [item | list] or List.insert_at)

	PipeChainStart—Pipe chains starting with a literal value
	FilterCount—Enum.filter |> Enum.count (use Enum.count/2)
	UnlessWithElse—unless...else (use if instead)
	VariableRebinding—Same variable assigned multiple times in a block

Design [D]—5 checks
	HighComplexity—Functions with cyclomatic complexity exceeding threshold
	LowCohesion—Modules where functions share no common data
	HighCoupling—Modules with too many external dependencies
	TagTODO—TODO comments that should be addressed
	TagFIXME—FIXME comments indicating known bugs

Observability [O]—5 checks
	MissingTelemetryInObanWorker—Oban worker perform/1 without telemetry
	MissingTelemetryInLiveviewMount—LiveView mount/3 without telemetry
	MissingTelemetryInAuthPlug—Auth plug call/2 without telemetry
	MissingTelemetryForExternalHttp—HTTP client calls without telemetry wrapper
	TelemetryInRecursiveFunction—Telemetry inside recursive functions (anti-pattern)

Configuration
Create a .metacredo.exs file (or run mix metacredo.gen.config):
%{
  configs: [
    %{
      name: "default",
      files: %{
        included: ["lib/", "src/"],
        excluded: [~r"/_build/", ~r"/deps/"]
      },
      checks: %{
        enabled: :all,
        disabled: []
      }
    }
  ]
}
To selectively enable checks with parameters:
checks: %{
  enabled: [
    {MetaCredo.Check.Security.HardcodedValue, [exclude_localhost: true]},
    {MetaCredo.Check.Warning.MissingErrorHandling, []},
    {MetaCredo.Check.Readability.MagicNumber, [ignored_numbers: [0, 1, -1, 2]]}
  ],
  disabled: []
}
Inline Disable Comments
Use source comments to suppress specific checks:
# metacredo:disable-for-next-line MetaCredo.Check.Security.HardcodedValue
@test_url "https://api.example.com"

# metacredo:disable-for-this-file
The comment must be represented as a :comment node in the MetaAST for
inline disabling to work. Metastatic's adapters that preserve comments
(e.g., the Cure adapter) support this out of the box.
Writing Custom Checks
defmodule MyApp.Check.CustomCheck do
  use MetaCredo.Check,
    category: :warning,
    base_priority: :normal,
    explanations: [
      check: "Detects a custom anti-pattern.",
      params: [threshold: "Maximum allowed occurrences (default: 3)"]
    ],
    param_defaults: [threshold: 3]

  @impl true
  def run(%SourceFile{} = source_file, params) do
    threshold = params_get(params, :threshold)

    source_file
    |> SourceFile.ast()
    |> Metastatic.AST.prewalk([], fn node, acc ->
      # ... detection logic ...
      {node, acc}
    end)
    |> elem(1)
  end
end
Register custom checks in .metacredo.exs:
checks: %{
  enabled: [
    {MyApp.Check.CustomCheck, [threshold: 5]}
  ]
}
Relationship to Credo and OeditusCredo
	Credo operates on Elixir's native AST (Macro module). MetaCredo
operates on the language-agnostic MetaAST.
	OeditusCredo provides Credo plugin checks for the Elixir community
and remains available for Elixir-only projects.
	MetaCredo covers the same detection patterns as OeditusCredo but
works across all languages supported by Metastatic.

Roadmap
The following items are planned for future releases:
	[ ] Plugin system for third-party checks (mirrors Credo plugins).
	[ ] LSP integration for in-editor diagnostics.
	[ ] Auto-fix / code modification via MetaAST transformations.
	[x] CI/CD integrations (GitHub Actions, GitLab CI, etc.).
	[ ] Extract analysis modules from metastatic core in the next major
 release of metastatic, using deprecated re-exports to bridge the
 transition.

License
MIT


  

    License


MIT License

Copyright (c) 2026 Oeditus

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    Changelog

v0.1.0
Initial release.
Core Infrastructure
	MetaCredo.Check behaviour macro mirroring Credo.Check ergonomics.
	MetaCredo.SourceFile wrapping Metastatic.Document with source text.
	MetaCredo.Issue struct with priority/severity/exit status.
	MetaCredo.Config for .metacredo.exs configuration parsing.
	MetaCredo.Execution pipeline: source discovery, check execution, inline disable filtering.
	MetaCredo.Sources for multi-language file discovery and parsing.
	MetaCredo.CLI.Output with colored terminal output and JSON format.
	mix metacredo task with --strict, --only, --ignore, --format, and explain subcommand.
	mix metacredo.gen.config for generating default configuration.
	Inline disable comments via # metacredo:disable-for-next-line and # metacredo:disable-for-this-file.

Checks -- 45 total
Security (15): HardcodedValue, SQLInjection, XSSVulnerability, PathTraversal,
SSRFVulnerability, SensitiveDataExposure, MissingCSRFProtection,
InsecureDirectObjectReference, UnrestrictedFileUpload, TOCTOU,
MissingAuthentication, MissingAuthorization, IncorrectAuthorization,
ImproperInputValidation, InlineJavascript.
Warning (14): MissingErrorHandling, SilentErrorCase, SwallowingException,
NPlusOneQuery, MissingPreload, UnmanagedTask, SyncOverAsync,
MissingHandleAsync, DirectStructUpdate, CallbackHell, BlockingInPlug,
MissingThrottle, InefficientFilter, ImperativeStatusHandling.
Readability (5): MagicNumber, DeepNesting, LongFunction,
ComplexConditional, LongParameterList.
Refactor (3): SimplifyConditional, DeadCode, CodeDuplication.
Design (3): HighComplexity, LowCohesion, HighCoupling.
Observability (5): MissingTelemetryInObanWorker,
MissingTelemetryInLiveviewMount, MissingTelemetryInAuthPlug,
MissingTelemetryForExternalHttp, TelemetryInRecursiveFunction.
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Cross-language static code analysis tool built on MetaAST.
MetaCredo is a static analysis tool that operates on the unified MetaAST
representation provided by Metastatic. Write a check once and run it
across all languages supported by Metastatic: Elixir, Python, Ruby,
Haskell, Erlang, and more.
Usage
# Run all checks
$ mix metacredo

# Run with strict mode
$ mix metacredo --strict

# Generate default configuration
$ mix metacredo.gen.config
Programmatic API
alias MetaCredo.{Execution, SourceFile}

source_files = MetaCredo.Sources.find("lib/")
{:ok, report} = Execution.run(source_files)

Enum.each(report.issues, fn issue ->
  IO.puts("#{issue.filename}:#{issue.line_no} #{issue.message}")
end)
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        version()

      


        Returns the version of MetaCredo.
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Returns the version of MetaCredo.

  


        

      


  

    
MetaCredo.Check behaviour
    



      
Behaviour and macro for defining MetaCredo checks.
Mirrors Credo.Check ergonomics but operates on MetaAST via Metastatic.
Usage
defmodule MetaCredo.Check.Security.HardcodedValue do
  use MetaCredo.Check,
    category: :security,
    base_priority: :high,
    param_defaults: [exclude_localhost: true],
    explanations: [
      check: "Detects hardcoded URLs, IPs, and sensitive values.",
      params: [
        exclude_localhost: "Skip localhost URLs (default: true)"
      ]
    ]

  @impl true
  def run(%SourceFile{} = source_file, params) do
    source_file
    |> SourceFile.ast()
    |> Metastatic.AST.prewalk([], &traverse(&1, &2, params))
    |> elem(1)
  end

  defp traverse({:literal, meta, value} = _node, issues, _params)
       when is_list(meta) and is_binary(value) do
    # ... detection logic ...
    issues
  end
end
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        params()

      


    





  
    Callbacks
  


    
      
        base_priority()

      


        Returns the base priority for this check.



    


    
      
        category()

      


        Returns the category for this check.



    


    
      
        explanations()

      


        Returns the explanations for this check.



    


    
      
        id()

      


        Returns a unique string ID for this check.



    


    
      
        param_defaults()

      


        Returns the default values for params.



    


    
      
        run(source_file, params)

      


        Runs the check on a source file. Returns a list of issues.



    


    
      
        tags()

      


        Returns the tags for this check.



    





  
    Functions
  


    
      
        format_issue(check_module, source_file, opts)

      


        Creates an Issue struct from check module, source file, and options.



    


    
      
        params_get(params, key, check_module)

      


        Retrieves a parameter value, falling back to the check's defaults.



    


    
      
        valid_categories()

      


        Returns the list of valid check categories.
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      params()



        
          
        

    

  


  

      

          @type params() :: Keyword.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      base_priority()



        
          
        

    

  


  

      

          @callback base_priority() :: MetaCredo.Issue.priority()


      


Returns the base priority for this check.

  



  
    
      
    
    
      category()



        
          
        

    

  


  

      

          @callback category() :: atom()


      


Returns the category for this check.

  



  
    
      
    
    
      explanations()



        
          
        

    

  


  

      

          @callback explanations() :: Keyword.t()


      


Returns the explanations for this check.

  



  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @callback id() :: String.t()


      


Returns a unique string ID for this check.

  



  
    
      
    
    
      param_defaults()



        
          
        

    

  


  

      

          @callback param_defaults() :: Keyword.t()


      


Returns the default values for params.

  



  
    
      
    
    
      run(source_file, params)



        
          
        

    

  


  

      

          @callback run(source_file :: MetaCredo.SourceFile.t(), params :: params()) :: [
  MetaCredo.Issue.t()
]


      


Runs the check on a source file. Returns a list of issues.

  



  
    
      
    
    
      tags()


        (optional)


        
          
        

    

  


  

      

          @callback tags() :: [atom()]


      


Returns the tags for this check.

  


        

      

      
        Functions


        


  
    
      
    
    
      format_issue(check_module, source_file, opts)



        
          
        

    

  


  

      

          @spec format_issue(module(), MetaCredo.SourceFile.t(), Keyword.t()) ::
  MetaCredo.Issue.t()


      


Creates an Issue struct from check module, source file, and options.
Options:
	:message (required) - The issue message
	:trigger - The text fragment causing the issue
	:line_no - Line number
	:column - Column number
	:severity - Override severity
	:priority - Override priority
	:metadata - Additional metadata map


  



  
    
      
    
    
      params_get(params, key, check_module)



        
          
        

    

  


  

      

          @spec params_get(params(), atom(), module()) :: term()


      


Retrieves a parameter value, falling back to the check's defaults.

  



  
    
      
    
    
      valid_categories()



        
          
        

    

  


  

      

          @spec valid_categories() :: [atom()]


      


Returns the list of valid check categories.
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Parses and manages .metacredo.exs configuration files.
Configuration follows the same shape as .credo.exs:
%{
  configs: [
    %{
      name: "default",
      files: %{
        included: ["lib/", "src/"],
        excluded: ["deps/", "_build/"]
      },
      checks: %{
        enabled: [
          {MetaCredo.Check.Security.HardcodedValue, []},
          {MetaCredo.Check.Warning.MissingErrorHandling, []}
        ],
        disabled: []
      }
    }
  ]
}
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    Types
  


    
      
        config()

      


    





  
    Functions
  


    
      
        default()

      


        Returns the default configuration.



    


    
      
        default_config_path()

      


        Returns the path to the default configuration file.



    


    
      
        enabled_checks(map)

      


        Returns the list of enabled checks from config.



    


    
      
        file_patterns(map)

      


        Returns the file patterns from config.



    


    
      
        read(config_file \\ nil)

      


        Reads and parses the configuration file, falling back to defaults.
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      config()



        
          
        

    

  


  

      

          @type config() :: %{
  name: String.t(),
  files: %{included: [String.t()], excluded: [String.t() | Regex.t()]},
  checks: %{
    enabled: [{module(), Keyword.t()}] | :all,
    disabled: [{module(), Keyword.t()}]
  }
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default()



        
          
        

    

  


  

      

          @spec default() :: config()


      


Returns the default configuration.

  



  
    
      
    
    
      default_config_path()



        
          
        

    

  


  

      

          @spec default_config_path() :: String.t()


      


Returns the path to the default configuration file.

  



  
    
      
    
    
      enabled_checks(map)



        
          
        

    

  


  

      

          @spec enabled_checks(config()) :: [{module(), Keyword.t()}]


      


Returns the list of enabled checks from config.

  



  
    
      
    
    
      file_patterns(map)



        
          
        

    

  


  

      

          @spec file_patterns(config()) :: %{included: [String.t()], excluded: [term()]}


      


Returns the file patterns from config.

  



    

  
    
      
    
    
      read(config_file \\ nil)



        
          
        

    

  


  

      

          @spec read(String.t() | nil) :: config()


      


Reads and parses the configuration file, falling back to defaults.

  


        

      


  

    
MetaCredo.Execution 
    



      
Orchestrates the full analysis pipeline: source discovery, check execution,
issue collection, and inline-disable filtering.

      


      
        Summary


  
    Types
  


    
      
        report()

      


    


    
      
        run_opts()

      


    





  
    Functions
  


    
      
        run(opts \\ [])

      


        Runs the full analysis pipeline.



    


    
      
        run_on_source_files(source_files, checks)

      


        Runs checks on pre-parsed source files.



    





      


      
        Types


        


  
    
      
    
    
      report()



        
          
        

    

  


  

      

          @type report() :: %{
  source_files: [MetaCredo.SourceFile.t()],
  issues: [MetaCredo.Issue.t()],
  checks_run: [module()],
  summary: map(),
  timing_ms: non_neg_integer() | nil
}


      



  



  
    
      
    
    
      run_opts()



        
          
        

    

  


  

      

          @type run_opts() :: [
  config: MetaCredo.Config.config() | nil,
  config_file: String.t() | nil,
  strict: boolean(),
  only: [atom()],
  ignore: [atom()],
  files_included: [String.t()] | nil,
  files_excluded: [term()] | nil
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(run_opts()) :: report()


      


Runs the full analysis pipeline.
Options
	:config - Pre-loaded config map (takes precedence over :config_file)
	:config_file - Path to .metacredo.exs
	:strict - Only report issues with priority >= :normal (default: false)
	:only - Only run checks in these categories
	:ignore - Skip checks in these categories
	:files_included - Override file include patterns
	:files_excluded - Override file exclude patterns


  



  
    
      
    
    
      run_on_source_files(source_files, checks)



        
          
        

    

  


  

      

          @spec run_on_source_files([MetaCredo.SourceFile.t()], [{module(), Keyword.t()}]) :: [
  MetaCredo.Issue.t()
]


      


Runs checks on pre-parsed source files.

  


        

      


  

    
MetaCredo.Issue 
    



      
Represents a single issue found during analysis.
Mirrors Credo.Issue but operates on MetaAST nodes.
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    Types
  


    
      
        priority()

      


    


    
      
        severity()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        exit_status_for(category)

      


        Returns the default exit status for a given category.



    


    
      
        priority_value(priority)

      


        Converts a priority atom to its numeric value.
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          @type priority() :: :higher | :high | :normal | :low | :ignore


      



  



  
    
      
    
    
      severity()



        
          
        

    

  


  

      

          @type severity() :: :error | :warning | :info | :refactoring_opportunity


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MetaCredo.Issue{
  category: atom(),
  check: module(),
  column: pos_integer() | nil,
  exit_status: non_neg_integer(),
  filename: String.t() | nil,
  line_no: pos_integer() | nil,
  message: String.t(),
  metadata: map(),
  priority: priority() | integer(),
  severity: severity(),
  trigger: String.t() | nil
}
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          @spec exit_status_for(atom()) :: non_neg_integer()


      


Returns the default exit status for a given category.

  



  
    
      
    
    
      priority_value(priority)



        
          
        

    

  


  

      

          @spec priority_value(priority() | integer()) :: integer()


      


Converts a priority atom to its numeric value.

  


        

      


  

    
MetaCredo.SourceFile 
    



      
Wraps a Metastatic.Document with source text and filename for analysis.
Analogous to Credo.SourceFile, providing access to the AST, source lines,
and metadata needed by checks.
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        t()

      


    





  
    Functions
  


    
      
        ast(source_file)

      


        Returns the MetaAST for this source file.



    


    
      
        language(source_file)

      


        Returns the language of this source file.



    


    
      
        line_at(source_file, line_no)

      


        Returns the line at the given 1-based line number.



    


    
      
        lines(source_file)

      


        Returns lines as [{line_no, line_content}].



    


    
      
        parse(source, filename, language)

      


        Parses source code into a SourceFile.



    


    
      
        source(source_file)

      


        Returns the source code as a string.
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      t()



        
          
        

    

  


  

      

          @type t() :: %MetaCredo.SourceFile{
  document: Metastatic.Document.t(),
  filename: String.t(),
  language: atom(),
  lines: [{pos_integer(), String.t()}],
  source: String.t(),
  status: :valid | :invalid | :timed_out
}
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          @spec ast(t()) :: Metastatic.AST.meta_ast()


      


Returns the MetaAST for this source file.

  



  
    
      
    
    
      language(source_file)



        
          
        

    

  


  

      

          @spec language(t()) :: atom()


      


Returns the language of this source file.

  



  
    
      
    
    
      line_at(source_file, line_no)



        
          
        

    

  


  

      

          @spec line_at(t(), pos_integer()) :: String.t() | nil


      


Returns the line at the given 1-based line number.

  



  
    
      
    
    
      lines(source_file)



        
          
        

    

  


  

      

          @spec lines(t()) :: [{pos_integer(), String.t()}]


      


Returns lines as [{line_no, line_content}].

  



  
    
      
    
    
      parse(source, filename, language)



        
          
        

    

  


  

      

          @spec parse(String.t(), String.t(), atom()) :: {:ok, t()} | {:error, term()}


      


Parses source code into a SourceFile.
Uses the appropriate Metastatic.Adapter for the given language to
produce a Metastatic.Document, then wraps it with source metadata.

  



  
    
      
    
    
      source(source_file)



        
          
        

    

  


  

      

          @spec source(t()) :: String.t()


      


Returns the source code as a string.

  


        

      


  

    
MetaCredo.Sources 
    



      
Discovers and parses source files for analysis.
Maps file extensions to languages, uses Metastatic.Adapter to parse
source code into MetaAST, and wraps results in MetaCredo.SourceFile structs.

      


      
        Summary


  
    Functions
  


    
      
        find(paths)

      


        Finds and parses source files matching the given configuration.



    


    
      
        language_for(filename)

      


        Returns the language for a file based on its extension.



    


    
      
        supported_extensions()

      


        Returns the set of supported file extensions.



    





      


      
        Functions


        


  
    
      
    
    
      find(paths)



        
          
        

    

  


  

      

          @spec find(map() | String.t() | [String.t()]) :: [MetaCredo.SourceFile.t()]


      


Finds and parses source files matching the given configuration.
Also accepts a plain string or list of strings for convenience:
MetaCredo.Sources.find("lib/")
MetaCredo.Sources.find(["lib/", "src/"])

  



  
    
      
    
    
      language_for(filename)



        
          
        

    

  


  

      

          @spec language_for(String.t()) :: atom() | nil


      


Returns the language for a file based on its extension.

  



  
    
      
    
    
      supported_extensions()



        
          
        

    

  


  

      

          @spec supported_extensions() :: [String.t()]


      


Returns the set of supported file extensions.

  


        

      


  

    
MetaCredo.Check.Consistency.ExceptionNames 
    



      
Detects exception or error container names that do not end in "Error"
or "Exception". Consistent naming makes it easier to identify error
types at a glance.
For example, InvalidInput should be InvalidInputError.
Category: Consistency / Priority: normal

      




  

    
MetaCredo.Check.Consistency.ParameterPatternMatching 
    



      
Detects functions that destructure data in the body when they could
destructure directly in the parameters. Pattern matching in function
heads is more idiomatic and clearly communicates intent.
For example, prefer def foo(%{name: name}) over
def foo(map) do name = map.name end.
Category: Consistency / Priority: low

      




  

    
MetaCredo.Check.Security.HardcodedValue 
    



      
Detects hardcoded URLs, IP addresses, and other sensitive values in
string literals. Move these values to configuration files or
environment variables.
This is a universal anti-pattern across all languages.
Category: Security / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	exclude_localhost - Skip localhost/127.0.0.1 URLs (default: true) (default: true)
	exclude_local_ips - Skip private IP ranges (default: true) (default: true)


      




  

    
MetaCredo.Check.Security.ImproperInputValidation 
    



      
Detects improper input validation patterns (CWE-20).
Identifies code patterns where user input is used in sensitive operations
without apparent validation or sanitization, such as using params
directly without changeset validation.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.IncorrectAuthorization 
    



      
Detects incorrect authorization patterns (CWE-863).
Identifies weak or flawed authorization logic such as authorization
checks that appear after the sensitive operation, role-only checks
without resource ownership verification, and default-allow patterns.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.InlineJavascript 
    



      
Detects inline executable code in templates/strings (XSS/injection risk).
Identifies patterns where inline JavaScript handlers (onclick, onerror),
script tags, dangerouslySetInnerHTML, or similar dangerous patterns appear
in string literals. Prefer CSP-compliant external scripts or phx-*
bindings in Phoenix.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.InsecureDirectObjectReference 
    



      
Detects Insecure Direct Object Reference (IDOR) vulnerabilities (CWE-639).
Identifies code patterns where user-supplied IDs are used to directly
access resources without verifying ownership or authorization, enabling
horizontal privilege escalation.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.MissingAuthentication 
    



      
Detects critical functions without authentication checks (CWE-306).
Identifies endpoints or functions that perform sensitive operations
(admin, delete, update, payment, etc.) but lack apparent authentication
verification via plugs, decorators, or middleware.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.MissingAuthorization 
    



      
Detects sensitive operations without authorization checks (CWE-862).
Identifies code patterns where data modification or access operations
(delete, update, create) are performed without apparent authorization
verification, enabling horizontal privilege escalation.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.MissingCSRFProtection 
    



      
Detects state-changing endpoints without CSRF protection (CWE-352).
Identifies code patterns where state-changing HTTP operations (POST, PUT,
PATCH, DELETE) are handled without CSRF token validation.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.PathTraversal 
    



      
Detects potential Path Traversal vulnerabilities (CWE-22).
Identifies code patterns where user input is used in file path
operations without proper validation, allowing attackers to access
files outside the intended directory via ../ sequences.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.SQLInjection 
    



      
Detects potential SQL injection vulnerabilities (CWE-89).
Identifies code patterns where user input or variables are concatenated
or interpolated into SQL query strings instead of using parameterized
queries.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.SSRFVulnerability 
    



      
Detects potential Server-Side Request Forgery (SSRF) vulnerabilities (CWE-918).
Identifies code patterns where user-controlled input is used to construct
URLs that are then fetched by the server, potentially allowing attackers
to access internal resources or cloud metadata endpoints.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.SensitiveDataExposure 
    



      
Detects exposure of sensitive information to unauthorized actors (CWE-200).
Identifies code patterns where sensitive data such as passwords, tokens,
secrets, or PII is logged, inspected, or otherwise exposed.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.TOCTOU 
    



      
Detects Time-of-Check-Time-of-Use (TOCTOU) race condition
vulnerabilities (CWE-367).
Identifies patterns where a check function (exists?, stat, access) is
followed by a use function (read, write, open) on the same resource,
creating a race condition window between check and use.
Category: Security / Priority: high

      




  

    
MetaCredo.Check.Security.UnrestrictedFileUpload 
    



      
Detects unrestricted file upload vulnerabilities (CWE-434).
Identifies code patterns where file uploads are processed without proper
validation of file type, size, or content, potentially allowing attackers
to upload executable files or web shells.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Security.XSSVulnerability 
    



      
Detects potential Cross-Site Scripting (XSS) vulnerabilities (CWE-79).
Identifies code patterns where user input is rendered in HTML output
without proper escaping, such as raw(), html_safe, innerHTML, or
dangerouslySetInnerHTML.
Category: Security / Priority: higher

      




  

    
MetaCredo.Check.Warning.BlockingInPlug 
    



      
Detects blocking operations (HTTP calls, long DB queries, file I/O)
inside Plug middleware functions (call/2, init/1) or Phoenix
controller plugs. Blocking in the request pipeline degrades throughput
for all concurrent requests.
Move blocking work to a cached value, background task, or async
middleware pattern.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.BoolOperationOnSameValues 
    



      
Detects boolean operations where both operands are structurally identical,
such as x && x, x || x, x and x, x or x. These are always
redundant and likely indicate a copy-paste error.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.CallbackHell 
    



      
Detects deeply nested conditional statements (case, with, if/else)
exceeding the configured nesting threshold. Deep nesting creates
"callback hell" that is hard to read, test, and maintain.
Refactor using with, early returns, guard clauses, or extract
nested logic into separate functions.
Category: Warning / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_nesting - Maximum allowed nesting depth (default: 3) (default: 3)


      




  

    
MetaCredo.Check.Warning.DebugLeftover 
    



      
Detects debug function calls left in code, such as IO.inspect,
IO.puts, dbg(), print(), console.log, pry, and similar.
These should be removed before merging to production.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.DirectStructUpdate 
    



      
Detects direct struct field updates (e.g. %User{user | name: "new"})
that bypass validation. In Ecto-backed applications, data changes should
go through changesets to ensure validation, casting, and constraint
checking.
Use Ecto.Changeset.change/2 or a dedicated changeset function instead.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.ImperativeStatusHandling 
    



      
Detects imperative if/else or case chains that branch on a status or
state field with 3+ distinct values. Ad-hoc status management is
error-prone (missing transitions, invalid state paths) and should be
replaced with a finite state machine (Finitomata, gen_statem, or
equivalent).
Also flags direct assignments to status fields and functions whose
names encode state-transition verbs (e.g. activate, suspend).
Category: Warning / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	status_field_names - Field/variable names to watch (default: ["status", "state"]) (default: ["status", "state"])
	min_states - Minimum distinct status values before flagging (default: 3) (default: 3)


      




  

    
MetaCredo.Check.Warning.InefficientFilter 
    



      
Detects the pattern of fetching all records from the database (e.g.
Repo.all(User)) and then filtering them in memory with Enum.filter/2
or Enum.reject/2. This wastes bandwidth, memory, and CPU.
Push the filter down to the database using Ecto.Query.where/3 or
equivalent query-level filtering.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.LazyLogging 
    



      
Detects Logger calls that use string interpolation directly instead of
wrapping the message in an anonymous function. Eager interpolation
performs the string building even when the log level is disabled.
Use Logger.info(fn -> "msg: #{val}" end) instead.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.MissingErrorHandling 
    



      
Detects pattern matches on success tuples ({:ok, value} = expr)
without corresponding error handling. This can crash the process
on unexpected errors.
Use case, with, or multi-clause function heads instead.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.MissingHandleAsync 
    



      
Detects LiveView handle_event callbacks that perform blocking work
(HTTP calls, heavy computation, long DB queries) without delegating
to start_async/3 or Task.Supervisor. Blocking in handle_event
freezes the LiveView process and the user sees no feedback.
Use assign_async/3, start_async/3, or Task.Supervisor to run
expensive work asynchronously and handle results in handle_async/3.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.MissingPreload 
    



      
Detects collection operations (e.g. Enum.map) over database query
results that were fetched without eager loading. This pattern is a
strong indicator of potential N+1 queries when associations are accessed
inside the loop.
Use Repo.preload/2 or from(..., preload: [...]) before iterating.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.MissingThrottle 
    



      
Detects expensive operations triggered by user input (form submissions,
search endpoints, API mutations) without rate limiting or throttling.
In LiveView, form inputs sending phx-change events should use
phx-debounce or phx-throttle to avoid flooding the server.
For API endpoints, add rate-limiting middleware (e.g. Hammer,
PlugAttack, ExRated).
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.NPlusOneQuery 
    



      
Detects database operations (e.g. Repo.get, Repo.one) called inside
collection operations like Enum.map/2 or Enum.each/2. This creates
an N+1 query problem where N extra queries are issued for N items.
Use Repo.preload/2, from(..., preload: [...]), or batch the query
outside the loop.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.OperationOnSameValues 
    



      
Detects arithmetic operations on identical operands that produce a
constant result: x - x is always 0, x / x is always 1.
These are likely copy-paste errors or logic mistakes.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.OperationWithConstantResult 
    



      
Detects arithmetic operations with a constant result or identity
operand: x * 0 is always 0, and x + 0 is a no-op identity.
These suggest dead code or incomplete expressions.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Warning.RaiseInsideRescue 
    



      
Detects bare raise or throw inside rescue/exception handling blocks
without re-raise semantics. Using raise inside a rescue block instead
of reraise loses the original stack trace, making debugging harder.
Use reraise(exception, __STACKTRACE__) to preserve the original trace.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.SilentErrorCase 
    



      
Detects case statements that match on {:ok, _} without a corresponding
{:error, _} branch. Missing error branches cause silent failures when
the called function returns an error tuple.
Use explicit error handling or add a catch-all clause.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.SwallowingException 
    



      
Detects try/rescue blocks where the rescue clause neither logs the
exception nor re-raises it. Swallowing exceptions silently hides errors
and makes debugging nearly impossible.
Always log with Logger or re-raise with reraise/2.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.SyncOverAsync 
    



      
Detects blocking synchronous operations (HTTP calls, long DB queries,
file I/O) inside GenServer callbacks (handle_call, handle_cast,
handle_info) or LiveView callbacks (mount, handle_event,
handle_params). Blocking in these contexts stalls the process
mailbox and degrades responsiveness.
Offload blocking work to Task.Supervisor.async_nolink/2 or use
start_async/3 in LiveView.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.UnmanagedTask 
    



      
Detects Task.async/1 and Task.start/1 calls that are not routed
through a Task.Supervisor. Unsupervised tasks can leak memory,
silently fail, and leave orphaned processes.
Use Task.Supervisor.async_nolink/2 or Task.Supervisor.start_child/2.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.UnsafeExec 
    



      
Detects System.cmd, os:cmd, :os.cmd, or similar execution calls
with user-controlled arguments. Passing user input to system commands
can lead to command injection vulnerabilities.
Use allow-lists, sanitize inputs, or avoid shelling out entirely.
Category: Warning / Priority: high

      




  

    
MetaCredo.Check.Warning.UnusedOperation 
    



      
Detects function call results that are unused. A function call appearing
as a statement in a block whose result is neither assigned nor returned
(i.e., not the last statement and not wrapped in an assignment) likely
indicates a missing assignment or accidental side-effect-only call.
Category: Warning / Priority: normal

      




  

    
MetaCredo.Check.Readability.ComplexConditional 
    



      
Detects deeply nested boolean operations (e.g. a and (b or (c and d))).
Complex boolean expressions are hard to reason about. Extract sub-conditions
into well-named variables or helper functions.
Category: Readability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_boolean_depth - Maximum allowed nesting depth of boolean operations (default: 2) (default: 2)


      




  

    
MetaCredo.Check.Readability.DeepNesting 
    



      
Detects functions with nesting depth exceeding a threshold.
Deeply nested code (conditionals inside loops inside conditionals, etc.)
is harder to understand and should be refactored into smaller functions.
Category: Readability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_nesting - Maximum allowed nesting depth (default: 4) (default: 4)


      




  

    
MetaCredo.Check.Readability.FunctionNames 
    



      
Detects function names that do not follow snake_case convention.
Elixir functions should be named in snake_case, optionally ending
with ! or ?.
Category: Readability / Priority: normal

      




  

    
MetaCredo.Check.Readability.LargeNumbers 
    



      
Detects large integer literals (> 9999) without underscore separators.
Use underscores to improve readability of large numbers
(e.g. 1_000_000 instead of 1000000).
Category: Readability / Priority: low
Configuration
Accepts the following parameters via .metacredo.exs:
	min_digits - Minimum number of digits to trigger the check (default: 5) (default: 5)


      




  

    
MetaCredo.Check.Readability.LongFunction 
    



      
Detects functions with too many statements. Long functions are harder
to read, test, and maintain. Break them into smaller, focused functions.
Category: Readability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_statements - Maximum allowed statements per function (default: 50) (default: 50)


      




  

    
MetaCredo.Check.Readability.LongParameterList 
    



      
Detects functions with too many parameters. Long parameter lists are
hard to remember and use correctly. Consider grouping related parameters
into a struct, map, or keyword list.
Category: Readability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_params - Maximum allowed parameters per function (default: 5) (default: 5)


      




  

    
MetaCredo.Check.Readability.MagicNumber 
    



      
Detects numeric literals used directly in expressions without
being assigned to a named constant. Magic numbers make code
harder to understand and maintain.
Category: Readability / Priority: low
Configuration
Accepts the following parameters via .metacredo.exs:
	ignored_numbers - Numbers to skip (default: [0, 1, -1]) (default: [0, 1, {:-, [line: 5, column: 46], [1]}])


      




  

    
MetaCredo.Check.Readability.ModuleDoc 
    



      
Detects modules without documentation. Every module should have
a @moduledoc describing its purpose.
Category: Readability / Priority: normal

      




  

    
MetaCredo.Check.Readability.ModuleNames 
    



      
Detects module names that do not follow PascalCase convention.
Module names in Elixir should use PascalCase (e.g. MyApp.UserAccount).
Category: Readability / Priority: normal

      




  

    
MetaCredo.Check.Readability.NestedFunctionCalls 
    



      
Detects deeply nested function calls like foo(bar(baz(x))).
Extract intermediate results into variables or use pipes for clarity.
Category: Readability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	max_nesting - Maximum allowed nesting depth of function calls (default: 2) (default: 2)


      




  

    
MetaCredo.Check.Readability.SinglePipe 
    



      
Detects single-step pipe chains (value |> func). A single pipe
adds visual noise without improving readability -- use a direct
function call instead.
Category: Readability / Priority: low

      




  

    
MetaCredo.Check.Readability.Specs 
    



      
Detects public functions without a preceding @spec type annotation.
Typespecs improve documentation, enable Dialyzer analysis, and make
function contracts explicit.
Category: Readability / Priority: normal

      




  

    
MetaCredo.Check.Readability.VariableNames 
    



      
Detects variable names that do not follow snake_case convention.
Variables in Elixir should use snake_case (e.g. my_var, _unused).
Category: Readability / Priority: normal

      




  

    
MetaCredo.Check.Refactor.AppendSingleItem 
    



      
Detects list ++ [item] pattern. Appending to a list with ++ creates
a full copy of the left list. Consider prepending with [item | list]
and reversing, or using a different data structure.
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.CodeDuplication 
    



      
Detects duplicate function bodies within the same module by comparing
normalized AST structure. Functions with identical logic should be
consolidated into a shared helper.
Category: Refactoring Opportunity / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	min_body_size - Minimum number of AST nodes in a function body to consider for duplication (default: 3) (default: 3)


      




  

    
MetaCredo.Check.Refactor.DeadCode 
    



      
Detects unreachable code after early returns. Statements following
a return, raise, or throw can never execute and should be removed.
Category: Refactoring Opportunity / Priority: high

      




  

    
MetaCredo.Check.Refactor.DoubleBooleanNegation 
    



      
Detects !!value (double boolean negation). While commonly used to
coerce a value to boolean, it harms readability. Use explicit
conversion or pattern matching instead.
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.FilterCount 
    



      
Detects Enum.filter(...) |> Enum.count() patterns. Use
Enum.count(enumerable, fun) instead for a single-pass operation.
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.NegatedConditionWithElse 
    



      
Detects if !condition do ... else ... end or if not condition do ... else ... end.
Swap the branches and remove the negation for clearer code.
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.PipeChainStart 
    



      
Detects pipe chains that start with a literal value. Pipes should
start with a variable or function call, not a raw literal like
"hello" |> String.upcase().
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.SimplifyConditional 
    



      
Detects conditionals that return boolean literals and can be simplified
to direct boolean expressions.
Patterns detected:
	if condition do true else false end -> condition
	if condition do false else true end -> not condition
	if condition do condition else false end -> condition

Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Refactor.UnlessWithElse 
    



      
Detects unless ... else constructs. unless with an else branch
is confusing -- use if with swapped branches instead.
Category: Refactoring Opportunity / Priority: normal

      




  

    
MetaCredo.Check.Refactor.VariableRebinding 
    



      
Detects the same variable name being assigned multiple times in the
same block. Rebinding variables makes code harder to follow --
use distinct names or restructure the code.
Category: Refactoring Opportunity / Priority: low

      




  

    
MetaCredo.Check.Design.HighComplexity 
    



      
Detects functions with cyclomatic complexity exceeding a threshold.
Cyclomatic complexity measures the number of linearly independent paths
through a function. High complexity makes code harder to test, understand,
and maintain.
Thresholds:
	1-10: Simple, low risk
	11-20: More complex, moderate risk
	21-50: Complex, high risk
	51+: Untestable, very high risk

Category: Software Design / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	max_complexity - Maximum allowed cyclomatic complexity (default: 10) (default: 10)


      




  

    
MetaCredo.Check.Design.HighCoupling 
    



      
Detects modules with too many external dependencies (imports/aliases).
High efferent coupling makes modules difficult to test, maintain, and
reason about. Consider applying dependency inversion or splitting the module.
Assessment:
	< 5 dependencies: Excellent
	5-9: Good, monitor growth
	10-19: Fair, consider refactoring
	20+: Poor, major refactoring needed

Category: Software Design / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	max_dependencies - Maximum allowed external dependencies (default: 10) (default: 10)


      




  

    
MetaCredo.Check.Design.LowCohesion 
    



      
Detects modules where functions don't share data or variables,
indicating the module lacks cohesion and may have multiple
responsibilities. Consider splitting into focused modules.
Functions are grouped by the variables they reference. If the number
of disjoint groups exceeds the threshold, the module has low cohesion.
Category: Software Design / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	min_functions - Minimum number of functions in a module before checking cohesion (default: 3) (default: 3)
	max_disjoint_groups - Maximum allowed disjoint function groups (default: 2) (default: 2)


      




  

    
MetaCredo.Check.Design.TagFixme 
    



      
Detects FIXME comments left in the codebase. FIXME tags indicate known
bugs or broken code that must be fixed before shipping.
Category: Software Design / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	include_source_scan - Also scan raw source lines for FIXME (default: true) (default: true)


      




  

    
MetaCredo.Check.Design.TagTodo 
    



      
Detects TODO comments left in the codebase. While useful during
development, TODOs should be tracked in an issue tracker and resolved
before shipping to production.
Category: Software Design / Priority: low
Configuration
Accepts the following parameters via .metacredo.exs:
	include_source_scan - Also scan raw source lines for TODO (default: true) (default: true)


      




  

    
MetaCredo.Check.Observability.MissingTelemetryForExternalHttp 
    



      
Detects external HTTP client calls (e.g. HTTPoison.get, Req.post,
Tesla.request, Finch.request) without telemetry instrumentation.
External requests should be wrapped with telemetry to track API
latency, failure rates, and service health.
Only module-qualified calls whose module name contains an HTTP library
hint are flagged, so local helpers and stdlib functions (e.g.
Access.get, Map.fetch!) are never reported.
Category: Observability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	http_client_modules - Fragments matched against the MODULE part of qualified calls (default: {:sigil_W, [delimiter: "[", line: 10, column: 28], [{:<<>>, [line: 10, column: 28], ["\n httpoison req tesla finch mint gun faraday hackney ibrowse\n httpclient webclient restclient http https api client\n "]}, []]})
	http_methods - HTTP verbs matched against the method (last dot-segment) of calls (default: {:sigil_W, [delimiter: "[", line: 16, column: 21], [{:<<>>, [line: 16, column: 21], ["get post put patch delete head options request fetch send"]}, []]})
	telemetry_indicators - Function name fragments indicating telemetry wrapping (default: {:sigil_W, [delimiter: "[", line: 17, column: 29], [{:<<>>, [line: 17, column: 29], ["telemetry emit log trace metric record measure span"]}, []]})


      




  

    
MetaCredo.Check.Observability.MissingTelemetryInAuthPlug 
    



      
Detects authentication/authorization code without telemetry or audit
logging. Auth operations should be instrumented for security auditing,
compliance, and incident response.
Category: Observability / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	auth_indicators - Function/module name fragments indicating auth context (default: {:sigil_W, [delimiter: "[", line: 7, column: 9], [{:<<>>, [line: 7, column: 9], ["auth authenticate authorize permission verify check validate token session login logout sign_in sign_out"]}, []]})
	telemetry_indicators - Function name fragments indicating telemetry/audit calls (default: {:sigil_W, [delimiter: "[", line: 8, column: 29], [{:<<>>, [line: 8, column: 29], ["telemetry emit log audit trace metric record"]}, []]})


      




  

    
MetaCredo.Check.Observability.MissingTelemetryInLiveviewMount 
    



      
Detects component lifecycle methods (e.g. LiveView mount/3, React
componentDidMount) without telemetry. Lifecycle events should be
tracked for performance monitoring.
Category: Observability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	lifecycle_indicators - Function name fragments indicating lifecycle hooks (default: {:sigil_W, [delimiter: "[", line: 6, column: 29], [{:<<>>, [line: 6, column: 29], ["mount componentdidmount oninit oninitialize mounted created setup"]}, []]})
	telemetry_indicators - Function name fragments indicating telemetry calls (default: {:sigil_W, [delimiter: "[", line: 7, column: 29], [{:<<>>, [line: 7, column: 29], ["telemetry emit log trace metric record measure"]}, []]})


      




  

    
MetaCredo.Check.Observability.MissingTelemetryInObanWorker 
    



      
Detects background job processing functions (e.g. Oban worker perform/1)
without telemetry instrumentation. Background jobs should emit metrics
for monitoring, debugging, and alerting on job execution.
Category: Observability / Priority: normal
Configuration
Accepts the following parameters via .metacredo.exs:
	job_indicators - Function/module name fragments that indicate a job context (default: {:sigil_W, [delimiter: "[", line: 6, column: 23], [{:<<>>, [line: 6, column: 23], ["perform execute process run worker job task handler"]}, []]})
	telemetry_indicators - Function name fragments that indicate telemetry calls (default: {:sigil_W, [delimiter: "[", line: 7, column: 29], [{:<<>>, [line: 7, column: 29], ["telemetry emit log trace metric record measure monitor"]}, []]})


      




  

    
MetaCredo.Check.Observability.TelemetryInRecursiveFunction 
    



      
Detects telemetry/metrics emissions inside recursive functions.
This causes metric spam (N emissions for N iterations), performance
degradation, and misleading metrics. Instead, wrap the entire
recursive operation with telemetry at the top level.
Category: Observability / Priority: high
Configuration
Accepts the following parameters via .metacredo.exs:
	telemetry_indicators - Function name fragments that indicate telemetry/metrics calls (default: {:sigil_W, [delimiter: "[", line: 7, column: 9], [{:<<>>, [line: 7, column: 9], ["telemetry metric statsd emit record increment gauge timing histogram counter execute span observe"]}, []]})


      




  

    
MetaCredo.Check.Utils 
    



      
Shared utilities for check implementations.
Provides function classification helpers to reduce false positives
across security, observability, and other checks that match on
function call names.

      


      
        Summary


  
    Functions
  


    
      
        module_attribute?(arg1)

      


        Returns true if a variable name represents a module attribute
(starts with @), which should be excluded from snake_case checks
since module attribute names follow their own conventions.



    


    
      
        module_name?(name)

      


        Returns true if the string looks like a module name (PascalCase or
contains dots like Enum.map), not a regular variable.



    


    
      
        safe_stdlib_call?(func_name)

      


        Returns true if the function name belongs to a well-known standard library
module that should never be flagged as user-facing I/O, HTTP, auth,
file operations, etc.



    


    
      
        special_variable?(name)

      


        Returns true if a variable name is a well-known Elixir special form
or compiler artifact that should be excluded from naming checks.



    





      


      
        Functions


        


  
    
      
    
    
      module_attribute?(arg1)



        
          
        

    

  


  

      

          @spec module_attribute?(String.t()) :: boolean()


      


Returns true if a variable name represents a module attribute
(starts with @), which should be excluded from snake_case checks
since module attribute names follow their own conventions.

  



  
    
      
    
    
      module_name?(name)



        
          
        

    

  


  

      

          @spec module_name?(String.t()) :: boolean()


      


Returns true if the string looks like a module name (PascalCase or
contains dots like Enum.map), not a regular variable.

  



  
    
      
    
    
      safe_stdlib_call?(func_name)



        
          
        

    

  


  

      

          @spec safe_stdlib_call?(String.t()) :: boolean()


      


Returns true if the function name belongs to a well-known standard library
module that should never be flagged as user-facing I/O, HTTP, auth,
file operations, etc.
This prevents false positives like Keyword.get being flagged as an
HTTP "get" call, or Map.fetch! being flagged as a database "fetch".

  



  
    
      
    
    
      special_variable?(name)



        
          
        

    

  


  

      

          @spec special_variable?(String.t()) :: boolean()


      


Returns true if a variable name is a well-known Elixir special form
or compiler artifact that should be excluded from naming checks.

  


        

      


  

    
MetaCredo.CheckCase 
    



      
Test helpers for MetaCredo check tests.
Provides conveniences for building SourceFile fixtures from raw MetaAST,
running checks, and asserting on issues.
Usage
use MetaCredo.CheckCase

test "detects issue" do
  issues = run_check(MyCheck, ast: some_ast)
  assert_issue(issues, message: ~r/some pattern/)
end

      


      
        Summary


  
    Functions
  


    
      
        assert_all_category(issues, category)

      


        Asserts all issues belong to the given category.



    


    
      
        assert_issue(issues, criteria)

      


        Asserts that at least one issue matches the given criteria.



    


    
      
        assert_issue_count(issues, n)

      


        Asserts exactly n issues were found.



    


    
      
        assert_no_issues(issues)

      


        Asserts no issues were found.



    


    
      
        assign(target, value, meta_extra \\ [])

      


        Builds an assignment node.



    


    
      
        binop(category, operator, left, right, meta_extra \\ [])

      


        Builds a binary operation node.



    


    
      
        block(statements, meta_extra \\ [])

      


        Builds a block node.



    


    
      
        call(name, args, meta_extra \\ [])

      


        Builds a function call node.



    


    
      
        comment(text, meta_extra \\ [])

      


        Builds a comment node.



    


    
      
        conditional(condition, then_branch, else_branch, meta_extra \\ [])

      


        Builds a conditional node.



    


    
      
        container(type, name, body, meta_extra \\ [])

      


        Builds a container (module) node.



    


    
      
        exception_handling(try_block, handlers, finally \\ nil, meta_extra \\ [])

      


        Builds an exception_handling node.



    


    
      
        function_def(name, params, body, meta_extra \\ [])

      


        Builds a function_def node.



    


    
      
        import_node(source, meta_extra \\ [])

      


        Builds an import node.



    


    
      
        literal_int(value, meta_extra \\ [])

      


        Builds a literal integer node.



    


    
      
        literal_string(value, meta_extra \\ [])

      


        Builds a literal string node.



    


    
      
        literal_symbol(value, meta_extra \\ [])

      


        Builds a literal symbol/atom node.



    


    
      
        match_arm(pattern, body, meta_extra \\ [])

      


        Builds a match_arm node.



    


    
      
        pattern_match(scrutinee, arms, meta_extra \\ [])

      


        Builds a pattern_match (case) node.



    


    
      
        run_check(check_module, opts)

      


        Runs a check on a MetaAST and returns issues.



    


    
      
        source_file_from_ast(ast, opts \\ [])

      


        Builds a SourceFile from raw MetaAST.



    


    
      
        tuple(elements, meta_extra \\ [])

      


        Builds a tuple node.



    


    
      
        var(name, meta_extra \\ [])

      


        Builds a variable node.



    





      


      
        Functions


        


  
    
      
    
    
      assert_all_category(issues, category)



        
          
        

    

  


  

Asserts all issues belong to the given category.

  



  
    
      
    
    
      assert_issue(issues, criteria)



        
          
        

    

  


  

Asserts that at least one issue matches the given criteria.
Criteria
	:message - String or Regex to match against message
	:category - Expected category atom
	:severity - Expected severity atom
	:line_no - Expected line number
	:trigger - Expected trigger string
	:check - Expected check module


  



  
    
      
    
    
      assert_issue_count(issues, n)



        
          
        

    

  


  

Asserts exactly n issues were found.

  



  
    
      
    
    
      assert_no_issues(issues)



        
          
        

    

  


  

Asserts no issues were found.

  



    

  
    
      
    
    
      assign(target, value, meta_extra \\ [])



        
          
        

    

  


  

Builds an assignment node.

  



    

  
    
      
    
    
      binop(category, operator, left, right, meta_extra \\ [])



        
          
        

    

  


  

Builds a binary operation node.

  



    

  
    
      
    
    
      block(statements, meta_extra \\ [])



        
          
        

    

  


  

Builds a block node.

  



    

  
    
      
    
    
      call(name, args, meta_extra \\ [])



        
          
        

    

  


  

Builds a function call node.

  



    

  
    
      
    
    
      comment(text, meta_extra \\ [])



        
          
        

    

  


  

Builds a comment node.

  



    

  
    
      
    
    
      conditional(condition, then_branch, else_branch, meta_extra \\ [])



        
          
        

    

  


  

Builds a conditional node.

  



    

  
    
      
    
    
      container(type, name, body, meta_extra \\ [])



        
          
        

    

  


  

Builds a container (module) node.

  



    

    

  
    
      
    
    
      exception_handling(try_block, handlers, finally \\ nil, meta_extra \\ [])



        
          
        

    

  


  

Builds an exception_handling node.

  



    

  
    
      
    
    
      function_def(name, params, body, meta_extra \\ [])



        
          
        

    

  


  

Builds a function_def node.

  



    

  
    
      
    
    
      import_node(source, meta_extra \\ [])



        
          
        

    

  


  

Builds an import node.

  



    

  
    
      
    
    
      literal_int(value, meta_extra \\ [])



        
          
        

    

  


  

Builds a literal integer node.

  



    

  
    
      
    
    
      literal_string(value, meta_extra \\ [])



        
          
        

    

  


  

Builds a literal string node.

  



    

  
    
      
    
    
      literal_symbol(value, meta_extra \\ [])



        
          
        

    

  


  

Builds a literal symbol/atom node.

  



    

  
    
      
    
    
      match_arm(pattern, body, meta_extra \\ [])



        
          
        

    

  


  

Builds a match_arm node.

  



    

  
    
      
    
    
      pattern_match(scrutinee, arms, meta_extra \\ [])



        
          
        

    

  


  

Builds a pattern_match (case) node.

  



  
    
      
    
    
      run_check(check_module, opts)



        
          
        

    

  


  

Runs a check on a MetaAST and returns issues.
Options
	:ast (required) - The MetaAST to analyze
	:params - Check params (default: [])
	:language - Language (default: :elixir)
	:filename - Filename (default: "test.ex")
	:source - Source text (default: "")


  



    

  
    
      
    
    
      source_file_from_ast(ast, opts \\ [])



        
          
        

    

  


  

Builds a SourceFile from raw MetaAST.
Options
	:language - Source language (default: :elixir)
	:filename - Filename (default: "test.ex")
	:source - Original source text (default: "")


  



    

  
    
      
    
    
      tuple(elements, meta_extra \\ [])



        
          
        

    

  


  

Builds a tuple node.

  



    

  
    
      
    
    
      var(name, meta_extra \\ [])



        
          
        

    

  


  

Builds a variable node.

  


        

      


  

    
MetaCredo.CLI.Output 
    



      
Terminal output formatting for MetaCredo analysis results.

      


      
        Summary


  
    Functions
  


    
      
        print_explanation(check_module, issue \\ nil, language \\ nil)

      


        Prints explanation for a check module.



    


    
      
        print_report(report)

      


        Prints the full analysis report to stdout.



    


    
      
        to_json(map)

      


        Formats issues as JSON string.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      print_explanation(check_module, issue \\ nil, language \\ nil)



        
          
        

    

  


  

      

          @spec print_explanation(module(), MetaCredo.Issue.t() | nil, atom() | nil) :: :ok


      


Prints explanation for a check module.
When issue is provided (typically from a file:lineno invocation), the
relevant code snippet is shown first, ±3 lines around the flagged line.
language controls which language-keyed examples entry is rendered.
When nil, the examples section is omitted entirely.

  



  
    
      
    
    
      print_report(report)



        
          
        

    

  


  

      

          @spec print_report(map()) :: :ok


      


Prints the full analysis report to stdout.

  



  
    
      
    
    
      to_json(map)



        
          
        

    

  


  

      

          @spec to_json(map()) :: String.t()


      


Formats issues as JSON string.

  


        

      


  

    
mix metacredo 
    



      
Runs MetaCredo checks on your project.
Usage
$ mix metacredo
$ mix metacredo --strict
$ mix metacredo --only security,warning
$ mix metacredo --format json
$ mix metacredo explain MetaCredo.Check.Security.HardcodedValue


      




  

    
mix metacredo.gen.config 
    



      
Generates a .metacredo.exs configuration file in the current directory.
The generated file lists every available MetaCredo check grouped by category.
To disable a check, move its entry to the disabled list or set its second
element to false:
{MetaCredo.Check.Security.SQLInjection, false}
Usage
$ mix metacredo.gen.config

Options
	--force - Overwrite an existing .metacredo.exs
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