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    MikrotikApi

An Elixir wrapper for MikroTik RouterOS REST API. Auth is established once and passed per call alongside a simple target IP (IPv4/IPv6). We bias toward programmatic usage with POST for create/command-style operations while supporting standard REST verbs.
Reference: MikroTik RouterOS REST API — https://help.mikrotik.com/docs/spaces/ROS/pages/47579162/REST+API
Goals
	Keep the surface area small and pragmatic; don’t overcomplicate.
	Stateless by default: establish Auth once and pass it per call with a target IP; do not embed credentials in the target.
	Prefer HTTPS with proper certificate verification; allow opt-out for lab setups.
	Use Logger for all output (no IO.puts/IO.inspect), and redact credentials.

See rest_api.md for the full specification and plan.
Installation
Add to your deps from Hex:
# mix.exs (in your host application)

def deps do
  [
    {:mikrotik_api, "~> 0.3"}
  ]
end
	Hex package: https://hex.pm/packages/mikrotik_api
	HexDocs: https://hexdocs.pm/mikrotik_api
	Livebooks: see files under livebook/ and HexDocs “Livebooks” section

Quick Start
Transport configuration
	Default scheme is configurable via your host app config.
	Over WireGuard, HTTP is acceptable and simpler to operate; HTTPS remains supported if you prefer certificates.

Examples:
# config/runtime.exs (in your host application)
import Config
config :mikrotik_api, default_scheme: :http
# For HTTPS by default instead:
# config :mikrotik_api, default_scheme: :https
# Establish auth once; target is just an IP
auth = MikrotikApi.Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_peer
)

ip = "10.0.0.1"

# GET system resource over WireGuard (HTTP inside private network)
# If you want HTTPS, set default_scheme: :https or pass scheme: :https per call.
case MikrotikApi.get(auth, ip, "/system/resource", scheme: :http) do
  {:ok, data} -> Logger.info("system resource ok")
  {:error, err} -> Logger.error("system resource failed: #{inspect(err)}")
end

# POST to create an IP address (programmatic workflow)
attrs = %{"address" => "192.168.88.2/24", "interface" => "bridge"}
# For HTTPS with self-signed certs in lab, you can use verify: :verify_none (accepting the risk):
# auth = MikrotikApi.Auth.new(username: ..., password: ..., verify: :verify_none)
# For HTTPS with real certs, prefer verify: :verify_peer and provide CA info if needed:
# auth = MikrotikApi.Auth.new(username: ..., password: ..., verify: :verify_peer, ssl_opts: [cacertfile: '/etc/ssl/certs/ca-bundle.crt'])
case MikrotikApi.post(auth, ip, "/ip/address", attrs, scheme: :http) do
  {:ok, created} -> Logger.info("added ip address")
  {:error, err} -> Logger.error("add ip failed: #{inspect(err)}")
end
Security Notes
	Prefer HTTPS (www-ssl) as advised by MikroTik; avoid HTTP except for isolated testing.
	For self-signed routers in lab environments, you may set verify: :verify_none, but understand the risks.
	Private keys: The library never logs private-key values. Some devices may not return private-key via REST after creation; in that case the pair workflow returns {:error, %MikrotikApi.Error{reason: :wireguard_private_key_unreadable}}. As a fallback, consider supplying a known private key or generating one client-side in a future step.

API Overview
Telemetry helpers (Phase 1–4)
	System/operations
	system_health/3 — GET /system/health
	system_packages/3 — GET /system/package
	firewall_connection_list/3 — GET /ip/firewall/connection
	dns_config/3 — GET /ip/dns
	dns_cache_list/3 — GET /ip/dns/cache
	ip_pool_list/3 — GET /ip/pool
	firewall_address_list/3 — GET /ip/firewall/address-list


	IPv6
	ipv6_route_list/3 — GET /ipv6/route
	ipv6_pool_list/3 — GET /ipv6/pool
	ipv6_firewall_filter_list/3 — GET /ipv6/firewall/filter
	ipv6_neighbor_list/3 — GET /ipv6/neighbor


	ipv6_firewall_address_list/3 — GET /ipv6/firewall/address-list

	Wireless/WiFi and CAPsMAN (Phase 3)
	wireless_registration_table/3 — GET /interface/wireless/registration-table
	wireless_interface_list/3, wireless_interface_add/4, wireless_interface_update/5, wireless_interface_delete/4, wireless_interface_ensure/5
	wireless_security_profile_list/3, wireless_security_profile_add/4, wireless_security_profile_update/5, wireless_security_profile_delete/4, wireless_security_profile_ensure/5
	wifi_interface_list/3, wifi_interface_update/5
	wifi_ssid_list/3, wifi_ssid_add/4, wifi_ssid_update/5, wifi_ssid_delete/4, wifi_ssid_ensure/5
	wifi_security_list/3, wifi_security_add/4, wifi_security_update/5, wifi_security_delete/4, wifi_security_ensure/5
	capsman_interface_list/3, capsman_registration_table/3, capsman_security_list/3, capsman_security_add/4, capsman_security_ensure/5, capsman_provisioning_list/3, capsman_provisioning_add/4, capsman_provisioning_ensure/4


	Extended telemetry (Phase 4)
	ethernet_poe_list/3 — GET /interface/ethernet/poe
	interface_ethernet_monitor/4 — GET /interface/ethernet/monitor/{ident}
	tool_netwatch_list/3 — GET /tool/netwatch
	ip_cloud_info/3 — GET /ip/cloud
	eoip_list/3 — GET /interface/eoip
	gre_list/3 — GET /interface/gre; gre_add/4; gre_update/5; gre_delete/4; gre_ensure/5
	ipip_list/3 — GET /interface/ipip
	ethernet_switch_port_list/3 — GET /interface/ethernet/switch/port
	user_active_list/3 — GET /user/active
	queue_simple_list/3 — GET /queue/simple
	queue_tree_list/3 — GET /queue/tree
	routing_bfd_list/3 — GET /routing/bfd/session
	routing_bgp_list/3 — GET /routing/bgp/session
	routing_stats/3 — GET /routing/stats
	certificate_list/3 — GET /certificate
	container_list/3 — GET /container


	WireGuard
	wireguard_interface_list/3 — GET /interface/wireguard
	wireguard_interface_add/4 — PUT /interface/wireguard
	wireguard_interface_update/5 — PATCH /interface/wireguard/{id}
	wireguard_interface_delete/4 — DELETE /interface/wireguard/{id}
	wireguard_interface_ensure/5 — ensure by name, patch only diffs
	ensure_wireguard_pair/7 — sequential workflow to create on router A, read private-key, and apply same private-key on router B (for VRRP HA)


	DNS
	dns_config/3, dns_settings_get/3 — GET /ip/dns
	dns_settings_set/4 — POST /ip/dns/set
	dns_cache_list/3 — GET /ip/dns/cache
	dns_cache_flush/3 — POST /ip/dns/cache/flush
	dns_static_list/3, dns_static_add/4, dns_static_update/5, dns_static_delete/4, dns_static_ensure/5 — CRUD for /ip/dns/static


	User Management
	user_list/3, user_add/4, user_update/5, user_delete/4, user_ensure/5 — CRUD for /user
	user_group_list/3 — GET /user/group
	user_active_list/3 — GET /user/active


	System
	system_resource/3 — GET /system/resource
	system_identity/3 — GET /system/identity
	system_identity_set/4 — POST /system/identity/set



Core functions (generic verbs)
	get(auth, ip, path, opts \ [])
	post(auth, ip, path, body \ nil, opts \ [])
	put(auth, ip, path, body, opts \ [])
	patch(auth, ip, path, body, opts \ [])
	delete(auth, ip, path, opts \ [])

Common opts
	scheme: :http | :https (default from config :mikrotik_api, :default_scheme)

	params: map for query params
	headers: list of {binary(), binary()}
	decode: true | false (default true). When true, responses are decoded via Elixir's built-in JSON; false returns raw body strings.


Helper functions (selected)
	Probe: probe_device/3 — summarize system info and counts for key tables (interfaces, IP addresses, ARP, neighbors)
	Probe: probe_wireless/3 — summarize availability for wireless/wifi endpoints
	Probe: probe_wireless/3 — summarize availability for wireless/wifi endpoints
	Probe: probe_device/3 — summarize system info and counts for key tables (interfaces, IP addresses, ARP, neighbors)
	System: system_resource/2
	Interfaces: interface_list/2, interface_update/4, interface_enable/3, interface_disable/3, interface_ensure/5
	IP addresses: ip_address_list/2, ip_address_add/3, ip_address_update/4, ip_address_delete/3, ip_address_ensure/4
	DHCP leases: dhcp_lease_list/2, dhcp_lease_add/3, dhcp_lease_update/4, dhcp_lease_delete/3, dhcp_lease_ensure/4
	Firewall filter: firewall_filter_list/2, firewall_filter_add/3, firewall_filter_delete/3, firewall_filter_ensure/4
	Firewall NAT: firewall_nat_list/2, firewall_nat_add/3, firewall_nat_delete/3, firewall_nat_ensure/4
	Routes: route_list/2, route_add/3, route_delete/3, route_ensure/4
	Bridges: bridge_list/2, bridge_add/3, bridge_update/4, bridge_delete/3, bridge_ensure/5
	Bridge ports: bridge_port_list/2, bridge_port_add/3, bridge_port_update/4, bridge_port_delete/3
	Bridge VLANs: bridge_vlan_list/2, bridge_vlan_add/3, bridge_vlan_update/4, bridge_vlan_delete/3, bridge_vlan_ensure/6
	Wireless (legacy): wireless_interface_list/2, wireless_interface_add/3, wireless_interface_update/4, wireless_interface_delete/3, wireless_interface_ensure/5, wireless_registration_table/2, wireless_security_profile_list/2, wireless_security_profile_add/3, wireless_security_profile_update/4, wireless_security_profile_delete/3, wireless_security_profile_ensure/5
	WiFi (wifiwave2): wifi_interface_list/2, wifi_interface_update/4, wifi_ssid_list/2, wifi_ssid_add/3, wifi_ssid_update/4, wifi_ssid_delete/3, wifi_security_list/2, wifi_security_add/3, wifi_security_update/4, wifi_security_delete/3, wifi_security_ensure/5, wifi_ssid_ensure/5

HTTP over WireGuard (decode: true)
ARP and neighbors
auth = MikrotikApi.Auth.new(username: System.get_env("MT_USER"), password: System.get_env("MT_PASS"), verify: :verify_none)
ip = System.get_env("MT_IP")
{:ok, arp} = MikrotikApi.arp_list(auth, ip, scheme: :http)
{:ok, neighbors} = MikrotikApi.neighbor_list(auth, ip, scheme: :http)
auth = MikrotikApi.Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP")

{:ok, sys} = MikrotikApi.system_resource(auth, ip, scheme: :http)
{:ok, ip_addrs} = MikrotikApi.ip_address_list(auth, ip, scheme: :http)
WiFi notes
	Ensure helpers are provided to idempotently create or reuse entries:	wifi_security_ensure/5 (name, attrs)
	wifi_ssid_ensure/5 (name, attrs)



CAPsMAN examples
	Ensure helpers are provided:
	capsman_security_ensure/5
	capsman_provisioning_ensure/4auth = MikrotikApi.Auth.new(username: System.get_env("MT_USER"), password: System.get_env("MT_PASS"), verify: :verify_none)
ip = System.get_env("MT_IP")
{:ok, caps_if} = MikrotikApi.capsman_interface_list(auth, ip, scheme: :http)
{:ok, caps_sec} = MikrotikApi.capsman_security_list(auth, ip, scheme: :http)
{:ok, caps_reg} = MikrotikApi.capsman_registration_table(auth, ip, scheme: :http)



	Some wifiwave2 subresources (e.g., /interface/wifi/ssid) may return 500 on devices without WiFi configured or when the package/version doesn’t expose SSIDs yet. The library will return {:error, %MikrotikApi.Error{reason: :wifi_ssid_unavailable}} in this case.

	Ensure helpers are provided to idempotently create or reuse entries:
	wifi_security_ensure/5 (name, attrs)
	wifi_ssid_ensure/5 (name, attrs)


	Some wifiwave2 subresources (e.g., /interface/wifi/ssid) may return 500 on devices without WiFi configured or when the package/version doesn’t expose SSIDs yet. The library will return {:error, %MikrotikApi.Error{reason: :wifi_ssid_unavailable}} in this case.

	Some wifiwave2 subresources (e.g., /interface/wifi/ssid) may return 500 on devices without WiFi configured or when the package/version doesn’t expose SSIDs yet. The library will return {:error, %MikrotikApi.Error{reason: :wifi_ssid_unavailable}} in this case.


Probe examples
auth = MikrotikApi.Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP")
{:ok, summary} = MikrotikApi.probe_wireless(auth, ip, scheme: :http)
# summary => %{wireless: %{...}, wifi: %{...}}
auth = MikrotikApi.Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP")
{:ok, summary} = MikrotikApi.probe_device(auth, ip, scheme: :http)
# summary => %{system: {:ok, %{...}}, counts: %{interfaces: n, ip_addresses: n, arp: n, neighbors: n}}
Batch reads (multi)
To fetch the same path across multiple devices concurrently, use multi/6.
Example:
auth = MikrotikApi.Auth.new(username: System.get_env("MT_USER"), password: System.get_env("MT_PASS"), verify: :verify_none)
ips = ["192.168.88.1", "192.168.88.2"]
results = MikrotikApi.multi(auth, ips, :get, "/system/resource", [scheme: :http], max_concurrency: 5, timeout: 10_000)
# [%{ip: "192.168.88.1", result: {:ok, %{...}}}, ...]
Developer guardrails
To prevent regressions, run:
mix guardrails

This task scans for disallowed patterns (IO.puts/IO.inspect and the legacy MikrotikApi.JSON).
Normalization helpers (optional)
The library includes optional utilities for exporters to normalize string fields commonly found in RouterOS responses.
Examples:
# Normalize wireless registration-table entries (legacy wireless)
{:ok, regs} = MikrotikApi.wireless_registration_table(auth, ip, scheme: :http)
normalized =
  Enum.map(regs, fn e ->
    e
    |> Map.update("rx-signal", nil, &MikrotikApi.Normalize.to_int/1)
    |> Map.update("tx-rate", nil, &MikrotikApi.Normalize.parse_rate_mbps/1)
    |> Map.update("rx-rate", nil, &MikrotikApi.Normalize.parse_rate_mbps/1)
  end)

# Normalize booleans
val = MikrotikApi.Normalize.normalize_bool("enabled") # => true
Multi (concurrent) examples
auth = MikrotikApi.Auth.new(username: System.get_env("MT_USER"), password: System.get_env("MT_PASS"), verify: :verify_none)
ips = ["192.168.88.1", "192.168.88.2", "192.168.88.3"]
results = MikrotikApi.multi(auth, ips, :get, "/system/resource", [scheme: :http], max_concurrency: 5, timeout: 10_000)
# results => [%{ip: "192.168.88.1", result: {:ok, %{...}}}, ...]
Ensure examples
# Route ensure
attrs = %{"dst-address" => "10.10.0.0/16", "gateway" => "192.168.88.1"}
{:ok, %{dst: _, gw: _}} = MikrotikApi.route_ensure(auth, ip, attrs, scheme: :http)

# Bridge and ports/VLANs ensure
{:ok, "bridgeLocal"} = MikrotikApi.bridge_ensure(auth, ip, "bridgeLocal", %{}, scheme: :http)
{:ok, {"bridgeLocal", "ether2"}} = MikrotikApi.bridge_port_ensure(auth, ip, "bridgeLocal", "ether2", %{}, scheme: :http)
{:ok, {"bridgeLocal", "10"}} = MikrotikApi.bridge_vlan_ensure(auth, ip, "bridgeLocal", "10", %{"tagged" => "sfp-sfpplus1", "untagged" => "ether2"}, scheme: :http)

# Interface ensure (patch only changed keys)
{:ok, %{changed: _}} = MikrotikApi.interface_ensure(auth, ip, "ether1", %{"mtu" => "1500", "disabled" => "false"}, scheme: :http)

# IP address ensure
{:ok, _addr} = MikrotikApi.ip_address_ensure(auth, ip, %{"address" => "192.168.88.2/24", "interface" => "bridgeLocal"}, scheme: :http)

# DHCP lease ensure
{:ok, _lease} = MikrotikApi.dhcp_lease_ensure(auth, ip, %{"address" => "192.168.88.100", "mac-address" => "AA:BB:CC:DD:EE:FF"}, scheme: :http)

# Firewall filter ensure
rule = %{"chain" => "forward", "action" => "accept", "comment" => "allow"}
{:ok, _} = MikrotikApi.firewall_filter_ensure(auth, ip, rule, scheme: :http)

# Firewall NAT ensure (default match by chain+action)
nat_rule = %{"chain" => "dstnat", "action" => "dst-nat", "to-addresses" => "192.168.88.2"}
{:ok, _} = MikrotikApi.firewall_nat_ensure(auth, ip, nat_rule, scheme: :http)
WireGuard ensure and pair workflow
# Ensure a WireGuard interface by name on a single router
{:ok, %{name: "wgA"}} = MikrotikApi.wireguard_interface_ensure(
  auth,
  ip_a,
  "wgA",
  %{"listen-port" => "51820"},
  scheme: :http
)

# Create a pair in a VRRP cluster: create on A, read private-key, apply same key on B
case MikrotikApi.ensure_wireguard_pair(
       auth,
       ip_a,
       "wgA",
       ip_b,
       "wgB",
       %{"listen-port" => "51820"},
       scheme: :http
     ) do
  {:ok, %{a: _res_a, b: _res_b}} -> Logger.info("wireguard pair ensured")
  {:error, %MikrotikApi.Error{reason: :wireguard_private_key_unreadable}} ->
    Logger.warn("RouterOS REST did not return private-key; provide or generate one as a fallback")
  other -> Logger.error("pair setup failed: #{inspect(other)}")
end
WiFi ensure workflow (wifiwave2)
# Ensure a wifi security profile, then ensure an SSID using it
{:ok, _} = MikrotikApi.wifi_security_ensure(auth, ip, "SEC-PSK", %{"wpa2-pre-shared-key" => "supersecret"}, scheme: :http)
case MikrotikApi.wifi_ssid_ensure(auth, ip, "WG-LAB", %{"security" => "SEC-PSK"}, scheme: :http) do
  {:ok, _} -> :ok
  {:error, %MikrotikApi.Error{reason: :wifi_ssid_unavailable}} -> :ok # device may not expose SSIDs
  other -> other
end

# Optionally update a wifi interface to reference a configuration (if used in your setup)
# MikrotikApi.wifi_interface_update(auth, ip, "wifi1", %{"disabled" => "false"}, scheme: :http)
Legacy wireless ensure (wireless package)
{:ok, _} = MikrotikApi.wireless_security_profile_ensure(auth, ip, "LEGACY-SEC", %{"mode" => "dynamic-keys"}, scheme: :http)
{:ok, _} = MikrotikApi.wireless_interface_ensure(auth, ip, "wlan1", %{"disabled" => "false"}, scheme: :http)
CAPsMAN ensure examples
{:ok, _} = MikrotikApi.capsman_security_ensure(auth, ip, "CAPS-SEC", %{"authentication-types" => "wpa2-psk"}, scheme: :http)
{:ok, _} = MikrotikApi.capsman_provisioning_ensure(auth, ip, %{"action" => "create-enabled", "master-configuration" => "MASTER"}, scheme: :http)
HTTPS with verify_peer and CA
auth = MikrotikApi.Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_peer,
  ssl_opts: [cacertfile: "/path/to/ca.pem"]
)

ip = System.get_env("MT_IP")

{:ok, sys} = MikrotikApi.system_resource(auth, ip, scheme: :https)
Reference
	MikroTik RouterOS REST API: https://help.mikrotik.com/docs/spaces/ROS/pages/47579162/REST+API
	See rest_api.md for the complete plan and API surface.



  

    MikroTik REST API Wrapper — Specification and Plan

This document describes a minimal, pragmatic Elixir wrapper around MikroTik RouterOS REST API. The wrapper emphasizes a stateless design where an Auth struct (credentials/TLS) is established once and passed per call alongside a target IP (IPv4/IPv6), minimal external dependencies, and clear logging via Logger (no IO.puts/IO.inspect). Transport via OTP (:httpc/:ssl); JSON via Elixir’s built-in JSON (OTP 27+/Elixir 1.18+).
Reference: MikroTik REST API guide — https://help.mikrotik.com/docs/spaces/ROS/pages/47579162/REST+API
1) Overview & Scope
	Goal: Provide a thin Elixir interface over RouterOS REST endpoints for common operational tasks (query system info, list/update IP addresses, interfaces, basic firewall rules), optimized for programmatic usage.
	Philosophy: Keep it simple, composable, and close to the HTTP layer. Prefer transparency to magic.
	Out of scope (initial): full command coverage, streaming/pagination helpers, websocket/eventing.

2) Design Principles
	Stateless: HTTP calls are independent; Auth is established once and passed per call alongside a target IP. Do not store credentials with the target.
	Transport/JSON: Use OTP :httpc/:ssl for HTTP/TLS; JSON is handled by Elixir’s built-in JSON (no external dependency).
	Ergonomic defaults: sensible timeouts, retry on transient network/5xx errors.
	Explicitness: simple generic verbs (get/post/put/patch/delete) + a few helper functions for frequent tasks.
	Logging: Use Logger only; redact secrets; enable debug-level request/response summaries with sizes/status codes (no bodies at info level).

3) Dependencies
	No external JSON dependency; JSON is provided by Elixir’s built-in module.
	Transport via OTP :httpc/:ssl (add :inets and :ssl to extra_applications).

No runtime configuration required beyond standard Logger settings.
4) Auth Struct and Target
MikrotikApi.Auth:
	username :: String.t
	password :: String.t
	verify :: :verify_peer | :verify_none (default :verify_peer; allow :verify_none only for self-signed in non-prod)

	recv_timeout :: non_neg_integer (default 15_000 ms)
	connect_timeout :: non_neg_integer (default 5_000 ms)
	retry :: %{max_attempts: 2, backoff_ms: 250}
	default_headers :: [{binary(), binary()}]
	ssl_opts :: keyword (passed to :ssl, e.g., cacerts, cacertfile, server_name_indication)

Target:
	ip :: String.t (IPv4 or IPv6 literal)
	port :: pos_integer | nil (default 443 for HTTPS, 80 for HTTP)

	scheme is provided per call via opts (default :https)
	base_path is fixed to "/rest"

Constructor: MikrotikApi.Auth.new(opts).
5) Core API Functions
All functions return:
	{:ok, decoded_json} on 2xx with JSON body
	{:ok, nil} when 204/empty body
	{:error, %MikrotikApi.Error{status: _, reason: _, details: _}} otherwise

Generic:
	call(auth, target, method, path, opts \ []) — method is :get | :post | :put | :patch | :delete
	opts: body (map or list), params (map), headers (list), timeout overrides, scheme (default :https)


	get(auth, target, path, opts \ [])
	post(auth, target, path, body \ nil, opts \ [])
	put(auth, target, path, body, opts \ [])
	patch(auth, target, path, body, opts \ [])
	delete(auth, target, path, opts \ [])

Path is appended to "/rest"; caller supplies endpoint like "/system/resource" or "/ip/address".
6) Minimal Resource Helpers (initial set)
	System	system_resource(auth, target) => GET /system/resource


	Interfaces	interface_list(auth, target) => GET /interface


	IP Address	ip_address_list(auth, target) => GET /ip/address
	ip_address_add(auth, target, attrs) => POST /ip/address with attrs
	ip_address_update(auth, target, id, attrs) => PATCH /ip/address/{id}
	ip_address_delete(auth, target, id) => DELETE /ip/address/{id}


	Firewall (filter)	firewall_filter_list(auth, target) => GET /ip/firewall/filter
	firewall_filter_add(auth, target, rule) => POST /ip/firewall/filter
	firewall_filter_delete(auth, target, id) => DELETE /ip/firewall/filter/{id}


	Tunnels	gre_list(auth, target) => GET /interface/gre
	gre_add(auth, target, attrs) => POST /interface/gre (fallback to /add)
	gre_update(auth, target, id, attrs) => PATCH /interface/gre/{id}
	gre_delete(auth, target, id) => DELETE /interface/gre/{id}
	gre_ensure(auth, target, name, attrs) — ensure by name, patch only diffs



Note: IDs provided by RouterOS are often in ".id" fields; helpers accept either the string id or a resource map with ".id".
7) Error Handling Model
	Define %MikrotikApi.Error{status :: integer | nil, reason :: atom | String.t, details :: term()}

	Map JSON decode failures and transport errors into reason fields (:decode_error, :transport_error).
	Include response body text (truncated) in details for easier debugging.

8) Logging Policy
	Logger.debug: request method/path, status, duration, body size (if known), retry info.
	Logger.info: high-level action summaries (e.g., "Added IP address on host"), but avoid logging request/response bodies.
	Logger.warn/error: non-2xx responses and exceptions (with redaction).
	Redact credentials and cookies in all logs.

9) TLS & Security Considerations
	Prefer HTTPS (www-ssl) per MikroTik guidance. Avoid HTTP except for isolated testing.
	Support self-signed certs with verify: :verify_none only for development/testing. Document risks prominently.
	Provide timeouts and retry defaults safe for network hiccups.

Reference (MikroTik docs):
	HTTPS endpoint: https://<router_ip>/rest
	HTTP endpoint: http://<router_ip>/rest (not recommended except for testing)

10) Usage Examples
	Initialize auth and target

elixir path=null start=null auth = MikrotikApi.Auth.new( username: "<redacted>", password: "<redacted>", verify: :verify_peer ) target_ip = "10.0.0.1" # IPv4 or IPv6 literal
- Fetch system resource info
elixir path=null start=null case MikrotikApi.get(auth, target_ip, "/system/resource") do {:ok, data} -> Logger.info("system resource ok: status=ok") {:error, err} -> Logger.error("system resource failed: #{inspect(err)}") end
	Add an IP address (POST-centric workflow)

elixir path=null start=null attrs = %{"address" => "192.168.88.2/24", "interface" => "bridge"} case MikrotikApi.post(auth, target_ip, "/ip/address", attrs) do {:ok, created} -> Logger.info("added ip address") {:error, err} -> Logger.error("add ip failed: #{inspect(err)}") end
- Update (PATCH) and Delete
elixir path=null start=null {:ok, list} = MikrotikApi.get(auth, target_ip, "/ip/address") [id | _] = Enum.map(list, & &1[".id"]) # example only :ok = case MikrotikApi.patch(auth, target_ip, "/ip/address/#{id}", %{"disabled" => "no"}) do {:ok, _} -> Logger.info("updated ip") {:error, err} -> Logger.error("update failed: #{inspect(err)}") end :ok = case MikrotikApi.delete(auth, target_ip, "/ip/address/#{id}") do {:ok, _} -> Logger.info("deleted ip") {:error, err} -> Logger.error("delete failed: #{inspect(err)}") end
Note: Examples use Logger per project rule. Replace <redacted> with secrets managed via env vars or a secrets manager.
11) Testing Approach
	ExUnit with Bypass to simulate RouterOS endpoints and responses (2xx, 4xx, 5xx, timeouts).
	Unit test the Client construction, header building, error mapping, and helper functions.

12) Roadmap
	Optional login session (POST /rest/login) and cookie reuse across calls.
	More helper modules (DHCP leases, bridges, routes, wireless, etc.).
	Structured pagination and filtering helpers.
	Typed schemas for common resources.

13) References
	MikroTik RouterOS REST API: https://help.mikrotik.com/docs/spaces/ROS/pages/47579162/REST+API



  

    Quick Start — MikrotikApi

This Livebook shows how to get started with MikrotikApi: configuring Logger, creating Auth, and making the first GET/POST calls.
Notes
	Do not print secrets. Use environment variables and Logger for output.
	Over secure private networks (e.g., WireGuard), you may use HTTP. Prefer HTTPS otherwise.


Install dependencies
Mix.install([
  {:mikrotik_api, path: ".."}
])
Configure Logger (optional)
require Logger
Logger.configure(level: :info)
Prepare Auth and target
Set environment variables before running cells, e.g. in your Livebook secrets or local shell:
	MT_USER, MT_PASS, MT_IP

alias MikrotikApi.Auth

auth = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none # for lab/WireGuard. Prefer :verify_peer with HTTPS in production
)

ip = System.get_env("MT_IP") || "192.0.2.1" # example IP
GET: /system/resource
case MikrotikApi.get(auth, ip, "/system/resource", scheme: :http) do
  {:ok, _data} -> Logger.info("system resource ok")
  {:error, err} -> Logger.error("system resource failed: #{inspect(err)}")
end
POST: /ip/address
attrs = %{"address" => "192.168.88.2/24", "interface" => "bridge"}
case MikrotikApi.post(auth, ip, "/ip/address", attrs, scheme: :http) do
  {:ok, _created} -> Logger.info("added ip address")
  {:error, err} -> Logger.error("add ip failed: #{inspect(err)}")
end


  

    Auth and TLS — verify_peer vs verify_none

This notebook focuses on secure transports. Prefer HTTPS with :verify_peer. Use :verify_none only in controlled lab settings.
Install
Mix.install([
  {:mikrotik_api, path: ".."}
])
Auth with verify_peer and CA
alias MikrotikApi.Auth

auth_peer = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_peer,
  ssl_opts: [cacertfile: System.get_env("MT_CACERT")]
)

ip = System.get_env("MT_IP") || "192.0.2.1"
require Logger
case MikrotikApi.system_resource(auth_peer, ip, scheme: :https) do
  {:ok, _} -> Logger.info("https verify_peer ok")
  {:error, err} -> Logger.error("https verify_peer failed: #{inspect(err)}")
end
Lab mode with verify_none (HTTP or HTTPS)
alias MikrotikApi.Auth

auth_lab = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP") || "192.0.2.1"
require Logger
# Over WireGuard or other private network, :http can be acceptable
case MikrotikApi.get(auth_lab, ip, "/ip/address", scheme: :http) do
  {:ok, _} -> Logger.info("http ok (lab)")
  {:error, err} -> Logger.error("http failed: #{inspect(err)}")
end


  

    CRUD Basics — IP Addresses

This notebook demonstrates listing, adding, updating, and deleting IP addresses.
Install
Mix.install([
  {:mikrotik_api, path: ".."}
])
Setup
alias MikrotikApi.Auth
require Logger

auth = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP") || "192.0.2.1"
List addresses
case MikrotikApi.ip_address_list(auth, ip, scheme: :http) do
  {:ok, addrs} -> Logger.info("listed addresses: #{length(addrs)}")
  {:error, err} -> Logger.error("list failed: #{inspect(err)}")
end
Ensure address exists
attrs = %{"address" => "192.168.88.2/24", "interface" => "bridge"}
case MikrotikApi.ip_address_ensure(auth, ip, attrs, scheme: :http) do
  {:ok, addr} -> Logger.info("address present: #{addr}")
  {:error, err} -> Logger.error("ensure failed: #{inspect(err)}")
end
Update and delete by id
with {:ok, list} <- MikrotikApi.ip_address_list(auth, ip, scheme: :http),
     [%{".id" => id} | _] <- list do
  _ = MikrotikApi.ip_address_update(auth, ip, id, %{"disabled" => "no"}, scheme: :http)
  _ = MikrotikApi.ip_address_delete(auth, ip, id, scheme: :http)
  :ok
else
  _ -> Logger.info("no addresses to update/delete")
end


  

    Ensure Workflows — Bridges, Routes, WiFi

Idempotent helpers create-or-reuse resources.
Install
Mix.install([
  {:mikrotik_api, path: ".."}
])
Setup
alias MikrotikApi.Auth
require Logger

auth = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP") || "192.0.2.1"
Route ensure
rule = %{"dst-address" => "10.10.0.0/16", "gateway" => "192.168.88.1"}
case MikrotikApi.route_ensure(auth, ip, rule, scheme: :http) do
  {:ok, m} -> Logger.info("route present: #{inspect(m)}")
  {:error, err} -> Logger.error("route ensure failed: #{inspect(err)}")
end
Bridge and port/VLAN ensure
{:ok, _} = MikrotikApi.bridge_ensure(auth, ip, "bridgeLocal", %{}, scheme: :http)
{:ok, _} = MikrotikApi.bridge_port_ensure(auth, ip, "bridgeLocal", "ether2", %{}, scheme: :http)
{:ok, _} = MikrotikApi.bridge_vlan_ensure(auth, ip, "bridgeLocal", "10", %{"tagged" => "sfp-sfpplus1", "untagged" => "ether2"}, scheme: :http)
WiFi ensure (wifiwave2)
{:ok, _} = MikrotikApi.wifi_security_ensure(auth, ip, "SEC-PSK", %{"wpa2-pre-shared-key" => "supersecret"}, scheme: :http)
case MikrotikApi.wifi_ssid_ensure(auth, ip, "WG-LAB", %{"security" => "SEC-PSK"}, scheme: :http) do
  {:ok, _} -> :ok
  {:error, %MikrotikApi.Error{reason: :wifi_ssid_unavailable}} -> :ok
  other -> other
end


  

    Multi and Probe — Concurrency and Summaries

Fetch the same endpoint from multiple routers, and run probe helpers.
Install
Mix.install([
  {:mikrotik_api, path: ".."}
])
Setup
alias MikrotikApi.Auth
require Logger

auth = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ips = (System.get_env("MT_IPS") || "192.0.2.1,192.0.2.2") |> String.split(",")
Multi get /system/resource
results = MikrotikApi.multi(auth, ips, :get, "/system/resource", [scheme: :http], max_concurrency: 5, timeout: 10_000)
Logger.info("multi done: #{length(results)} targets")
Probe device and wireless
ip = List.first(ips)
{:ok, dev} = MikrotikApi.probe_device(auth, ip, scheme: :http)
Logger.info("device summary: #{inspect(dev)}")
{:ok, wifi} = MikrotikApi.probe_wireless(auth, ip, scheme: :http)
Logger.info("wireless summary: #{inspect(wifi)}")


  

    DNS and User Management

This notebook demonstrates DNS static records, DNS cache operations, user management, and system identity.
Install
Mix.install([
  {:mikrotik_api, path: ".."}
])
Setup
alias MikrotikApi.Auth
require Logger

auth = Auth.new(
  username: System.get_env("MT_USER"),
  password: System.get_env("MT_PASS"),
  verify: :verify_none
)

ip = System.get_env("MT_IP") || "192.0.2.1"
System Identity
# Get current router identity
case MikrotikApi.system_identity(auth, ip, scheme: :http) do
  {:ok, %{"name" => name}} -> Logger.info("Router identity: #{name}")
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# Set router identity (uncomment to run)
# MikrotikApi.system_identity_set(auth, ip, "MyRouter", scheme: :http)
DNS Settings
# Get DNS server configuration
case MikrotikApi.dns_settings_get(auth, ip, scheme: :http) do
  {:ok, config} -> Logger.info("DNS config: #{inspect(config)}")
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# Update DNS settings (uncomment to run)
# MikrotikApi.dns_settings_set(auth, ip, %{"servers" => "8.8.8.8,8.8.4.4"}, scheme: :http)
DNS Cache
# List DNS cache entries
case MikrotikApi.dns_cache_list(auth, ip, scheme: :http) do
  {:ok, cache} -> Logger.info("DNS cache has #{length(cache)} entries")
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# Flush DNS cache
case MikrotikApi.dns_cache_flush(auth, ip, scheme: :http) do
  {:ok, _} -> Logger.info("DNS cache flushed")
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
DNS Static Records
# List static DNS entries
case MikrotikApi.dns_static_list(auth, ip, scheme: :http) do
  {:ok, records} ->
    Logger.info("DNS static records: #{length(records)}")
    Enum.each(records, fn r -> Logger.info("  #{r["name"]} -> #{r["address"]}") end)
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# Ensure a static DNS record exists (idempotent)
case MikrotikApi.dns_static_ensure(auth, ip, "test.local", %{"address" => "10.0.0.100"}, scheme: :http) do
  {:ok, %{name: name, changed: []}} ->
    Logger.info("Record #{name} already exists with correct values")
  {:ok, %{name: name, changed: keys}} ->
    Logger.info("Record #{name} created/updated: #{inspect(keys)}")
  {:error, err} ->
    Logger.error("Failed: #{inspect(err)}")
end
# Manual CRUD: create, update, delete
# Create
{:ok, _} = MikrotikApi.dns_static_add(auth, ip, %{"name" => "example.local", "address" => "10.0.0.1"}, scheme: :http)

# Find and update
{:ok, records} = MikrotikApi.dns_static_list(auth, ip, scheme: :http)
case Enum.find(records, fn r -> r["name"] == "example.local" end) do
  %{".id" => id} ->
    {:ok, _} = MikrotikApi.dns_static_update(auth, ip, id, %{"address" => "10.0.0.2"}, scheme: :http)
    {:ok, _} = MikrotikApi.dns_static_delete(auth, ip, id, scheme: :http)
    Logger.info("Created, updated, and deleted example.local")
  nil ->
    Logger.info("Record not found")
end
User Management
# List users
case MikrotikApi.user_list(auth, ip, scheme: :http) do
  {:ok, users} ->
    Logger.info("Users: #{length(users)}")
    Enum.each(users, fn u -> Logger.info("  #{u["name"]} (group: #{u["group"]})") end)
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# List user groups
case MikrotikApi.user_group_list(auth, ip, scheme: :http) do
  {:ok, groups} ->
    Logger.info("User groups: #{length(groups)}")
    Enum.each(groups, fn g -> Logger.info("  #{g["name"]}") end)
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# List active user sessions
case MikrotikApi.user_active_list(auth, ip, scheme: :http) do
  {:ok, sessions} ->
    Logger.info("Active sessions: #{length(sessions)}")
    Enum.each(sessions, fn s -> Logger.info("  #{s["name"]} via #{s["via"]}") end)
  {:error, err} -> Logger.error("Failed: #{inspect(err)}")
end
# Ensure a user exists (idempotent) - BE CAREFUL with this!
# Uncomment to run:
# case MikrotikApi.user_ensure(auth, ip, "testuser", %{"group" => "read", "password" => "testpass123"}, scheme: :http) do
#   {:ok, %{name: name, changed: []}} ->
#     Logger.info("User #{name} already exists")
#   {:ok, %{name: name, changed: keys}} ->
#     Logger.info("User #{name} created/updated: #{inspect(keys)}")
#   {:error, err} ->
#     Logger.error("Failed: #{inspect(err)}")
# end


  

    
MikrotikApi 
    



      
Public API for interacting with MikroTik RouterOS REST endpoints.
Usage pattern:
	Establish an %MikrotikApi.Auth{} once.
	Pass Auth and a target IP (IPv4/IPv6 literal) to each call.

Transport via OTP; JSON via Elixir's built-in JSON. Logging uses Logger only.
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    Types
  


    
      
        method()

      


    





  
    Functions
  


    
      
        arp_list(auth, ip, opts \\ [])

      


        GET /ip/arp



    


    
      
        bridge_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/bridge - create a bridge interface.
RouterOS REST API uses PUT for creating resources.



    


    
      
        bridge_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/bridge/{id}



    


    
      
        bridge_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a bridge exists by name. Returns {:ok, name} if found or created.



    


    
      
        bridge_list(auth, ip, opts \\ [])

      


        GET /interface/bridge



    


    
      
        bridge_port_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/bridge/port - create a bridge port.
RouterOS REST API uses PUT for creating resources.



    


    
      
        bridge_port_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/bridge/port/{id}



    


    
      
        bridge_port_ensure(auth, ip, bridge, interface, attrs \\ %{}, opts \\ [])

      


        Ensure a bridge port exists for the given bridge and interface.
Returns {:ok, {bridge, interface}} when found or created.



    


    
      
        bridge_port_list(auth, ip, opts \\ [])

      


        GET /interface/bridge/port



    


    
      
        bridge_port_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/bridge/port/{id}



    


    
      
        bridge_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/bridge/{id}



    


    
      
        bridge_vlan_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/bridge/vlan - create a bridge VLAN entry.
RouterOS REST API uses PUT for creating resources.



    


    
      
        bridge_vlan_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/bridge/vlan/{id}



    


    
      
        bridge_vlan_ensure(auth, ip, bridge, vlan_ids, attrs \\ %{}, opts \\ [])

      


        Ensure a bridge VLAN entry exists for the given bridge and vlan-ids.
Returns {:ok, {bridge, vlan_ids}} when found or created.



    


    
      
        bridge_vlan_list(auth, ip, opts \\ [])

      


        GET /interface/bridge/vlan



    


    
      
        bridge_vlan_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/bridge/vlan/{id}



    


    
      
        call(auth, ip, method, path, opts \\ [])

      


        Generic call. See get/3, post/4, put/4, patch/4, delete/3.
opts: :body (map or list), :params (map), :headers (list), :scheme (:https | :http), :port (integer)



    


    
      
        capsman_interface_list(auth, ip, opts \\ [])

      


        GET /caps-man/interface



    


    
      
        capsman_provisioning_add(auth, ip, attrs, opts \\ [])

      


        PUT /caps-man/provisioning - create a CAPsMAN provisioning rule.
RouterOS REST API uses PUT for creating resources.



    


    
      
        capsman_provisioning_ensure(auth, ip, rule, opts \\ [])

      


        Ensure a CAPsMAN provisioning rule exists. By default matches by ["action", "master-configuration"].
Returns {:ok, map()} of matched keys when found or created.



    


    
      
        capsman_provisioning_list(auth, ip, opts \\ [])

      


        GET /caps-man/provisioning



    


    
      
        capsman_registration_table(auth, ip, opts \\ [])

      


        GET /caps-man/registration-table



    


    
      
        capsman_security_add(auth, ip, attrs, opts \\ [])

      


        PUT /caps-man/security - create a CAPsMAN security profile.
RouterOS REST API uses PUT for creating resources.



    


    
      
        capsman_security_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a CAPsMAN security profile with the given name exists.



    


    
      
        capsman_security_list(auth, ip, opts \\ [])

      


        GET /caps-man/security



    


    
      
        certificate_list(auth, ip, opts \\ [])

      


        GET /certificate



    


    
      
        container_list(auth, ip, opts \\ [])

      


        GET /container



    


    
      
        delete(auth, ip, path, opts \\ [])

      


        DELETE a path under /rest on the target.



    


    
      
        dhcp_lease_add(auth, ip, attrs, opts \\ [])

      


        PUT /ip/dhcp-server/lease - create a DHCP lease.
RouterOS REST API uses PUT for creating resources.



    


    
      
        dhcp_lease_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/dhcp-server/lease/{id}



    


    
      
        dhcp_lease_ensure(auth, ip, attrs, opts \\ [])

      


        Ensure a DHCP lease exists. Matches by ["address", "mac-address"]. Returns {:ok, %{address: ..., mac: ...}} if found or created.



    


    
      
        dhcp_lease_list(auth, ip, opts \\ [])

      


        GET /ip/dhcp-server/lease



    


    
      
        dhcp_lease_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /ip/dhcp-server/lease/{id}



    


    
      
        dns_cache_flush(auth, ip, opts \\ [])

      


        POST /ip/dns/cache/flush - flush the DNS cache.



    


    
      
        dns_cache_list(auth, ip, opts \\ [])

      


        GET /ip/dns/cache



    


    
      
        dns_config(auth, ip, opts \\ [])

      


        GET /ip/dns (config/stats)



    


    
      
        dns_settings_get(auth, ip, opts \\ [])

      


        GET /ip/dns - alias for dns_config for consistency with REST pattern.



    


    
      
        dns_settings_set(auth, ip, attrs, opts \\ [])

      


        POST /ip/dns/set - update DNS server settings.



    


    
      
        dns_static_add(auth, ip, attrs, opts \\ [])

      


        PUT /ip/dns/static - create a DNS static record.
RouterOS REST API uses PUT for creating resources.



    


    
      
        dns_static_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/dns/static/{id}



    


    
      
        dns_static_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a DNS static record exists by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.



    


    
      
        dns_static_list(auth, ip, opts \\ [])

      


        GET /ip/dns/static



    


    
      
        dns_static_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /ip/dns/static/{id}



    


    
      
        ensure_wireguard_pair(auth, ip_a, name_a, ip_b, name_b, attrs \\ %{}, opts \\ [])

      


        Create a WireGuard interface on router A, then replicate its private key to router B.



    


    
      
        eoip_list(auth, ip, opts \\ [])

      


        GET /interface/eoip



    


    
      
        ethernet_poe_list(auth, ip, opts \\ [])

      


        GET /interface/ethernet/poe



    


    
      
        ethernet_switch_port_list(auth, ip, opts \\ [])

      


        GET /interface/ethernet/switch/port



    


    
      
        firewall_address_list(auth, ip, opts \\ [])

      


        GET /ip/firewall/address-list



    


    
      
        firewall_connection_list(auth, ip, opts \\ [])

      


        GET /ip/firewall/connection



    


    
      
        firewall_filter_add(auth, ip, rule, opts \\ [])

      


        PUT /ip/firewall/filter - create a firewall filter rule.
RouterOS REST API uses PUT for creating resources.



    


    
      
        firewall_filter_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/firewall/filter/{id}



    


    
      
        firewall_filter_ensure(auth, ip, rule, opts \\ [])

      


        Ensure a firewall filter rule exists.
By default, matches existing by ["chain", "action"]. You can pass unique_keys: [..] in opts to control matching.
Returns {:ok, Map.t()} with the matched key-values when found or created.



    


    
      
        firewall_filter_list(auth, ip, opts \\ [])

      


        GET /ip/firewall/filter



    


    
      
        firewall_nat_add(auth, ip, rule, opts \\ [])

      


        PUT /ip/firewall/nat - create a firewall NAT rule.
RouterOS REST API uses PUT for creating resources.



    


    
      
        firewall_nat_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/firewall/nat/{id}



    


    
      
        firewall_nat_ensure(auth, ip, rule, opts \\ [])

      


        Ensure a firewall NAT rule exists. By default matches by ["chain", "action"]. You can pass unique_keys: [..] in opts.
Returns {:ok, map()} of matched keys when found or created.



    


    
      
        firewall_nat_list(auth, ip, opts \\ [])

      


        GET /ip/firewall/nat



    


    
      
        get(auth, ip, path, opts \\ [])

      


        GET a path under /rest on the target.



    


    
      
        gre_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/gre - create a GRE interface.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/gre/add on older RouterOS versions.



    


    
      
        gre_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/gre/{id}



    


    
      
        gre_ensure(auth, ip, ident, attrs \\ %{}, opts \\ [])

      


        Ensure a GRE interface by name or .id. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.



    


    
      
        gre_list(auth, ip, opts \\ [])

      


        GET /interface/gre



    


    
      
        gre_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/gre/{id}



    


    
      
        interface_disable(auth, ip, id, opts \\ [])

      


        Convenience: set disabled=yes



    


    
      
        interface_enable(auth, ip, id, opts \\ [])

      


        Convenience: set disabled=no



    


    
      
        interface_ensure(auth, ip, ident, attrs, opts \\ [])

      


        Ensure interface settings. Ident can be an interface name or .id. Applies only differing keys from attrs.
Returns {:ok, %{id: id, name: name, changed: [keys]}} when up-to-date or updated; {:error, not_found} if interface not present.



    


    
      
        interface_ethernet_monitor(auth, ip, ident, opts \\ [])

      


        GET /interface/ethernet/monitor/{ident}



    


    
      
        interface_list(auth, ip, opts \\ [])

      


        GET /interface



    


    
      
        interface_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/{id} with attrs



    


    
      
        ip_address_add(auth, ip, attrs, opts \\ [])

      


        PUT /ip/address - create an IP address.
RouterOS REST API uses PUT for creating resources.



    


    
      
        ip_address_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/address/{id}



    


    
      
        ip_address_ensure(auth, ip, attrs, opts \\ [])

      


        Ensure an IP address exists on an interface.
Requires attrs to include at least "address" and optionally "interface"; matches existing entries by these keys.
Returns {:ok, address} when found or created.



    


    
      
        ip_address_list(auth, ip, opts \\ [])

      


        GET /ip/address



    


    
      
        ip_address_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /ip/address/{id}



    


    
      
        ip_cloud_info(auth, ip, opts \\ [])

      


        GET /ip/cloud



    


    
      
        ip_pool_list(auth, ip, opts \\ [])

      


        GET /ip/pool



    


    
      
        ipip_list(auth, ip, opts \\ [])

      


        GET /interface/ipip



    


    
      
        ipv6_firewall_address_list(auth, ip, opts \\ [])

      


        GET /ipv6/firewall/address-list



    


    
      
        ipv6_firewall_filter_list(auth, ip, opts \\ [])

      


        GET /ipv6/firewall/filter



    


    
      
        ipv6_neighbor_list(auth, ip, opts \\ [])

      


        GET /ipv6/neighbor



    


    
      
        ipv6_pool_list(auth, ip, opts \\ [])

      


        GET /ipv6/pool



    


    
      
        ipv6_route_list(auth, ip, opts \\ [])

      


        GET /ipv6/route



    


    
      
        multi(auth, ips, method, path, opts \\ [], stream_opts \\ [])

      


        Execute the same REST call concurrently across multiple IPs.



    


    
      
        neighbor_list(auth, ip, opts \\ [])

      


        GET /ip/neighbor



    


    
      
        patch(auth, ip, path, body, opts \\ [])

      


        PATCH JSON to a path under /rest on the target.



    


    
      
        post(auth, ip, path, body \\ nil, opts \\ [])

      


        POST JSON to a path under /rest on the target.



    


    
      
        probe_device(auth, ip, opts \\ [])

      


        Probe core device info and summarize.



    


    
      
        probe_wireless(auth, ip, opts \\ [])

      


        Probe wireless (legacy) and wifi (wifiwave2) endpoint availability and summarize.



    


    
      
        put(auth, ip, path, body, opts \\ [])

      


        PUT JSON to a path under /rest on the target.



    


    
      
        queue_simple_list(auth, ip, opts \\ [])

      


        GET /queue/simple



    


    
      
        queue_tree_list(auth, ip, opts \\ [])

      


        GET /queue/tree



    


    
      
        route_add(auth, ip, attrs, opts \\ [])

      


        PUT /ip/route - create a route.
RouterOS REST API uses PUT for creating resources.



    


    
      
        route_delete(auth, ip, id, opts \\ [])

      


        DELETE /ip/route/{id}



    


    
      
        route_ensure(auth, ip, attrs, opts \\ [])

      


        Ensure a route exists. Matches by ["dst-address", "gateway"]. Returns {:ok, %{dst: ..., gw: ...}} if found or created.



    


    
      
        route_list(auth, ip, opts \\ [])

      


        GET /ip/route



    


    
      
        routing_bfd_list(auth, ip, opts \\ [])

      


        GET /routing/bfd/session



    


    
      
        routing_bgp_list(auth, ip, opts \\ [])

      


        GET /routing/bgp/session



    


    
      
        routing_stats(auth, ip, opts \\ [])

      


        GET /routing/stats



    


    
      
        system_health(auth, ip, opts \\ [])

      


        GET /system/health



    


    
      
        system_identity(auth, ip, opts \\ [])

      


        GET /system/identity



    


    
      
        system_identity_set(auth, ip, name, opts \\ [])

      


        POST /system/identity/set - update the system identity (router name).



    


    
      
        system_packages(auth, ip, opts \\ [])

      


        GET /system/package



    


    
      
        system_resource(auth, ip, opts \\ [])

      


        GET /system/resource



    


    
      
        tool_netwatch_list(auth, ip, opts \\ [])

      


        GET /tool/netwatch



    


    
      
        user_active_list(auth, ip, opts \\ [])

      


        GET /user/active



    


    
      
        user_add(auth, ip, attrs, opts \\ [])

      


        PUT /user - create a new user.
RouterOS REST API uses PUT for creating resources.



    


    
      
        user_delete(auth, ip, id, opts \\ [])

      


        DELETE /user/{id} - delete a user by .id.



    


    
      
        user_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a user exists by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.



    


    
      
        user_group_list(auth, ip, opts \\ [])

      


        GET /user/group



    


    
      
        user_list(auth, ip, opts \\ [])

      


        GET /user



    


    
      
        user_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /user/{id} - update a user by .id.



    


    
      
        wifi_interface_list(auth, ip, opts \\ [])

      


        GET /interface/wifi



    


    
      
        wifi_interface_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wifi/{id}



    


    
      
        wifi_security_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wifi/security - create a WiFi security profile.
RouterOS REST API uses PUT for creating resources.



    


    
      
        wifi_security_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wifi/security/{id}



    


    
      
        wifi_security_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a WiFi security profile with the given name exists; returns the found or created entry name.
If the endpoint is unavailable, returns the underlying error.



    


    
      
        wifi_security_list(auth, ip, opts \\ [])

      


        GET /interface/wifi/security



    


    
      
        wifi_security_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wifi/security/{id}



    


    
      
        wifi_ssid_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wifi/ssid - create a WiFi SSID.
RouterOS REST API uses PUT for creating resources.



    


    
      
        wifi_ssid_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wifi/ssid/{id}



    


    
      
        wifi_ssid_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a WiFi SSID with the given name exists; returns the found or created entry name.
If the endpoint is unavailable (:wifi_ssid_unavailable), returns the underlying error.



    


    
      
        wifi_ssid_list(auth, ip, opts \\ [])

      


        GET /interface/wifi/ssid



    


    
      
        wifi_ssid_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wifi/ssid/{id}



    


    
      
        wireguard_cluster_add(auth, ips, name, attrs \\ %{}, opts \\ [])

      


        Create a WireGuard interface across a cluster of routers.



    


    
      
        wireguard_cluster_add_peers(auth, ips, name, peers, opts \\ [])

      


        Add or update WireGuard peers across a cluster on an existing interface.



    


    
      
        wireguard_interface_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wireguard - create a WireGuard interface.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/wireguard/add on older RouterOS versions.



    


    
      
        wireguard_interface_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wireguard/{id}



    


    
      
        wireguard_interface_ensure(auth, ip, ident, attrs \\ %{}, opts \\ [])

      


        Ensure a WireGuard interface by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}} when up-to-date or updated; {:error, not_found} if list fails.
Note: On create, the actual .id may not be known immediately; id will fallback to the provided name.



    


    
      
        wireguard_interface_getall(auth, ip, proplist \\ "name,private-key,public-key", opts \\ [])

      


        POST /interface/wireguard/getall with a .proplist to retrieve fields like private-key and public-key.



    


    
      
        wireguard_interface_list(auth, ip, opts \\ [])

      


        GET /interface/wireguard



    


    
      
        wireguard_interface_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wireguard/{id}



    


    
      
        wireguard_peer_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wireguard/peers - create a WireGuard peer.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/wireguard/peers/add on older RouterOS versions.



    


    
      
        wireguard_peer_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wireguard/peers/{id}



    


    
      
        wireguard_peer_ensure(auth, ip, interface, public_key, attrs \\ %{}, opts \\ [])

      


        Ensure a WireGuard peer identified by {interface, public-key} exists with desired attributes.
Only differing keys are patched.
Returns {:ok, %{id: id | public-key, interface: name, changed: [keys]}}.



    


    
      
        wireguard_peer_list(auth, ip, opts \\ [])

      


        GET /interface/wireguard/peers



    


    
      
        wireguard_peer_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wireguard/peers/{id}



    


    
      
        wireless_interface_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wireless - create a wireless interface.
RouterOS REST API uses PUT for creating resources.



    


    
      
        wireless_interface_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wireless/{id}



    


    
      
        wireless_interface_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a legacy wireless interface exists by name.



    


    
      
        wireless_interface_list(auth, ip, opts \\ [])

      


        GET /interface/wireless



    


    
      
        wireless_interface_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wireless/{id}



    


    
      
        wireless_registration_table(auth, ip, opts \\ [])

      


        GET /interface/wireless/registration-table



    


    
      
        wireless_security_profile_add(auth, ip, attrs, opts \\ [])

      


        PUT /interface/wireless/security-profiles - create a wireless security profile.
RouterOS REST API uses PUT for creating resources.



    


    
      
        wireless_security_profile_delete(auth, ip, id, opts \\ [])

      


        DELETE /interface/wireless/security-profiles/{id}



    


    
      
        wireless_security_profile_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])

      


        Ensure a legacy wireless security profile exists by name.



    


    
      
        wireless_security_profile_list(auth, ip, opts \\ [])

      


        GET /interface/wireless/security-profiles



    


    
      
        wireless_security_profile_update(auth, ip, id, attrs, opts \\ [])

      


        PATCH /interface/wireless/security-profiles/{id}



    





      


      
        Types


        


  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @type method() :: :get | :post | :put | :patch | :delete


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      arp_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec arp_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/arp

  



    

  
    
      
    
    
      bridge_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/bridge - create a bridge interface.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      bridge_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/bridge/{id}

  



    

    

  
    
      
    
    
      bridge_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_ensure(MikrotikApi.Auth.t(), String.t(), String.t(), map(), Keyword.t()) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a bridge exists by name. Returns {:ok, name} if found or created.

  



    

  
    
      
    
    
      bridge_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/bridge

  



    

  
    
      
    
    
      bridge_port_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_port_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/bridge/port - create a bridge port.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      bridge_port_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_port_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/bridge/port/{id}

  



    

    

  
    
      
    
    
      bridge_port_ensure(auth, ip, bridge, interface, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_port_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, {String.t(), String.t()}} | {:error, MikrotikApi.Error.t()}


      


Ensure a bridge port exists for the given bridge and interface.
Returns {:ok, {bridge, interface}} when found or created.

  



    

  
    
      
    
    
      bridge_port_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_port_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/bridge/port

  



    

  
    
      
    
    
      bridge_port_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_port_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/bridge/port/{id}

  



    

  
    
      
    
    
      bridge_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/bridge/{id}

  



    

  
    
      
    
    
      bridge_vlan_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_vlan_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/bridge/vlan - create a bridge VLAN entry.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      bridge_vlan_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_vlan_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/bridge/vlan/{id}

  



    

    

  
    
      
    
    
      bridge_vlan_ensure(auth, ip, bridge, vlan_ids, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_vlan_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, {String.t(), String.t()}} | {:error, MikrotikApi.Error.t()}


      


Ensure a bridge VLAN entry exists for the given bridge and vlan-ids.
Returns {:ok, {bridge, vlan_ids}} when found or created.

  



    

  
    
      
    
    
      bridge_vlan_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_vlan_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/bridge/vlan

  



    

  
    
      
    
    
      bridge_vlan_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec bridge_vlan_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/bridge/vlan/{id}

  



    

  
    
      
    
    
      call(auth, ip, method, path, opts \\ [])



        
          
        

    

  


  

      

          @spec call(MikrotikApi.Auth.t(), String.t(), method(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


Generic call. See get/3, post/4, put/4, patch/4, delete/3.
opts: :body (map or list), :params (map), :headers (list), :scheme (:https | :http), :port (integer)

  



    

  
    
      
    
    
      capsman_interface_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_interface_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /caps-man/interface

  



    

  
    
      
    
    
      capsman_provisioning_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_provisioning_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /caps-man/provisioning - create a CAPsMAN provisioning rule.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      capsman_provisioning_ensure(auth, ip, rule, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_provisioning_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Ensure a CAPsMAN provisioning rule exists. By default matches by ["action", "master-configuration"].
Returns {:ok, map()} of matched keys when found or created.

  



    

  
    
      
    
    
      capsman_provisioning_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_provisioning_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /caps-man/provisioning

  



    

  
    
      
    
    
      capsman_registration_table(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_registration_table(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /caps-man/registration-table

  



    

  
    
      
    
    
      capsman_security_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_security_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /caps-man/security - create a CAPsMAN security profile.
RouterOS REST API uses PUT for creating resources.

  



    

    

  
    
      
    
    
      capsman_security_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_security_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a CAPsMAN security profile with the given name exists.

  



    

  
    
      
    
    
      capsman_security_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec capsman_security_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /caps-man/security

  



    

  
    
      
    
    
      certificate_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec certificate_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /certificate

  



    

  
    
      
    
    
      container_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec container_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /container

  



    

  
    
      
    
    
      delete(auth, ip, path, opts \\ [])



        
          
        

    

  


  

      

          @spec delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE a path under /rest on the target.

  



    

  
    
      
    
    
      dhcp_lease_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dhcp_lease_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/dhcp-server/lease - create a DHCP lease.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      dhcp_lease_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec dhcp_lease_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/dhcp-server/lease/{id}

  



    

  
    
      
    
    
      dhcp_lease_ensure(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dhcp_lease_ensure(MikrotikApi.Auth.t(), String.t(), map(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Ensure a DHCP lease exists. Matches by ["address", "mac-address"]. Returns {:ok, %{address: ..., mac: ...}} if found or created.

  



    

  
    
      
    
    
      dhcp_lease_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dhcp_lease_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/dhcp-server/lease

  



    

  
    
      
    
    
      dhcp_lease_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dhcp_lease_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /ip/dhcp-server/lease/{id}

  



    

  
    
      
    
    
      dns_cache_flush(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_cache_flush(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


POST /ip/dns/cache/flush - flush the DNS cache.

  



    

  
    
      
    
    
      dns_cache_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_cache_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/dns/cache

  



    

  
    
      
    
    
      dns_config(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_config(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/dns (config/stats)

  



    

  
    
      
    
    
      dns_settings_get(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_settings_get(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/dns - alias for dns_config for consistency with REST pattern.

  



    

  
    
      
    
    
      dns_settings_set(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_settings_set(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


POST /ip/dns/set - update DNS server settings.

  



    

  
    
      
    
    
      dns_static_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_static_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/dns/static - create a DNS static record.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      dns_static_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_static_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/dns/static/{id}

  



    

    

  
    
      
    
    
      dns_static_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_static_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, %{id: String.t(), name: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure a DNS static record exists by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.

  



    

  
    
      
    
    
      dns_static_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_static_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/dns/static

  



    

  
    
      
    
    
      dns_static_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec dns_static_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /ip/dns/static/{id}

  



    

    

  
    
      
    
    
      ensure_wireguard_pair(auth, ip_a, name_a, ip_b, name_b, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec ensure_wireguard_pair(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) :: {:ok, %{a: map(), b: map()}} | {:error, MikrotikApi.Error.t() | term()}


      


Create a WireGuard interface on router A, then replicate its private key to router B.
Sequential steps (no concurrency):
	Ensure interface on A with provided attrs (RouterOS may generate private-key).
	Read back interface list on A; locate the entry by name and extract "private-key".	If not present, returns {:error, %MikrotikApi.Error{reason: :wireguard_private_key_unreadable}}.


	Ensure interface on B with the same "private-key" plus provided attrs.

Security: Never logs the private key. The returned value does not include the key.

  



    

  
    
      
    
    
      eoip_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec eoip_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/eoip

  



    

  
    
      
    
    
      ethernet_poe_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ethernet_poe_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/ethernet/poe

  



    

  
    
      
    
    
      ethernet_switch_port_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ethernet_switch_port_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/ethernet/switch/port

  



    

  
    
      
    
    
      firewall_address_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_address_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/firewall/address-list

  



    

  
    
      
    
    
      firewall_connection_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_connection_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/firewall/connection

  



    

  
    
      
    
    
      firewall_filter_add(auth, ip, rule, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_filter_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/firewall/filter - create a firewall filter rule.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      firewall_filter_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_filter_delete(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/firewall/filter/{id}

  



    

  
    
      
    
    
      firewall_filter_ensure(auth, ip, rule, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_filter_ensure(MikrotikApi.Auth.t(), String.t(), map(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Ensure a firewall filter rule exists.
By default, matches existing by ["chain", "action"]. You can pass unique_keys: [..] in opts to control matching.
Returns {:ok, Map.t()} with the matched key-values when found or created.

  



    

  
    
      
    
    
      firewall_filter_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_filter_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/firewall/filter

  



    

  
    
      
    
    
      firewall_nat_add(auth, ip, rule, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_nat_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/firewall/nat - create a firewall NAT rule.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      firewall_nat_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_nat_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/firewall/nat/{id}

  



    

  
    
      
    
    
      firewall_nat_ensure(auth, ip, rule, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_nat_ensure(MikrotikApi.Auth.t(), String.t(), map(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Ensure a firewall NAT rule exists. By default matches by ["chain", "action"]. You can pass unique_keys: [..] in opts.
Returns {:ok, map()} of matched keys when found or created.

  



    

  
    
      
    
    
      firewall_nat_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec firewall_nat_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/firewall/nat

  



    

  
    
      
    
    
      get(auth, ip, path, opts \\ [])



        
          
        

    

  


  

      

          @spec get(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET a path under /rest on the target.

  



    

  
    
      
    
    
      gre_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec gre_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/gre - create a GRE interface.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/gre/add on older RouterOS versions.

  



    

  
    
      
    
    
      gre_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec gre_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/gre/{id}

  



    

    

  
    
      
    
    
      gre_ensure(auth, ip, ident, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec gre_ensure(MikrotikApi.Auth.t(), String.t(), String.t(), map(), Keyword.t()) ::
  {:ok, %{id: String.t(), name: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure a GRE interface by name or .id. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.

  



    

  
    
      
    
    
      gre_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec gre_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/gre

  



    

  
    
      
    
    
      gre_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec gre_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/gre/{id}

  



    

  
    
      
    
    
      interface_disable(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_disable(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


Convenience: set disabled=yes

  



    

  
    
      
    
    
      interface_enable(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_enable(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


Convenience: set disabled=no

  



    

  
    
      
    
    
      interface_ensure(auth, ip, ident, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, %{id: String.t(), name: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure interface settings. Ident can be an interface name or .id. Applies only differing keys from attrs.
Returns {:ok, %{id: id, name: name, changed: [keys]}} when up-to-date or updated; {:error, not_found} if interface not present.

  



    

  
    
      
    
    
      interface_ethernet_monitor(auth, ip, ident, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_ethernet_monitor(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/ethernet/monitor/{ident}

  



    

  
    
      
    
    
      interface_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface

  



    

  
    
      
    
    
      interface_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec interface_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/{id} with attrs

  



    

  
    
      
    
    
      ip_address_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_address_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/address - create an IP address.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      ip_address_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_address_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/address/{id}

  



    

  
    
      
    
    
      ip_address_ensure(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_address_ensure(MikrotikApi.Auth.t(), String.t(), map(), Keyword.t()) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure an IP address exists on an interface.
Requires attrs to include at least "address" and optionally "interface"; matches existing entries by these keys.
Returns {:ok, address} when found or created.

  



    

  
    
      
    
    
      ip_address_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_address_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/address

  



    

  
    
      
    
    
      ip_address_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_address_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /ip/address/{id}

  



    

  
    
      
    
    
      ip_cloud_info(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_cloud_info(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/cloud

  



    

  
    
      
    
    
      ip_pool_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ip_pool_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/pool

  



    

  
    
      
    
    
      ipip_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipip_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/ipip

  



    

  
    
      
    
    
      ipv6_firewall_address_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipv6_firewall_address_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ipv6/firewall/address-list

  



    

  
    
      
    
    
      ipv6_firewall_filter_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipv6_firewall_filter_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ipv6/firewall/filter

  



    

  
    
      
    
    
      ipv6_neighbor_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipv6_neighbor_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ipv6/neighbor

  



    

  
    
      
    
    
      ipv6_pool_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipv6_pool_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ipv6/pool

  



    

  
    
      
    
    
      ipv6_route_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec ipv6_route_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ipv6/route

  



    

    

  
    
      
    
    
      multi(auth, ips, method, path, opts \\ [], stream_opts \\ [])



        
          
        

    

  


  

      

          @spec multi(
  MikrotikApi.Auth.t(),
  [String.t()],
  method(),
  String.t(),
  Keyword.t(),
  Keyword.t()
) :: [
  %{
    ip: String.t(),
    result: {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}
  }
]


      


Execute the same REST call concurrently across multiple IPs.
	ips: list of target IPs (IPv4/IPv6 as strings)
	method: :get | :post | :put | :patch | :delete

	path: string path under /rest (e.g., "/system/resource")
	opts: keyword options accepted by call/5 (e.g., scheme:, decode:, params:, headers:, body: for write methods)
	stream_opts:	:max_concurrency (default System.schedulers_online())
	:timeout (default 15_000 ms)



Returns a list in input order: [%{ip: ip, result: {:ok, value} | {:error, %MikrotikApi.Error{}}}]

  



    

  
    
      
    
    
      neighbor_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec neighbor_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/neighbor

  



    

  
    
      
    
    
      patch(auth, ip, path, body, opts \\ [])



        
          
        

    

  


  

      

          @spec patch(MikrotikApi.Auth.t(), String.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH JSON to a path under /rest on the target.

  



    

    

  
    
      
    
    
      post(auth, ip, path, body \\ nil, opts \\ [])



        
          
        

    

  


  

      

          @spec post(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list() | nil,
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


POST JSON to a path under /rest on the target.

  



    

  
    
      
    
    
      probe_device(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec probe_device(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Probe core device info and summarize.
Returns a map with keys:
	system: {:ok, map()} | {:error, error_summary}

	counts: %{interfaces: n | nil, ip_addresses: n | nil, arp: n | nil, neighbors: n | nil}


Accepts same opts as other calls (e.g., scheme: :http | :https).

  



    

  
    
      
    
    
      probe_wireless(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec probe_wireless(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Probe wireless (legacy) and wifi (wifiwave2) endpoint availability and summarize.
Returns a map with sections :wireless and :wifi, each containing endpoint keys
and status maps like %{status: :ok | :unavailable | :error, count: non_neg_integer | nil, reason: term() | nil, status_code: integer | nil}.
Accepts the same opts as other calls (e.g., scheme: :http | :https).

  



    

  
    
      
    
    
      put(auth, ip, path, body, opts \\ [])



        
          
        

    

  


  

      

          @spec put(MikrotikApi.Auth.t(), String.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT JSON to a path under /rest on the target.

  



    

  
    
      
    
    
      queue_simple_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec queue_simple_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /queue/simple

  



    

  
    
      
    
    
      queue_tree_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec queue_tree_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /queue/tree

  



    

  
    
      
    
    
      route_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec route_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /ip/route - create a route.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      route_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec route_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /ip/route/{id}

  



    

  
    
      
    
    
      route_ensure(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec route_ensure(MikrotikApi.Auth.t(), String.t(), map(), Keyword.t()) ::
  {:ok, map()} | {:error, MikrotikApi.Error.t()}


      


Ensure a route exists. Matches by ["dst-address", "gateway"]. Returns {:ok, %{dst: ..., gw: ...}} if found or created.

  



    

  
    
      
    
    
      route_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec route_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /ip/route

  



    

  
    
      
    
    
      routing_bfd_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec routing_bfd_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /routing/bfd/session

  



    

  
    
      
    
    
      routing_bgp_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec routing_bgp_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /routing/bgp/session

  



    

  
    
      
    
    
      routing_stats(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec routing_stats(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /routing/stats

  



    

  
    
      
    
    
      system_health(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec system_health(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /system/health

  



    

  
    
      
    
    
      system_identity(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec system_identity(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /system/identity

  



    

  
    
      
    
    
      system_identity_set(auth, ip, name, opts \\ [])



        
          
        

    

  


  

      

          @spec system_identity_set(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


POST /system/identity/set - update the system identity (router name).

  



    

  
    
      
    
    
      system_packages(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec system_packages(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /system/package

  



    

  
    
      
    
    
      system_resource(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec system_resource(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /system/resource

  



    

  
    
      
    
    
      tool_netwatch_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_netwatch_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /tool/netwatch

  



    

  
    
      
    
    
      user_active_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec user_active_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /user/active

  



    

  
    
      
    
    
      user_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec user_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /user - create a new user.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      user_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec user_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /user/{id} - delete a user by .id.

  



    

    

  
    
      
    
    
      user_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec user_ensure(MikrotikApi.Auth.t(), String.t(), String.t(), map(), Keyword.t()) ::
  {:ok, %{id: String.t(), name: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure a user exists by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}}.

  



    

  
    
      
    
    
      user_group_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec user_group_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /user/group

  



    

  
    
      
    
    
      user_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec user_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /user

  



    

  
    
      
    
    
      user_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec user_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /user/{id} - update a user by .id.

  



    

  
    
      
    
    
      wifi_interface_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_interface_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wifi

  



    

  
    
      
    
    
      wifi_interface_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_interface_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wifi/{id}

  



    

  
    
      
    
    
      wifi_security_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_security_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wifi/security - create a WiFi security profile.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      wifi_security_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_security_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wifi/security/{id}

  



    

    

  
    
      
    
    
      wifi_security_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_security_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a WiFi security profile with the given name exists; returns the found or created entry name.
If the endpoint is unavailable, returns the underlying error.

  



    

  
    
      
    
    
      wifi_security_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_security_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wifi/security

  



    

  
    
      
    
    
      wifi_security_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_security_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wifi/security/{id}

  



    

  
    
      
    
    
      wifi_ssid_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_ssid_add(MikrotikApi.Auth.t(), String.t(), map() | list(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wifi/ssid - create a WiFi SSID.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      wifi_ssid_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_ssid_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wifi/ssid/{id}

  



    

    

  
    
      
    
    
      wifi_ssid_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_ssid_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a WiFi SSID with the given name exists; returns the found or created entry name.
If the endpoint is unavailable (:wifi_ssid_unavailable), returns the underlying error.

  



    

  
    
      
    
    
      wifi_ssid_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_ssid_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wifi/ssid

  



    

  
    
      
    
    
      wifi_ssid_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wifi_ssid_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wifi/ssid/{id}

  



    

    

  
    
      
    
    
      wireguard_cluster_add(auth, ips, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_cluster_add(
  MikrotikApi.Auth.t(),
  [String.t()],
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok,
   %{
     primary: %{ip: String.t(), result: map()},
     members: [
       %{ip: String.t(), result: {:ok, map()} | {:error, MikrotikApi.Error.t()}}
     ],
     public_key: String.t()
   }}
  | {:error, MikrotikApi.Error.t() | term()}


      


Create a WireGuard interface across a cluster of routers.
Workflow:
	Choose the first router in the list as the primary (key source).
	Ensure the interface on the primary WITHOUT sending a private-key (allow RouterOS to auto-generate).
	Retrieve the private-key (and public-key) from the primary; falls back to getall if list omits it.
	Ensure the interface with the same private-key on all other routers concurrently.

Returns {:ok, %{primary: %{ip: ip, result: map()}, members: [%{ip: ip, result: {:ok, map()} | {:error, %MikrotikApi.Error{}}}], public_key: String.t()}} on success.

  



    

  
    
      
    
    
      wireguard_cluster_add_peers(auth, ips, name, peers, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_cluster_add_peers(
  MikrotikApi.Auth.t(),
  [String.t()],
  String.t(),
  [map()],
  Keyword.t()
) ::
  {:ok,
   [
     %{
       ip: String.t(),
       results: [ok: map(), error: MikrotikApi.Error.t() | term()]
     }
   ]}


      


Add or update WireGuard peers across a cluster on an existing interface.
	ips: list of router IPs (all members to apply peers to)
	name: wireguard interface name (e.g., "wg0"); will be set on each peer attrs
	peers: list of peer maps, each requiring at least "public-key"; optional keys include
"allowed-address", "endpoint-address", "endpoint-port", "persistent-keepalive", etc.

Returns {:ok, [%{ip: ip, results: [result_per_peer]}]}.

  



    

  
    
      
    
    
      wireguard_interface_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wireguard - create a WireGuard interface.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/wireguard/add on older RouterOS versions.

  



    

  
    
      
    
    
      wireguard_interface_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_delete(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wireguard/{id}

  



    

    

  
    
      
    
    
      wireguard_interface_ensure(auth, ip, ident, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, %{id: String.t(), name: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure a WireGuard interface by name. If present, patches only differing keys.
Returns {:ok, %{id: id | name, name: name, changed: [keys]}} when up-to-date or updated; {:error, not_found} if list fails.
Note: On create, the actual .id may not be known immediately; id will fallback to the provided name.

  



    

    

  
    
      
    
    
      wireguard_interface_getall(auth, ip, proplist \\ "name,private-key,public-key", opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_getall(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, [map()]} | {:error, MikrotikApi.Error.t()}


      


POST /interface/wireguard/getall with a .proplist to retrieve fields like private-key and public-key.

  



    

  
    
      
    
    
      wireguard_interface_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wireguard

  



    

  
    
      
    
    
      wireguard_interface_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_interface_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) :: {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wireguard/{id}

  



    

  
    
      
    
    
      wireguard_peer_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_peer_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wireguard/peers - create a WireGuard peer.
RouterOS REST API uses PUT for creating resources.
Falls back to POST /interface/wireguard/peers/add on older RouterOS versions.

  



    

  
    
      
    
    
      wireguard_peer_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_peer_delete(MikrotikApi.Auth.t(), String.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wireguard/peers/{id}

  



    

    

  
    
      
    
    
      wireguard_peer_ensure(auth, ip, interface, public_key, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_peer_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, %{id: String.t() | nil, interface: String.t(), changed: [String.t()]}}
  | {:error, term()}


      


Ensure a WireGuard peer identified by {interface, public-key} exists with desired attributes.
Only differing keys are patched.
Returns {:ok, %{id: id | public-key, interface: name, changed: [keys]}}.

  



    

  
    
      
    
    
      wireguard_peer_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_peer_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wireguard/peers

  



    

  
    
      
    
    
      wireguard_peer_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireguard_peer_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wireguard/peers/{id}

  



    

  
    
      
    
    
      wireless_interface_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_interface_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wireless - create a wireless interface.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      wireless_interface_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_interface_delete(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wireless/{id}

  



    

    

  
    
      
    
    
      wireless_interface_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_interface_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a legacy wireless interface exists by name.

  



    

  
    
      
    
    
      wireless_interface_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_interface_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wireless

  



    

  
    
      
    
    
      wireless_interface_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_interface_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) :: {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wireless/{id}

  



    

  
    
      
    
    
      wireless_registration_table(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_registration_table(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wireless/registration-table

  



    

  
    
      
    
    
      wireless_security_profile_add(auth, ip, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_security_profile_add(
  MikrotikApi.Auth.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PUT /interface/wireless/security-profiles - create a wireless security profile.
RouterOS REST API uses PUT for creating resources.

  



    

  
    
      
    
    
      wireless_security_profile_delete(auth, ip, id, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_security_profile_delete(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  Keyword.t()
) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


DELETE /interface/wireless/security-profiles/{id}

  



    

    

  
    
      
    
    
      wireless_security_profile_ensure(auth, ip, name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_security_profile_ensure(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map(),
  Keyword.t()
) ::
  {:ok, String.t()} | {:error, MikrotikApi.Error.t()}


      


Ensure a legacy wireless security profile exists by name.

  



    

  
    
      
    
    
      wireless_security_profile_list(auth, ip, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_security_profile_list(MikrotikApi.Auth.t(), String.t(), Keyword.t()) ::
  {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


GET /interface/wireless/security-profiles

  



    

  
    
      
    
    
      wireless_security_profile_update(auth, ip, id, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec wireless_security_profile_update(
  MikrotikApi.Auth.t(),
  String.t(),
  String.t(),
  map() | list(),
  Keyword.t()
) :: {:ok, any() | nil} | {:error, MikrotikApi.Error.t()}


      


PATCH /interface/wireless/security-profiles/{id}

  


        

      


  

    
MikrotikApi.Auth 
    



      
Authentication and request policy used per call alongside a target IP.
Construct once (credentials, TLS verification, timeouts, retry policy), then
pass with a target IP to each API call.

      


      
        Summary


  
    Types
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    Functions
  


    
      
        new(opts)

      


        Build an Auth struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MikrotikApi.Auth{
  connect_timeout: non_neg_integer(),
  default_headers: [{binary(), binary()}],
  password: String.t(),
  recv_timeout: non_neg_integer(),
  retry: %{max_attempts: non_neg_integer(), backoff_ms: non_neg_integer()},
  ssl_opts: keyword(),
  username: String.t(),
  verify: :verify_peer | :verify_none
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(Keyword.t()) :: t()


      


Build an Auth struct.
Options:
	:username, :password (required)
	:verify (:verify_peer | :verify_none) default :verify_peer

	:recv_timeout (ms) default 15_000
	:connect_timeout (ms) default 5_000
	:retry (%{max_attempts, backoff_ms}) default %{max_attempts: 2, backoff_ms: 250}
	:default_headers list of {key, value} binaries
	:ssl_opts keyword passed to :ssl (e.g., cacerts, cacertfile, server_name_indication)


  


        

      


  

    
MikrotikApi.Error 
    



      
Error struct returned by MikrotikApi functions.
Fields
	status - HTTP status code (integer) or nil for transport errors
	reason - Atom or string describing the error type (e.g., :http_error, :transport_error)
	details - Additional error details (response body, error message, etc.)


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MikrotikApi.Error{
  details: term(),
  reason: atom() | String.t(),
  status: integer() | nil
}


      



  


        

      


  

    
MikrotikApi.Normalize 
    



      
Optional normalization helpers for turning RouterOS string fields into typed values.
NOTE: Core helpers do not depend on this module. Exporters may choose to use
these utilities when building metrics.

      


      
        Summary


  
    Functions
  


    
      
        normalize_bool(v)

      


        Convert common string booleans to true/false.
Accepts: true/false, "true"/"false", "yes"/"no", "enabled"/"disabled".
Returns boolean or the original value if not matched.



    


    
      
        parse_rate_mbps(v)

      


        Parse rates like "877 Mbps" or "54 Mbps" into integer Mbps.
Returns integer Mbps or original value if the unit doesn't match.



    


    
      
        to_float(v)

      


        Convert float-looking strings (e.g., "-3.14", "1.0e3") to floats.
Returns float or original value if parsing fails.



    


    
      
        to_int(v)

      


        Convert numeric-looking strings (e.g., "-64", "1500") to integers.
Returns integer or original value if parsing fails.



    





      


      
        Functions


        


  
    
      
    
    
      normalize_bool(v)



        
          
        

    

  


  

      

          @spec normalize_bool(term()) :: boolean() | term()


      


Convert common string booleans to true/false.
Accepts: true/false, "true"/"false", "yes"/"no", "enabled"/"disabled".
Returns boolean or the original value if not matched.

  



  
    
      
    
    
      parse_rate_mbps(v)



        
          
        

    

  


  

      

          @spec parse_rate_mbps(term()) :: integer() | term()


      


Parse rates like "877 Mbps" or "54 Mbps" into integer Mbps.
Returns integer Mbps or original value if the unit doesn't match.

  



  
    
      
    
    
      to_float(v)



        
          
        

    

  


  

      

          @spec to_float(term()) :: float() | term()


      


Convert float-looking strings (e.g., "-3.14", "1.0e3") to floats.
Returns float or original value if parsing fails.

  



  
    
      
    
    
      to_int(v)



        
          
        

    

  


  

      

          @spec to_int(term()) :: integer() | term()


      


Convert numeric-looking strings (e.g., "-64", "1500") to integers.
Returns integer or original value if parsing fails.

  


        

      


  

    
MikrotikApi.Transport.Httpc 
    






  

    
mix guardrails 
    



      
Scans source files for disallowed patterns and fails if any are found.
Disallowed patterns:
	IO.puts
	IO.inspect
	MikrotikApi.JSON (legacy proprietary JSON module)

Usage:
  mix guardrails
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