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Minisign
    

Library for verifying files in the minisign format:
https://jedisct1.github.io/minisign

  
    
  
  Installation


The package can be installed by adding minisign to your list of dependencies in mix.exs:
def deps do
  [
    {:minisign, "~> 0.1.0"}
  ]
end
Docs can be found at https://hexdocs.pm/minisign.
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Elixir implementation of the Minisign signature verification format.
see https://jedisct1.github.io/minisign/
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    Functions
  


    
      
        verify(message, signature, public_key)

      


        verifies a signature, returning :ok if the signature is valid.



    


    
      
        verify!(message, signature, public_key)

      


        verifies a signature, and raises if any of the inputs are invalid.
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      Link to this type
    
    message_input()



  


  

      

          @type message_input() :: binary() | {:file, Path.t()}


      



  



  
    
      
      Link to this type
    
    public_key_input()



  


  

      

          @type public_key_input() :: String.t() | {:file, Path.t()} | Minisign.PublicKey.t()


      



  



  
    
      
      Link to this type
    
    reason()



  


  

      

          @type reason() :: :key_id_match | :signature | :global_signature


      



  



  
    
      
      Link to this type
    
    signature_input()



  


  

      

          @type signature_input() :: String.t() | {:file, Path.t()} | Minisign.Signature.t()
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      Link to this function
    
    verify(message, signature, public_key)



  


  

      

          @spec verify(message_input(), signature_input(), public_key_input()) ::
  :ok | {:invalid, reason()} | {:error, any()}


      


verifies a signature, returning :ok if the signature is valid.
if the signature is invalid, returns an :invalid tuple indicating the
reason why the signature failed to validate.
if any of the inputs have failed, returns an :error tuple.
For the key or signature inputs you may provide Base64 encoded strings, or a
{:file, path} tuple to read from a file or a preparsed datastructure.
For the message input, you may either provide the raw binary or, a {:file, path}
tuple to read the message from the file.

  



  
    
      
      Link to this function
    
    verify!(message, signature, public_key)



  


  

      

          @spec verify!(message_input(), signature_input(), public_key_input()) :: boolean()


      


verifies a signature, and raises if any of the inputs are invalid.
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        %Minisign.PublicKey{}

      


        Public key datastructure for minisign.



    


    
      
        parse(string)

      


        parses a public key string.  Note that the untrusted comment field is considered
optional, as many sources will include a public key as a simple base64 hash with
no comment.



    


    
      
        parse!(string)

      


        parses a public key string, or raises if the string is not a public key representation
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Minisign.PublicKey{algorithm: :Ed, key: <<_::256>>, key_id: <<_::8>>}
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      Link to this function
    
    %Minisign.PublicKey{}



      (struct)

  


  

Public key datastructure for minisign.
fields:
	:algorithm: always :Ed
	:key_id: 8 byte key id
	:key: 32 byte public key

see https://jedisct1.github.io/minisign/#public-key-format

  



  
    
      
      Link to this function
    
    parse(string)



  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, Minisign.ParseError.t()}


      


parses a public key string.  Note that the untrusted comment field is considered
optional, as many sources will include a public key as a simple base64 hash with
no comment.

  



  
    
      
      Link to this function
    
    parse!(string)



  


  

      

          @spec parse!(String.t()) :: t()


      


parses a public key string, or raises if the string is not a public key representation
see parse/1
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Datastructure representing a minisign signature.
fields: 
	:algorithm: always :ED (note the capitalization)
	:trusted_comment: (string) the trusted comment
	:key_id: (binary) 8 byte key id
	:signature: (binary) 64 byte signature
	:global_signature: (binary) 64 byte global signature

see https://jedisct1.github.io/minisign/#signature-format
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        parse(string)

      


        parses a signature string, and returns the resulting struct if it's valid.



    


    
      
        parse!(string)

      


        parses a signature string, or raises if the string is not a signature representation
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Minisign.Signature{
  algorithm: :Ed,
  global_signature: <<_::256>>,
  key_id: <<_::8>>,
  signature: <<_::256>>,
  trusted_comment: String.t()
}
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      Link to this function
    
    parse(string)



  


  

      

          @spec parse(String.t()) :: {:ok, t()} | {:error, Minisign.ParseError.t()}


      


parses a signature string, and returns the resulting struct if it's valid.

  



  
    
      
      Link to this function
    
    parse!(string)



  


  

      

          @spec parse!(String.t()) :: t()


      


parses a signature string, or raises if the string is not a signature representation
see parse/1
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        message(error)

      


        Callback implementation for Exception.message/1.
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      Link to this type
    
    t()



  


  

      

          @type t() :: %Minisign.ParseError{
  __exception__: true,
  comment: String.t(),
  parser: Minisign.Signature | Minisign.PublicKey,
  ref: boolean()
}
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      Link to this function
    
    message(error)



  


  

Callback implementation for Exception.message/1.
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