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[image: Test]
MQTT v5 server side sessions and routing
MQTT v5 session and topic routing - embeddable in Erlang projects.
This library handles pools of MQTT sessions.
Transports (connections) attach to MQTT sessions to relay packets.
The sessions handles packets, queues, and a user-context state.
Access control and authentication is handled with a runtime module.
This module is configured in the mqtt_sessions application env key runtime.
The default and example runtime is src/mqtt_sessions_runtime.erl.
Note that this library does not handle TCP/IP connections. It handles the
complete MQTT session logic. Other libraries are used for transporting the
MQTT packets to/from external clients.
When a subscription is made to a $SYS topic the subscriber is mapped to
the default pool. This makes it possible to share system information
between different pools.
TODO
	Add protections

	Max packet size
	Max memory voor retained
	Max number of pending messages (drop QoS 0)
	Max pending acks (flow control)
	Rate limiting

	Add instrumentation

	Number of sessions
	Number of connected sessions
	Number of packets sent / received
	Connect rate
	Memory consumption of retained tables
	Sessions with biggest queues
	Sessions with largest number of packets




  

    
LICENSE
    


                                 Apache License
                           Version 2.0, January 2004
                        http://www.apache.org/licenses/

   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

   1. Definitions.

      "License" shall mean the terms and conditions for use, reproduction,
      and distribution as defined by Sections 1 through 9 of this document.

      "Licensor" shall mean the copyright owner or entity authorized by
      the copyright owner that is granting the License.

      "Legal Entity" shall mean the union of the acting entity and all
      other entities that control, are controlled by, or are under common
      control with that entity. For the purposes of this definition,
      "control" means (i) the power, direct or indirect, to cause the
      direction or management of such entity, whether by contract or
      otherwise, or (ii) ownership of fifty percent (50%) or more of the
      outstanding shares, or (iii) beneficial ownership of such entity.

      "You" (or "Your") shall mean an individual or Legal Entity
      exercising permissions granted by this License.

      "Source" form shall mean the preferred form for making modifications,
      including but not limited to software source code, documentation
      source, and configuration files.

      "Object" form shall mean any form resulting from mechanical
      transformation or translation of a Source form, including but
      not limited to compiled object code, generated documentation,
      and conversions to other media types.

      "Work" shall mean the work of authorship, whether in Source or
      Object form, made available under the License, as indicated by a
      copyright notice that is included in or attached to the work
      (an example is provided in the Appendix below).

      "Derivative Works" shall mean any work, whether in Source or Object
      form, that is based on (or derived from) the Work and for which the
      editorial revisions, annotations, elaborations, or other modifications
      represent, as a whole, an original work of authorship. For the purposes
      of this License, Derivative Works shall not include works that remain
      separable from, or merely link (or bind by name) to the interfaces of,
      the Work and Derivative Works thereof.

      "Contribution" shall mean any work of authorship, including
      the original version of the Work and any modifications or additions
      to that Work or Derivative Works thereof, that is intentionally
      submitted to Licensor for inclusion in the Work by the copyright owner
      or by an individual or Legal Entity authorized to submit on behalf of
      the copyright owner. For the purposes of this definition, "submitted"
      means any form of electronic, verbal, or written communication sent
      to the Licensor or its representatives, including but not limited to
      communication on electronic mailing lists, source code control systems,
      and issue tracking systems that are managed by, or on behalf of, the
      Licensor for the purpose of discussing and improving the Work, but
      excluding communication that is conspicuously marked or otherwise
      designated in writing by the copyright owner as "Not a Contribution."

      "Contributor" shall mean Licensor and any individual or Legal Entity
      on behalf of whom a Contribution has been received by Licensor and
      subsequently incorporated within the Work.

   2. Grant of Copyright License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      copyright license to reproduce, prepare Derivative Works of,
      publicly display, publicly perform, sublicense, and distribute the
      Work and such Derivative Works in Source or Object form.

   3. Grant of Patent License. Subject to the terms and conditions of
      this License, each Contributor hereby grants to You a perpetual,
      worldwide, non-exclusive, no-charge, royalty-free, irrevocable
      (except as stated in this section) patent license to make, have made,
      use, offer to sell, sell, import, and otherwise transfer the Work,
      where such license applies only to those patent claims licensable
      by such Contributor that are necessarily infringed by their
      Contribution(s) alone or by combination of their Contribution(s)
      with the Work to which such Contribution(s) was submitted. If You
      institute patent litigation against any entity (including a
      cross-claim or counterclaim in a lawsuit) alleging that the Work
      or a Contribution incorporated within the Work constitutes direct
      or contributory patent infringement, then any patent licenses
      granted to You under this License for that Work shall terminate
      as of the date such litigation is filed.

   4. Redistribution. You may reproduce and distribute copies of the
      Work or Derivative Works thereof in any medium, with or without
      modifications, and in Source or Object form, provided that You
      meet the following conditions:

      (a) You must give any other recipients of the Work or
          Derivative Works a copy of this License; and

      (b) You must cause any modified files to carry prominent notices
          stating that You changed the files; and

      (c) You must retain, in the Source form of any Derivative Works
          that You distribute, all copyright, patent, trademark, and
          attribution notices from the Source form of the Work,
          excluding those notices that do not pertain to any part of
          the Derivative Works; and

      (d) If the Work includes a "NOTICE" text file as part of its
          distribution, then any Derivative Works that You distribute must
          include a readable copy of the attribution notices contained
          within such NOTICE file, excluding those notices that do not
          pertain to any part of the Derivative Works, in at least one
          of the following places: within a NOTICE text file distributed
          as part of the Derivative Works; within the Source form or
          documentation, if provided along with the Derivative Works; or,
          within a display generated by the Derivative Works, if and
          wherever such third-party notices normally appear. The contents
          of the NOTICE file are for informational purposes only and
          do not modify the License. You may add Your own attribution
          notices within Derivative Works that You distribute, alongside
          or as an addendum to the NOTICE text from the Work, provided
          that such additional attribution notices cannot be construed
          as modifying the License.

      You may add Your own copyright statement to Your modifications and
      may provide additional or different license terms and conditions
      for use, reproduction, or distribution of Your modifications, or
      for any such Derivative Works as a whole, provided Your use,
      reproduction, and distribution of the Work otherwise complies with
      the conditions stated in this License.

   5. Submission of Contributions. Unless You explicitly state otherwise,
      any Contribution intentionally submitted for inclusion in the Work
      by You to the Licensor shall be under the terms and conditions of
      this License, without any additional terms or conditions.
      Notwithstanding the above, nothing herein shall supersede or modify
      the terms of any separate license agreement you may have executed
      with Licensor regarding such Contributions.

   6. Trademarks. This License does not grant permission to use the trade
      names, trademarks, service marks, or product names of the Licensor,
      except as required for reasonable and customary use in describing the
      origin of the Work and reproducing the content of the NOTICE file.

   7. Disclaimer of Warranty. Unless required by applicable law or
      agreed to in writing, Licensor provides the Work (and each
      Contributor provides its Contributions) on an "AS IS" BASIS,
      WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
      implied, including, without limitation, any warranties or conditions
      of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
      PARTICULAR PURPOSE. You are solely responsible for determining the
      appropriateness of using or redistributing the Work and assume any
      risks associated with Your exercise of permissions under this License.

   8. Limitation of Liability. In no event and under no legal theory,
      whether in tort (including negligence), contract, or otherwise,
      unless required by applicable law (such as deliberate and grossly
      negligent acts) or agreed to in writing, shall any Contributor be
      liable to You for damages, including any direct, indirect, special,
      incidental, or consequential damages of any character arising as a
      result of this License or out of the use or inability to use the
      Work (including but not limited to damages for loss of goodwill,
      work stoppage, computer failure or malfunction, or any and all
      other commercial damages or losses), even if such Contributor
      has been advised of the possibility of such damages.

   9. Accepting Warranty or Additional Liability. While redistributing
      the Work or Derivative Works thereof, You may choose to offer,
      and charge a fee for, acceptance of support, warranty, indemnity,
      or other liability obligations and/or rights consistent with this
      License. However, in accepting such obligations, You may act only
      on Your own behalf and on Your sole responsibility, not on behalf
      of any other Contributor, and only if You agree to indemnify,
      defend, and hold each Contributor harmless for any liability
      incurred by, or claims asserted against, such Contributor by reason
      of your accepting any such warranty or additional liability.

   END OF TERMS AND CONDITIONS

   APPENDIX: How to apply the Apache License to your work.

      To apply the Apache License to your work, attach the following
      boilerplate notice, with the fields enclosed by brackets "[]"
      replaced with your own identifying information. (Don't include
      the brackets!)  The text should be enclosed in the appropriate
      comment syntax for the file format. We also recommend that a
      file or class name and description of purpose be included on the
      same "printed page" as the copyright notice for easier
      identification within third-party archives.

   Copyright [yyyy] [name of copyright owner]

   Licensed under the Apache License, Version 2.0 (the "License");
   you may not use this file except in compliance with the License.
   You may obtain a copy of the License at

       http://www.apache.org/licenses/LICENSE-2.0

   Unless required by applicable law or agreed to in writing, software
   distributed under the License is distributed on an "AS IS" BASIS,
   WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
   See the License for the specific language governing permissions and
   limitations under the License.
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          -spec incoming_connect(binary(), msg_options()) ->
                    {ok, {session_ref(), binary()}} | {error, incomplete_packet} | {error, term()}.


      


Stream the connect message - connect a MQTT session or return an error
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                 ok | {error, wrong_connection | mqtt_packet_map:decode_error()}.


      


Handle incoming data for session. Call this after a successful connect. The session will disconnect on an illegal packet.
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Return the runtime module for AUTH and other callbacks.
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      Link to this function
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          -spec sidejobs_limit() -> pos_integer().


      


Limit the number of sidejobs for message dispatching.
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          -spec sidejobs_per_session() -> pos_integer().
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          -spec start() -> {ok, pid()} | {error, term()}.
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      Link to this function
    
    stop(State)


      
       
       View Source
     


  


  

      

          -spec stop(term()) -> ok.
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mqtt_sessions_incoming 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        incoming_connect(Pool, Msg, Options)

      


        Handle an incoming connect message, the package MUST be a connect package.
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      Link to this function
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          -spec incoming_connect(Pool :: atom(), mqtt_packet_map:mqtt_packet(), mqtt_sessions:msg_options()) ->
                    {ok, mqtt_sessions:session_ref()}.


      


Handle an incoming connect message, the package MUST be a connect package.
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The session pool returned an error when trying to map the client-id
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        publish_retained_job(Pool, TopicFilter, Ms, Subscriber, Options, SubscriberContext)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    publish1(Pool, Topic, Route, Msg, PublisherContext, PublisherPid)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    publish(Pool, Topic, Routes, Msg, PublisherContext)


      
       
       View Source
     


  


  

      

          -spec publish(atom(), mqtt_sessions:topic(), list(), mqtt_packet_map:mqtt_packet(), term()) ->
           {ok, pid() | undefined} | {error, overload}.


      



  



  
    
      
      Link to this function
    
    publish_job(Pool, Topic, Routes, Msg, PublisherContext, PublishedPid)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    publish_retained(Pool, TopicFilter, Ms, Subscriber, Options, SubscriberContext)


      
       
       View Source
     


  


  

      

          -spec publish_retained(atom(), mqtt_sessions:topic(), list(), mqtt_sessions:callback(), map(), term()) ->
                    ok | {error, overload}.


      



  



  
    
      
      Link to this function
    
    publish_retained_job(Pool, TopicFilter, Ms, Subscriber, Options, SubscriberContext)


      
       
       View Source
     


  


  

      

          -spec publish_retained_job(atom(),
                     mqtt_sessions:topic(),
                     list(),
                     mqtt_sessions:callback(),
                     map(),
                     term()) ->
                        ok.


      



  


        

      



  

    
mqtt_sessions_payload 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        decode(Msg)

      


    


    
      
        encode(Msg)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    decode(Msg)


      
       
       View Source
     


  


  

      

          -spec decode(mqtt_packet_map:mqtt_packet()) -> mqtt_packet_map:mqtt_packet().


      



  



  
    
      
      Link to this function
    
    encode(Msg)


      
       
       View Source
     


  


  

      

          -spec encode(mqtt_packet_map:mqtt_packet()) -> mqtt_packet_map:mqtt_packet().


      



  


        

      



  

    
mqtt_sessions_pool_sup 
    



      
Start a supervisor with a session registry and a topic tree
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        init(_)

      


    


    
      
        name(Pool)

      


    


    
      
        start_link(Pool)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
      Link to this function
    
    name(Pool)


      
       
       View Source
     


  


  

      

          -spec name(atom()) -> atom().


      



  



  
    
      
      Link to this function
    
    start_link(Pool)


      
       
       View Source
     


  


  

      

          -spec start_link(Pool :: atom()) -> {ok, pid()} | {error, term()}.


      



  


        

      



  

    
mqtt_sessions_process 
    



      
Process handling one single MQTT session. Transports attaches and detaches from this session.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        code_change(Vsn, State, Extra)

      


    


    
      
        fetch_queue(Pid)

      


    


    
      
        get_transport(Pid)

      


    


    
      
        get_user_context(Pid)

      


    


    
      
        handle_call(Cmd, From, State)

      


    


    
      
        handle_cast(_, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        incoming_connect(Pid, Msg, Options)

      


    


    
      
        incoming_data(Pid, Data)

      


    


    
      
        init(_)

      


    


    
      
        kill(Pid)

      


    


    
      
        set_user_context(Pid, UserContext)

      


    


    
      
        start_link(Pool, ClientId, SessionOptions)

      


    


    
      
        terminate(Reason, State)

      


    


    
      
        update_user_context(Pid, Fun)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    code_change(Vsn, State, Extra)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    fetch_queue(Pid)


      
       
       View Source
     


  


  

      

          -spec fetch_queue(pid()) -> {ok, [map() | binary()]}.


      



  



  
    
      
      Link to this function
    
    get_transport(Pid)


      
       
       View Source
     


  


  

      

          -spec get_transport(pid()) -> {ok, pid()} | {error, notransport | noproc}.


      



  



  
    
      
      Link to this function
    
    get_user_context(Pid)


      
       
       View Source
     


  


  

      

          -spec get_user_context(pid()) -> {ok, term()} | {error, noproc}.


      



  



  
    
      
      Link to this function
    
    handle_call(Cmd, From, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_cast(_, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_info(Info, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    incoming_connect(Pid, Msg, Options)


      
       
       View Source
     


  


  

      

          -spec incoming_connect(pid(), mqtt_packet_map:mqtt_packet(), mqtt_sessions:msg_options()) -> ok.


      



  



  
    
      
      Link to this function
    
    incoming_data(Pid, Data)


      
       
       View Source
     


  


  

      

          -spec incoming_data(pid(), binary()) -> ok | {error, wrong_connection | mqtt_packet_map:decode_error()}.


      



  



  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    kill(Pid)


      
       
       View Source
     


  


  

      

          -spec kill(pid()) -> ok.


      



  



  
    
      
      Link to this function
    
    set_user_context(Pid, UserContext)


      
       
       View Source
     


  


  

      

          -spec set_user_context(pid(), term()) -> ok | {error, noproc}.


      



  



  
    
      
      Link to this function
    
    start_link(Pool, ClientId, SessionOptions)


      
       
       View Source
     


  


  

      

          -spec start_link(Pool :: atom(), ClientId :: binary(), mqtt_sessions:session_options()) -> {ok, pid()}.


      



  



  
    
      
      Link to this function
    
    terminate(Reason, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    update_user_context(Pid, Fun)


      
       
       View Source
     


  


  

      

          -spec update_user_context(pid(), fun((term()) -> term())) -> ok | {error, noproc}.


      



  


        

      



  

    
mqtt_sessions_process_sup 
    



      
Simple one-for-one supervisor for all mqtt_sessions_process workers.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        init(_)

      


    


    
      
        name(Pool)

      


    


    
      
        new_session(Pool, ClientId, SessionOptions)

      


    


    
      
        session_count(Pool)

      


    


    
      
        start_link(Pool)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
      Link to this function
    
    name(Pool)


      
       
       View Source
     


  


  

      

          -spec name(atom()) -> atom().


      



  



  
    
      
      Link to this function
    
    new_session(Pool, ClientId, SessionOptions)


      
       
       View Source
     


  


  

      

          -spec new_session(atom(), binary(), mqtt_sessions:session_options()) -> {ok, {pid(), binary()}}.


      



  



  
    
      
      Link to this function
    
    session_count(Pool)


      
       
       View Source
     


  


  

      

          -spec session_count(atom()) -> integer().


      



  



  
    
      
      Link to this function
    
    start_link(Pool)


      
       
       View Source
     


  


  

      

          -spec start_link(atom()) -> {ok, pid()} | {error, term()}.


      



  


        

      



  

    
mqtt_sessions_registry 
    



      
Registry for all the sessions in a namespace
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        client_id(Pool)

      


        Generate a new (random) ClientID of 20 bytes. A ClientID may be 1 to 23 utf8 encoded bytes.


    


    
      
        code_change(Vsn, State, Extra)

      


    


    
      
        find_session(Pool, Pid)

      


        Find the session process for the given pool name and client.


    


    
      
        handle_call(_, From, State)

      


    


    
      
        handle_cast(Cmd, State)

      


    


    
      
        handle_info(_, State)

      


    


    
      
        init(_)

      


    


    
      
        kill_session(Pool, ClientId)

      


        Force a session to close, no DISCONNECT to be sent.


    


    
      
        register(Pool, ClientId, Pid)

      


        Register a session with the registry, called by the session.


    


    
      
        routing_id(Pool)

      


        Generate a new (random) RoutingId of 22 bytes. A ClientID may be 1 to 23 utf8 encoded bytes.


    


    
      
        start_link()

      


    


    
      
        terminate(Reason, State)

      


    


    
      
        whois(Pid)

      


        Find the name and pool for the session process


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    client_id(Pool)


      
       
       View Source
     


  


  

      

          -spec client_id(atom()) -> binary().


      


Generate a new (random) ClientID of 20 bytes. A ClientID may be 1 to 23 utf8 encoded bytes.
  



  
    
      
      Link to this function
    
    code_change(Vsn, State, Extra)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    find_session(Pool, Pid)


      
       
       View Source
     


  


  

      

          -spec find_session(atom(), binary() | pid()) -> {ok, pid()} | {error, notfound}.


      


Find the session process for the given pool name and client.
  



  
    
      
      Link to this function
    
    handle_call(_, From, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_cast(Cmd, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_info(_, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([]) -> {ok, #state{}}.


      



  



  
    
      
      Link to this function
    
    kill_session(Pool, ClientId)


      
       
       View Source
     


  


  

      

          -spec kill_session(atom(), binary()) -> ok.


      


Force a session to close, no DISCONNECT to be sent.
  



  
    
      
      Link to this function
    
    register(Pool, ClientId, Pid)


      
       
       View Source
     


  


  

      

          -spec register(atom(), binary(), pid()) -> ok | {error, duplicate}.


      


Register a session with the registry, called by the session.
  



  
    
      
      Link to this function
    
    routing_id(Pool)


      
       
       View Source
     


  


  

      

          -spec routing_id(atom()) -> binary().


      


Generate a new (random) RoutingId of 22 bytes. A ClientID may be 1 to 23 utf8 encoded bytes.
  



  
    
      
      Link to this function
    
    start_link()


      
       
       View Source
     


  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  



  
    
      
      Link to this function
    
    terminate(Reason, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    whois(Pid)


      
       
       View Source
     


  


  

      

          -spec whois(pid()) -> {ok, {atom(), binary()}} | {error, notfound}.


      


Find the name and pool for the session process
  


        

      



  

    
mqtt_sessions_retain 
    




      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        cleanup(Pool)

      


    


    
      
        code_change(Vsn, State, Extra)

      


    


    
      
        handle_call(Cmd, From, State)

      


    


    
      
        handle_cast(Cmd, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        init(_)

      


    


    
      
        lookup(Pool, TopicFilter)

      


    


    
      
        retain(Pool, Msg, PublisherContext)

      


    


    
      
        start_link(Pool)

      


    


    
      
        terminate(Reason, State)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    cleanup(Pool)


      
       
       View Source
     


  


  

      

          -spec cleanup(atom()) -> ok.


      



  



  
    
      
      Link to this function
    
    code_change(Vsn, State, Extra)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_call(Cmd, From, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_cast(Cmd, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_info(Info, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, #state{}}.


      



  



  
    
      
      Link to this function
    
    lookup(Pool, TopicFilter)


      
       
       View Source
     


  


  

      

          -spec lookup(atom(), [binary()]) -> {ok, [{mqtt_packet_map:mqtt_packet(), term()}]}.


      



  



  
    
      
      Link to this function
    
    retain(Pool, Msg, PublisherContext)


      
       
       View Source
     


  


  

      

          -spec retain(atom(), mqtt_packet_map:mqtt_packet(), term()) -> ok.


      



  



  
    
      
      Link to this function
    
    start_link(Pool)


      
       
       View Source
     


  


  

      

          -spec start_link(atom()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
      Link to this function
    
    terminate(Reason, State)


      
       
       View Source
     


  


  


  


        

      



  

    
mqtt_sessions_router 
    



      
Process owning the MQTT topic router.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        mqtt_msg/0

      


    


    
      
        subscriber/0

      


    


    
      
        subscriber_options/0

      


    





  
    Functions
  


    
      
        code_change(Vsn, State, Extra)

      


    


    
      
        handle_call(Cmd, From, State)

      


    


    
      
        handle_cast(Cmd, State)

      


    


    
      
        handle_info(Info, State)

      


    


    
      
        info(Pool)

      


    


    
      
        init(_)

      


    


    
      
        name(Pool)

      


    


    
      
        publish(Pool, Topic, Msg)

      


    


    
      
        publish(Pool, Topic0, Msg, PublisherContext)

      


    


    
      
        start_link(Pool)

      


    


    
      
        subscribe(Pool, Topic, MFA, SubscriberContext)

      


    


    
      
        subscribe(Pool, TopicFilter, Subscriber, OwnerPid, Options, SubscriberContext)

      


    


    
      
        terminate(Reason, State)

      


    


    
      
        unsubscribe(Pool, TopicFilter, Pid)

      


    


    
      
        unsubscribe_pid(Pool, Pid)

      


    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    mqtt_msg/0


      
       
       View Source
     


  


  

      

          -type mqtt_msg() ::
    #{pool => atom(),
      topic => [binary()],
      topic_bindings => [proplists:property()],
      message => mqtt_packet_map:mqtt_packet(),
      publisher_context => term(),
      subscriber_context => term(),
      no_local => boolean(),
      qos => 0 | 1 | 2,
      retain_as_published => boolean(),
      retain_handling => integer()}.


      



  



  
    
      
      Link to this type
    
    subscriber/0


      
       
       View Source
     


  


  

      

          -type subscriber() :: {pid() | mfa(), OwnerPid :: pid(), subscriber_options()}.


      



  



  
    
      
      Link to this type
    
    subscriber_options/0


      
       
       View Source
     


  


  

      

          -type subscriber_options() ::
    #{subscriber_context => term(),
      no_local => boolean(),
      qos => 0 | 1 | 2,
      retain_as_published => boolean(),
      retain_handling => integer()}.


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    code_change(Vsn, State, Extra)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_call(Cmd, From, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_cast(Cmd, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_info(Info, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    info(Pool)


      
       
       View Source
     


  


  

      

          -spec info(atom()) -> list().


      



  



  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, #state{}}.


      



  



  
    
      
      Link to this function
    
    name(Pool)


      
       
       View Source
     


  


  

      

          -spec name(atom()) -> atom().


      



  



  
    
      
      Link to this function
    
    publish(Pool, Topic, Msg)


      
       
       View Source
     


  


  

      

          -spec publish(atom(), list(), mqtt_packet_map:mqtt_packet()) ->
           {ok, pid() | undefined} | {error, overload}.


      



  



  
    
      
      Link to this function
    
    publish(Pool, Topic0, Msg, PublisherContext)


      
       
       View Source
     


  


  

      

          -spec publish(atom(), list(), mqtt_packet_map:mqtt_packet(), term()) ->
           {ok, pid() | undefined} | {error, overload}.


      



  



  
    
      
      Link to this function
    
    start_link(Pool)


      
       
       View Source
     


  


  

      

          -spec start_link(atom()) -> {ok, pid()} | {error, term()}.


      



  



  
    
      
      Link to this function
    
    subscribe(Pool, Topic, MFA, SubscriberContext)


      
       
       View Source
     


  


  

      

          -spec subscribe(atom(), list(), mqtt_sessions:callback(), term()) -> ok | {error, invalid_subscriber}.


      



  



  
    
      
      Link to this function
    
    subscribe(Pool, TopicFilter, Subscriber, OwnerPid, Options, SubscriberContext)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    terminate(Reason, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    unsubscribe(Pool, TopicFilter, Pid)


      
       
       View Source
     


  


  

      

          -spec unsubscribe(atom(), list(), pid()) -> ok | {error, notfound}.


      



  



  
    
      
      Link to this function
    
    unsubscribe_pid(Pool, Pid)


      
       
       View Source
     


  


  

      

          -spec unsubscribe_pid(atom(), pid()) -> ok.


      



  


        

      



  

    
mqtt_sessions_runtime behaviour
    



      
MQTT sessions runtime ACL interface.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Types
  


    
      
        topic/0

      


    


    
      
        user_context/0

      


    





  
    Callbacks
  


    
      
        connect/4

      


    


    
      
        control_message/3

      


    


    
      
        is_allowed/4

      


    


    
      
        is_valid_message/3

      


    


    
      
        new_user_context/3

      


    


    
      
        pool_default/0

      


    


    
      
        reauth/2

      


    


    
      
        vhost_pool/1

      


    





  
    Functions
  


    
      
        connect(Packet, IsSessionPresent, Options, UserContext)

      


    


    
      
        control_message(Topic, Packet, UserContext)

      


    


    
      
        is_allowed(_, Topic, Packet, UserContext)

      


    


    
      
        is_valid_message(Msg, Options, UserContext)

      


        Check a message and its options before it is processed. Used for http connections with authentication cookies.


    


    
      
        new_user_context(Pool, ClientId, Options)

      


    


    
      
        pool_default()

      


    


    
      
        reauth(_, UserContext)

      


        Re-authentication. This is called when the client requests a re-authentication (or replies in a AUTH re-authentication).


    


    
      
        vhost_pool(VHost)

      


    





      


      
        
          
            
            Anchor for this section
          
Types
        

        


  
    
      
      Link to this type
    
    topic/0


      
       
       View Source
     


  


  

      

          -type topic() :: [binary()].


      



  



  
    
      
      Link to this type
    
    user_context/0


      
       
       View Source
     


  


  

      

          -type user_context() :: term().


      



  


        

      

      
        
          
            
            Anchor for this section
          
Callbacks
        

        


  
    
      
      Link to this callback
    
    connect/4


      
       
       View Source
     


  


  

      

          -callback connect(mqtt_packet_map:mqtt_packet(), boolean(), map(), user_context()) ->
           {ok, mqtt_packet_map:mqtt_packet(), user_context()} | {error, term()}.


      



  



  
    
      
      Link to this callback
    
    control_message/3


      
       
       View Source
     


  


  

      

          -callback control_message(topic(), mqtt_packet_map:mqtt_packet(), user_context()) -> {ok, user_context()}.


      



  



  
    
      
      Link to this callback
    
    is_allowed/4


      
       
       View Source
     


  


  

      

          -callback is_allowed(publish | subscribe, topic(), mqtt_packet_map:mqtt_packet(), user_context()) ->
              boolean().


      



  



  
    
      
      Link to this callback
    
    is_valid_message/3


      
       
       View Source
     


  


  

      

          -callback is_valid_message(mqtt_packet_map:mqtt_packet(), mqtt_sessions:msg_options(), user_context()) ->
                    boolean().


      



  



  
    
      
      Link to this callback
    
    new_user_context/3


      
       
       View Source
     


  


  

      

          -callback new_user_context(atom(), binary(), mqtt_sessions:session_options()) -> term().


      



  



  
    
      
      Link to this callback
    
    pool_default/0


      
       
       View Source
     


  


  

      

          -callback pool_default() -> {ok, atom()} | {error, term()}.


      



  



  
    
      
      Link to this callback
    
    reauth/2


      
       
       View Source
     


  


  

      

          -callback reauth(mqtt_packet_map:mqtt_packet(), user_context()) ->
          {ok, mqtt_packet_map:mqtt_packet(), user_context()} | {error, term()}.


      



  



  
    
      
      Link to this callback
    
    vhost_pool/1


      
       
       View Source
     


  


  

      

          -callback vhost_pool(binary()) -> {ok, atom()} | {error, term()}.


      



  


        

      

      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    connect(Packet, IsSessionPresent, Options, UserContext)


      
       
       View Source
     


  


  

      

          -spec connect(mqtt_packet_map:mqtt_packet(), boolean(), mqtt_sessions:msg_options(), user_context()) ->
           {ok, mqtt_packet_map:mqtt_packet(), user_context()} | {error, term()}.


      



  



  
    
      
      Link to this function
    
    control_message(Topic, Packet, UserContext)


      
       
       View Source
     


  


  

      

          -spec control_message(topic(), mqtt_packet_map:mqtt_packet(), user_context()) -> {ok, user_context()}.


      



  



  
    
      
      Link to this function
    
    is_allowed(_, Topic, Packet, UserContext)


      
       
       View Source
     


  


  

      

          -spec is_allowed(publish | subscribe, topic(), mqtt_packet_map:mqtt_packet(), user_context()) ->
              boolean().


      



  



  
    
      
      Link to this function
    
    is_valid_message(Msg, Options, UserContext)


      
       
       View Source
     


  


  

      

          -spec is_valid_message(mqtt_packet_map:mqtt_packet(), mqtt_sessions:msg_options(), user_context()) ->
                    boolean().


      


Check a message and its options before it is processed. Used for http connections with authentication cookies.
  



  
    
      
      Link to this function
    
    new_user_context(Pool, ClientId, Options)


      
       
       View Source
     


  


  

      

          -spec new_user_context(atom(), binary(), mqtt_sessions:session_options()) -> term().


      



  



  
    
      
      Link to this function
    
    pool_default()


      
       
       View Source
     


  


  

      

          -spec pool_default() -> {ok, atom()} | {error, term()}.


      



  



  
    
      
      Link to this function
    
    reauth(_, UserContext)


      
       
       View Source
     


  


  

      

          -spec reauth(mqtt_packet_map:mqtt_packet(), user_context()) ->
          {ok, mqtt_packet_map:mqtt_packet(), user_context()} | {error, term()}.


      


Re-authentication. This is called when the client requests a re-authentication (or replies in a AUTH re-authentication).
  



  
    
      
      Link to this function
    
    vhost_pool(VHost)


      
       
       View Source
     


  


  

      

          -spec vhost_pool(binary()) -> {ok, atom()} | {error, term()}.


      



  


        

      



  

    
mqtt_sessions_sup 
    



      
Main supervisor, starts registry and default pool.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        init(_)

      


    


    
      
        start_link()

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
      Link to this function
    
    start_link()


      
       
       View Source
     


  


  

      

          -spec start_link() -> {ok, pid()} | {error, term()}.


      



  


        

      



  

    
mqtt_sessions_timestamp 
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          Summary
        


  
    Functions
  


    
      
        timestamp()

      


        Calculate the current UNIX timestamp (seconds since Jan 1, 1970)


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    timestamp()


      
       
       View Source
     


  


  

Calculate the current UNIX timestamp (seconds since Jan 1, 1970)
  


        

      



  

    
mqtt_sessions_will 
    



      
Watchdog process, publishes the will if a session process fails.
      


      
        
          
            
            Anchor for this section
          
          Summary
        


  
    Functions
  


    
      
        code_change(Vsn, State, Extra)

      


    


    
      
        connected(Pid, Will, SessionExpiry, UserContext)

      


    


    
      
        disconnected(Pid)

      


    


    
      
        disconnected(Pid, IsWill, ExpiryInterval)

      


        Signal the will process that the session got disconnected from the client.


    


    
      
        handle_call(Msg, From, State)

      


    


    
      
        handle_cast(Msg, State)

      


    


    
      
        handle_info(_, State)

      


    


    
      
        init(_)

      


    


    
      
        reconnected(Pid)

      


    


    
      
        set_user_context(Pid, UserContext)

      


        Set a new user context, needed after reauthentication


    


    
      
        start_link(Pool, SessionPid)

      


    


    
      
        stop(Pid)

      


        Sync request to stop the will process


    


    
      
        terminate(Reason, State)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    code_change(Vsn, State, Extra)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    connected(Pid, Will, SessionExpiry, UserContext)


      
       
       View Source
     


  


  

      

          -spec connected(pid(), map() | undefined, non_neg_integer(), term()) -> ok.


      



  



  
    
      
      Link to this function
    
    disconnected(Pid)


      
       
       View Source
     


  


  

      

          -spec disconnected(pid()) -> ok.


      



  



  
    
      
      Link to this function
    
    disconnected(Pid, IsWill, ExpiryInterval)


      
       
       View Source
     


  


  

      

          -spec disconnected(pid() | undefined, boolean(), non_neg_integer()) -> ok.


      


Signal the will process that the session got disconnected from the client.
  



  
    
      
      Link to this function
    
    handle_call(Msg, From, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_cast(Msg, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    handle_info(_, State)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  


  



  
    
      
      Link to this function
    
    reconnected(Pid)


      
       
       View Source
     


  


  

      

          -spec reconnected(pid()) -> ok.


      



  



  
    
      
      Link to this function
    
    set_user_context(Pid, UserContext)


      
       
       View Source
     


  


  

      

          -spec set_user_context(pid(), term()) -> ok.


      


Set a new user context, needed after reauthentication
  



  
    
      
      Link to this function
    
    start_link(Pool, SessionPid)


      
       
       View Source
     


  


  

      

          -spec start_link(atom(), pid()) -> {ok, pid()}.


      



  



  
    
      
      Link to this function
    
    stop(Pid)


      
       
       View Source
     


  


  

      

          -spec stop(pid() | undefined) -> ok.


      


Sync request to stop the will process
  



  
    
      
      Link to this function
    
    terminate(Reason, State)


      
       
       View Source
     


  


  


  


        

      



  

    
mqtt_sessions_will_sup 
    



      
Supervisor for watchdog processes that process wills
      


      
        
          
            
            Anchor for this section
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    Functions
  


    
      
        init(_)

      


    


    
      
        start(Pool, SessionPid)

      


    


    
      
        start_link(Pool)

      


    





      


      
        
          
            
            Anchor for this section
          
Functions
        

        


  
    
      
      Link to this function
    
    init(_)


      
       
       View Source
     


  


  

      

          -spec init([atom()]) -> {ok, {supervisor:sup_flags(), [supervisor:child_spec()]}}.


      



  



  
    
      
      Link to this function
    
    start(Pool, SessionPid)


      
       
       View Source
     


  


  

      

          -spec start(atom(), pid()) -> {ok, pid()}.


      



  



  
    
      
      Link to this function
    
    start_link(Pool)


      
       
       View Source
     


  


  

      

          -spec start_link(atom()) -> {ok, pid()} | {error, term()}.
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