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          @spec hello() :: :world


      


Hello world.
Examples
iex> Msg.hello()
:world
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OAuth helper functions for Microsoft Identity Platform.
Provides utilities for the OAuth authorization code flow, enabling
delegated permissions (user-context authentication) in addition to
the client credentials flow (application-only authentication).
OAuth Flows
Client Credentials (Application-Only)
See Msg.Client.new/1 for application-only authentication using
app permissions like User.ReadWrite.All, Group.ReadWrite.All.
Authorization Code (Delegated Permissions)
Use the functions in this module for delegated permissions like
Calendars.ReadWrite.Shared which require user context:
	Generate authorization URL
	User signs in and grants consent
	Exchange authorization code for tokens
	Use refresh token to get new access tokens

Example
# Step 1: Generate authorization URL
credentials = %{
  client_id: "app-id",
  tenant_id: "tenant-id"
}

url = Msg.Auth.get_authorization_url(credentials,
  redirect_uri: "https://myapp.com/auth/callback",
  scopes: ["Calendars.ReadWrite.Shared", "offline_access"],
  state: "csrf-token"
)

# Step 2: Redirect user to URL, they sign in and approve
# Microsoft redirects back to: https://myapp.com/auth/callback?code=...&state=...

# Step 3: Exchange code for tokens
credentials = %{
  client_id: "app-id",
  client_secret: "secret",
  tenant_id: "tenant-id"
}

{:ok, tokens} = Msg.Auth.exchange_code_for_tokens(
  "authorization-code-here",
  credentials,
  redirect_uri: "https://myapp.com/auth/callback"
)

# Store tokens.refresh_token securely (encrypted in database)

# Step 4: Use refresh token to get new access tokens
{:ok, new_tokens} = Msg.Auth.refresh_access_token(
  tokens.refresh_token,
  credentials
)

# Create client with access token
client = Msg.Client.new(new_tokens.access_token)
Security Notes
	Always use HTTPS for redirect URIs
	Validate the state parameter to prevent CSRF attacks
	Store refresh tokens encrypted in your database
	Never log or commit tokens to version control
	Handle token rotation (Microsoft may return new refresh tokens)

References
	Microsoft Identity Platform - Authorization code flow
	Microsoft Graph - Get access on behalf of a user
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        exchange_code_for_tokens(code, credentials, opts)

      


        Exchanges an authorization code for access and refresh tokens.



    


    
      
        get_app_token(map)

      


        Gets an access token using client credentials (application-only) flow.



    


    
      
        get_authorization_url(map, opts)

      


        Generates the Microsoft OAuth authorization URL for user sign-in.



    


    
      
        get_tokens_via_password(map, opts)

      


        Gets tokens using Resource Owner Password Credentials (ROPC) flow.



    


    
      
        refresh_access_token(refresh_token, credentials, opts \\ [])

      


        Refreshes an access token using a refresh token.
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          @type credentials() :: %{
  client_id: String.t(),
  client_secret: String.t(),
  tenant_id: String.t()
}
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          @type credentials_without_secret() :: %{client_id: String.t(), tenant_id: String.t()}
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          @type token_response() :: %{
  access_token: String.t(),
  token_type: String.t(),
  expires_in: integer(),
  scope: String.t(),
  refresh_token: String.t()
}
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          @spec exchange_code_for_tokens(String.t(), credentials(), keyword()) ::
  {:ok, token_response()} | {:error, OAuth2.Response.t() | term()}


      


Exchanges an authorization code for access and refresh tokens.
After the user signs in and Microsoft redirects to your callback URL with
an authorization code, call this function to exchange the code for tokens.
Parameters
	code - Authorization code from Microsoft's callback
	credentials - Map with :client_id, :client_secret, and :tenant_id
	opts - Keyword list of options:	:redirect_uri (required) - Must match the URI used in authorization request



Returns
	{:ok, token_response} - Map with access_token, refresh_token, expires_in, etc.
	{:error, error} - OAuth error response

Examples
{:ok, tokens} = Msg.Auth.exchange_code_for_tokens(
  "authorization-code-from-callback",
  %{client_id: "app-id", client_secret: "secret", tenant_id: "tenant-id"},
  redirect_uri: "https://myapp.com/auth/callback"
)

# Store tokens.refresh_token securely (encrypted!)
# Use tokens.access_token to create client:
client = Msg.Client.new(tokens.access_token)
Error Handling
Common errors:
	invalid_grant - Code expired or already used (codes expire in 10 minutes)
	invalid_client - Invalid client_id or client_secret
	redirect_uri_mismatch - redirect_uri doesn't match authorization request
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          @spec get_app_token(credentials()) ::
  {:ok,
   %{access_token: String.t(), expires_in: integer(), token_type: String.t()}}
  | {:error, term()}


      


Gets an access token using client credentials (application-only) flow.
This is similar to Msg.Client.fetch_token!/1 but returns token metadata
for lifecycle management, making it suitable for TokenManager implementations.
Parameters
	credentials - Map with :client_id, :client_secret, and :tenant_id

Returns
	{:ok, token_response} - Map with access_token, expires_in, and token_type
	{:error, error} - OAuth error response

Examples
{:ok, token_info} = Msg.Auth.get_app_token(%{
  client_id: "app-id",
  client_secret: "secret",
  tenant_id: "tenant-id"
})

# Store token with accurate expiry
expires_at = DateTime.add(DateTime.utc_now(), token_info.expires_in, :second)
store_token(token_info.access_token, expires_at)
Difference from Msg.Client.fetch_token!/1
	Returns {:ok, metadata} instead of raising
	Includes expires_in for accurate lifecycle management
	Designed for token managers, not immediate client creation
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          @spec get_authorization_url(
  credentials_without_secret(),
  keyword()
) :: String.t()


      


Generates the Microsoft OAuth authorization URL for user sign-in.
This is the first step in the authorization code flow. Redirect the user
to this URL, where they will sign in and grant permissions. Microsoft will
then redirect back to your redirect_uri with an authorization code.
Parameters
	credentials - Map with :client_id and :tenant_id (no secret needed)
	opts - Keyword list of options:	:redirect_uri (required) - HTTPS URL where Microsoft redirects after auth
	:scopes (required) - List of permission scopes to request
	:state (optional) - Random string for CSRF protection (recommended)
	:prompt (optional) - Controls sign-in behavior. Values:	"select_account" - Shows account picker (use different account than current session)
	"login" - Forces credential entry (no SSO)
	"consent" - Shows consent dialog after sign-in
	"none" - No interactive prompt (fails if interaction required)





Returns
Authorization URL string to redirect the user to.
Examples
url = Msg.Auth.get_authorization_url(
  %{client_id: "app-id", tenant_id: "tenant-id"},
  redirect_uri: "https://myapp.com/auth/callback",
  scopes: ["Calendars.ReadWrite.Shared", "Group.ReadWrite.All", "offline_access"],
  state: "random-csrf-token"
)

# Redirect user to this URL
# After sign-in, Microsoft redirects to:
# https://myapp.com/auth/callback?code=...&state=random-csrf-token
Important
	Always include "offline_access" scope to receive a refresh token
	Validate the state parameter in your callback to prevent CSRF attacks
	The redirect URI must be registered in your Azure AD app configuration
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          @spec get_tokens_via_password(
  credentials(),
  keyword()
) :: {:ok, token_response()} | {:error, term()}


      


Gets tokens using Resource Owner Password Credentials (ROPC) flow.
WARNING: This flow is discouraged by Microsoft and should only be used
for automated testing. It does not work with:
	Accounts with MFA enabled
	Federated/SSO accounts (e.g., Azure AD B2C)
	Personal Microsoft accounts (only works with Azure AD work/school accounts)

Security Notes:
	Never use in production - use authorization code flow instead
	Test accounts should use strong passwords despite not having MFA
	Rotate test account passwords regularly
	Restrict test account permissions to minimum required

Parameters
	credentials - Map with :client_id, :client_secret, :tenant_id
	opts - Keyword list:	:username (required) - User's email/UPN
	:password (required) - User's password
	:scopes (optional) - List of scopes (defaults to Graph API default scope)



Returns
	{:ok, token_response} - Map with access_token, refresh_token, expires_in, etc.
	{:error, error} - OAuth error response

Examples
# For integration tests only
{:ok, tokens} = Msg.Auth.get_tokens_via_password(
  %{client_id: "...", client_secret: "...", tenant_id: "..."},
  username: "testuser@contoso.onmicrosoft.com",
  password: System.get_env("MICROSOFT_SYSTEM_USER_PASSWORD"),
  scopes: ["Calendars.ReadWrite.Shared", "Group.ReadWrite.All", "offline_access"]
)

# Use access token to create client
client = Msg.Client.new(tokens.access_token)
Azure AD Setup Requirements
	Create test user in Azure AD (e.g., testuser@yourtenant.onmicrosoft.com)
	Disable MFA for this test user
	In App Registration → Authentication → Advanced settings:	Set "Allow public client flows" to Yes


	Grant required permissions and admin consent
	Store credentials in .env (never commit to git)

Common Errors
	AADSTS50126 - Invalid username or password
	AADSTS7000218 - Public client flows not enabled (see setup step 3)
	AADSTS50076 - MFA required (ROPC does not support MFA)
	AADSTS700016 - Application not found in tenant

References
	ROPC Flow
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          @spec refresh_access_token(String.t(), credentials(), keyword()) ::
  {:ok, token_response()} | {:error, OAuth2.Response.t() | term()}


      


Refreshes an access token using a refresh token.
Refresh tokens are long-lived and can be used to obtain new access tokens
without requiring the user to sign in again. Call this function before the
access token expires (typically every hour).
Parameters
	refresh_token - Valid refresh token from a previous token exchange
	credentials - Map with :client_id, :client_secret, and :tenant_id
	opts - Keyword list of options:	:scopes (optional) - List of scopes to request (defaults to original scopes)



Returns
	{:ok, token_response} - Map with new access_token, possibly new refresh_token, expires_in, etc.
	{:error, error} - OAuth error response

Examples
{:ok, new_tokens} = Msg.Auth.refresh_access_token(
  stored_refresh_token,
  %{client_id: "app-id", client_secret: "secret", tenant_id: "tenant-id"}
)

# Microsoft may return a new refresh token (token rotation)
# Always update your stored refresh token:
if Map.has_key?(new_tokens, :refresh_token) do
  update_stored_refresh_token(new_tokens.refresh_token)
end

# Use new access token
client = Msg.Client.new(new_tokens.access_token)
Token Rotation
Microsoft may return a new refresh token in the response. Always check for
refresh_token in the response and update your stored token if present.
Error Handling
Common errors:
	invalid_grant - Refresh token expired or revoked (requires user to re-authenticate)
	invalid_client - Invalid client credentials
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Interact with Microsoft Graph Calendar Events API.
Provides functions to create, read, update, and delete calendar events for both
user calendars (personal) and group calendars (shared). Supports open extensions
for tagging events with custom metadata.
Required Permissions
User Calendars
	Application: Calendars.ReadWrite - read/write all users' calendars
	Delegated: Calendars.ReadWrite - read/write user's calendars

Group Calendars
	Application: ❌ Not supported
	Delegated: Calendars.ReadWrite.Shared - required for group calendar access

Authentication
	User calendars (/users/{user_id}/events): Works with application-only authentication
	Group calendars (/groups/{group_id}/calendar/events): Requires delegated permissions

Examples
# User calendar with application-only authentication
app_client = Msg.Client.new(%{
  client_id: "...",
  client_secret: "...",
  tenant_id: "..."
})
{:ok, events} = Msg.Calendar.Events.list(app_client, user_id: "user@contoso.com")

# Group calendar with delegated permissions (refresh token)
delegated_client = Msg.Client.new(refresh_token, credentials)
{:ok, events} = Msg.Calendar.Events.list(delegated_client, group_id: "group-id")

# Create event with extension
event = %{subject: "Team Meeting", start: %{...}, end: %{...}}
extension = %{extension_name: "com.example.metadata", project_id: "123"}
{:ok, created} = Msg.Calendar.Events.create_with_extension(
  app_client, event, extension, user_id: "user@contoso.com"
)
References
	Microsoft Graph Events API
	Open Extensions
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        create(client, event, opts)

      


        Creates a new calendar event.



    


    
      
        create_with_extension(client, event, extension, opts)

      


        Creates a calendar event with an open extension in a single optimized operation.



    


    
      
        delete(client, event_id, opts)

      


        Deletes a calendar event.



    


    
      
        get(client, event_id, opts)

      


        Gets a single calendar event.



    


    
      
        get_with_extensions(client, event_id, extension_id, opts)

      


        Gets a calendar event with a specific extension.



    


    
      
        list(client, opts)

      


        Lists calendar events.



    


    
      
        update(client, event_id, updates, opts)

      


        Updates an existing calendar event.
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          @spec create(Req.Request.t(), map(), keyword()) :: {:ok, map()} | {:error, term()}


      


Creates a new calendar event.
Parameters
	client - Authenticated Req.Request client
	event - Map with event properties:	:subject (required) - Event title
	:start (required) - Start datetime map with date_time and time_zone
	:end (required) - End datetime map with date_time and time_zone
	:body (optional) - Event body/description
	:location (optional) - Location information
	:attendees (optional) - List of attendees
	:is_all_day (optional) - Boolean


	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)



Note: Either :user_id or :group_id is required.
Returns
	{:ok, event} - Created event with generated ID
	{:error, :unauthorized} - Invalid or expired token
	{:error, {:invalid_request, message}} - Validation error
	{:error, term} - Other errors

Examples
event = %{
  subject: "Team Meeting",
  start: %{
    date_time: "2025-01-15T14:00:00",
    time_zone: "Pacific Standard Time"
  },
  end: %{
    date_time: "2025-01-15T15:00:00",
    time_zone: "Pacific Standard Time"
  }
}

{:ok, created} = Msg.Calendar.Events.create(client, event,
  user_id: "user@contoso.com"
)
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          @spec create_with_extension(Req.Request.t(), map(), map(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Creates a calendar event with an open extension in a single optimized operation.
This function creates the event first, then immediately adds the extension.
Parameters
	client - Authenticated Req.Request client
	event - Event data map (see create/3)
	extension - Extension data map:	:extension_name (required) - Unique name (e.g., "com.example.metadata")
	Custom properties as needed


	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)



Note: Either :user_id or :group_id is required.
Returns
	{:ok, event} - Created event with extension
	{:error, term} - Error

Examples
event = %{subject: "Project Milestone", start: %{...}, end: %{...}}
extension = %{
  extension_name: "com.example.metadata",
  project_id: "proj_abc123",
  resource_id: "res_xyz789"
}

{:ok, event_with_ext} = Msg.Calendar.Events.create_with_extension(
  client, event, extension, user_id: "user@contoso.com"
)
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          @spec delete(Req.Request.t(), String.t(), keyword()) :: :ok | {:error, term()}


      


Deletes a calendar event.
Parameters
	client - Authenticated Req.Request client
	event_id - ID of event to delete
	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)



Note: Either :user_id or :group_id is required.
Returns
	:ok - Event deleted successfully (204 status)
	{:error, :not_found} - Event doesn't exist
	{:error, term} - Other errors

Examples
:ok = Msg.Calendar.Events.delete(client, event_id, user_id: "user@contoso.com")
:ok = Msg.Calendar.Events.delete(client, event_id, group_id: "group-id-here")
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          @spec get(Req.Request.t(), String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Gets a single calendar event.
Parameters
	client - Authenticated Req.Request client
	event_id - ID of the event to retrieve
	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)
	:expand_extensions - Boolean, include extensions in response
	:select - List of fields to select



Note: Either :user_id or :group_id is required.
Returns
	{:ok, event} - Event map
	{:error, :not_found} - Event doesn't exist
	{:error, term} - Other errors

Examples
{:ok, event} = Msg.Calendar.Events.get(client, "event-id",
  user_id: "user@contoso.com",
  expand_extensions: true
)

{:ok, event} = Msg.Calendar.Events.get(client, "event-id",
  group_id: "group-id-here"
)
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          @spec get_with_extensions(Req.Request.t(), String.t(), String.t(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Gets a calendar event with a specific extension.
Note: Microsoft Graph does not support listing all extensions on calendar events.
To retrieve an extension, you must know its ID. Use this function to get an event
along with a specific extension by providing the extension ID.
Parameters
	client - Authenticated Req.Request client
	event_id - ID of the event
	extension_id - ID of the extension to retrieve (e.g., "com.example.metadata")
	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)



Note: Either :user_id or :group_id is required.
Returns
	{:ok, event} - Event map with extensions field populated with the requested extension
	{:error, :not_found} - Event or extension doesn't exist
	{:error, term} - Other errors

Examples
{:ok, event} = Msg.Calendar.Events.get_with_extensions(client, event_id,
  "com.example.metadata",
  user_id: "user@contoso.com"
)

ext = List.first(event["extensions"])
project_id = ext["projectId"]
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          @spec list(
  Req.Request.t(),
  keyword()
) :: {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists calendar events.
Parameters
	client - Authenticated Req.Request client
	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)
	:start_datetime - Filter events starting after this DateTime
	:end_datetime - Filter events starting before this DateTime
	:auto_paginate - Boolean, default true (fetch all pages)
	:filter - OData filter string
	:select - List of fields to select
	:orderby - OData orderby string



Note: Either :user_id or :group_id is required.
Returns
	{:ok, [event]} - List of events (when auto_paginate: true)
	{:ok, %{items: [event], next_link: url}} - First page with next link (when auto_paginate: false)
	{:error, term} - Error

Examples
# List user calendar events
{:ok, events} = Msg.Calendar.Events.list(client,
  user_id: "user@contoso.com",
  start_datetime: ~U[2025-01-01 00:00:00Z],
  end_datetime: ~U[2025-12-31 23:59:59Z]
)

# List group calendar events
{:ok, events} = Msg.Calendar.Events.list(client,
  group_id: "group-id-here",
  auto_paginate: true
)
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          @spec update(Req.Request.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Updates an existing calendar event.
Parameters
	client - Authenticated Req.Request client
	event_id - ID of event to update
	updates - Map of fields to update
	opts - Keyword list of options:	:user_id - User ID or UPN (for personal calendar)
	:group_id - Group ID (for group calendar)



Note: Either :user_id or :group_id is required.
Returns
	{:ok, event} - Updated event
	{:error, :not_found} - Event doesn't exist
	{:error, term} - Other errors

Examples
{:ok, updated} = Msg.Calendar.Events.update(client, event_id,
  %{subject: "Updated Title"},
  user_id: "user@contoso.com"
)
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Responsible for handling authentication and request setup for
interacting with the Microsoft Graph API.
Supports three authentication strategies:
1. Client Credentials (Application-Only)
Use for application-level permissions (User.ReadWrite.All, Group.ReadWrite.All, etc.):
credentials = %{
  client_id: "app-id",
  client_secret: "secret",
  tenant_id: "tenant-id"
}

client = Msg.Client.new(credentials)
{:ok, users} = Msg.Users.list(client)
Best for: User management, group management, user calendars
2. Pre-existing Access Token
Use when token lifecycle is managed externally (e.g., by a GenServer):
access_token = TokenManager.get_token(org_id: 123)
client = Msg.Client.new(access_token)
Best for: Production apps with token management GenServer
3. Refresh Token (Delegated Permissions)
Use for delegated permissions (Calendars.ReadWrite.Shared, etc.):
client = Msg.Client.new(refresh_token, credentials)
Best for: One-off operations, testing, admin tools
See Msg.Auth for obtaining refresh tokens via OAuth authorization code flow.
Required Permissions
Different resources require different permission types:
	Resource	Application Permission	Delegated Permission
	User calendars	Calendars.ReadWrite	Calendars.ReadWrite
	Group calendars	❌ Not supported	Calendars.ReadWrite.Shared
	User management	User.ReadWrite.All	N/A
	Group management	Group.ReadWrite.All	N/A

References
	Microsoft Graph REST API
	OAuth2 client credentials
	OAuth2 authorization code flow


      


      
        Summary


  
    Types
  


    
      
        credentials()

      


    


    
      
        token_provider()

      


    





  
    Functions
  


    
      
        fetch_token!(map)

      


        Fetches an access token using client credentials flow.



    


    
      
        new(credentials_or_token, token_provider_or_credentials \\ &fetch_token!/1)

      


        Creates an authenticated HTTP client for Microsoft Graph API.
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          @type credentials() :: %{
  client_id: String.t(),
  client_secret: String.t(),
  tenant_id: String.t()
}
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          @type token_provider() :: (credentials() -> String.t())
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          @spec fetch_token!(credentials()) :: String.t()


      


Fetches an access token using client credentials flow.
This is used internally by new/1 when called with a credentials map.
You typically don't need to call this directly.
Parameters
	credentials - Map with :client_id, :client_secret, and :tenant_id

Returns
Access token string
Raises
Raises if token fetch fails (invalid credentials, network error, etc.)
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          @spec new(credentials() | String.t(), token_provider() | credentials()) ::
  Req.Request.t() | {:error, term()}


      


Creates an authenticated HTTP client for Microsoft Graph API.
Supports multiple authentication patterns via overloaded function signatures.
1-arity: Client Credentials or Access Token
With credentials map:
credentials = %{
  client_id: "app-id",
  client_secret: "secret",
  tenant_id: "tenant-id"
}
client = Msg.Client.new(credentials)
Exchanges credentials for access token via client credentials flow.
With access token string:
access_token = "eyJ0eXAi..."
client = Msg.Client.new(access_token)
Creates client with pre-existing access token (no token refresh).
2-arity: Token Provider or Refresh Token
Custom token provider (for testing):
token_provider = fn _creds -> "stub-token" end
client = Msg.Client.new(credentials, token_provider)
Refresh token with credentials:
client = Msg.Client.new(refresh_token, %{
  client_id: "app-id",
  client_secret: "secret",
  tenant_id: "tenant-id"
})
Automatically refreshes the access token using the provided refresh token.
Returns {:error, term} if refresh fails.
See Msg.Auth for obtaining refresh tokens via OAuth authorization code flow.
Returns
Req.Request.t() - Configured HTTP client ready for Graph API calls, or
{:error, term} - If token refresh fails (refresh token pattern only)

  


        

      


  

    
Msg.Extensions 
    



      
Manage open extensions on Microsoft Graph resources.
Open extensions allow adding custom properties to Microsoft Graph resources (events, tasks,
messages, etc.). Applications can use this to tag resources with custom metadata for
synchronization and tracking.
Background
Open extensions are schema-less JSON objects attached to Graph resources. Each extension
must have a unique extensionName (typically in reverse DNS format) and can contain
any custom properties.
Required Permissions
Permissions depend on the resource type being extended:
	Calendar Events: Calendars.ReadWrite (application) or Calendars.ReadWrite (delegated)
	Messages: Mail.ReadWrite (application) or Mail.ReadWrite (delegated)
	Tasks: Tasks.ReadWrite.All (application) or Tasks.ReadWrite (delegated)

Examples
# Create extension on a calendar event
{:ok, ext} = Msg.Extensions.create(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata",
  %{project_id: "proj_123", resource_id: "res_456"}
)

# Get specific extension
{:ok, ext} = Msg.Extensions.get(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata"
)

# Update extension properties
{:ok, updated} = Msg.Extensions.update(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata",
  %{project_id: "proj_456"}
)

# Delete extension
:ok = Msg.Extensions.delete(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata"
)
References
	Open Extensions
	Add Open Extension


      


      
        Summary


  
    Functions
  


    
      
        create(client, resource_path, extension_name, properties)

      


        Creates an open extension on a Microsoft Graph resource.



    


    
      
        delete(client, resource_path, extension_name)

      


        Deletes an extension from a resource.



    


    
      
        get(client, resource_path, extension_name)

      


        Gets a specific extension by ID.



    


    
      
        list(client, resource_path)

      


        Lists all extensions on a resource.



    


    
      
        update(client, resource_path, extension_name, updates)

      


        Updates an extension's properties.



    





      


      
        Functions

        


  
    
      
    
    
      create(client, resource_path, extension_name, properties)



    

  


  

      

          @spec create(Req.Request.t(), String.t(), String.t(), map()) ::
  {:ok, map()} | {:error, term()}


      


Creates an open extension on a Microsoft Graph resource.
Parameters
	client - Authenticated Req.Request client
	resource_path - Path to resource (e.g., "/users/user@contoso.com/events/AAMkAGI...")
	extension_name - Unique name in reverse DNS format (e.g., "com.example.metadata")
	properties - Map of custom properties

Returns
	{:ok, extension} - Created extension with all properties
	{:error, :unauthorized} - Invalid or expired token
	{:error, {:invalid_request, message}} - Validation error
	{:error, term} - Other errors

Examples
{:ok, ext} = Msg.Extensions.create(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata",
  %{project_id: "proj_123", resource_id: "res_456", priority: "high"}
)

  



  
    
      
    
    
      delete(client, resource_path, extension_name)



    

  


  

      

          @spec delete(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Deletes an extension from a resource.
Parameters
	client - Authenticated Req.Request client
	resource_path - Path to resource
	extension_name - Name/ID of the extension to delete

Returns
	:ok - Extension deleted successfully (204 status)
	{:error, :not_found} - Extension doesn't exist
	{:error, term} - Other errors

Examples
:ok = Msg.Extensions.delete(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata"
)

  



  
    
      
    
    
      get(client, resource_path, extension_name)



    

  


  

      

          @spec get(Req.Request.t(), String.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Gets a specific extension by ID.
Parameters
	client - Authenticated Req.Request client
	resource_path - Path to resource
	extension_name - Name/ID of the extension to retrieve

Returns
	{:ok, extension} - Extension map with all properties
	{:error, :not_found} - Extension doesn't exist
	{:error, term} - Other errors

Examples
{:ok, ext} = Msg.Extensions.get(
  client,
  "/users/user@contoso.com/events/AAMkAGI...",
  "com.example.metadata"
)

project_id = ext["projectId"]

  



  
    
      
    
    
      list(client, resource_path)



    

  


  

      

          @spec list(Req.Request.t(), String.t()) :: {:ok, [map()]} | {:error, term()}


      


Lists all extensions on a resource.
Note: Not all Microsoft Graph resource types support listing extensions.
Calendar events, for example, require retrieving extensions by ID.
Parameters
	client - Authenticated Req.Request client
	resource_path - Path to resource

Returns
	{:ok, [extension]} - List of extensions
	{:error, :method_not_allowed} - Resource type doesn't support listing
	{:error, term} - Other errors

Examples
# May not work for all resource types
{:ok, extensions} = Msg.Extensions.list(
  client,
  "/users/user@contoso.com/messages/AAMkAGI..."
)

  



  
    
      
    
    
      update(client, resource_path, extension_name, updates)



    

  


  

      

          @spec update(Req.Request.t(), String.t(), String.t(), map()) ::
  {:ok, map()} | {:error, term()}


      


Updates an extension's properties.
Warning: Microsoft Graph does not support PATCH updates on open extensions for
all resource types. This function is provided for completeness, but may not work
for calendar events and other resources. To "update" an extension, you typically
need to delete and recreate it.
Parameters
	client - Authenticated Req.Request client
	resource_path - Path to resource
	extension_name - Name/ID of the extension
	updates - Map of properties to update

Returns
	{:ok, extension} - Updated extension (if supported by resource type)
	{:error, :not_found} - Extension doesn't exist
	{:error, {:graph_api_error, _}} - Update not supported for this resource type
	{:error, term} - Other errors

Examples
# This may not work for calendar events
{:ok, updated} = Msg.Extensions.update(
  client,
  "/users/user@contoso.com/messages/AAMkAGI...",
  "com.example.metadata",
  %{priority: "urgent"}
)

  


        

      


  

    
Msg.Groups 
    



      
Provides functions for interacting with Microsoft 365 Groups via the Graph API.
This module supports creating, reading, updating, and managing Microsoft 365 Groups
(also known as Unified Groups), which provide shared workspaces with email, calendar,
files, and other collaborative features.
Required Application Permissions
	Group.ReadWrite.All - application permission to read and write all groups

Note: This is an application permission, not a delegated permission. The app
accesses groups on behalf of itself using app-only authentication.
Examples
# Create a client (application-only authentication)
client = Msg.Client.new(%{
  client_id: "...",
  client_secret: "...",
  tenant_id: "..."
})

# Create a new M365 Group
{:ok, group} = Msg.Groups.create(client, %{
  display_name: "Matter: Smith v. Jones",
  mail_enabled: true,
  mail_nickname: "matter-smith-jones",
  security_enabled: false,
  group_types: ["Unified"],
  description: "Legal matter workspace",
  visibility: "Private"
})

# List all groups
{:ok, groups} = Msg.Groups.list(client)

# Get a specific group
{:ok, group} = Msg.Groups.get(client, group_id)

# Add a member to the group
:ok = Msg.Groups.add_member(client, group_id, user_id)
References
	Microsoft Graph Groups API
	Create Group


      


      
        Summary


  
    Functions
  


    
      
        add_member(client, group_id, user_id)

      


        Adds a member to a group.



    


    
      
        add_owner(client, group_id, user_id)

      


        Adds an owner to a group.



    


    
      
        create(client, attrs)

      


        Creates a new Microsoft 365 Group.



    


    
      
        delete(client, group_id)

      


        Deletes a Microsoft 365 Group.



    


    
      
        get(client, group_id)

      


        Gets a specific group by ID.



    


    
      
        get_by_mail_nickname(client, mail_nickname)

      


        Gets a group by mailNickname.



    


    
      
        list(client, opts \\ [])

      


        Lists all groups in the organization.



    


    
      
        list_members(client, group_id, opts \\ [])

      


        Lists all members of a group.



    


    
      
        remove_member(client, group_id, user_id)

      


        Removes a member from a group.



    





      


      
        Functions

        


  
    
      
    
    
      add_member(client, group_id, user_id)



    

  


  

      

          @spec add_member(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Adds a member to a group.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group
	user_id - ID of the user to add as member

Returns
	:ok - Member added successfully
	{:error, term} - Error

Examples
:ok = Msg.Groups.add_member(client, group_id, user_id)

  



  
    
      
    
    
      add_owner(client, group_id, user_id)



    

  


  

      

          @spec add_owner(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Adds an owner to a group.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group
	user_id - ID of the user to add as owner

Returns
	:ok - Owner added successfully
	{:error, term} - Error

Examples
:ok = Msg.Groups.add_owner(client, group_id, user_id)

  



  
    
      
    
    
      create(client, attrs)



    

  


  

      

          @spec create(Req.Request.t(), map()) :: {:ok, map()} | {:error, term()}


      


Creates a new Microsoft 365 Group.
Parameters
	client - Authenticated Req.Request client
	attrs - Map with group properties:	:display_name (required) - Group name
	:mail_enabled (required) - Boolean (true for groups with email)
	:mail_nickname (required) - Email alias
	:security_enabled (required) - Boolean (true for security groups)
	:group_types (required) - List, include ["Unified"] for M365 Groups
	:description (optional) - Group description
	:visibility (optional) - "Public" or "Private"
	:owners_odata_bind (optional) - List of user IDs to set as owners
	:members_odata_bind (optional) - List of user IDs to set as members



Returns
	{:ok, group} - Created group with generated ID
	{:error, :unauthorized} - Invalid or expired token
	{:error, {:invalid_request, message}} - Validation error
	{:error, term} - Other errors

Examples
{:ok, group} = Msg.Groups.create(client, %{
  display_name: "Project Team",
  mail_enabled: true,
  mail_nickname: "project-team",
  security_enabled: false,
  group_types: ["Unified"],
  description: "Team workspace",
  visibility: "Private"
})
See Also
	Create Group API


  



  
    
      
    
    
      delete(client, group_id)



    

  


  

      

          @spec delete(Req.Request.t(), String.t()) :: :ok | {:error, term()}


      


Deletes a Microsoft 365 Group.
Warning: This is a destructive operation that permanently removes the group and all
associated resources including the group mailbox, SharePoint site, Planner plans,
calendar, and Teams (if connected). Deleted groups may be recoverable from the
recycle bin for up to 30 days.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group to delete

Returns
	:ok - Group deleted successfully (204 status)
	{:error, :not_found} - Group doesn't exist
	{:error, :forbidden} - Insufficient permissions
	{:error, term} - Other errors

Required Permissions
	Group.ReadWrite.All (application permission)

Examples
:ok = Msg.Groups.delete(client, "group-id-123")
See Also
	Delete Group API


  



  
    
      
    
    
      get(client, group_id)



    

  


  

      

          @spec get(Req.Request.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Gets a specific group by ID.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group to retrieve

Returns
	{:ok, group} - Group details
	{:error, :not_found} - Group doesn't exist
	{:error, term} - Other errors

Examples
{:ok, group} = Msg.Groups.get(client, "group-id-here")

  



  
    
      
    
    
      get_by_mail_nickname(client, mail_nickname)



    

  


  

      

          @spec get_by_mail_nickname(Req.Request.t(), String.t()) ::
  {:ok, map()} | {:error, term()}


      


Gets a group by mailNickname.
Parameters
	client - Authenticated Req.Request client
	mail_nickname - The mailNickname of the group to find

Returns
	{:ok, group} - Group details
	{:error, :not_found} - Group doesn't exist
	{:error, term} - Other errors

Examples
{:ok, group} = Msg.Groups.get_by_mail_nickname(client, "matter-smith-jones")

  



    

  
    
      
    
    
      list(client, opts \\ [])



    

  


  

      

          @spec list(
  Req.Request.t(),
  keyword()
) :: {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists all groups in the organization.
Parameters
	client - Authenticated Req.Request client
	opts - Keyword list of options:	:auto_paginate - Boolean, default true (fetch all pages)
	:filter - OData filter string



Returns
	{:ok, [group]} - List of groups (when auto_paginate: true)
	{:ok, %{items: [group], next_link: url}} - First page with next link (when auto_paginate: false)
	{:error, term} - Error

Examples
# Get all groups
{:ok, groups} = Msg.Groups.list(client)

# Get first page only
{:ok, %{items: groups, next_link: next}} = Msg.Groups.list(client, auto_paginate: false)

# Filter groups
{:ok, groups} = Msg.Groups.list(client, filter: "startswith(displayName,'Matter:')")

  



    

  
    
      
    
    
      list_members(client, group_id, opts \\ [])



    

  


  

      

          @spec list_members(Req.Request.t(), String.t(), keyword()) ::
  {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists all members of a group.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group
	opts - Keyword list of options:	:auto_paginate - Boolean, default true (fetch all pages)



Returns
	{:ok, [user]} - List of user objects
	{:error, term} - Error

Examples
{:ok, members} = Msg.Groups.list_members(client, group_id)

  



  
    
      
    
    
      remove_member(client, group_id, user_id)



    

  


  

      

          @spec remove_member(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Removes a member from a group.
Parameters
	client - Authenticated Req.Request client
	group_id - ID of the group
	user_id - ID of the user to remove

Returns
	:ok - Member removed successfully
	{:error, term} - Error

Examples
:ok = Msg.Groups.remove_member(client, group_id, user_id)

  


        

      


  

    
Msg.Pagination 
    



      
Shared pagination utilities for Microsoft Graph API list operations.

      


      
        Summary


  
    Functions
  


    
      
        fetch_all_pages(client, next_link, acc)

      


        Recursively fetches all pages following @odata.nextLink.



    


    
      
        fetch_page(client, path, query_params)

      


        Fetches a single page from the Graph API.



    





      


      
        Functions

        


  
    
      
    
    
      fetch_all_pages(client, next_link, acc)



    

  


  

      

          @spec fetch_all_pages(Req.Request.t(), String.t() | nil, [map()]) ::
  {:ok, [map()]} | {:error, term()}


      


Recursively fetches all pages following @odata.nextLink.
Parameters
	client - Authenticated Req.Request client
	next_link - Next page URL (or nil to stop)
	acc - Accumulated items from previous pages

Returns
	{:ok, [item]} - All items from all pages
	{:error, term} - Error


  



  
    
      
    
    
      fetch_page(client, path, query_params)



    

  


  

      

          @spec fetch_page(Req.Request.t(), String.t(), keyword()) ::
  {:ok, %{items: [map()], next_link: String.t() | nil}} | {:error, term()}


      


Fetches a single page from the Graph API.
Parameters
	client - Authenticated Req.Request client
	path - API path to fetch
	query_params - List of query parameter tuples

Returns
	{:ok, %{items: [item], next_link: url | nil}} - Page data with optional next link

	{:error, term} - Error


  


        

      


  

    
Msg.Planner.Plans 
    



      
Manage Microsoft Planner Plans.
Planner Plans are containers for tasks. Each Microsoft 365 Group can have multiple Plans,
which provide project management functionality within Teams and other Microsoft 365 apps.
Required Permissions
Group Plans
	Application: ❌ Not supported
	Delegated: Tasks.ReadWrite or Group.ReadWrite.All - required for group plans

User-Accessible Plans
	Application: Tasks.ReadWrite.All - read/write all plans
	Delegated: Tasks.ReadWrite - read/write user's accessible plans

Authentication
	Group plans (/groups/{group_id}/planner/plans): Requires delegated permissions
	User-accessible plans (/users/{user_id}/planner/plans): Works with application-only

Etag-Based Concurrency
Planner API requires etags for all update and delete operations to prevent conflicts.
Etags are returned in the @odata.etag field and must be included in the If-Match
header for PATCH and DELETE requests.
Examples
# List plans for a group (requires delegated permissions)
delegated_client = Msg.Client.new(refresh_token, credentials)
{:ok, plans} = Msg.Planner.Plans.list(delegated_client, group_id: "group-id")

# Create a plan
{:ok, plan} = Msg.Planner.Plans.create(delegated_client, %{
  owner: "group-id",
  title: "Project: Q1 Marketing Campaign"
})

# Update a plan (requires etag)
{:ok, updated} = Msg.Planner.Plans.update(delegated_client, plan_id, %{
  title: "Updated Title"
}, etag: plan["@odata.etag"])

# Delete a plan (requires etag)
:ok = Msg.Planner.Plans.delete(delegated_client, plan_id, plan["@odata.etag"])
References
	Planner Plans API
	Etags in Planner


      


      
        Summary


  
    Functions
  


    
      
        create(client, plan)

      


        Creates a new Planner Plan.



    


    
      
        delete(client, plan_id, etag)

      


        Deletes a Planner Plan.



    


    
      
        get(client, plan_id)

      


        Gets a single Planner Plan by ID.



    


    
      
        list(client, opts)

      


        Lists Planner Plans.



    


    
      
        update(client, plan_id, updates, opts)

      


        Updates a Planner Plan.



    





      


      
        Functions

        


  
    
      
    
    
      create(client, plan)



    

  


  

      

          @spec create(Req.Request.t(), map()) :: {:ok, map()} | {:error, term()}


      


Creates a new Planner Plan.
Parameters
	client - Authenticated Req.Request client
	plan - Map with plan properties:	:owner (required) - Group ID that owns the plan
	:title (required) - Plan name



Returns
	{:ok, plan} - Created plan with generated id and @odata.etag
	{:error, :unauthorized} - Invalid or expired token
	{:error, {:invalid_request, message}} - Validation error
	{:error, term} - Other errors

Examples
{:ok, plan} = Msg.Planner.Plans.create(client, %{
  owner: "group-id-here",
  title: "Project: Q1 Marketing Campaign"
})

  



  
    
      
    
    
      delete(client, plan_id, etag)



    

  


  

      

          @spec delete(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Deletes a Planner Plan.
Important: Requires the current etag for concurrency control.
Parameters
	client - Authenticated Req.Request client
	plan_id - ID of plan to delete
	etag - Current etag for concurrency control

Returns
	:ok - Plan deleted successfully (204 status)
	{:error, {:etag_mismatch, current_etag}} - Etag conflict (412)
	{:error, :not_found} - Plan doesn't exist
	{:error, term} - Other errors

Examples
{:ok, plan} = Msg.Planner.Plans.get(client, plan_id)
:ok = Msg.Planner.Plans.delete(client, plan_id, plan["@odata.etag"])

  



  
    
      
    
    
      get(client, plan_id)



    

  


  

      

          @spec get(Req.Request.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Gets a single Planner Plan by ID.
Parameters
	client - Authenticated Req.Request client
	plan_id - ID of the plan to retrieve

Returns
	{:ok, plan} - Plan map with details including @odata.etag
	{:error, :not_found} - Plan doesn't exist
	{:error, term} - Other errors

Examples
{:ok, plan} = Msg.Planner.Plans.get(client, "plan-id")
etag = plan["@odata.etag"]

  



  
    
      
    
    
      list(client, opts)



    

  


  

      

          @spec list(
  Req.Request.t(),
  keyword()
) :: {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists Planner Plans.
Parameters
	client - Authenticated Req.Request client
	opts - Keyword list of options:	:group_id - Group ID (for group's plans - primary use case)
	:user_id - User ID or UPN (for user's accessible plans)
	:auto_paginate - Boolean, default true (fetch all pages)



Note: Either :group_id or :user_id is required.
Returns
	{:ok, [plan]} - List of plans (when auto_paginate: true)
	{:ok, %{items: [plan], next_link: url}} - First page with next link (when auto_paginate: false)
	{:error, term} - Error

Examples
# List plans for a group
{:ok, plans} = Msg.Planner.Plans.list(client, group_id: "group-id")

# List plans accessible by user
{:ok, plans} = Msg.Planner.Plans.list(client, user_id: "user@contoso.com")

  



  
    
      
    
    
      update(client, plan_id, updates, opts)



    

  


  

      

          @spec update(Req.Request.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Updates a Planner Plan.
Important: Requires the current etag for concurrency control. If the etag doesn't
match the current version, the update will fail with a 412 Precondition Failed error.
Parameters
	client - Authenticated Req.Request client
	plan_id - ID of plan to update
	updates - Map of fields to update (typically just :title)
	opts - Keyword list of options:	:etag (required) - Current etag from the plan



Returns
	{:ok, plan} - Updated plan with new @odata.etag
	{:error, {:etag_mismatch, current_etag}} - Etag conflict (412)
	{:error, :not_found} - Plan doesn't exist
	{:error, term} - Other errors

Examples
# Get current plan first to obtain etag
{:ok, plan} = Msg.Planner.Plans.get(client, plan_id)

{:ok, updated} = Msg.Planner.Plans.update(client, plan_id,
  %{title: "Updated Project Name"},
  etag: plan["@odata.etag"]
)

  


        

      


  

    
Msg.Planner.Tasks 
    



      
Manage Microsoft Planner Tasks.
Planner Tasks belong to Plans and can be assigned to users. Tasks support custom metadata
embedded in the description field via HTML comments for application-specific data.
Required Permissions
Tasks in Group Plans
	Application: ❌ Not supported
	Delegated: Tasks.ReadWrite or Group.ReadWrite.All - required for group plan tasks

User Tasks
	Application: Tasks.ReadWrite.All - read/write all tasks
	Delegated: Tasks.ReadWrite - read/write user's tasks

Authentication
	Tasks in group plans: Requires delegated permissions (refresh token)
	User tasks: Works with application-only authentication

Etag-Based Concurrency
Like Plans, Tasks require etags for all update and delete operations. Etags are returned
in the @odata.etag field and must be included in the If-Match header.
Metadata Embedding
Since Planner tasks don't support open extensions, this module provides helper functions
to embed custom metadata in task descriptions using HTML comments:
<!-- metadata:project_id=proj_123,resource_id=res_456 -->
Examples
# List tasks in a plan
{:ok, tasks} = Msg.Planner.Tasks.list_by_plan(client, "plan-id")

# List tasks assigned to a user
{:ok, tasks} = Msg.Planner.Tasks.list_by_user(client, user_id: "user@contoso.com")

# Create task with embedded metadata
description = Msg.Planner.Tasks.embed_metadata(
  "Complete project deliverable",
  %{project_id: "proj_123", resource_id: "res_456"}
)

{:ok, task} = Msg.Planner.Tasks.create(client, %{
  plan_id: "plan-id",
  title: "Complete deliverable by Jan 15",
  description: description
})

# Parse metadata from task
metadata = Msg.Planner.Tasks.parse_metadata(task["description"])
# => %{project_id: "proj_123", resource_id: "res_456"}
References
	Planner Tasks API
	Etags in Planner


      


      
        Summary


  
    Functions
  


    
      
        create(client, task)

      


        Creates a new Planner Task.



    


    
      
        delete(client, task_id, etag)

      


        Deletes a Planner Task.



    


    
      
        embed_metadata(description, metadata)

      


        Embeds metadata in a task description.



    


    
      
        get(client, task_id)

      


        Gets a single Planner Task.



    


    
      
        list_by_plan(client, plan_id, opts \\ [])

      


        Lists tasks in a Planner Plan.



    


    
      
        list_by_user(client, opts)

      


        Lists tasks assigned to a user.



    


    
      
        parse_metadata(description)

      


        Parses metadata from a task description.



    


    
      
        update(client, task_id, updates, opts)

      


        Updates a Planner Task.



    





      


      
        Functions

        


  
    
      
    
    
      create(client, task)



    

  


  

      

          @spec create(Req.Request.t(), map()) :: {:ok, map()} | {:error, term()}


      


Creates a new Planner Task.
Parameters
	client - Authenticated Req.Request client
	task - Map with task properties:	:plan_id (required) - ID of plan to create task in
	:title (required) - Task title
	:due_date_time (optional) - Due date
	:start_date_time (optional) - Start date
	:percent_complete (optional) - 0-100
	:assignments (optional) - Map of user assignments
	:description (optional) - Task description



Returns
	{:ok, task} - Created task with generated id and @odata.etag
	{:error, term} - Error

Examples
{:ok, task} = Msg.Planner.Tasks.create(client, %{
  plan_id: "plan-id",
  title: "Complete deliverable by Jan 15",
  due_date_time: "2025-01-15T17:00:00Z",
  description: "Complete project deliverable and submit for review"
})

  



  
    
      
    
    
      delete(client, task_id, etag)



    

  


  

      

          @spec delete(Req.Request.t(), String.t(), String.t()) :: :ok | {:error, term()}


      


Deletes a Planner Task.
Important: Requires the current etag for concurrency control.
Parameters
	client - Authenticated Req.Request client
	task_id - ID of task to delete
	etag - Current etag for concurrency control

Returns
	:ok - Task deleted successfully (204 status)
	{:error, {:etag_mismatch, current_etag}} - Etag conflict (412)
	{:error, :not_found} - Task doesn't exist
	{:error, term} - Other errors

Examples
{:ok, task} = Msg.Planner.Tasks.get(client, task_id)
:ok = Msg.Planner.Tasks.delete(client, task_id, task["@odata.etag"])

  



  
    
      
    
    
      embed_metadata(description, metadata)



    

  


  

      

          @spec embed_metadata(String.t() | nil, map()) :: String.t()


      


Embeds metadata in a task description.
Adds or updates an HTML comment at the beginning of the description with custom metadata.
If metadata already exists, it will be replaced.
Parameters
	description - Existing description (may be nil or empty)
	metadata - Map of metadata key-value pairs

Returns
	Updated description string with metadata embedded

Examples
desc = Msg.Planner.Tasks.embed_metadata(
  "Complete the deliverable",
  %{project_id: "proj_123", resource_id: "res_456"}
)
# => "<!-- metadata:project_id=proj_123,resource_id=res_456 -->\nComplete the deliverable"

# Update existing metadata
existing = "<!-- metadata:old=value -->\nOld description"
updated = Msg.Planner.Tasks.embed_metadata(existing, %{new: "data"})
# => "<!-- metadata:new=data -->\nOld description"

  



  
    
      
    
    
      get(client, task_id)



    

  


  

      

          @spec get(Req.Request.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Gets a single Planner Task.
Parameters
	client - Authenticated Req.Request client
	task_id - ID of the task to retrieve

Returns
	{:ok, task} - Task map with details including @odata.etag
	{:error, :not_found} - Task doesn't exist
	{:error, term} - Other errors

Examples
{:ok, task} = Msg.Planner.Tasks.get(client, "task-id")
etag = task["@odata.etag"]

  



    

  
    
      
    
    
      list_by_plan(client, plan_id, opts \\ [])



    

  


  

      

          @spec list_by_plan(Req.Request.t(), String.t(), keyword()) ::
  {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists tasks in a Planner Plan.
Parameters
	client - Authenticated Req.Request client
	plan_id - ID of the plan
	opts - Keyword list of options:	:auto_paginate - Boolean, default true (fetch all pages)



Returns
	{:ok, [task]} - List of tasks (all tasks in the plan)
	{:error, term} - Error

Examples
{:ok, tasks} = Msg.Planner.Tasks.list_by_plan(client, "plan-id")

  



  
    
      
    
    
      list_by_user(client, opts)



    

  


  

      

          @spec list_by_user(
  Req.Request.t(),
  keyword()
) :: {:ok, [map()]} | {:ok, map()} | {:error, term()}


      


Lists tasks assigned to a user.
Parameters
	client - Authenticated Req.Request client
	opts - Keyword list of options:	:user_id (required) - User ID or UPN
	:auto_paginate - Boolean, default true (fetch all pages)



Returns
	{:ok, [task]} - All tasks assigned to specified user (across all plans)
	{:error, term} - Error

Examples
{:ok, tasks} = Msg.Planner.Tasks.list_by_user(client, user_id: "user@contoso.com")

  



  
    
      
    
    
      parse_metadata(description)



    

  


  

      

          @spec parse_metadata(String.t() | nil) :: map() | nil


      


Parses metadata from a task description.
Extracts custom metadata embedded in an HTML comment at the beginning of the description.
Parameters
	description - Task description string (may be nil)

Returns
	Map of metadata key-value pairs, or nil if no metadata found

Format
The metadata must be in the first line as an HTML comment:
<!-- metadata:key1=value1,key2=value2,key3=value3 -->
Examples
description = """
<!-- metadata:project_id=proj_123,resource_id=res_456,organization_id=org_789 -->
Complete the deliverable
Due by end of day
"""

metadata = Msg.Planner.Tasks.parse_metadata(description)
# => %{project_id: "proj_123", resource_id: "res_456", organization_id: "org_789"}

# No metadata
Msg.Planner.Tasks.parse_metadata("Just a description")
# => nil

  



  
    
      
    
    
      update(client, task_id, updates, opts)



    

  


  

      

          @spec update(Req.Request.t(), String.t(), map(), keyword()) ::
  {:ok, map()} | {:error, term()}


      


Updates a Planner Task.
Important: Requires the current etag for concurrency control.
Parameters
	client - Authenticated Req.Request client
	task_id - ID of task to update
	updates - Map of fields to update
	opts - Keyword list of options:	:etag (required) - Current etag from the task



Returns
	{:ok, task} - Updated task with new @odata.etag
	{:error, {:etag_mismatch, current_etag}} - Etag conflict (412)
	{:error, :not_found} - Task doesn't exist
	{:error, term} - Other errors

Examples
{:ok, task} = Msg.Planner.Tasks.get(client, task_id)

{:ok, updated} = Msg.Planner.Tasks.update(client, task_id,
  %{percent_complete: 50},
  etag: task["@odata.etag"]
)

  


        

      


  

    
Msg.Request 
    



      
Provides helpers for performing Microsoft Graph API requests using Req.
Handles common behaviors like parsing JSON, extracting errors, and optionally
paginating across @odata.nextLink.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        convert_keys(map)

      


        Converts a map with snake_case atom keys to camelCase string keys for the Graph API.



    


    
      
        get(client, path)

      


        Performs a simple GET request to the given Graph API path.



    





      


      
        Types

        


  
    
      
    
    
      client()



    

  


  

      

          @type client() :: Req.Request.t()


      



  


        

      

      
        Functions

        


  
    
      
    
    
      convert_keys(map)



    

  


  

      

          @spec convert_keys(map()) :: map()


      


Converts a map with snake_case atom keys to camelCase string keys for the Graph API.
Handles special OData keys by converting _odata_ to @odata..
Examples
iex> Msg.Request.convert_keys(%{display_name: "Test", mail_enabled: true})
%{"displayName" => "Test", "mailEnabled" => true}

iex> Msg.Request.convert_keys(%{owners_odata_bind: ["user-1"]})
%{"owners@odata.bind" => ["user-1"]}

  



  
    
      
    
    
      get(client, path)



    

  


  

      

          @spec get(client(), String.t()) :: {:ok, map()} | {:error, any()}


      


Performs a simple GET request to the given Graph API path.
Example
Msg.Request.get(client, "/me")

  


        

      


  

    
Msg.Subscriptions 
    



      
Manage Microsoft Graph change notification subscriptions (webhooks).
Subscriptions enable real-time notifications when Microsoft 365 resources change,
eliminating the need for polling.
Maximum Subscription Duration by Resource
	Calendar events: 4230 minutes (~3 days)
	Messages: 4230 minutes (~3 days)
	Contacts: 4230 minutes (~3 days)
	Group events: 4230 minutes (~3 days)
	OneDrive items: 42300 minutes (~30 days)

Webhook Validation
When creating a subscription, Microsoft sends a validation request:
GET https://your-app.com/webhook?validationToken=abc123
Your endpoint must respond with the validation token as plain text within
10 seconds, or the subscription creation will fail.
Example validation endpoint (Phoenix):
# router.ex
get "/api/webhooks/microsoft", WebhookController, :validate
post "/api/webhooks/microsoft", WebhookController, :webhook

# webhook_controller.ex
def validate(conn, %{"validationToken" => token}) do
  conn
  |> put_resp_content_type("text/plain")
  |> send_resp(200, token)
end
Notification Format
Notifications arrive as HTTP POST with JSON body:
{
  "value": [
    {
      "subscriptionId": "sub-id",
      "clientState": "secret-token",
      "changeType": "created",
      "resource": "users/user@contoso.com/events/AAMk...",
      "resourceData": {
        "@odata.type": "#Microsoft.Graph.Event",
        "@odata.id": "Users/user@contoso.com/Events/AAMk...",
        "id": "AAMk..."
      }
    }
  ]
}
Authentication Requirements
	User calendars: Calendars.ReadWrite (application or delegated)
	Group calendars: Calendars.ReadWrite.Shared (delegated only)
	Same permissions as the resource being monitored

Examples
# Create subscription for user calendar
{:ok, subscription} = Subscriptions.create(client, %{
  change_type: "created,updated,deleted",
  notification_url: "https://yourapp.com/api/webhooks/calendar",
  resource: "/users/user@contoso.com/events",
  expiration_date_time: DateTime.add(DateTime.utc_now(), 3 * 24 * 60 * 60, :second),
  client_state: "secret-validation-token"
})

# Renew before expiry
{:ok, renewed} = Subscriptions.renew(client, subscription["id"], days: 3)

# Validate incoming notification
case Subscriptions.validate_notification(payload, "secret-validation-token") do
  :ok -> process_notification(payload)
  {:error, :invalid_client_state} -> reject_notification()
end

# Parse notification
notifications = Subscriptions.parse_notification(payload)
Enum.each(notifications, fn notif ->
  handle_change(notif.change_type, notif.resource)
end)
References
	Microsoft Graph Subscriptions
	Webhook Notifications
	Subscription Lifecycle


      


      
        Summary


  
    Functions
  


    
      
        create(client, subscription)

      


        Creates a new webhook subscription.



    


    
      
        delete(client, subscription_id)

      


        Deletes a subscription, stopping all notifications.



    


    
      
        get(client, subscription_id)

      


        Gets details for a specific subscription.



    


    
      
        list(client)

      


        Lists all active subscriptions for the authenticated application.



    


    
      
        parse_notification(payload)

      


        Parses a notification payload into structured format.



    


    
      
        renew(client, subscription_id, opts \\ [])

      


        Renews a subscription by extending its expiration date.



    


    
      
        update(client, subscription_id, updates)

      


        Updates a subscription. Primarily used for renewal.



    


    
      
        validate_notification(notification_payload, expected_client_state)

      


        Validates an incoming webhook notification.



    





      


      
        Functions

        


  
    
      
    
    
      create(client, subscription)



    

  


  

      

          @spec create(Req.Request.t(), map()) :: {:ok, map()} | {:error, term()}


      


Creates a new webhook subscription.
Important: Your notification URL must be publicly accessible via HTTPS
and respond to Microsoft's validation request within 10 seconds.
Parameters
	client - Authenticated Req.Request client
	subscription - Map with subscription properties:	:change_type (required) - Comma-separated: "created,updated,deleted"
	:notification_url (required) - HTTPS webhook endpoint
	:resource (required) - Resource path (e.g., "/users/{id}/events")
	:expiration_date_time (required) - DateTime struct for expiration
	:client_state (optional but recommended) - Secret validation token



Returns
	{:ok, subscription} - Created subscription with ID
	{:error, {:missing_required_fields, fields}} - Missing required fields
	{:error, {:validation_timeout, _}} - Webhook validation failed (10s timeout)
	{:error, term} - Other errors

Examples
# User calendar subscription
{:ok, subscription} = Subscriptions.create(client, %{
  change_type: "created,updated,deleted",
  notification_url: "https://yourapp.com/api/webhooks/calendar",
  resource: "/users/user@contoso.com/events",
  expiration_date_time: DateTime.add(DateTime.utc_now(), 3 * 24 * 60 * 60, :second),
  client_state: "secret-token-#{:crypto.strong_rand_bytes(16) |> Base.encode64()}"
})

# Group calendar subscription (requires delegated auth)
{:ok, subscription} = Subscriptions.create(delegated_client, %{
  change_type: "created,updated",
  notification_url: "https://yourapp.com/webhooks",
  resource: "/groups/group-id/calendar/events",
  expiration_date_time: DateTime.add(DateTime.utc_now(), 2 * 24 * 60 * 60, :second),
  client_state: "group-calendar-secret"
})

  



  
    
      
    
    
      delete(client, subscription_id)



    

  


  

      

          @spec delete(Req.Request.t(), String.t()) :: :ok | {:error, term()}


      


Deletes a subscription, stopping all notifications.
Parameters
	client - Authenticated Req.Request client
	subscription_id - Subscription ID

Returns
	:ok - Subscription deleted successfully
	{:error, term} - Error (404 is treated as success)

Examples
:ok = Subscriptions.delete(client, subscription_id)

  



  
    
      
    
    
      get(client, subscription_id)



    

  


  

      

          @spec get(Req.Request.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Gets details for a specific subscription.
Parameters
	client - Authenticated Req.Request client
	subscription_id - Subscription ID

Returns
	{:ok, subscription} - Subscription details
	{:error, :not_found} - Subscription doesn't exist
	{:error, term} - Other errors

Examples
{:ok, subscription} = Subscriptions.get(client, "sub-id-123")

{:ok, expiration, _} = DateTime.from_iso8601(subscription["expirationDateTime"])
if DateTime.diff(expiration, DateTime.utc_now(), :hour) < 2 do
  # Renew soon!
end

  



  
    
      
    
    
      list(client)



    

  


  

      

          @spec list(Req.Request.t()) :: {:ok, [map()]} | {:error, term()}


      


Lists all active subscriptions for the authenticated application.
Parameters
	client - Authenticated Req.Request client

Returns
	{:ok, [subscription]} - List of active subscriptions (may be empty)
	{:error, term} - Error

Examples
{:ok, subscriptions} = Subscriptions.list(client)

Enum.each(subscriptions, fn sub ->
  IO.puts("Subscription: #{sub["id"]}")
  IO.puts("Resource: #{sub["resource"]}")
  IO.puts("Expires: #{sub["expirationDateTime"]}")
end)

  



  
    
      
    
    
      parse_notification(payload)



    

  


  

      

          @spec parse_notification(map()) :: [
  %{
    subscription_id: String.t(),
    client_state: String.t() | nil,
    change_type: String.t(),
    resource: String.t(),
    resource_data: map()
  }
]


      


Parses a notification payload into structured format.
A single webhook POST can contain multiple notifications.
Parameters
	payload - The JSON payload from Microsoft's POST request

Returns
List of notification maps with standardized keys:
	subscription_id - Which subscription triggered this
	client_state - The validation token
	change_type - "created", "updated", or "deleted"
	resource - Resource path that changed
	resource_data - Details about the changed resource

Examples
notifications = Subscriptions.parse_notification(webhook_payload)

Enum.each(notifications, fn notif ->
  case notif.change_type do
    "created" -> handle_created(notif.resource)
    "updated" -> handle_updated(notif.resource)
    "deleted" -> handle_deleted(notif.resource)
  end
end)

  



    

  
    
      
    
    
      renew(client, subscription_id, opts \\ [])



    

  


  

      

          @spec renew(Req.Request.t(), String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Renews a subscription by extending its expiration date.
This is a convenience wrapper around update/3 for the common renewal case.
Parameters
	client - Authenticated Req.Request client
	subscription_id - Subscription ID
	opts - Options:	:days - Number of days to extend (default: 3)



Returns
	{:ok, subscription} - Renewed subscription with new expiration
	{:error, term} - Error

Examples
# Renew for 3 more days (default)
{:ok, renewed} = Subscriptions.renew(client, subscription_id)

# Renew for 2 days
{:ok, renewed} = Subscriptions.renew(client, subscription_id, days: 2)

# Renew for maximum duration (30 days for OneDrive)
{:ok, renewed} = Subscriptions.renew(client, subscription_id, days: 29)

  



  
    
      
    
    
      update(client, subscription_id, updates)



    

  


  

      

          @spec update(Req.Request.t(), String.t(), map()) :: {:ok, map()} | {:error, term()}


      


Updates a subscription. Primarily used for renewal.
Parameters
	client - Authenticated Req.Request client
	subscription_id - Subscription ID
	updates - Map of fields to update (typically just expiration_date_time)

Returns
	{:ok, subscription} - Updated subscription
	{:error, :not_found} - Subscription doesn't exist
	{:error, term} - Other errors

Examples
# Extend subscription by 3 more days
new_expiration = DateTime.add(DateTime.utc_now(), 3 * 24 * 60 * 60, :second)

{:ok, updated} = Subscriptions.update(client, subscription_id, %{
  expiration_date_time: new_expiration
})

  



  
    
      
    
    
      validate_notification(notification_payload, expected_client_state)



    

  


  

      

          @spec validate_notification(map(), String.t() | nil) :: :ok | {:error, atom()}


      


Validates an incoming webhook notification.
Checks that the clientState in the notification matches the expected value.
This prevents accepting forged notifications.
Parameters
	notification_payload - The JSON payload from Microsoft's POST request
	expected_client_state - The client state you provided when creating subscription

Returns
	:ok - Notification is valid
	{:error, :invalid_client_state} - Client state doesn't match
	{:error, :invalid_payload} - Payload structure is invalid

Examples
# In your webhook handler
def handle_webhook(conn, params) do
  case Subscriptions.validate_notification(params, "my-secret-token") do
    :ok ->
      # Process notification
      notifications = Subscriptions.parse_notification(params)
      handle_notifications(notifications)
      send_resp(conn, 204, "")

    {:error, reason} ->
      Logger.warning("Invalid notification: #{inspect(reason)}")
      send_resp(conn, 401, "Invalid notification")
  end
end

  


        

      


  

    
Msg.Users 
    



      
Provides functions for interacting with the Microsoft Graph /users endpoint.
Example
client = Msg.Client.new(creds)
{:ok, users} = Msg.Users.list(client)

      


      
        Summary


  
    Functions
  


    
      
        list(client)

      


        Lists all users in the organization.



    





      


      
        Functions

        


  
    
      
    
    
      list(client)



    

  


  

      

          @spec list(Req.Request.t()) :: {:ok, [map()]} | {:error, any()}


      


Lists all users in the organization.
Corresponds to: [GET /users]
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mix quality 
    



      
Runs the complete code quality validation pipeline.
This task runs the same checks as the pre-push git hook:
	Code formatting check (and auto-fix if needed)
	Trailing whitespace check (and auto-fix if needed)
	Markdown linting (and auto-fix if needed, if markdownlint-cli2 is available)
	Examples tests (validates example applications work correctly)
	Test coverage check (requires >90% coverage)
	Static code analysis with Credo (strict mode)
	Type checking with Dialyzer

Usage
mix quality
Options
	--skip-dialyzer - Skip the Dialyzer type checking step (faster)
	--skip-markdown - Skip markdown linting checks

Examples
# Run full quality pipeline
mix quality

# Skip slow Dialyzer step
mix quality --skip-dialyzer

      


      
        Summary


  
    Functions
  


    
      
        run(args)

      


        Callback implementation for Mix.Task.run/1.



    





      


      
        Functions

        


  
    
      
    
    
      run(args)



    

  


  

      

          @spec run([String.t()]) :: :ok


      


Callback implementation for Mix.Task.run/1.
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