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    NoNoncense

Generate locally unique nonces (number-only-used-once) in distributed Elixir.
Nonces are unique values that are generated once and never repeated within your system. They have many practical uses including:
	ID Generation: Create unique identifiers for database records, API requests, or any other resource in distributed systems
	Cryptographic Operations: Serve as initialization vectors (IVs) for encryption algorithms, ensuring security in block cipher modes
	Deduplication: Identify and prevent duplicate operations or messages in distributed systems

Nonces come in multiple variants:
	counter nonces that are unique but predictable and can be generated incredibly quickly
	sortable nonces (Snowflake IDs) that have an accurate creation timestamp in their first bits
	encrypted nonces that are unique but unpredictable

Read the migration guide
If you're upgrading from v0.x.x and you use encrypted nonces, please read the Migration Guide carefully - there are breaking changes that require attention to preserve uniqueness guarantees.

Installation
The package is hosted on hex.pm and can be installed by adding :no_noncense to your list of dependencies in mix.exs:
def deps do
  [
    {:no_noncense, "~> 1.0"}
  ]
end
Docs
Documentation can be found on hexdocs.pm.
Usage
Note that NoNoncense is not a GenServer. Instead, it stores its initial state using :persistent_term and its internal counter using :atomics. Because :persistent_term triggers a garbage collection cycle on writes, it is recommended to initialize your NoNoncense instance(s) at application start, when there is hardly any garbage to collect.
# lib/my_app/application.ex
# generate a machine ID, start conflict guard and initialize a NoNoncense instance
defmodule MyApp.Application do
  use Application

  def start(_type, _args) do
    # grab your node_list from your application environment
    machine_id = NoNoncense.MachineId.id!(node_list: [:"myapp@127.0.0.1"])
    # base_key is required for encrypted nonces
    :ok = NoNoncense.init(machine_id: machine_id, base_key: :crypto.strong_rand_bytes(32))

    children =
      [
        # optional but recommended
        {NoNoncense.MachineId.ConflictGuard, [machine_id: machine_id]}
      ]

    opts = [strategy: :one_for_one, name: MyApp.Supervisor]
    Supervisor.start_link(children, opts)
  end
end
Then you can generate nonces.
# generate counter nonces
iex> <<_::64>> = NoNoncense.nonce(64)
iex> <<_::96>> = NoNoncense.nonce(96)
iex> <<_::128>> = NoNoncense.nonce(128)

# generate sortable nonces
iex> <<_::64>> = NoNoncense.sortable_nonce(64)
iex> <<_::96>> = NoNoncense.sortable_nonce(96)
iex> <<_::128>> = NoNoncense.sortable_nonce(128)

# generate encrypted nonces
# be sure to read the NoNoncense docs before using 64/96 bits encrypted nonces
iex> <<_::64>> = NoNoncense.encrypted_nonce(64)
iex> <<_::96>> = NoNoncense.encrypted_nonce(96)
iex> <<_::128>> = NoNoncense.encrypted_nonce(128)
Benchmarks
On Debian Bookworm, AMD 9700X (8C 16T), 32GB, 990 Pro.

nonce(128)                       4 tasks    67_479_380 ops/s
nonce(128)                      16 tasks    66_651_927 ops/s
nonce(96)                       16 tasks    65_672_432 ops/s
nonce(64)                       16 tasks    65_424_996 ops/s
nonce(128)                       1 task     65_238_805 ops/s
nonce(96)                        4 tasks    64_420_798 ops/s
sortable_nonce(128)              4 tasks    60_862_312 ops/s
nonce(64)                        4 tasks    60_386_514 ops/s
sortable_nonce(96)               4 tasks    60_149_950 ops/s
encrypted_nonce(128) AES        16 tasks    57_043_233 ops/s
sortable_nonce(96)              16 tasks    55_579_818 ops/s
sortable_nonce(128)             16 tasks    54_993_955 ops/s
nonce(96)                        1 task     50_140_765 ops/s
encrypted_nonce(64) Blowfish    16 tasks    45_025_885 ops/s
encrypted_nonce(96) Speck       16 tasks    37_038_782 ops/s
encrypted_nonce(96) Blowfish    16 tasks    34_539_194 ops/s
encrypted_nonce(64) Speck       16 tasks    28_533_885 ops/s
encrypted_nonce(128) AES         4 tasks    28_425_854 ops/s
nonce(64)                        1 task     24_389_379 ops/s
sortable_nonce(128)              1 task     21_627_212 ops/s
encrypted_nonce(96) Speck        4 tasks    20_922_439 ops/s
sortable_nonce(96)               1 task     20_838_522 ops/s
encrypted_nonce(64) Speck        4 tasks    19_996_064 ops/s
encrypted_nonce(64) Blowfish     4 tasks    19_426_322 ops/s
encrypted_nonce(96) Blowfish     4 tasks    14_555_706 ops/s
encrypted_nonce(64) 3DES        16 tasks    10_016_360 ops/s
encrypted_nonce(96) 3DES        16 tasks     9_535_425 ops/s
encrypted_nonce(128) AES         1 task      8_918_276 ops/s
sortable_nonce(64)               4 tasks     8_192_138 ops/s <- throttled
sortable_nonce(64)               1 task      8_191_866 ops/s <- throttled
sortable_nonce(64)              16 tasks     7_973_708 ops/s <- throttled
strong_rand_bytes(8)             4 tasks     7_452_613 ops/s
strong_rand_bytes(16)            4 tasks     7_408_921 ops/s
strong_rand_bytes(12)            4 tasks     7_396_600 ops/s
encrypted_nonce(96) Speck        1 task      7_117_386 ops/s
encrypted_nonce(64) Speck        1 task      6_859_774 ops/s
encrypted_nonce(64) Blowfish     1 task      5_714_196 ops/s
strong_rand_bytes(12)           16 tasks     4_776_713 ops/s
strong_rand_bytes(8)            16 tasks     4_770_078 ops/s
strong_rand_bytes(16)           16 tasks     4_762_500 ops/s
encrypted_nonce(96) Blowfish     1 task      4_603_991 ops/s
encrypted_nonce(64) 3DES         4 tasks     4_263_336 ops/s
encrypted_nonce(96) 3DES         4 tasks     4_058_711 ops/s
strong_rand_bytes(16)            1 task      2_830_500 ops/s
strong_rand_bytes(8)             1 task      2_780_367 ops/s
strong_rand_bytes(12)            1 task      2_745_915 ops/s
encrypted_nonce(64) 3DES         1 task      1_194_550 ops/s
encrypted_nonce(96) 3DES         1 task      1_130_135 ops/s
Some things of note:
	NoNoncense nonces generate much faster than random binaries (and guarantee uniqueness).
	The plain (counter) nonce generation rate is extremely high, even with a single thread. Multithreading improves performance mainly for 64-bits nonces.
	Increasing the thread count starts to reduce plaintext nonce performance at some point (it's better to scale the number of nodes). Generation rates seem to hit a bottleneck of some kind, probably to do with :atomics contention. 4 tasks seem to be optimal with plaintext nonces on this platform.
	Nonce encryption exacts a performance penalty, but it is manageable and scales well with cores. AES performs exceedingly well and there's really no reason to use anything else for 128-bits nonces except on platforms without hardware acceleration. For 64/96-bits nonces, Blowfish is a good default that is available in OTP. For 96-bits nonces, Speck offers best security and performance. See the NoNoncense docs for more info.
	3DES performs atrociously in comparison



  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[1.1.0]
	Add encrypt/2, decrypt/2 and encrypted_nonce/3.

[1.0.0]
Breaking Changes
	Encryption key management: Encryption keys must now be provided at initialization via NoNoncense.init/1 using the :base_key option (or individual :key64, :key96, :key128 options). Keys are no longer passed to encrypted_nonce/2.
	Default encryption algorithm changed: The default encryption algorithm for 64-bit and 96-bit nonces has been changed from :des3 to :blowfish for better performance and security.
	Function signature change: encrypted_nonce/3 signature changed from encrypted_nonce(name \\ __MODULE__, bit_size, key) to encrypted_nonce(name \\ __MODULE__, bit_size).

Added
	Speck cipher support: Added optional support for the Speck cipher family via the speck_ex dependency, providing native block sizes for 64-bit, 96-bit, and 128-bit nonces with excellent performance.
	Algorithm selection: New options :cipher64, :cipher96, and :cipher128 in NoNoncense.init/1 allow choosing encryption algorithms per nonce size.	64/96 bits: :blowfish (default), :des3 and :speck
	128 bits: :aes (default) and :speck


	Key derivation: Automatic key derivation from :base_key using PBKDF2-HMAC-SHA256, eliminating the need to manage separate keys for each nonce size.

Changed
	Performance improvement: Pre-initialization of encryption ciphers at startup provides huge performance gains.
	Default algorithms: 64-bit and 96-bit nonces now default to :blowfish instead of :des3 for better performance and security.

Migration Guide
See MIGRATION.md for detailed migration instructions.
[0.0.1 - 0.0.7]
Initial releases, changes were mainly performance improvements.


  

    Migration Guide

Upgrading to v1.0.0
Version 1.0.0 introduces breaking changes to the encrypted nonce API. This guide will help you migrate your application safely.
Overview of Changes
	Encryption keys moved from encrypted_nonce/2 to NoNoncense.init/1
	Default encryption algorithm changed from 3DES to Blowfish (64/96-bit nonces)
	New encrypted_nonce/2 signature: encrypted_nonce(name \\ __MODULE__, bit_size)

Critical: Preserving Uniqueness Guarantees
⚠️ WARNING: If you are using 0.x.x encrypted nonces in production, you MUST:
	pass your old encryption key(s) to NoNoncense.init/1 using the :key64, :key96 and :key128 opts
	(when using encrypted 64 and/or 96-bits nonces) pass algorithm :des3 to NoNoncense.init/1 using the :cipher64 and :cipher96 opts

If you don't, you will break the uniqueness guarantee of your nonces, potentially causing collisions in your database or application.

Before (v0.x)
defmodule MyApp.Application do
  def start(_type, _args) do
    machine_id = NoNoncense.MachineId.id!(node_list: [:"myapp@127.0.0.1"])
    :ok = NoNoncense.init(machine_id: machine_id)

    # ... supervisor setup
  end
end

# Elsewhere in your code:
key64 = :crypto.strong_rand_bytes(24)  # 3DES key
nonce = NoNoncense.encrypted_nonce(64, key64)
After (v1.0) - preserving 3DES
defmodule MyApp.Application do
  def start(_type, _args) do
    machine_id = NoNoncense.MachineId.id!(node_list: [:"myapp@127.0.0.1"])

    :ok = NoNoncense.init(
      machine_id: machine_id,
      key64: System.fetch_env!("NONCE_KEY_64"), # Your existing 192-bit 3DES key,
      key96: System.fetch_env!("NONCE_KEY_96"), # Your existing 192-bit 3DES key,
      cipher64: :des3,                          # MUST specify to prevent default change
      cipher96: :des3                           # MUST specify to prevent default change
    )

    # ... supervisor setup
  end
end

# Elsewhere in your code:
nonce = NoNoncense.encrypted_nonce(64)  # Key comes from init


  

    LICENSE

                             Apache License
                       Version 2.0, January 2004
                    http://www.apache.org/licenses/
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
	Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

	Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

	Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

	Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

	Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

	Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

	Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

	Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

	Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.
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Generate locally unique nonces (number-only-used-once) in distributed Elixir.
Nonces are unique values that are generated once and never repeated within your system. They have many practical uses including:
	ID Generation: Create unique identifiers for database records, API requests, or any other resource in distributed systems
	Cryptographic Operations: Serve as initialization vectors (IVs) for encryption algorithms, ensuring security in block cipher modes
	Deduplication: Identify and prevent duplicate operations or messages in distributed systems

Locally unique means that the nonces are unique within your application/database/domain, as opposed to globally unique nonces that are unique across applications/databases/domains, like UUIDs.
Read the migration guide
If you're upgrading from v0.x.x and you use encrypted nonces, please read the Migration Guide carefully - there are breaking changes that require attention to preserve uniqueness guarantees.
Nonce types
Several types of nonces can be generated, although they share their basic composition. The first 42 bits are a millisecond-precision timestamp (allows for ~139 years of operation), relative to the NoNoncense epoch (2025-01-01 00:00:00 UTC) by default. The next 9 bits are the machine ID (allows for 512 machines). The remaining bits are a per-machine counter.
Counter nonces
	Features: unique.
	Generation rate: very high.
	Info leak: medium (machine init time, creation order).
	Crypto: technically suitable for block ciphers in modes that require a nonce that is unique but not necessarily unpredictable (like CTR, OFB, CCM, and GCM), and some streaming ciphers. Only when some info leak is acceptable.

Counter nonces are basically a counter that is initialized with the machine (node) start time. An overflow of a nonce's counter bits will trigger a timestamp increase by 1ms, implying that the timestamp effectively functions as an extended counter. Because the timestamp can't exceed the actual time (that would break the uniqueness guarantee), new nonce generation throttles if the timestamp catches up to the actual time.
That means that the maximum sustained rate is 8M/s per machine for 64-bits nonces (which have 13 counter bits). In practice it is unlikely that nonces are generated at such an extreme sustained rate, and the timestamp will lag behind the actual time. This creates "saved up seconds" that can be used to burst to even higher rates. For example, if the first nonce is generated 10 seconds after initialization, 10K milliseconds have been "saved up" to generate 80M nonces as quickly as hardware will allow. Benchmarking shows rates in the tens of millions per second are attainable this way.
96/128 bits counter nonces have such large counters that they can be generated at a practically unlimited sustained rate of >= 2^45 nonces per ms per machine, meaning they will never catch the actual time, and the practical rate is only limited by hardware.
Sortable nonces (Snowflake IDs)
	Features: unique, time-sortable.
	Generation rate: high.
	Info leak: high (creation time, creation order).
	Crypto: not recommended. They leak more info than counter nonces but are slightly slower to generate.

Sortable nonces have an accurate creation timestamp (as opposed to counter nonces). This makes them equivalent to Snowflake IDs, apart from the slightly altered bit distribution of NoNoncense nonces (42 instead of 41 timestamp bits, 9 instead of 10 ID bits, no unused bit).
This has some implications. Again, 96/128-bits sortable nonces can be generated as quickly as your hardware can go. However, the 64-bits variant can be generated at 8M/s per machine and can't ever burst beyond that (the "saved-up-seconds" mechanic of counter nonces does not apply here). This should of course be plenty for most applications.
Encrypted nonces
	Features: unique, unpredictable.
	Generation rate: medium (scales well with CPU cores).
	Info leak: none.
	Crypto: same as counter nonces, but no info leaks. Additionally, suitable for block cipher modes that require unpredictable IVs, like CBC and CFB.

These nonces are encrypted in a way that preserves their uniqueness, but they are unpredictable and don't leak information. For more info, see nonce encryption.
Don't change the key or cipher
Once you are using a cipher and a key, you must never change them. Doing so breaks the uniqueness guarantees of all encrypted nonces of the affected NoNoncense instance. The only way to change the key or the cipher is by regenerating / invalidating all previously generated encrypted nonces.
Usage
Note that NoNoncense is not a GenServer. Instead it stores its initial state using :persistent_term and its internal counter using :atomics. Because :persistent_term triggers a garbage collection cycle on writes, it is recommended to initialize your NoNoncense instance(s) at application start, when there is hardly any garbage to collect.
# lib/my_app/application.ex
# generate a machine ID, start conflict guard and initialize a NoNoncense instance
defmodule MyApp.Application do
  use Application

  def start(_type, _args) do
    machine_id = NoNoncense.MachineId.id!(node_list: [:"myapp@127.0.0.1"])
    # base_key is required for encrypted nonces
    :ok = NoNoncense.init(machine_id: machine_id, base_key: System.get_env("BASE_KEY"))

    children =
      [
        # optional but recommended
        {NoNoncense.MachineId.ConflictGuard, [machine_id: machine_id]}
      ]

    opts = [strategy: :one_for_one, name: MyApp.Supervisor]
    Supervisor.start_link(children, opts)
  end
end
Then you can generate nonces.
# generate counter nonces
iex> <<_::64>> = NoNoncense.nonce(64)
iex> <<_::96>> = NoNoncense.nonce(96)
iex> <<_::128>> = NoNoncense.nonce(128)

# generate sortable nonces
iex> <<_::64>> = NoNoncense.sortable_nonce(64)
iex> <<_::96>> = NoNoncense.sortable_nonce(96)
iex> <<_::128>> = NoNoncense.sortable_nonce(128)

# generate encrypted nonces
# be sure to read the NoNoncense docs before using 64/96 bits encrypted nonces
iex> <<_::64>> = NoNoncense.encrypted_nonce(64)
iex> <<_::96>> = NoNoncense.encrypted_nonce(96)
iex> <<_::128>> = NoNoncense.encrypted_nonce(128)
Uniqueness guarantees
Nonces are guaranteed to be unique if:
	Machine IDs are unique for each node (NoNoncense.MachineId and NoNoncense.MachineId.ConflictGuard can help there).
	Individual machines maintain a somewhat accurate clock (specifically, the UTC clock has to have progressed between node restarts).
	(Sortable nonces only) the machine clock has to be accurate.

Nonce encryption
By encrypting a nonce, the timestamp, machine ID and message ordering information leak can be prevented. However, we wish to encrypt in a way that maintains the uniqueness guarantee of the input counter nonce. So 2^64 unique inputs should generate 2^64 unique outputs, same for the other sizes.
IETF has some wisdom to share on the topic of nonce encryption (in the context of ChaCha20 / Poly1305 nonces):
Counters and LFSRs are both acceptable ways of generating unique nonces, as is encrypting a counter using a block cipher with a 64-bit block size such as DES. Note that it is not acceptable to use a truncation of a counter encrypted with block ciphers with 128-bit or 256-bit blocks, because such a truncation may repeat after a short time.

There are some interesting things to unpick there. Why can't we use higher ciphers with a larger block size? As it turns out, block ciphers only generate unique outputs for inputs of at least their block size (128 bits for most modern ciphers, notably AES). For example, encrypting a 64-bit nonce with AES would produce a unique 128-bit ciphertext, but that ciphertext can't be reduced back to 64 bits without losing the uniqueness property. Sadly, this also holds for the streaming modes of these ciphers, which still use blocks internally to generate the keystream. That means we can just use AES256 ECB (we only encrypt unique blocks) for 128-bit nonces.
128-bit encrypted nonces
We have AES256-encrypted 128-bit nonces that are unique and indistinguishable from random noise.
For 64/96 bits nonces we need a block cipher that operates on matching block sizes, which are exceedingly rare. One such cipher is Speck, designed by the NSA in 2013 for lightweight encryption. The optional dependency SpeckEx, backed by (precompiled) Rust crate speck_cipher, enables support for it. It is very fast; in line with hardware-accelerated AES. Be aware that SpeckEx should be considered experimental right now; it has not been reviewed or audited; although the primitive block cipher mode used by NoNoncense matches official test vectors.
If you only want to use OTP ciphers, we are limited to DES, 3DES, and BlowFish. DES is broken and can merely be considered obfuscation at this point, despite the IETF quote (from 2018). 3DES is slow (it is still offered for backwards compatibility). Blowfish performs well after initial key expansion, and is secure since we don't have to worry about the birthday attack (all of our input blocks are unique, so all of our output blocks are unique, so there will be no collisions).
For 96-bit nonces there are no block ciphers whatsoever to choose from in OTP. All we can do is generate a 64-bits encrypted nonce and postfix 32 zero-bits. That way the whole nonce is unique, despite the predictable tail. You should determine for yourself if you can live with that. The only other option, and the main reason it was added, is using SpeckEx, because Speck has a 96-bits variant that can encrypt a full 96-bits counter nonce, without needing any padding.
64/96-bit encrypted nonces
We have either Speck, Blowfish or 3DES encrypted nonces. Speck offers the best security and performance, but is experimental right now. Of the OTP ciphers, the default Blowfish is fast and secure. For 96-bits nonces, using OTP's Blowfish or 3DES results in a padded 64-bits encrypted nonce, which may or may not be good enough for your use case. If it is not, your only option is using Speck.
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        decrypt(name \\ __MODULE__, nonce)

      


        Decrypt a nonce. See encrypt/2.



    


    
      
        encrypt(name \\ __MODULE__, nonce)

      


        Encrypt a nonce while preserving its uniqueness guarantee.



    


    
      
        encrypted_nonce(name \\ __MODULE__, bit_size, base_type \\ :counter)

      


        Generate a new nonce and encrypt it, to create a unique but unpredictable nonce.



    


    
      
        get_datetime(name \\ __MODULE__, nonce)

      


        Get the timestamp of the nonce as a DateTime, given the epoch of the instance.
This should only be used for sortable_nonce/2 nonces.



    


    
      
        init(opts \\ [])

      


        Initialize a nonce factory. Multiple instances with different names, epochs and even machine IDs are supported.



    


    
      
        nonce(name \\ __MODULE__, bit_size)

      


        Generate a new 64/96/128-bits counter-like nonce.



    


    
      
        sortable_nonce(name \\ __MODULE__, bit_size)

      


        Generate a nonce that is sortable by generation time, like a Snowflake ID. The first 42 bits contain the timestamp.



    





      


      
        Types


        


  
    
      
    
    
      init_opt()



        
          
        

    

  


  

      

          @type init_opt() ::
  {:epoch, non_neg_integer()}
  | {:name, atom()}
  | {:machine_id, non_neg_integer()}
  | {:base_key, binary()}
  | {:key64, binary()}
  | {:key96, binary()}
  | {:key128, binary()}
  | {:cipher64, :blowfish | :des3 | :speck}
  | {:cipher96, :blowfish | :des3 | :speck}
  | {:cipher128, :aes | :speck}


      


	:machine_id (required) - machine ID of the node
	:name - The name of the nonce factory (default: module name).
	:epoch - Override the configured epoch for this factory instance. Defaults to the NoNoncense epoch (2025-01-01 00:00:00Z).
	:base_key - A key of at least 256 bits (32 bytes) used to derive encryption keys for all nonce sizes.
	:key64 - Override the derived key for 64-bit nonces.
	:key96 - Override the derived key for 96-bit nonces.
	:key128 - Override the derived key for 128-bit nonces.
	:cipher64 - The cipher for 64-bit nonces (:blowfish, :speck, or :des3). Defaults to :blowfish.
	:cipher96 - The cipher for 96-bit nonces (:blowfish, :speck, or :des3). Defaults to :blowfish.
	:cipher128 - The cipher for 128-bit nonces (:aes or :speck). Defaults to :aes.

The encryption-related options only affect encrypted_nonce/2 nonces.

  



  
    
      
    
    
      nonce()



        
          
        

    

  


  

      

          @type nonce() :: <<_::64>> | <<_::96>> | <<_::128>>


      



  



  
    
      
    
    
      nonce_size()



        
          
        

    

  


  

      

          @type nonce_size() :: 64 | 96 | 128


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      decrypt(name \\ __MODULE__, nonce)



        
          
        

    

  


  

      

          @spec decrypt(atom(), nonce()) :: nonce()


      


Decrypt a nonce. See encrypt/2.

  



    

  
    
      
    
    
      encrypt(name \\ __MODULE__, nonce)



        
          
        

    

  


  

      

          @spec encrypt(atom(), nonce()) :: nonce()


      


Encrypt a nonce while preserving its uniqueness guarantee.
Under the same key and algorithm, this results in a one-to-one mapping of plaintext and ciphertext nonces.
The same caveats described for encrypted_nonce/3 also apply to encrypt/2 and decrypt/2. For more info, see nonce encryption.
iex> NoNoncense.init(machine_id: 1, base_key: :crypto.strong_rand_bytes(32))
:ok
iex> plaintext = NoNoncense.nonce(64)
iex> ^plaintext = plaintext |> NoNoncense.encrypt() |> NoNoncense.decrypt()

  



    

    

  
    
      
    
    
      encrypted_nonce(name \\ __MODULE__, bit_size, base_type \\ :counter)



        
          
        

    

  


  

      

          @spec encrypted_nonce(atom(), nonce_size(), :counter | :sortable) :: nonce()


      


Generate a new nonce and encrypt it, to create a unique but unpredictable nonce.
The base_type argument can be used to specify if a :counter or :sortable nonce
should be used as the plaintext nonce (default :counter).
For more info, see nonce encryption.
Examples
iex> NoNoncense.init(machine_id: 1, base_key: :crypto.strong_rand_bytes(32))
:ok
iex> NoNoncense.encrypted_nonce(64)
<<50, 231, 215, 98, 233, 96, 157, 205>>
iex> NoNoncense.encrypted_nonce(96)
<<6, 138, 218, 96, 131, 136, 51, 242, 0, 0, 0, 0>>
iex> NoNoncense.encrypted_nonce(128)
<<162, 10, 94, 4, 91, 56, 147, 198, 46, 87, 142, 197, 128, 41, 79, 209>>

# Using sortable nonces as base
iex> NoNoncense.encrypted_nonce(64, :sortable)
<<177, 123, 45, 67, 89, 12, 234, 56>>

  



    

  
    
      
    
    
      get_datetime(name \\ __MODULE__, nonce)



        
          
        

    

  


  

      

          @spec get_datetime(atom(), nonce()) :: DateTime.t()


      


Get the timestamp of the nonce as a DateTime, given the epoch of the instance.
This should only be used for sortable_nonce/2 nonces.
Examples
iex> <<0, 15, 27, 213, 143, 128, 0, 0>> |> NoNoncense.get_datetime()
~U[2025-01-12 17:38:49.534Z]

  



    

  
    
      
    
    
      init(opts \\ [])



        
          
        

    

  


  

      

          @spec init([init_opt()]) :: :ok


      


Initialize a nonce factory. Multiple instances with different names, epochs and even machine IDs are supported.
Options
	:machine_id (required) - machine ID of the node
	:name - The name of the nonce factory (default: module name).
	:epoch - Override the configured epoch for this factory instance. Defaults to the NoNoncense epoch (2025-01-01 00:00:00Z).
	:base_key - A key of at least 256 bits (32 bytes) used to derive encryption keys for all nonce sizes.
	:key64 - Override the derived key for 64-bit nonces.
	:key96 - Override the derived key for 96-bit nonces.
	:key128 - Override the derived key for 128-bit nonces.
	:cipher64 - The cipher for 64-bit nonces (:blowfish, :speck, or :des3). Defaults to :blowfish.
	:cipher96 - The cipher for 96-bit nonces (:blowfish, :speck, or :des3). Defaults to :blowfish.
	:cipher128 - The cipher for 128-bit nonces (:aes or :speck). Defaults to :aes.

The encryption-related options only affect encrypted_nonce/2 nonces.
Examples
iex> NoNoncense.init(machine_id: 1)
:ok

iex> NoNoncense.init(machine_id: 1, name: :custom, epoch: 1609459200000)
:ok

  



    

  
    
      
    
    
      nonce(name \\ __MODULE__, bit_size)



        
          
        

    

  


  

      

          @spec nonce(atom(), nonce_size()) :: nonce()


      


Generate a new 64/96/128-bits counter-like nonce.
Examples
iex> nonce(64)
<<101, 6, 25, 181, 192, 128, 32, 17>>

iex> nonce(96)
<<101, 6, 25, 181, 192, 128, 32, 0, 0, 0, 0, 18>>

iex> nonce(128)
<<101, 6, 25, 181, 192, 128, 32, 0, 0, 0, 0, 0, 0, 0, 0, 19>>

  



    

  
    
      
    
    
      sortable_nonce(name \\ __MODULE__, bit_size)



        
          
        

    

  


  

      

          @spec sortable_nonce(atom(), nonce_size()) :: nonce()


      


Generate a nonce that is sortable by generation time, like a Snowflake ID. The first 42 bits contain the timestamp.
These nonces are not suitable for cryptographic purposes because they are predictable and leak their generation timestamp.
Examples
iex> NoNoncense.sortable_nonce(64)
<<0, 15, 27, 213, 143, 128, 0, 0>>
iex> NoNoncense.sortable_nonce(96)
<<0, 15, 27, 215, 172, 0, 0, 0, 0, 0, 0, 0>>
iex> NoNoncense.sortable_nonce(128)
<<0, 15, 27, 217, 161, 128, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0>>

  


        

      


  

    
NoNoncense.MachineId 
    



      
Determine unique machine IDs for nodes, which can be used to guarantee uniqueness in a distributed system.
To determine the unique node ID, you must provide a list of possible node identifiers. The possible identifiers are IP addresses, OTP node identifiers, hostnames and fully-qualified domain names. You should only provide possible identifiers that can't conflict with one another. So if you don't explicitly set OTP node names you should not add the default :"nonode@nohost" to your identifier list.
Notes:
	The default :max_nodes is 512, producing valid IDs in the range 0..511.
	The node_list is treated as a set (an :ordset) when matching host identifiers; its ordering does not influence which ID is chosen. What matters is that every node uses the same set of possible identifiers so matches are stable across nodes.

Use the same node list everywhere
Your node_list must be the same for every node or the generated machine IDs will not be unique.
You can configure the options in your application environment and just pass them into id/1.
After https://github.com/blitzstudios/snowflake
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        host_identifiers()

      


    


    
      
        id_opts()

      


    





  
    Functions
  


    
      
        host_identifiers()

      


        Get a list of all identifiers of the current node. You can use one or more of these values to populate your node list.



    


    
      
        id!(opts \\ [])

      


        Determine the current node's machine ID.



    





      


      
        Types


        


  
    
      
    
    
      host_identifiers()



        
          
        

    

  


  

      

          @type host_identifiers() :: [binary() | atom()]


      



  



  
    
      
    
    
      id_opts()



        
          
        

    

  


  

      

          @type id_opts() :: [
  machine_id: non_neg_integer() | nil,
  node_list: host_identifiers(),
  max_nodes: pos_integer()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      host_identifiers()



        
          
        

    

  


  

      

          @spec host_identifiers() :: host_identifiers()


      


Get a list of all identifiers of the current node. You can use one or more of these values to populate your node list.
Examples / doctests
iex> MachineId.host_identifiers()
[:nonode@nohost, "host.mydomain.com", "10.11.12.13", "myhost", "fe80::1234::abcd"]

  



    

  
    
      
    
    
      id!(opts \\ [])



        
          
        

    

  


  

      

          @spec id!(id_opts()) :: non_neg_integer()


      


Determine the current node's machine ID.
Examples / doctests
# provide a list of possible node identifiers
iex> node_list = ["1.1.1.1", "127.0.0.1", "8.8.8.8", "0.0.0.0"]
iex> MachineId.id!(node_list: node_list)
2

# a statically configured ID will override the node list
iex> node_list = ["1.1.1.1", "127.0.0.1", "8.8.8.8", "0.0.0.0"]
iex> MachineId.id!(machine_id: 1, node_list: node_list)
1

# the node ID must be within the provided range (default 0-511)
iex> node_list = ["1.1.1.1", "127.0.0.1", "8.8.8.8", "0.0.0.0"]
iex> MachineId.id!(max_nodes: 2, node_list: node_list)
** (RuntimeError) Node ID 2 out of range 0-1

# raises when the machine ID could not be determined from the node list
iex> node_list = ["1.1.1.1"]
iex> MachineId.id!(node_list: node_list)
** (RuntimeError) machine ID could not be determined

  


        

      


  

    
NoNoncense.MachineId.ConflictGuard 
    



      
Guards against machine ID conflicts between nodes. If a new node joins the cluster with the same ID, it is sent the machine IDs of all existing nodes, will become aware of the ID conflict and will call the on_conflict callback that can take action to prevent bad stuff from happening (for example, that the uniqueness guarantee of NoNoncense will no longer hold).
By default, the on_conflict callback emergeny shuts down the entire node using :erlang.halt/1 with status code 111.
Of course, all of this only works if the nodes are actually connected to one another.
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    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Let's get this puppy going!
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          @type opts() :: [
  name: module(),
  on_conflict: (-> any()),
  machine_id: non_neg_integer()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(opts()) :: GenServer.on_start()


      


Let's get this puppy going!
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