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Packet capture for Elixir using libpcap with BPF filtering.
Features
	Async packet delivery using enif_select
	BPF filter support via the bpf library
	Owner process monitoring with automatic cleanup
	macOS BPF buffering workaround

Usage
require BPF

# Compile a BPF filter to accept all packets
program = BPF.compile(fn <<_::binary>> -> true end)

# Start capturing on an interface
{:ok, pid} = Peacap.start("en0", program)

# Packets are delivered as messages
receive do
  {:peacap_packet, ^pid, packet} ->
    IO.inspect(packet, label: "captured")
end

# Stop capturing
Peacap.stop(pid)
Installation
Add peacap to your list of dependencies in mix.exs:
def deps do
  [
    {:peacap, "~> 0.1.0"}
  ]
end
Requirements
Build time: libpcap headers and libraries must be installed.
# macOS (included with Xcode Command Line Tools)
xcode-select --install

# Debian/Ubuntu
sudo apt-get install libpcap-dev

# Fedora/RHEL
sudo dnf install libpcap-devel

Runtime: libpcap must be installed on the target system.
Running Tests
# macOS - no special privileges needed for loopback
mix test

# Linux - requires sudo or CAP_NET_RAW
sudo mix test

# Or grant capability to the beam executable (find path with iex first)
# iex> IO.puts("#{:code.root_dir()}/erts-#{:erlang.system_info(:version)}/bin/beam.smp")
sudo setcap cap_net_raw=eip /usr/lib/erlang/erts-*/bin/beam.smp
mix test

License
MIT License - see LICENSE.md


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.1.1 - 2026-01-18
Changed
	Relaxed BPF dependency requirements

0.1.0 - 2026-01-07
Added
	Initial release



  

    LICENSE

MIT License
Copyright (c) 2025 Nick Gunn
Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:
The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.
THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Packet capture using libpcap with BPF filtering.
Usage
program = BPF.compile(fn <<_::binary>> -> true end)
{:ok, pid} = Peacap.start("en0", program)

# Packets delivered as messages to caller:
# {:peacap_packet, pid, packet_binary}

receive do
  {:peacap_packet, ^pid, packet} ->
    IO.inspect(packet, label: "captured")
end

Peacap.stop(pid)
Options
	:snaplen - Maximum bytes to capture per packet (default: 65535)
	:promisc - Enable promiscuous mode (default: false)
	:poll_interval - Polling interval for macOS workaround in ms (default: 100)
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        start(interface, program, opts \\ [])

      


        Starts packet capture on the given interface with the specified BPF filter.



    


    
      
        stop(pid)

      


        Stops the packet capture.
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          @spec start(String.t(), BPF.Program.t(), keyword()) :: {:ok, pid()} | {:error, term()}


      


Starts packet capture on the given interface with the specified BPF filter.
Returns {:ok, pid} on success or {:error, reason} on failure.
Captured packets are sent to the calling process as {:peacap_packet, pid, binary}.
Error Handling
If an error occurs while reading packets, the capture GenServer will terminate.
The caller may monitor the returned pid to detect unexpected termination:
{:ok, pid} = Peacap.start("en0", program)
ref = Process.monitor(pid)

receive do
  {:peacap_packet, ^pid, packet} -> handle_packet(packet)
  {:DOWN, ^ref, :process, ^pid, reason} -> handle_error(reason)
end
Arguments
	interface - Network interface name (e.g., "en0", "lo0", "eth0")
	program - A compiled BPF program from BPF.compile/1
	opts - Keyword list of options

Options
	:snaplen - Maximum bytes to capture per packet. Packets larger than this
will be truncated. Default: 65535 (captures full packets up to jumbo frames).

	:promisc - When true, puts the interface in promiscuous mode to capture
all packets on the network segment, not just those addressed to this host.
Requires appropriate permissions. Default: false.

	:poll_interval - Polling interval in milliseconds for the macOS BPF
buffering workaround. On macOS, the BPF device may buffer packets and not
trigger select() notifications reliably. This timer ensures packets are
read periodically. Only used on macOS. Default: 100.


Examples
# Capture all packets
program = BPF.compile(fn <<_::binary>> -> true end)
{:ok, pid} = Peacap.start("en0", program)

# Capture with promiscuous mode and smaller snaplen
{:ok, pid} = Peacap.start("en0", program, promisc: true, snaplen: 1500)

  



  
    
      
    
    
      stop(pid)



        
          
        

    

  


  

      

          @spec stop(pid()) :: :ok


      


Stops the packet capture.
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