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    PermitEx

Role and permission management for Ecto and Phoenix applications.
PermitEx is a small RBAC toolkit inspired by Laravel Spatie Permission:
permissions live in the database, roles collect permissions, users receive
roles globally or inside an optional context, and your application checks the
current scope.
Use it for:
	Ecto applications that need database-backed roles and permissions.
	Phoenix controllers and JSON APIs.
	Phoenix LiveView routes and events.
	SaaS applications with tenants, workspaces, organizations, projects, or accounts.
	Regular applications without tenants.

Status
0.1.0 is the first public release. The core API is usable, but you should test
it in your app before relying on it in production. The migration is part of the
public contract, so review the table names and indexes before publishing or
installing it in an existing system.
Concepts
Permission
A permission is a string such as:
orders:view
orders:manage
settings:manage
PermitEx stores permissions as strings instead of atoms so they can be
seeded, edited in admin screens, and exposed through APIs without creating atoms
at runtime.
Role
A role groups permissions:
PermitEx.seed!(
  permissions: [
    {"orders:view", "View orders"},
    {"orders:manage", "Create, edit, and delete orders"}
  ],
  roles: [
    {"admin", "Administrator", ["orders:view", "orders:manage"]},
    {"viewer", "Read-only user", ["orders:view"]}
  ]
)
Context
Contexts are optional.
In a regular app, assign roles globally:
{:ok, role} = PermitEx.upsert_role("admin")
{:ok, _user_role} = PermitEx.assign_role(user.id, role)
In a SaaS app, pass your tenant, workspace, organization, project, or account id
as the context:
{:ok, role} = PermitEx.upsert_context_role("admin", workspace.id)
{:ok, _user_role} = PermitEx.assign_role(user.id, role, workspace.id)
Installation
Add the dependency:
def deps do
  [
    {:permit_ex, "~> 0.1.0"}
  ]
end
Configure your repo:
config :permit_ex, repo: MyApp.Repo
Install and run the migration:
mix permit_ex.install
mix ecto.migrate

The installer copies a migration with these tables:
	permit_ex_permissions
	permit_ex_roles
	permit_ex_role_permissions
	permit_ex_user_roles

Quick Start
Seed global permissions and role templates:
PermitEx.seed!(
  permissions: [
    {"orders:view", "View orders"},
    {"orders:manage", "Create, edit, and delete orders"},
    {"settings:manage", "Manage settings"}
  ],
  roles: [
    {"admin", "Administrator", ["orders:view", "orders:manage", "settings:manage"]},
    {"viewer", "Read-only user", ["orders:view"]}
  ]
)
Assign roles:
{:ok, _count} = PermitEx.sync_roles(user.id, ["admin"])
Load a scope:
scope = PermitEx.Scope.for_user(user)
Check permissions and roles:
PermitEx.can?(scope, "orders:manage")
PermitEx.has_role?(scope, "admin")
PermitEx.authorize(scope, "settings:manage")
Context-Specific Roles
Clone global role templates into a context:
{:ok, roles} = PermitEx.clone_roles_to_context(workspace.id)
Then assign roles inside that context:
{:ok, _count} = PermitEx.sync_roles(user.id, ["admin"], workspace.id)
scope = PermitEx.Scope.for_user(user, workspace)
When a role name exists globally and inside the context, PermitEx resolves
the context-specific role first.
Sync APIs
Replace all permissions for a role:
{:ok, _role} =
  PermitEx.sync_permissions(role, [
    "orders:view",
    "orders:manage"
  ])
Replace all roles for a user:
{:ok, _count} = PermitEx.sync_roles(user.id, ["admin", "billing"], workspace.id)
Add or remove roles without replacing the full set:
{:ok, _user_role} = PermitEx.assign_role(user.id, "viewer", workspace.id)
{:ok, _count} = PermitEx.assign_roles(user.id, ["viewer", "support"], workspace.id)
{:ok, _count} = PermitEx.revoke_role(user.id, "viewer", workspace.id)
By default, sync APIs return an error for missing names:
{:error, {:roles_not_found, ["missing_role"]}}
{:error, {:permissions_not_found, ["orders:delete"]}}
Pass allow_missing?: true only for intentionally partial imports.
Phoenix and APIs
PermitEx includes optional Plug and LiveView adapters. They are compiled
only when the corresponding dependency is available.
For controllers or JSON APIs:
plug PermitEx.Plug.RequirePermission, "orders:manage"
plug PermitEx.Plug.RequireRole, "admin"
For LiveView:
on_mount {PermitEx.LiveView.RequirePermission, "orders:view"}
on_mount {PermitEx.LiveView.RequireRole, "admin"}
More examples:
	Phoenix Guide
	API Guide
	Testing Guide
	use_nexus Migration Notes

Publishing
Before publishing:
mix format --check-formatted
mix compile --warnings-as-errors
mix test
mix docs
mix hex.build

Publish with:
mix hex.publish

License
MIT. See LICENSE.


  

    Changelog

0.1.0
Initial public release.
Added
	Ecto schemas for permissions, roles, role permissions, and user roles.
	Install task for copying migrations into host applications.
	Global roles for apps without tenants or workspaces.
	Optional context-specific roles for tenants, workspaces, organizations,
projects, or accounts.
	Role and permission sync APIs.
	Permission and role checks for map/struct scopes.
	Optional Plug guards for controllers and JSON APIs.
	Optional LiveView on_mount guards.
	Context role cloning from global templates.
	Documentation for Phoenix, API, and use_nexus migration.
	PostgreSQL-backed integration tests and CI workflow.
	Administrative lookup/listing APIs.
	Optional resource policy hook.



  

    LICENSE


MIT License

Copyright (c) 2026 DevAction Labs

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    Phoenix Guide

This guide shows how to use PermitEx with Phoenix controllers and LiveView.
Configure the Repo
config :permit_ex, repo: MyApp.Repo
Load Permission Data into Your Scope
PermitEx does not replace your authentication system. Use phx.gen.auth,
Guardian, Pow, OAuth, or your existing session flow to identify the current
user. After authentication, load roles and permissions into your app scope.
For an app without tenants or workspaces:
scope = PermitEx.Scope.for_user(user)
For a SaaS app:
scope = PermitEx.Scope.for_user(user, workspace)
To enrich your own scope struct:
%MyApp.Accounts.Scope{user: user, workspace: workspace}
|> PermitEx.Scope.put_permission_data(user, workspace)
Your scope must be assigned to :current_scope by default:
assign(conn, :current_scope, scope)
Controllers
Require one permission:
plug PermitEx.Plug.RequirePermission, "orders:manage"
Require one role:
plug PermitEx.Plug.RequireRole, "admin"
Use the general guard for richer checks:
plug PermitEx.Plug.RequireAuthorization,
  any_permissions: ["orders:manage", "settings:manage"],
  role: "admin"
If your scope is stored under another assign:
plug PermitEx.Plug.RequirePermission,
  "orders:manage",
  assign_key: :auth_scope
LiveView
Add guards to a live_session:
live_session :app,
  on_mount: [
    {MyAppWeb.UserAuth, :require_authenticated},
    {PermitEx.LiveView.RequirePermission, "orders:view"}
  ] do
  live "/orders", OrderLive.Index, :index
end
Use RequireAuthorization for redirects and flash messages:
{PermitEx.LiveView.RequireAuthorization,
 permission: "settings:manage",
 redirect_to: "/app",
 flash: {:error, "You cannot access that page."}}
Event Handlers
Route guards protect page access. For mutations, check again inside event
handlers:
def handle_event("delete", %{"id" => id}, socket) do
  with :ok <- PermitEx.authorize(socket.assigns.current_scope, "orders:manage") do
    # delete order
    {:noreply, socket}
  else
    {:error, :unauthorized} ->
      {:noreply, put_flash(socket, :error, "Not allowed.")}
  end
end
Notes
	PermitEx is authorization, not authentication.
	Use contexts only when your app needs scoped roles.
	For long-lived LiveViews, reload the scope after changing a user's roles.



  

    API Guide

PermitEx can protect JSON APIs through Plug.
Scope Setup
Your authentication plug should assign a scope before PermitEx guards run:
def call(conn, _opts) do
  user = load_user_from_token(conn)
  scope = PermitEx.Scope.for_user(user)

  assign(conn, :current_scope, scope)
end
For scoped SaaS APIs:
workspace = load_workspace(conn)
scope = PermitEx.Scope.for_user(user, workspace)

assign(conn, :current_scope, scope)
Router Usage
pipeline :api_auth do
  plug MyAppWeb.ApiAuth
end

pipeline :orders_write do
  plug PermitEx.Plug.RequirePermission, "orders:manage"
end

scope "/api", MyAppWeb do
  pipe_through [:api_auth, :orders_write]

  post "/orders", OrderController, :create
end
JSON Errors
By default, unauthorized API requests return:
{"error":"forbidden"}
with status 403.
Customize the response:
plug PermitEx.Plug.RequireAuthorization,
  permission: "orders:manage",
  status: 403,
  body: ~s({"code":"forbidden","message":"Missing permission"}),
  content_type: "application/json"
Role Checks
plug PermitEx.Plug.RequireRole, "admin"
Multiple Checks
Require all permissions:
plug PermitEx.Plug.RequireAuthorization,
  all_permissions: ["orders:view", "orders:manage"]
Require any permission:
plug PermitEx.Plug.RequireAuthorization,
  any_permissions: ["orders:manage", "settings:manage"]
Combine roles and permissions:
plug PermitEx.Plug.RequireAuthorization,
  role: "admin",
  permission: "orders:manage"
Resource Policies
RBAC checks whether the scope has a permission. If an endpoint also needs
resource-level authorization, use PermitEx.allowed?/4 with a policy:
defmodule MyApp.OrderPolicy do
  @behaviour PermitEx.Policy

  def authorize(scope, order, _opts) do
    scope.context_id == order.workspace_id
  end
end

PermitEx.allowed?(scope, "orders:manage", order, policy: MyApp.OrderPolicy)


  

    Absinthe Guide

PermitEx includes optional Absinthe middleware compiled only when :absinthe
is present in the project.
Setup
Add :absinthe to your dependencies and configure PermitEx normally:
def deps do
  [
    {:permit_ex, "~> 0.1"},
    {:absinthe, "~> 1.7"},
    {:absinthe_plug, "~> 1.5"}
  ]
end
config :permit_ex, repo: MyApp.Repo
Passing the Scope to Absinthe
Load the authorization scope in your context-building plug and pass it through
Absinthe's context map:
defmodule MyAppWeb.Context do
  @behaviour Plug

  def init(opts), do: opts

  def call(conn, _opts) do
    scope = conn.assigns[:current_scope]
    Absinthe.Plug.put_options(conn, context: %{current_scope: scope})
  end
end
Add it to your router pipeline:
pipeline :graphql do
  plug MyAppWeb.AuthPipeline   # sets conn.assigns.current_scope
  plug MyAppWeb.Context
  plug Absinthe.Plug, schema: MyApp.Schema
end
Field-Level Middleware
Require a permission on a single field:
middleware PermitEx.Absinthe.RequirePermission, "orders:manage"
Require a role:
middleware PermitEx.Absinthe.RequireRole, "admin"
Use RequireAuthorization for richer checks:
middleware PermitEx.Absinthe.RequireAuthorization,
  any_permissions: ["orders:manage", "settings:manage"]
Full Example
defmodule MyApp.Schema do
  use Absinthe.Schema

  mutation do
    field :create_order, :order do
      middleware PermitEx.Absinthe.RequirePermission, "orders:manage"
      arg :input, non_null(:order_input)
      resolve &MyApp.Resolvers.Orders.create/2
    end

    field :delete_order, :order do
      middleware PermitEx.Absinthe.RequireAuthorization,
        any_roles: ["admin", "support"]
      arg :id, non_null(:id)
      resolve &MyApp.Resolvers.Orders.delete/2
    end
  end

  query do
    field :orders, list_of(:order) do
      middleware PermitEx.Absinthe.RequirePermission, "orders:view"
      resolve &MyApp.Resolvers.Orders.list/2
    end
  end
end
Custom Scope Key
If your context uses a different key:
middleware PermitEx.Absinthe.RequireAuthorization,
  permission: "orders:manage",
  assign_key: :auth_scope
Custom Error Message
middleware PermitEx.Absinthe.RequireAuthorization,
  permission: "orders:manage",
  message: "You do not have permission to manage orders"
Multi-Tenant SaaS
Load the workspace-scoped scope before passing it to Absinthe:
def call(conn, _opts) do
  workspace = conn.assigns[:current_workspace]
  user = conn.assigns[:current_user]
  scope = PermitEx.Scope.for_user(user, workspace)
  Absinthe.Plug.put_options(conn, context: %{current_scope: scope})
end
The middleware checks apply the same context-aware role resolution as Plug and
LiveView adapters.


  

    Testing

PermitEx runs integration tests against PostgreSQL because the migrations
use PostgreSQL partial indexes for global and context-specific assignments.
Local PostgreSQL Container
Start PostgreSQL:
docker compose up -d postgres

Run the test suite:
DATABASE_URL=postgres://postgres:postgres@localhost:55432/permit_ex_test mix test

Stop the container:
docker compose down

GitHub Actions
The repository includes a GitHub Actions workflow with a PostgreSQL service
container. It runs:
mix format --check-formatted
mix compile --warnings-as-errors
mix test
MIX_ENV=dev mix docs
mix hex.build

This gives the SDK a real database verification path without requiring a
runtime dependency on a testcontainers library.


  

    use_nexus Migration Notes

These notes map the current use_nexus authorization model to PermitEx.
use_nexus already has the right concepts:
	roles
	permissions
	role permissions
	user roles
	tenant-scoped role catalogs
	current_scope

PermitEx should replace the shared RBAC mechanics, not the app-specific
business rules.
Suggested Mapping
	use_nexus concept	PermitEx concept
	UseNexus.Authorization	PermitEx
	UseNexus.Accounts.Scope.permissions	PermitEx.Scope.permissions
	tenant_id	context_id
	tenant role catalog	context roles cloned from global templates
	"settings:manage"	"settings:manage"

Migration Strategy
	Keep the existing tables in place.
	Install PermitEx migrations.
	Seed PermitEx with the same permission names used by use_nexus.
	Clone global role templates into each tenant context.
	Migrate user role assignments tenant by tenant.
	Update UseNexus.Accounts.Scope to load PermitEx roles and permissions.
	Replace direct calls to UseNexus.Authorization.has_permission?/2 with
PermitEx.can?/2.
	Replace route guards incrementally.
	Remove old RBAC tables only after production verification.

Example Seed
PermitEx.seed!(
  permissions: [
    {"admin:view", "Access to the admin area"},
    {"tenants:view", "See tenants"},
    {"tenants:manage", "Manage tenants"},
    {"users:view", "See users"},
    {"users:manage", "Manage users"},
    {"app:view", "Access the application"},
    {"operations:view", "See operations"},
    {"operations:manage", "Manage operational records"},
    {"settings:view", "View settings"},
    {"settings:manage", "Manage settings"}
  ],
  roles: [
    {"admin", "Tenant administrator",
     ["app:view", "users:view", "users:manage", "operations:view", "operations:manage",
      "settings:view", "settings:manage"]},
    {"user", "Regular application user", ["app:view", "operations:view", "settings:view"]}
  ]
)
Scope Loading
def for_user(user, tenant) do
  permission_scope = PermitEx.Scope.for_user(user, tenant)

  %UseNexus.Accounts.Scope{
    user: user,
    tenant: tenant,
    roles: permission_scope.roles,
    permissions: permission_scope.permissions
  }
end
Route Guards
For Phoenix controllers:
plug PermitEx.Plug.RequirePermission, "settings:manage"
For LiveView:
{PermitEx.LiveView.RequirePermission, "settings:manage"}
Important Caution
Do not delete the existing use_nexus authorization code until the new
PermitEx-backed scope has been verified in development and staging. The app
currently mixes user type checks with permission checks, so migration should be
incremental.
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Role and permission management for Ecto and Phoenix applications.
PermitEx keeps the core authorization model intentionally small:
users receive roles globally or inside an optional context, roles receive
permissions, and permissions are checked against the current scope.
Atom safety
Permission and role identifiers can be passed as atoms for convenience
(can?(scope, :orders_manage)), but atoms must always be compile-time
literals. Never derive them from user input via String.to_atom/1 — the
atom table is not garbage-collected and exhausting it crashes the VM. Use
strings for any value that originates from user input or external data.
Policy contract
allowed?/4 accepts an optional :policy module implementing
PermitEx.Policy. The policy callback must return a boolean or
{:error, reason}. Unexpected return values or raised exceptions propagate
to the caller — wrap your policy in a try/rescue if you need guaranteed
fail-closed semantics on errors.
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    Functions
  


    
      
        allowed?(scope, permission, resource \\ nil, opts \\ [])

      


        Checks a permission and an optional resource policy.



    


    
      
        assign_role(user_id, role_or_id, context_id \\ nil, opts \\ [])

      


        Assigns one role to a user in a context.



    


    
      
        assign_roles(user_id, roles, context_id \\ nil, opts \\ [])

      


        Assigns many roles to a user without removing existing roles.



    


    
      
        authorize(scope_or_permissions, permission)

      


        Returns :ok or {:error, :unauthorized} for command-style flows.



    


    
      
        can?(scope_or_permissions, permission)

      


        Returns true when the given scope or permission collection includes permission.



    


    
      
        clone_roles_to_context(context_id, opts \\ [])

      


        Clones global role templates into a context.



    


    
      
        create_permission(attrs, opts \\ [])

      


        Creates a permission.



    


    
      
        create_role(attrs, opts \\ [])

      


        Creates a global role or a context role when context_id is present.



    


    
      
        delete_permission(permission, opts \\ [])

      


        Deletes a permission.



    


    
      
        delete_role(role, opts \\ [])

      


        Deletes a role.



    


    
      
        get_permission_by_name(name, opts \\ [])

      


        Gets a permission by name.



    


    
      
        get_role_by_name(name, context_id \\ nil, opts \\ [])

      


        Gets a global or context-specific role by name.



    


    
      
        has_permission?(scope_or_permissions, permission)

      


        Alias for can?/2.



    


    
      
        has_role?(scope_or_roles, role)

      


        Returns true when the given scope or role collection includes role.



    


    
      
        list_permissions(opts \\ [])

      


        Lists permissions ordered by name.



    


    
      
        list_role_permissions(role_ref, opts \\ [])

      


        Lists permissions assigned to a role.



    


    
      
        list_roles(context_id \\ nil, opts \\ [])

      


        Lists global roles and roles for the given context, with permissions preloaded.



    


    
      
        list_user_roles(user_id, context_id \\ nil, opts \\ [])

      


        Lists role assignments for a user.



    


    
      
        normalize_permission(permission)

      


    


    
      
        normalize_role(role)

      


    


    
      
        permissions_for(user_id, context_id \\ nil, opts \\ [])

      


        Loads permission names for the user in a context.



    


    
      
        revoke_role(user_id, role_or_id, context_id \\ nil, opts \\ [])

      


        Removes one role from a user in a context.



    


    
      
        role_matrix(context_id \\ nil, opts \\ [])

      


        Returns a map of role name to permission names for the given context.



    


    
      
        roles_for(user_id, context_id \\ nil, opts \\ [])

      


        Loads roles assigned to a user in a context.



    


    
      
        roles_for_context(context_id, opts \\ [])

      


        Lists roles that belong to one context.



    


    
      
        scope_data_for(user_id, context_id \\ nil, opts \\ [])

      


        Loads roles and permissions for a user in a single query.



    


    
      
        seed!(definitions, opts \\ [])

      


        Seeds permissions and roles in one transaction.



    


    
      
        sync_context_roles_from_templates(context_id, opts \\ [])

      


        Alias for clone_roles_to_context/2.



    


    
      
        sync_permissions(role_ref, permissions, opts \\ [])

      


        Alias for sync_role_permissions/3.



    


    
      
        sync_role_permissions(role_ref, permissions, opts \\ [])

      


        Replaces all permissions assigned to a role.



    


    
      
        sync_roles(user_id, roles, context_id \\ nil, opts \\ [])

      


        Alias for sync_user_roles/4.



    


    
      
        sync_user_roles(user_id, roles, context_id \\ nil, opts \\ [])

      


        Replaces all roles assigned to a user in a context.



    


    
      
        upsert_context_role(name, context_id, attrs \\ %{}, opts \\ [])

      


        Creates or updates a context role by name.



    


    
      
        upsert_permission(name, attrs \\ %{}, opts \\ [])

      


        Creates or updates a permission by name.



    


    
      
        upsert_role(name, attrs \\ %{}, opts \\ [])

      


        Creates or updates a global role by name.



    


    
      
        users_with_role(role_ref, context_id \\ nil, opts \\ [])

      


        Lists user ids assigned to a role.
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          @type role() :: PermitEx.Role.t() | Ecto.UUID.t() | String.t()
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          @type scope() :: %{optional(:permissions) => Enumerable.t()}
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Checks a permission and an optional resource policy.
Pass a policy module with :policy. The policy module must implement
PermitEx.Policy.authorize/3.
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Assigns many roles to a user without removing existing roles.
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Returns :ok or {:error, :unauthorized} for command-style flows.
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Returns true when the given scope or permission collection includes permission.
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Clones global role templates into a context.
A global role is any role with context_id == nil. The cloned context role
receives the same name, description, locked flag, and permissions. Existing
context roles are updated idempotently.
PermitEx.clone_roles_to_context(workspace.id)
PermitEx.clone_roles_to_context(workspace.id, roles: ["admin", "viewer"])
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Creates a permission.
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Creates a global role or a context role when context_id is present.
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Deletes a permission.

  



    

  
    
      
    
    
      delete_role(role, opts \\ [])



        
          
        

    

  


  

Deletes a role.
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Returns true when the given scope or role collection includes role.
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      normalize_role(role)



        
          
        

    

  


  


  



    

    

  
    
      
    
    
      permissions_for(user_id, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Loads permission names for the user in a context.

  



    

    

  
    
      
    
    
      revoke_role(user_id, role_or_id, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Removes one role from a user in a context.

  



    

    

  
    
      
    
    
      role_matrix(context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Returns a map of role name to permission names for the given context.
Useful for rendering admin permission matrices and exposing role definitions
via API. Roles with no permissions appear with an empty list.
PermitEx.role_matrix()
#=> %{"admin" => ["orders:manage", "orders:view"], "viewer" => ["orders:view"]}

PermitEx.role_matrix(workspace.id)

  



    

    

  
    
      
    
    
      roles_for(user_id, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Loads roles assigned to a user in a context.

  



    

  
    
      
    
    
      roles_for_context(context_id, opts \\ [])



        
          
        

    

  


  

Lists roles that belong to one context.

  



    

    

  
    
      
    
    
      scope_data_for(user_id, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Loads roles and permissions for a user in a single query.

  



    

  
    
      
    
    
      seed!(definitions, opts \\ [])



        
          
        

    

  


  

Seeds permissions and roles in one transaction.
Expected shape:
PermitEx.seed!(
  permissions: [
    {"orders:view", "View orders"},
    {"orders:manage", "Manage orders"}
  ],
  roles: [
    {"admin", "Context admin", ["orders:view", "orders:manage"]},
    {"viewer", "Read-only user", ["orders:view"]}
  ]
)

  



    

  
    
      
    
    
      sync_context_roles_from_templates(context_id, opts \\ [])



        
          
        

    

  


  

Alias for clone_roles_to_context/2.

  



    

  
    
      
    
    
      sync_permissions(role_ref, permissions, opts \\ [])



        
          
        

    

  


  

Alias for sync_role_permissions/3.

  



    

  
    
      
    
    
      sync_role_permissions(role_ref, permissions, opts \\ [])



        
          
        

    

  


  

Replaces all permissions assigned to a role.
Accepts a role struct, role id, or role name. Permissions can be names, ids,
atoms, or %PermitEx.Permission{} structs. Missing permissions return
{:error, {:permissions_not_found, missing}} unless allow_missing?: true
is passed.

  



    

    

  
    
      
    
    
      sync_roles(user_id, roles, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Alias for sync_user_roles/4.

  



    

    

  
    
      
    
    
      sync_user_roles(user_id, roles, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Replaces all roles assigned to a user in a context.
This is the Spatie-style syncRoles equivalent. It accepts role structs, ids
or names and leaves the user with exactly the resolved roles.

  



    

    

  
    
      
    
    
      upsert_context_role(name, context_id, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

Creates or updates a context role by name.

  



    

    

  
    
      
    
    
      upsert_permission(name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

Creates or updates a permission by name.

  



    

    

  
    
      
    
    
      upsert_role(name, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

Creates or updates a global role by name.

  



    

    

  
    
      
    
    
      users_with_role(role_ref, context_id \\ nil, opts \\ [])



        
          
        

    

  


  

Lists user ids assigned to a role.

  


        

      


  

    
PermitEx.Absinthe.RequireAuthorization 
    



      
Absinthe middleware for enforcing PermitEx roles and permissions.
object :orders do
  field :create_order, :order do
    middleware PermitEx.Absinthe.RequireAuthorization, permission: "orders:manage"
    resolve &OrderResolver.create/2
  end
end
Options:
	:permission - one required permission
	:role - one required role
	:any_permissions - at least one permission must match
	:all_permissions - every permission must match
	:any_roles - at least one role must match
	:all_roles - every role must match
	:assign_key - key in resolution.context holding the scope. Defaults to :current_scope.
	:message - error message returned on denial. Defaults to "forbidden".


      




  

    
PermitEx.Absinthe.RequirePermission 
    



      
Absinthe middleware that requires a single permission.
middleware PermitEx.Absinthe.RequirePermission, "orders:manage"

      




  

    
PermitEx.Absinthe.RequireRole 
    



      
Absinthe middleware that requires a single role.
middleware PermitEx.Absinthe.RequireRole, "admin"

      




  

    
PermitEx.Guard 
    



      
Shared authorization checks used by Plug and LiveView adapters.

      


      
        Summary


  
    Functions
  


    
      
        authorized?(scope, opts)

      


        Returns true when all configured role and permission checks pass.



    





      


      
        Functions


        


  
    
      
    
    
      authorized?(scope, opts)



        
          
        

    

  


  

Returns true when all configured role and permission checks pass.
Supported options:
	:permission - one required permission
	:role - one required role
	:any_permissions - at least one permission must match
	:all_permissions - every permission must match
	:any_roles - at least one role must match
	:all_roles - every role must match


  


        

      


  

    
PermitEx.LiveView.RequireAuthorization 
    



      
LiveView on_mount hook for enforcing PermitEx roles and permissions.
live_session :app,
  on_mount: [
    {PermitEx.LiveView.RequireAuthorization, permission: "orders:view"}
  ]
Options:
	:assign_key - socket assign containing the authorization scope. Defaults to :current_scope.
	:redirect_to - optional path to redirect unauthorized users to.
	:flash - optional {kind, message} tuple.


      




  

    
PermitEx.LiveView.RequirePermission 
    



      
LiveView on_mount shortcut for requiring one permission.
on_mount {PermitEx.LiveView.RequirePermission, "orders:view"}

      


      
        Summary


  
    Functions
  


    
      
        on_mount(permission, params, session, socket)

      


    





      


      
        Functions


        


  
    
      
    
    
      on_mount(permission, params, session, socket)



        
          
        

    

  


  


  


        

      


  

    
PermitEx.LiveView.RequireRole 
    



      
LiveView on_mount shortcut for requiring one role.
on_mount {PermitEx.LiveView.RequireRole, "admin"}

      


      
        Summary


  
    Functions
  


    
      
        on_mount(role, params, session, socket)

      


    





      


      
        Functions


        


  
    
      
    
    
      on_mount(role, params, session, socket)



        
          
        

    

  


  


  


        

      


  

    
PermitEx.Permission 
    



      
Ecto schema for permission names.
Permission names are stored as strings so they can be seeded, edited and
transported through APIs without creating atoms at runtime.

      


      
        Summary


  
    Functions
  


    
      
        changeset(permission, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(permission, attrs)



        
          
        

    

  


  


  


        

      


  

    
PermitEx.Plug.RequireAuthorization 
    



      
Plug for enforcing PermitEx roles and permissions in controllers or APIs.
plug PermitEx.Plug.RequireAuthorization, permission: "orders:manage"
plug PermitEx.Plug.RequireAuthorization, role: "admin"
plug PermitEx.Plug.RequireAuthorization,
  any_permissions: ["orders:manage", "settings:manage"]

      




  

    
PermitEx.Plug.RequirePermission 
    



      
Plug shortcut for requiring one permission.
plug PermitEx.Plug.RequirePermission, "orders:manage"

      




  

    
PermitEx.Plug.RequireRole 
    



      
Plug shortcut for requiring one role.
plug PermitEx.Plug.RequireRole, "admin"

      




  

    
PermitEx.Policy behaviour
    



      
Behaviour for optional resource-level policy checks.
RBAC answers whether a scope has a permission. A policy can answer whether
that scope may use the permission against a specific resource.

      


      
        Summary


  
    Callbacks
  


    
      
        authorize(scope, resource, opts)

      


    





      


      
        Callbacks


        


  
    
      
    
    
      authorize(scope, resource, opts)



        
          
        

    

  


  

      

          @callback authorize(scope :: term(), resource :: term(), opts :: keyword()) ::
  :ok | true | false | {:error, term()}


      



  


        

      


  

    
PermitEx.Role 
    



      
Ecto schema for global and context-specific roles.
Roles with context_id == nil are global templates. Roles with context_id
belong to one application-defined context, such as a tenant, workspace,
project, organization, or account.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(role, attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PermitEx.Role{
  __meta__: term(),
  context_id: Ecto.UUID.t() | nil,
  description: String.t() | nil,
  id: Ecto.UUID.t() | nil,
  inserted_at: DateTime.t() | nil,
  locked: boolean(),
  name: String.t() | nil,
  permissions: term(),
  role_permissions: term(),
  updated_at: DateTime.t() | nil,
  user_roles: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(role, attrs)



        
          
        

    

  


  


  


        

      


  

    
PermitEx.Scope 
    



      
Authorization scope loaded from PermitEx role assignments.
Use this struct directly or merge its roles and permissions into your
application's own Phoenix scope.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        for_user(user, context \\ nil, opts \\ [])

      


        Builds a %PermitEx.Scope{} for the user and optional context.



    


    
      
        put_permission_data(scope, user, context \\ nil, opts \\ [])

      


        Merges PermitEx authorization data into an existing map or struct.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PermitEx.Scope{
  assigns: map(),
  context_id: Ecto.UUID.t() | nil,
  permissions: MapSet.t(String.t()),
  roles: [PermitEx.Role.t()],
  user_id: Ecto.UUID.t() | nil
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      for_user(user, context \\ nil, opts \\ [])



        
          
        

    

  


  

Builds a %PermitEx.Scope{} for the user and optional context.
Accepts ids, structs with an :id field, or maps with an "id" key.

  



    

    

  
    
      
    
    
      put_permission_data(scope, user, context \\ nil, opts \\ [])



        
          
        

    

  


  

Merges PermitEx authorization data into an existing map or struct.

  


        

      


  

    
mix permit_ex.install 
    



      
Installs PermitEx migrations into the host application.
mix permit_ex.install
mix permit_ex.install --migrations-path priv/repo/migrations
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