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    PhoenixKit - The Elixir Phoenix Starter Kit for SaaS apps

[image: Hex Version]
We are actively building PhoenixKit, a comprehensive SaaS starter kit for the Elixir/Phoenix ecosystem. Our goal is to eliminate the need to reinvent the wheel every time we all start a new SaaS project.
🚧 Early Access - We Need Your Feedback!
PhoenixKit is under heavy development and we're looking for early adopters to test, provide feedback, and help shape the future of this toolkit. If you're building with Phoenix and want to skip the boilerplate setup, we'd love to have you try it out and share your experience.
With PhoenixKit, you will be able to create production-ready Elixir/Phoenix apps much faster and focus on your unique business logic instead of reimplementing common SaaS patterns.
Semi-Automatic Installation
PhoenixKit provides pretty simple installation method, powered by igniter library, which takes care of all configuration needs.
Add both phoenix_kit and igniter to your project dependencies:
# mix.exs
def deps do
  [
    {:phoenix_kit, "~> 1.4"},
    {:igniter, "~> 0.6.30", only: [:dev]}
  ]
end
Then run the PhoenixKit installer:
mix deps.get
mix phoenix_kit.install

This will automatically:
	Auto-detect your Ecto repository
	Validate PostgreSQL compatibility with adapter detection
	Generate migration files for authentication tables
	Optionally run migrations interactively for instant setup
	Add PhoenixKit configuration to config/config.exs
	Configure mailer settings for development
	Create production mailer templates in config/prod.exs
	Add authentication routes to your router

📦 Current PhoenixKit Features / Modules:
✅ Simple installation using Igniter
✅ Tailwind and DaisyUI integration
✅ App layout integration
✅ App database integration (Postgres only for now)
✅ Custom slug prefix (default: `/phoenix_kit`)
✅ User Module
  ✅ Registration
  ✅ Login
    [ ] Login screen customizations
  ✅ Logout
  ✅ Magic link
  ✅ Email confirmation (waiting Email Module)
  ✅ Password reset
  ✅ User roles
  ✅ Custom user fields
    ✅ JSONB storage for flexibility
  ✅ Location of registration (ip, country, region, city)
  ✅ User's timezone (and mismatch detection)
  ✅ User's locale
  ✅ OAuth (google, facebook)
	[ ] Backend Admin module	[x] Modules Manager
	[x] Session Manager Module
	[x] Settings	[x] Global app title
	[x] Global app timezone (using timex)
	[x] Global time format (using timex)


	[x] User management
	[x] Role management
	[x] Referral Program
	[x] Maintenance Mode Module
	[x] Email Module	[x] AWS SES integration


	[x] Entities Module (WordPress ACF-like dynamic content types)	[x] Dynamic entity type creation
	[x] Flexible field schemas (13 field types)
	[x] JSONB storage for flexibility
	[x] Full CRUD interfaces
	[x] Settings management


	[x] Pages Module



🛣️ Roadmap / Ideas / Feature requests
	User Auth	2FA
	Fail2ban (userbased, ip based, region based)


	Backend admin	Design / templates / themes
	Settings	General
	Languages


	Email Module	Email templates


	Newsletter Module
	Notifications Module	Integration with notification providers (Twilio, etc...)


	Content publishing Module	Media / Gallery (with s3 backend)
	Video (Video processing, streaming, Adaptive Bitrate (ABR): stream in multiple bitrates and resolutions for difference devices, HTTP Live Streaming (HLS): reduce bandwidth usage, playback latency, and buffering, H.264, H.265, VP8 & VP9: optimized next-generation video codecs)
	Audio
	Media / Gallery
	Local / External storage support (AWS S3, Azure Storage, Google Storage, Cloudflare R2, and DigitalOcean Spaces)
	CDN
	Static pages
	Blog
	Comments
	Search
	Blocks	Sliders
	Video player (mp4, youtube, etc)




	Billing System Module	Invoices
	Payment	Integration	Stripe
	PayPal
	Crypto




	Orders


	Membership / Subscription Module
	E-commerce Module	Digital and downloadable products
	Physical products


	Cookies Module
	Complience and Legal Module (Cookies usage, Terms Of Service, Acceptable Use, GDPR, Privacy & Data Policy)
	Booking Module (Calendar based)
	Popups Module
	Contact Us Module
	SEO Module
	AI Module	OpenRouter Integration
	Integration with other AI providers


	What’s New Module
	Internal Chat Module (https://github.com/basecamp/once-campfire)
	DB Manager Module	Export / Import
	Snapshots
	Backups (onsite/offsite)


	Customer service Module	Chat


	Feedback Module
	Roadmap / Ideas Module
	CRM Module
	App Analytics / BI Module	ClickHouse backend
	Events
	Charts, trends and notifications


	API Module
	Cron Modules
	Jobs Module (Oban powered)
	Testimonials Module
	Team Module
	FAQ
	Forms Module
	Cluster Module



💡 Send your ideas and suggestions about any existing modules and features our way. Start building your apps today!
Installation
PhoenixKit provides multiple installation methods to suit different project needs and developer preferences.
Semi-Automatic Installation
Recommended for most projects
Add both phoenix_kit and igniter to your project dependencies:
# mix.exs
def deps do
  [
    {:phoenix_kit, "~> 1.4.3"},
    {:igniter, "~> 0.6.0", only: [:dev]}
  ]
end
Then run the PhoenixKit installer:
mix deps.get
mix phoenix_kit.install

This will automatically:
	✅ Auto-detect your Ecto repository
	✅ Validate PostgreSQL compatibility with adapter detection
	✅ Generate migration files for authentication tables
	✅ Optionally run migrations interactively for instant setup
	✅ Add PhoenixKit configuration to config/config.exs
	✅ Configure mailer settings for development
	✅ Create production mailer templates in config/prod.exs
	✅ Add authentication routes to your router
	✅ Provide detailed setup instructions

Optional parameters:
# Specify custom repository
mix phoenix_kit.install --repo MyApp.Repo

# Use PostgreSQL schema prefix for table isolation
mix phoenix_kit.install --prefix "auth" --create-schema

# Specify custom router file path
mix phoenix_kit.install --router-path lib/my_app_web/router.ex

Manual Installation
	Add {:phoenix_kit, "~> 1.4"} to mix.exs
	Run mix deps.get && mix phoenix_kit.gen.migration
	Configure repository: config :phoenix_kit, repo: MyApp.Repo
	Add phoenix_kit_routes() to your router
	Run mix ecto.migrate

Quick Start
Visit these URLs after installation:
	http://localhost:4000/{prefix}/users/register - User registration
	http://localhost:4000/{prefix}/users/log-in - User login

Where {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Configuration
Basic Setup
# config/config.exs (automatically added by installer)
config :phoenix_kit,
  repo: YourApp.Repo,
  from_email: "noreply@yourcompany.com",  # Required for email notifications
  from_name: "Your Company Name"          # Optional, defaults to "PhoenixKit"

# Production mailer (see config/prod.exs for more options)
config :phoenix_kit, PhoenixKit.Mailer,
  adapter: Swoosh.Adapters.SMTP,
  relay: "smtp.your-provider.com",
  username: System.get_env("SMTP_USERNAME"),
  password: System.get_env("SMTP_PASSWORD"),
  port: 587
Layout Integration
# Use your app's layout (optional)
config :phoenix_kit,
  layout: {YourAppWeb.Layouts, :app},
  root_layout: {YourAppWeb.Layouts, :root}
Email Configuration
PhoenixKit supports multiple email providers with automatic setup assistance:
AWS SES (Complete Setup)
For AWS SES, PhoenixKit automatically configures required dependencies and HTTP client:
# Add to mix.exs dependencies (done automatically by installer when needed)
{:gen_smtp, "~> 1.2"}

# Application supervisor includes Finch automatically
{Finch, name: Swoosh.Finch}

# Production configuration
config :phoenix_kit, PhoenixKit.Mailer,
  adapter: Swoosh.Adapters.AmazonSES,
  region: "eu-north-1",  # or "eu-north-1", "eu-west-1", etc.
  access_key: System.get_env("AWS_ACCESS_KEY_ID"),
  secret: System.get_env("AWS_SECRET_ACCESS_KEY")
AWS SES Checklist:
	✅ Create AWS IAM user with SES permissions (ses:*)
	✅ Verify sender email address in AWS SES Console
	✅ Verify recipient emails (if in sandbox mode)
	✅ Ensure AWS region matches your verification region
	✅ Request production access to send to any email
	✅ Set environment variables: AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY

Other Email Providers
# SendGrid
config :phoenix_kit, PhoenixKit.Mailer,
  adapter: Swoosh.Adapters.Sendgrid,
  api_key: System.get_env("SENDGRID_API_KEY")

# Mailgun
config :phoenix_kit, PhoenixKit.Mailer,
  adapter: Swoosh.Adapters.Mailgun,
  api_key: System.get_env("MAILGUN_API_KEY"),
  domain: System.get_env("MAILGUN_DOMAIN")
Note: Run mix deps.compile phoenix_kit --force after changing configuration.
OAuth Configuration
Enable social authentication (Google, Apple, GitHub) through admin UI at {prefix}/admin/settings.
Built-in setup instructions included. For reverse proxy deployments, ensure X-Forwarded-Proto header is set:
proxy_set_header X-Forwarded-Proto $scheme;
See OAuth Setup Guide for details.
Advanced Options
	Custom URL prefix: phoenix_kit_routes("/authentication")
	PostgreSQL schemas: mix phoenix_kit.install --prefix "auth" --create-schema
	Custom repository: mix phoenix_kit.install --repo MyApp.CustomRepo

Routes
Public Routes
	GET {prefix}/users/register - Registration form
	GET {prefix}/users/log-in - Login form
	GET {prefix}/users/reset-password - Password reset
	GET {prefix}/users/confirm/:token - Email confirmation

Authenticated Routes
	GET {prefix}/users/settings - User settings

Admin Routes (Owner/Admin only)
	GET {prefix}/admin/dashboard - Admin dashboard
	GET {prefix}/admin/users - User management

API Usage
Current User Access
# In your controller or LiveView
user = conn.assigns[:phoenix_kit_current_user]

# Or using Scope system
scope = socket.assigns[:phoenix_kit_current_scope]
PhoenixKit.Users.Auth.Scope.authenticated?(scope)
Role-Based Access
# Check user roles
PhoenixKit.Users.Roles.user_has_role?(user, "Admin")

# Promote user to admin
{:ok, _} = PhoenixKit.Users.Roles.promote_to_admin(user)

# Use in LiveView sessions
on_mount: [{PhoenixKitWeb.Users.Auth, :phoenix_kit_ensure_admin}]
Authentication Helpers
# In your LiveView sessions
on_mount: [{PhoenixKitWeb.Users.Auth, :phoenix_kit_mount_current_scope}]
on_mount: [{PhoenixKitWeb.Users.Auth, :phoenix_kit_ensure_authenticated_scope}]
Database Schema
PhoenixKit creates these PostgreSQL tables:
	phoenix_kit_users - User accounts with email, names, status
	phoenix_kit_users_tokens - Authentication tokens (session, reset, confirm)
	phoenix_kit_user_roles - System and custom roles
	phoenix_kit_user_role_assignments - User-role mappings with audit trail
	phoenix_kit_schema_versions - Migration version tracking

Role-Based Access Control
System Roles
	Owner - Full system access (first user)
	Admin - Management privileges
	User - Standard access (default)

Role Management
# Check roles
PhoenixKit.Users.Roles.get_user_roles(user)
# => ["Admin", "User"]

# Role promotion/demotion
PhoenixKit.Users.Roles.promote_to_admin(user)
PhoenixKit.Users.Roles.demote_to_user(user)

# Create custom roles
PhoenixKit.Users.Roles.create_role(%{name: "Manager", description: "Team lead"})
Built-in Admin Interface
	{prefix}/admin/dashboard - System statistics
	{prefix}/admin/users - User management with role controls

Architecture
PhoenixKit follows professional library patterns:
	Library-First: No OTP application, minimal dependencies
	Dynamic Repository: Uses your existing Ecto repo
	Versioned Migrations: Oban-style schema management
	PostgreSQL Only: Optimized for production databases

Contributing
See CONTRIBUTING.md for detailed instructions on setting up a development environment and contributing to PhoenixKit.
License
MIT License - see CHANGELOG.md for version history.

Built in 🇪🇺🇪🇪 with ❤️ for the Elixir Phoenix community.


  

    CHANGELOG

1.4.4 - 2025-10-23
Fixed
	Refactor parent project modules identification
	Update OAuth settings UI with new components
	Updated igniter script with more bulletproofing

1.4.3 - 2025-10-22
Fixed
	Installer Robustness - Universal compatibility with complex config files	Added support for runtime.exs with Dotenvy and environment variables
	Comprehensive error handling prevents crashes on complex syntax
	Smart import_config detection ensures proper configuration order
	Multiple fallback strategies (AST parsing → File operations → manual instructions)


	Duplicate Prevention - Installation now truly idempotent	Added duplicate detection for all configurations (repo, layout, mailer, Swoosh)
	Integration plug no longer duplicates on multiple installs
	All config checks prevent adding same configuration twice


	Igniter Tracking - Fixed file change tracking warnings	All file modifications now properly tracked by Igniter
	Eliminated "file changed since read" warnings



Changed
	Error Recovery - Graceful degradation with clear user feedback	All installer modules wrapped in comprehensive try/rescue blocks
	Clear manual configuration instructions when automatic fails
	IO.warn messages for debugging failed operations



1.4.2 - 2025-10-22
Fixed
	We removed unecessary catch all for routing
	Fixed issue with runtime not working when installing with project is setup to use .env files

1.4.1 - 2025-10-21
Added
	OAuth User Settings - Connected Accounts management interface in user settings	View all linked OAuth providers (Google, Apple, GitHub, Facebook)
	Connect additional OAuth accounts to existing user profile
	Disconnect OAuth providers with security validation
	User-friendly instructions for OAuth account linking
	Email verification matching for OAuth connections


	OAuth Setup Instructions - In-app Google OAuth configuration guide	Step-by-step Google Cloud Console setup instructions
	Callback URL display for easy copying
	Collapsible instructions panel in admin settings
	Reverse proxy configuration examples (nginx/apache)



Changed
	OAuth Infrastructure - Automatic HTTPS detection and deployment improvements	X-Forwarded-Proto header detection for reverse proxies
	OAuth callbacks work out-of-box behind nginx/apache
	Manual oauth_base_url override for edge cases
	OAuth2.AccessToken serialization in JSONB fields


	Email UI - Enhanced table components	Replace HTML tables with reusable .table_default component
	Consistent table styling across email details



Fixed
	OAuth Integration - EnsureOAuthScheme plug integration
	Code Quality - Credo readability improvements in OAuth modules
	Icon Management - Centralized all OAuth icons to Core.Icons module

Upgrade Notes
	OAuth providers require matching email addresses between provider and PhoenixKit account
	Users can manage connected accounts at /users/settings
	At least one authentication method (password or OAuth) required for account access

1.4.0 - 2025-10-17
Added
	Pages Content System - Full Markdown-driven site with admin file navigator, metadata-aware editor, and public rendering at /pages/* routes
	User Custom Fields - WordPress ACF-like JSONB custom fields system with column filtering, reordering, and management interface
	Collaborative Editing - FIFO locking system for entities with real-time presence tracking and PubSub event broadcasting
	Content Language Module - Multi-language support with language switcher, locale routing, and language management interface
	User Settings - Default user status on creation, automatic email confirmation for first user, timezone settings with geolocation IP tracking

Changed
	Email Operations - Sender profile configuration, one-click AWS infrastructure setup, prioritized credentials (Settings DB → ENV)
	Developer Experience - OAuth/email dependencies now mandatory, mix phoenix_kit.* --help support, IgniterCompat for cleaner installs
	Navigation - Admin navigation uses LiveView navigate for instant transitions, disabled long-polling for faster cleanup

Fixed
	Custom Fields - Column updates when deleting custom fields
	Critical Bugs - Ecto.SubQueryError in user role filtering, OAuth checkbox errors, PhoenixKit.Config usage issues
	Email System - AWS credential bugs, SQS message loss, chart initialization, idempotency/deduplication improvements
	Code Quality - Cleaned up Dialyzer/Credo warnings, improved logging, removed excessive debug output

Upgrade Notes
	Run mix deps.get to install mandatory OAuth/email packages
	Enable Pages module from /admin/modules to use content management
	Custom fields available in user management submenu

1.3.5 - 2025-10-16
Added
	Pages Module - File-based content management system spanning admin and public workflows	Tree-based navigator in /admin/pages for creating, moving, duplicating, and deleting Markdown content
	Full-screen editor with metadata controls (status, timestamps) and unsaved-change safeguards
	Public rendering pipeline that serves published pages at /pages/* and the catch-all root route


	Email Sender Configuration - Dynamic from_email and from_name settings via admin interface	New Sender Configuration form at /admin/settings/emails
	3-tier priority system: Settings DB → Config → Defaults
	Live preview showing how emails will appear to recipients
	All outgoing emails now use dynamic sender information
	Settings update immediately without restart



Fixed
	Email Dashboard Chart Initialization - Resolved chart rendering issues on initial page load	Added Promise-based Chart.js library loading with retry mechanism
	Implemented event buffering for chart data when charts not ready
	Enhanced lifecycle handling with multiple LiveView events
	Added exponential backoff retry (up to 5 attempts)
	Charts now reliably render even with slow network conditions


	Code Quality Issues - Fixed Dialyzer warnings and Credo recommendations	Resolved nested module aliasing warnings across 26 files
	Fixed function complexity issues (cyclomatic complexity reduced)
	Improved code efficiency with Enum.map_join instead of map + join
	Fixed "last clause in with is redundant" patterns
	Alphabetized module aliases for better organization



Improved
	Documentation - Reduced CLAUDE.md to core guidance and moved module-specific content into Emails/Pages/Entities READMEs plus a new OAuth & Magic Link guide
	Installer Experience - Added an IgniterCompat helper so installer modules compile quietly even when Igniter isn't installed

1.3.4 - 2025-10-15
Added
	AWS Infrastructure Automation - One-click AWS email infrastructure setup from admin web interface	New PhoenixKit.AWS.InfrastructureSetup module for automated resource creation
	Creates SNS Topic, SQS Queues, DLQ, and SES Configuration Set with one click
	Idempotent operations (safe to run multiple times)
	Web interface at /admin/settings/emails with "Setup AWS Infrastructure" button
	Auto-fills AWS settings form with created resource details
	Added ex_aws_sns ~> 2.3 dependency for SNS operations


	Mix Tasks Help System - Comprehensive --help flag support for installation and update tasks	mix phoenix_kit.install --help - Detailed installation options with examples
	mix phoenix_kit.update --help - Update task documentation with CI/CD guidelines
	Usage examples, option descriptions, and troubleshooting tips
	Auto-detection capabilities explanation


	Public AWS Credentials API - Centralized AWS credentials management with smart fallback	PhoenixKit.Emails.aws_configured?() - Public function for checking AWS setup
	Settings Database as primary source, Environment Variables as fallback
	Improved error messages mentioning both Web UI and ENV configuration



Changed
	AWS Credentials Priority - Settings Database now takes precedence over Environment Variables	Primary: Settings Database (runtime configuration via Web UI)
	Fallback: Environment Variables (for production secrets)
	Users can configure credentials via Web UI without ENV duplication
	Maintains backward compatibility for ENV-only deployments


	Documentation Updates - Comprehensive guide for AWS setup and credentials management	CLAUDE.md expanded with 540+ new lines
	Added AWS Credentials Priority section with configuration scenarios
	Removed obsolete config-based email configuration examples
	Added Installation and Update help system documentation



Fixed
	AWS Credentials Configuration Bug - Fixed issue where Settings DB credentials were ignored	get_sqs_config() now uses helper functions with Settings DB → ENV fallback
	has_aws_credentials() properly checks both Settings DB and ENV
	SQS Worker now respects Web UI configured credentials


	Test Email URLs - Fixed test email links to use site_url from settings instead of localhost

1.3.3 - 2025-10-14
Changed
	Dependency Management - Made OAuth authentication dependencies mandatory instead of optional	ueberauth, ueberauth_google, ueberauth_apple, and ueberauth_github are now required dependencies
	Ensures OAuth functionality works out-of-the-box without manual dependency configuration
	Simplifies installation process for new users


	Email System Dependencies - Added required dependencies for complete email functionality	gen_smtp - Required for Amazon SES SMTP email adapter
	saxy - Required for AWS SQS XML response parsing
	finch - HTTP client for AWS API communication (already included)
	Ensures complete email system support without additional configuration
	Improves reliability of email delivery and event tracking through AWS SES/SQS



Fixed
	AWS Credentials Configuration - Fixed critical issue where AWS credentials entered via Web UI were ignored	Problem: Settings Database credentials were not being used, system only checked Environment Variables
	Solution: Updated get_sqs_config() to use Settings DB → ENV fallback pattern
	Updated has_aws_credentials() to properly check both Settings DB and ENV
	Made aws_configured?() public function for use across modules
	Enhanced error messages to mention both Web UI and ENV configuration methods
	Added comprehensive documentation in CLAUDE.md about credentials priority system



Improved
	Settings DB Priority System - Clarified and enforced credentials configuration priority	Primary: Settings Database (runtime configuration via Web UI at /admin/settings/emails)
	Fallback: Environment Variables (for production secrets and legacy deployments)
	Users can now configure credentials via Web UI without ENV duplication
	Maintains backward compatibility for ENV-only deployments



Migration Notes
	Projects upgrading from 1.3.2 must run mix deps.get to install new required dependencies
	OAuth features now work automatically without manual dependency installation
	Amazon SES email adapter now fully functional without additional setup
	AWS credentials can now be configured via Web UI; ENV variables optional

1.3.2 - 2025-10-10
Fixed
	Critical: Email System SQS Message Loss Bug - Fixed critical bug where manual email status sync was deleting ALL messages from SQS queue, including non-matching ones
	Issue #1: Non-matching messages now stay in queue for normal SQS worker processing
	Prevents permanent data loss of delivery events from AWS SES


	Email Event Deduplication - Added deduplication for events from multiple queues
	Issue #2: Events from both SQS and DLQ are now deduplicated by message_id + event_type
	Prevents duplicate event records when same event exists in both queues


	Email Event Idempotency - Enhanced idempotency checks for all event types
	Issue #3: Added duplicate prevention for bounce, complaint, and reject events
	Completes idempotency coverage (delivery, open, click already had checks)
	Prevents duplicate events during retry scenarios and race conditions


	SQS Polling Optimization - Reduced AWS API calls by up to 80%
	Issue #4: Manual sync now stops after first match instead of polling all batches
	Saves API costs and reduces latency (from 10s to 2s average)


	System Settings Integration - Fixed hardcoded values in manual sync
	Issue #5: Now uses get_sqs_max_messages() and get_sqs_visibility_timeout() from settings
	Issue #6: Visibility timeout increased from 30s to system default (300s)
	Prevents race conditions during long-running operations



Improved
	Error Logging - Stacktrace formatting improved for better debugging
	Issue #7: Uses Exception.format_stacktrace() for readable log output


	Code Quality - Removed redundant require Logger statements
	Issue #8: Single module-level require Logger instead of 11 duplicate requires
	Cleaner codebase following Elixir best practices



Technical Details
	Modified files:	lib/phoenix_kit/emails/emails.ex (77 changes)
	lib/phoenix_kit/emails/sqs_processor.ex (66 changes)


	All changes verified with successful compilation
	Based on comprehensive code review identifying 8 issues (1 critical, 2 high, 3 medium, 2 low priority)

1.3.1 - 2025-10-07
  ### Fix: Admin Role Access with Real-time Scope Refresh
  Implemented a PubSub-based scope refresh system that updates sessions in real-time without forcing
  logouts:
	New Module: PhoenixKit.Users.ScopeNotifier manages user-specific PubSub topics for role changes
	LiveView Integration: Sessions automatically subscribe to their user's topic and rebuild the cached
scope when roles change
	Admin Demotion Handling: Users who lose admin privileges are immediately redirected from admin pages
with clear error messaging
	Transaction Safety: Role mutations use broadcast flags to prevent partial-state notifications during
database transactions

  Additional Improvements:
	Better Error Messages: Now distinguishes between "not logged in" vs "logged in but insufficient
role" scenarios
	Subscription Lifecycle: Proper subscription management when users switch or sessions end
	Safe User Fetching: Added get_user/1 helper that returns nil instead of raising exceptions

  Technical Details:
	Broadcasts happen on phoenix_kit:user_scope:#{user_id} topics
	LiveViews attach a :handle_info hook to process {:phoenix_kit_scope_roles_updated, user_id} messages
	Scope refresh compares old vs new admin status to trigger redirects only when necessary
	Edge cases handled: user deletion mid-session, owner role protection, non-admin page refreshes

1.3.0 - 2025-10-06
Added
	Magic Link Registration System - Passwordless two-step registration via email	New PhoenixKit.Users.MagicLinkRegistration context for registration link management
	Magic link request LiveView at {prefix}/users/register/magic-link
	Registration completion LiveView at {prefix}/users/register/complete/:token
	Configurable expiry time (default: 30 minutes)
	Automatic email verification on completion
	Referral code support in registration flow
	Database V16 migration: Modified tokens table to allow null user_id for magic_link_registration context
	Check constraint ensuring user_id required for all non-registration token contexts


	OAuth Provider Validation - Enhanced OAuth request handling with configuration checks	Provider existence validation before authentication flow
	Helpful error messages when OAuth not configured or provider not found
	Debug logging for OAuth authentication flow
	Graceful fallback to login page with user-friendly error messages



Changed
	OAuth Dependencies Made Optional - OAuth authentication dependencies (ueberauth, ueberauth_google, ueberauth_apple) are now marked as optional	Reduces dependency bloat for applications not using OAuth
	Applications wanting OAuth must explicitly add dependencies to their mix.exs
	Detailed setup instructions added to CLAUDE.md with step-by-step configuration guide
	Improved referral code handling in OAuth flow with safe fallback when ReferralCodes module not loaded



Improved
	OAuth Documentation - Comprehensive setup guide with environment variable configuration	Clear dependency installation instructions
	Provider configuration examples for Google and Apple Sign-In
	Environment variable setup guide for development and production
	Migration notes for V16 oauth_providers table and magic link registration



Fixed
	Dialyzer Warnings - Updated line number references for OAuth controller pattern matching
	Entities Menu Navigation - Fixed main Entities menu staying selected when clicking entity submenus by adding disable_active={true} attribute
	New Nav Bar - Added new top nav bar with update interface for comfort and ease of use

UI/UX Improvements
	Hero Icons Migration - Migrated modules page to use Heroicons for consistent icon system	Replaced custom icon components with hero-icons: hero-arrow-left, hero-cog-6-tooth, hero-users, hero-envelope, hero-information-circle
	Consistent sizing and theming across dashboard and modules pages



1.2.14 - 2025-09-30
Added
	Email Queue LiveView - Complete real-time queue monitoring interface with system status, rate limit tracking, and failed email management	System status cards showing online status, daily sent count, failed emails (24h), and retention settings
	Rate limit status display with visual progress bars for global, recipient, sender limits and blocklist statistics
	Failed emails management table with individual retry and bulk operations support
	Recent activity table displaying last 20 emails with delivery, open, and click event badges
	Auto-refresh every 10 seconds for real-time monitoring
	Bulk retry and delete operations with confirmation workflow


	Email Blocklist LiveView - Full-featured blocklist management interface with comprehensive filtering and bulk operations	Statistics dashboard showing total blocks, active blocks, and expired blocks
	Advanced search and filtering by email address, reason, and status (active/expired)
	Add block form with support for temporary blocks (expiration dates) and multiple block reasons
	CSV import/export functionality for bulk blocklist management
	Bulk operations: remove selected addresses and export selected to CSV
	Pagination support (50 entries per page) with navigation controls
	Auto-refresh every 30 seconds with manual refresh option
	Visual status indicators for active and expired blocks


	Template-Mailer Integration - Production-ready template system integration with automatic tracking	New PhoenixKit.Mailer.send_from_template/4 main API for sending templated emails
	Convenience wrapper PhoenixKit.Emails.Templates.send_email/4 for cleaner API
	Automatic template loading by name with status validation
	Variable substitution with template rendering
	Automatic usage tracking (usage_count and last_used_at updates)
	EmailLog system integration for delivery tracking
	Support for custom from addresses, reply-to, and metadata
	Comprehensive error handling (template_not_found, template_inactive)


	RateLimiter Blocklist API - Three new public API methods for blocklist management	list_blocklist/1 - Query blocklists with filtering (search, reason, status), sorting, and pagination
	count_blocklist/1 - Count blocked emails with optional filters
	get_blocklist_stats/0 - Retrieve blocklist statistics including total, active, expired, and by-reason breakdowns


	Emails.delete_log/1 - New public API method for email log deletion with proper error handling
	Email Headers Management - Complete headers tracking system with AWS SES integration	New email_save_headers setting to control headers saving behavior
	Headers automatically populated from AWS SES events via SQS processor
	Headers extracted from all SES event types (send, delivery, bounce, complaint, open, click, reject, delay, subscription)
	New API methods: save_headers_enabled?(), set_save_headers(enabled)
	Admin UI toggle for enabling/disabling headers collection
	Headers button in email details hidden when no headers exist


	Emails Advanced Settings - Expanded configuration API for lifecycle and monitoring	set_compress_after_days(days) - Configure email body compression timing (7-365 days)
	set_s3_archival(enabled) - Enable/disable S3 archival for old email data
	set_cloudwatch_metrics(enabled) - Toggle CloudWatch metrics integration
	set_sqs_max_messages(count) - Configure SQS polling batch size (1-10 messages)
	set_sqs_visibility_timeout(seconds) - Set SQS message visibility timeout (30-43200 seconds)
	Enhanced Emails Settings LiveView with compression, archival, CloudWatch, and SQS controls



Changed
	Template Editor - Enhanced with test send and draft save capabilities	Test send functionality now available in both new and edit modes (previously edit-only)
	New "Save as Draft" button in creation mode for saving incomplete templates
	Smart status handling: regular save creates active templates, draft save creates draft templates
	Improved user experience allowing template testing before final save


	Template Variable System - Complete overhaul with automatic management	Automatic variable extraction from template content (subject, html_body, text_body)
	Smart default descriptions for 20+ common variables (user_name, email, url, etc.)
	Inline editing of variable descriptions with real-time updates
	Variables automatically added to changeset during validation and save
	Removed manual "Add" button workflow in favor of automatic detection
	Visual improvements with better empty states and usage instructions


	Template Editor Preview - Iframe-based isolation for template preview	HTML preview now rendered in sandboxed iframe to prevent style leakage
	Template styles no longer affect editor UI layout
	Automatic height adjustment based on content
	Improved security with sandbox restrictions


	Template Form Validation - Fixed changeset handling and error display	Corrected form binding from nested map to direct changeset
	Fixed error extraction using Keyword.get instead of get_in
	Applied fixes to all 8 form fields (name, slug, display_name, category, status, description, subject, html_body, text_body)


	Template Slug Auto-generation - Improved logic for reliable slug creation	Moved slug generation before validation in changeset pipeline
	Enhanced to check both changeset changes and existing field values
	Handles both nil and empty string cases properly
	Made slug field visible on editor form with helper text



Fixed
	Template Creation Errors - Resolved Access.get/3 function clause errors in template editor forms
	Variable Description Editing - Fixed inability to edit variable descriptions after auto-addition
	Template Editor Modal - Removed unnecessary modal step in template creation workflow
	Slug Validation - Fixed "slug can't be blank" errors with improved auto-generation timing
	Code Quality Issues - Fixed all compiler warnings, Credo issues, and Dialyzer errors	Fixed nested module aliasing in SQS processor (Credo software design warning)
	Removed Logger metadata keys not found in config (compiler warnings)
	Fixed nested code depth issue by extracting helper function (Credo refactoring warning)
	Removed unreachable pattern match clause in email interceptor (Dialyzer error)



Improved
	Emails Code Quality - Enhanced error handling and logging across emails modules
	SQS Processor Architecture - Refactored headers update logic with proper function extraction and reduced nesting depth
	LiveView Performance - Optimized data loading and real-time updates in queue and blocklist interfaces
	User Experience - Streamlined template creation and management workflows

1.2.13 - 2025-09-29
Added
	Email Template Management System - Complete database-driven template system with CRUD operations and variable substitution
	Template Editor Interface - Full-featured LiveView editor with HTML structure, preview, and test functionality
	Template List Interface - Comprehensive template management with search, filtering, and status management
	Mix Task for Template Seeding - New mix phoenix_kit.seed_templates task for creating default system templates
	Migration V15 - Database tables for email template storage with system template protection
	Version Tracking in Migrations - Enhanced migration system with PostgreSQL table comments for version tracking
	Debug Logging for Email Metrics - Enhanced error handling and debugging for chart data preparation
	Automatic Variable Extraction - Smart detection and extraction of template variables with intelligent descriptions
	Smart Variable Descriptions - Automatic mapping of common template variables to user-friendly descriptions

Changed
	Mailer Integration - Updated to use database templates with fallback to hardcoded templates for backward compatibility
	User Notifier - Enhanced to support template-based email generation with variable substitution
	Email Metrics Dashboard - Improved chart data initialization and error handling for better reliability
	Email Templates Search - Simplified search form layout for better user experience
	Template Editor Workflow - Simplified template creation process with automatic variable detection and validation

Fixed
	Email Metrics Chart Data - Fixed initialization errors and null value handling in chart data preparation
	Migration Rollback - Added proper version tracking for migration rollback operations
	Linter Issues - Resolved alias ordering and function complexity issues for better code quality
	Pre-commit Hooks - Enhanced pre-commit validation with proper error handling
	Template Slug Generation - Fixed auto-generation logic for better handling of template names and slugs
	Template Validation Flow - Improved validation sequence for better user experience during template editing

Removed
	Modal Template Creation - Removed modal-based template creation interface in favor of simplified direct editor workflow

1.2.12 - 2025-09-27
Added
	Complete Emails Architecture - New email_system module replacing legacy email_tracking with enhanced AWS SES integration and comprehensive event management
	AWS SES Configuration Task - New mix phoenix_kit.configure_aws_ses task for automated AWS infrastructure setup with configuration sets, SNS topics, and SQS queues
	Enhanced SQS Processing - New Mix tasks for queue processing and Dead Letter Queue management:	mix phoenix_kit.process_sqs_queue - Real-time SQS message processing for email events
	mix phoenix_kit.process_dlq - Dead Letter Queue processing for failed messages
	mix phoenix_kit.sync_email_status - Manual email status synchronization


	V12 Migration - Enhanced email tracking with AWS SES message ID correlation and specific event timestamps (bounced_at, complained_at, opened_at, clicked_at)
	Emails LiveView Interfaces - Reorganized email management interfaces with improved navigation and functionality
	Extended Event Support - Support for new AWS SES event types: reject, delivery_delay, subscription, and rendering_failure
	Enhanced Status Management - Expanded email status types including rejected, delayed, hard_bounced, soft_bounced, and complaint

Changed
	Email Architecture Refactoring - Complete transition from email_tracking to email_system module for better organization and AWS SES integration
	Email Event Processing - Enhanced event handling with provider-specific data extraction and improved error recovery patterns
	Database Schema - Updated email logging with aws_message_id field and specific timestamp tracking for different event types
	LiveView Organization - Reorganized email-related LiveView modules under email_system namespace for better structure

Removed
	Legacy Email Tracking Module - Removed entire email_tracking module and all associated files in favor of new email_system architecture
	Old Email LiveView Interfaces - Removed legacy email_tracking LiveView components and templates
	Deprecated Email Processing - Removed outdated email event processing and archiver implementations

Fixed
	Emails Integration - Improved integration patterns for better performance and reliability
	SQS Message Processing - Enhanced message processing with proper error recovery and retry mechanisms
	Email Event Handling - Better handling of AWS SES events with improved message parsing and validation

1.2.11 - 2025-09-24
Added
	AWS SQS Integration - Complete SQS worker and processor for real-time email event processing from AWS SES through SNS
	Manual Email Sync - New sync_email_status/1 function to manually fetch and process SES events for specific messages
	DLQ Processing - Dead Letter Queue support for handling failed messages with comprehensive retry mechanisms
	Mix Tasks for Emails:	mix phoenix_kit.email.send_test - Test email sending functionality with system options
	mix phoenix_kit.email.debug_sqs - Debug SQS messages and emails with detailed diagnostics
	mix phoenix_kit.email.process_dlq - Process Dead Letter Queue messages and handle stuck events


	Emails Supervisor - OTP supervision tree for SQS worker management with graceful startup/shutdown
	Application Integration Module - Enhanced integration patterns for emails initialization

Improved
	Email Interceptor - Enhanced with provider-specific data extraction for multiple email services (SendGrid, Mailgun, AWS SES)
	Emails API - Added manual synchronization and event fetching capabilities for both main queue and DLQ
	Mailer Module - Improved integration with emails and enhanced error handling patterns
	Email Event Processing - Better handling of AWS SES events with improved message parsing and validation

Fixed
	Email Status Processing - Improved handling of delivery confirmations, bounce events, and open management
	SQS Message Handling - Enhanced message processing with proper error recovery and retry logic

Added
	Update Task Enhancement - Added --yes/-y flag for skipping confirmation prompts and automatic migration execution

1.2.10 - 2025-09-21
Improved
	Authentication UI Consistency - Unified design across all authentication pages (login, registration, magic link, account settings) with consistent card layouts, shadows, and spacing
	Icon Integration - Added icon slot support to input component enabling consistent iconography throughout forms using PhoenixKit's centralized icon system
	User Experience - Enhanced interaction feedback with hover scale animations and focus transitions on buttons and form elements
	Visual Cohesion - Removed background color inconsistencies and standardized visual hierarchy across all authentication flows
	Development Documentation - Comprehensive contributor guide with Phoenix built-in live reloading (primary method), custom FileWatcher fallback, GitHub workflow, and complete CONTRIBUTING.md documentation

Added
	Magic Link Integration - Added Magic Link authentication option to login page with elegant divider and themed button
	Account Settings Redesign - Complete visual overhaul of settings page to match authentication pages design language
	Flash Message Auto-dismiss - Implemented automatic flash message dismissal after 10 seconds for improved user experience
	Form Field Icons - Email, password, and profile fields now display contextual icons (email, lock, user profile) for better visual clarity

Changed
	Magic Link Page Layout - Redesigned magic link page with card-based layout matching login and registration pages
	Settings Page Structure - Restructured account settings with centered layout, improved typography, and consistent spacing
	Input Component Enhancement - Extended core input component to support icon slots while maintaining backward compatibility

1.2.9 - 2025-09-18
Improved
	Icon System Centralization - Consolidated all inline SVG icons across the codebase into centralized PhoenixKitWeb.Components.Core.Icons module for better maintainability and consistency
	Authentication Pages Icons - Migrated 10 inline SVG icons from login, registration, and magic link pages to centralized icon components (email, lock, user profile, user add, login icons)
	Component Reusability - Migrated 50+ SVG icons from 20+ template files to reusable component functions with configurable CSS classes
	Code Quality - Eliminated duplicate SVG code and standardized icon usage patterns throughout admin interfaces, forms, and user authentication flows
	LiveView Module Organization - Reorganized LiveView modules into logical subfolders for better structure
	Route Organization - Restructured admin routes with improved hierarchical organization
	Email URL Generation - Enhanced Routes.url/1 function to prioritize site_url setting from Settings over dynamic endpoint detection, ensuring consistent email links across PROD and DEV environments

Changed
	User Routes - Moved all user-related routes under /admin/users/ prefix:	/admin/roles → /admin/users/roles
	/admin/live_sessions → /admin/users/live_sessions
	/admin/sessions → /admin/users/sessions
	/admin/referral-codes → /admin/users/referral-codes


	Email Routes - Reorganized email routes for better clarity:	/admin/email-logs → /admin/emails
	/admin/email-logs/:id → /admin/emails/email/:id
	/admin/email-metrics → /admin/emails/dashboard
	/admin/email-queue → /admin/emails/queue
	/admin/email-blocklist → /admin/emails/blocklist



Added
	icon_login Component - Added new login icon component (arrow entering door) to Icons module for authentication pages
	New Icon Components - Added icon_download, icon_lock, and icon_search components to Icons module for comprehensive coverage
	Icon Documentation - Enhanced Icons module with detailed component documentation and usage examples
	HTML Email Templates - Added professional HTML versions for all authentication emails (confirmation, password reset, email update) with responsive design and consistent branding
	Site URL Configuration - Email links now use site_url setting from Settings panel when configured, providing full control over email URLs in production environments

Fixed
	Icon Reference - Fixed incorrect icon_check_circle reference to icon_check_circle_filled in magic_link_live.ex
	Code Readability - Removed unnecessary alias expansion braces for single module imports

1.2.8 - 2025-09-17
Improved
	Asset Build Pipeline - Enhanced asset rebuilding using standard Phoenix asset pipeline (mix assets.build) with intelligent fallbacks to esbuild, tailwind, and npm commands for better compatibility
	Dynamic URL Prefix Handling - Replaced hardcoded /phoenix_kit/ paths with dynamic Routes.path() throughout the codebase for proper prefix support
	Code Quality - Improved code formatting, comment alignment, and whitespace consistency across all modules
	Installation Messages - Enhanced user feedback messages with dynamic prefix support and clearer instructions

Fixed
	Hardcoded Paths - Replaced static URL paths with dynamic prefix resolution using PhoenixKit.Utils.Routes
	Asset Rebuild Process - Asset builder now tries multiple commands in order of preference for maximum compatibility

Removed
	SimpleTest File - Removed unused development test artifact (simple_test.ex)

1.2.7 - 2025-09-16
Added
	Email Navigation - Added Email Metrics, Email Queue, and Email Blocklist pages to admin navigation menu
	Email Blocklist System (V09 Migration) - Complete email blocklist functionality with temporary/permanent blocks, reason management, and audit trail
	Email Routes - Added routes for all Email LiveView pages in admin integration
	Users Menu Grouping - Reorganized admin navigation with expandable Users and Email groups using HTML5 details/summary
	Migration Documentation - Comprehensive migration system documentation with all version paths and rollback options

Fixed
	Email Cleanup Task Pattern Matching - Fixed Dialyzer warning about Emails.enabled?() pattern matching
	Dashboard Add User Button - Corrected navigation from dashboard Add User button to proper /admin/users/new route
	Migration V09 Primary Key - Fixed duplicate column 'id' error in phoenix_kit_email_blocklist table creation

Improved
	Navigation Menu Structure - Replaced custom JavaScript with native HTML5 details/summary for better reliability and performance
	Email Group Organization - Email, Metrics, Queue, and Blocklist now properly grouped under Email section

1.2.6 - 2025-09-15
Added
	Admin Password Change Feature - Direct password change capability for administrators in user edit form
	Username Search Integration - Added username search to referral code beneficiary selection and main user dashboard
	Username Implementation - Added optional username field with automatic generation from email for new user registrations

Fixed
	Form Validation Display Issues - Replaced static validator hints with proper Phoenix LiveView components using phx-no-feedback:hidden
	Dark Theme Compatibility - Improved password management sections with theme-adaptive styling

Improved
	Date Formatting - Updated referral dashboard to use user settings-aware date formatting
	Dynamic Routing - Replaced hardcoded /phoenix_kit/ paths with PhoenixKit.Utils.Routes.path() throughout referral codes
	Admin UI Experience - Enhanced password management with both direct change and email reset options

1.2.5 - 2025-09-12
Added
	Emails Foundation with email logging and event management schemas
	Email Rate Limiting Core with basic rate limiting functionality and blocklist management
	Email Database Schema (V07) with optimized tables and proper indexing
	Email Interceptor System for pre-send filtering and validation capabilities
	Webhook Processing Foundation for AWS SES event handling (bounces, complaints, opens, clicks)
	get_mailer/0 function in PhoenixKit.Config for improved mailer integration
	RepoHelper Integration for proper database access patterns in emails modules

Fixed
	All compilation warnings (40 → 0) - 100% improvement in code cleanliness
	PhoenixKit.Repo undefined references - proper integration with PhoenixKit.RepoHelper
	Unused variable warnings throughout the codebase
	Pattern matching issues in error handling code
	Missing @moduledoc for EmailBlocklist schema

Improved
	Credo warnings (30 → 5) - 83% improvement in code quality metrics
	Dialyzer warnings (40 → 4) - 90% improvement in type checking
	Code formatting with proper number formatting (86_400 vs 86400)
	Code efficiency with optimized Enum operations (map_join vs map + join)
	Function complexity by extracting nested logic into helper functions
	Error handling by replacing explicit try blocks with case/with patterns
	Alias ordering alphabetically in imports
	Trailing whitespace removal across codebase

Technical Improvements
	Memory-efficient patterns preparation for future batch processing
	Comprehensive input validation for emails data
	SQL injection protection with parameterized queries
	Professional code structure following PhoenixKit conventions
	Enhanced error handling with proper rescue clauses and pattern matching

1.2.4 - 2025-09-11
Added
	Complete referral codes with comprehensive management interface
	Referral code creation, validation, and usage management functionality
	Admin modules page for system-wide module management and configuration
	Flexible expiration system with optional "no expiration" support for referral codes
	Advanced admin settings for referral code limits with real-time validation:	Maximum uses per referral code (configurable limit)
	Maximum referral codes per user (configurable limit)


	Beneficiary system allowing referral codes to be assigned to specific users
	User search functionality with real-time filtering for beneficiary assignment
	Hierarchical navigation structure with "Modules" parent and nested "Referral Codes" item
	Professional referral code generation with confusion-resistant character set
	Settings persistence system with module-specific organization
	Introduced custom prefix in the config (/phoenix_kit to something else)

Changed
	Improved form component alignment and styling in referral code forms
	Updated core input components to fix layout issues with conditional labels
	Reorganized admin settings order for better user experience
	Strengthened form validation with real-time feedback and error handling

Fixed
	Settings persistence ensuring values are properly saved and loaded from database

1.2.3 - 2025-09-11
Added
	Enhanced mix phoenix_kit.status task with hybrid repository detection and fallback strategies
	Comprehensive status diagnostics with detailed database connection reporting
	Application startup management for reliable status checking in various project configurations
	Intelligent repository detection supporting both configured and auto-detected repositories
	Mailer delegation support with automatic parent application mailer detection
	Comprehensive AWS SES configuration with automatic Finch HTTP client setup
	Finch HTTP client integration for email adapters (SendGrid, Mailgun, AWS SES)
	Auto-detection of existing mailer modules in parent applications
	Enhanced email configuration with configurable sender name and email address
	Production-ready email templates for SMTP, SendGrid, Mailgun, and AWS SES
	Complete AWS SES setup guide with step-by-step checklist and region configuration
	Automatic dependency management for gen_smtp when using AWS SES
	Swoosh API client configuration for HTTP-based email adapters

Changed
	Asset rebuild system simplified to consistently recommend rebuilds for better reliability
	Status task now provides more detailed verbose diagnostics for troubleshooting
	Update task now delegates status display to dedicated status command for consistency
	Removed complex asset checking logic in favor of straightforward rebuild recommendations
	Email system architecture now supports both delegation and built-in modes
	Mailer configuration defaults to using parent application's existing mailer when available
	Installation process automatically configures appropriate email dependencies
	Documentation restructured with detailed provider-specific setup guides
	PhoenixKit.Mailer module enhanced with delegation capabilities

Fixed
	Critical CSS integration bug where regex patterns incorrectly matched file paths containing "phoenix_kit" substring
	CSS integration now properly detects only exact PhoenixKit dependency paths (../../deps/phoenix_kit) and ignores false matches like "test_phoenix_kit_v1_web"
	Improved pattern matching specificity to prevent installation failures in projects with similar naming
	Trailing whitespace issues across multiple files for better code quality
	Unused alias imports in tasks and modules
	Dialyzer warnings by updating ignore patterns for better type checking
	Email sender configuration now properly supports custom from_email and from_name settings
	Production email setup documentation with comprehensive provider examples
	Mailer integration patterns for better parent application compatibility

1.2.2 - 2025-09-08
Added
	Comprehensive asset rebuild system with mix phoenix_kit.assets.rebuild task for automatic CSS integration
	System status checker with mix phoenix_kit.status task for installation diagnostics
	Asset management tools for PhoenixKit CSS integration updates and Tailwind CSS compatibility
	Common utility functions in PhoenixKit.Install.Common for version checking and installation management
	Helper functions for better code organization and separation of concerns
	Progress tracking and enhanced user feedback for migration operations
	Type specifications for Mix.Task modules and asset rebuild functions

Changed
	CSS integration workflow simplified with better Tailwind CSS 4 support and @source directive optimization
	Migration function refactored to reduce cyclomatic complexity and improve maintainability
	Code organization improved with extraction of helper functions across multiple modules
	Enhanced error handling and user notifications for asset rebuild operations

Fixed
	All Credo static analysis warnings (trailing whitespace, formatting issues, deep nesting)
	All Dialyzer type analysis warnings with proper function specifications
	CSS integration logic and @source directive paths for correct asset compilation
	Complex migration function broken down into smaller, more maintainable functions
	Conditional statements simplified (cond to if) for better code clarity

1.2.1 - 2025-09-07
Added
	Project title customization system with dynamic branding across all admin interfaces
	Project title integration in authentication pages (login and registration)
	Time display enhancement showing both date and time in Users and Sessions tables
	Settings-aware date/time formatting functions for consistent user preferences

Changed
	Date handling moved from PhoenixKit.Date to PhoenixKit.Utils.Date for better organization
	All admin pages now consistently display custom project title instead of hardcoded "PhoenixKit"
	Enhanced admin interface with unified project branding throughout navigation
	Login and registration pages now show custom project title in headings and browser tabs
	Changed config and magic link

Fixed
	Fixed asset rebuilding integration in migration strategy

1.2.0 - 2025-09-03
Added
	User settings system with customizable time zone, date format, and time format preferences
	Comprehensive session management system for admin interface with real-time monitoring
	Live data updates system for admin panels with automatic refresh capabilities
	Automatic user logout functionality when role changes occur for enhanced security
	DateTime formatting functions with Timex library integration for better date/time handling
	Enhanced authentication session management for improved user experience

Changed
	Authentication components updated with GitHub-inspired design and unified development notices
	Date handling refactored into separate PhoenixKit.Date module (aliased as PKDate) for better organization
	User dashboard "Registered" field now uses enhanced date formatting from settings
	Improved code quality and PubSub integration for better real-time communication

Fixed
	Missing admin routes for settings and modules sections
	Dialyzer type errors resolved across the codebase
	Live Activity link in dashboard now correctly navigates to intended destination
	Settings tab information updated with accurate user preferences display

1.1.1 - 2025-09-02
Added
	Profile settings functionality with first name and last name fields
	Profile changeset function for user profile updates
	Complete profile editing interface in user settings

Fixed
	Router integration by removing unnecessary redirect pipe for login route
	Added admin shortcut route for improved navigation
	Enhanced admin dashboard accessibility

1.1.0 - 2025-09-01
Changed
	BREAKING: Simplified role system by removing is_active column from role assignments
	Role removal now permanently deletes assignment records instead of soft deactivation
	All role-related functions updated to work with direct deletion approach
	Improved performance by eliminating is_active filtering in database queries
	Documenatation link fixed for hex

Added
	V02 migration for upgrading existing installations to simplified role system
	Enhanced migration system with comprehensive upgrade path from V01 to V02
	Pre-migration reporting with warnings about inactive assignments that will be deleted
	Rollback support for V02 migration (though inactive assignments cannot be restored)

Fixed
	Test suite updated to reflect schema new changes

Migration Notes
	Existing V01 installations can upgrade using mix phoenix_kit.update
	V02 migration will permanently delete any inactive role assignments
	New installations will use V02 schema without is_active column

1.0.0 - 2025-08-29
Initial version with basic functionality, mostly around authorization and user registration with roles. Also admin page for admin users with User section.


  

    
PhoenixKit 
    



      
PhoenixKit

      


      
        Summary


  
    Functions
  


    
      
        config()

      


        Returns PhoenixKit configuration.



    


    
      
        configured?()

      


        Validates if PhoenixKit is properly configured.



    


    
      
        version()

      


        Returns the current version of PhoenixKit.



    





      


      
        Functions


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @spec config() :: map()


      


Returns PhoenixKit configuration.
Examples
iex> PhoenixKit.config()
%{ecto_repos: []}

  



  
    
      
    
    
      configured?()



        
          
        

    

  


  

      

          @spec configured?() :: boolean()


      


Validates if PhoenixKit is properly configured.
Checks for required configuration keys and returns a status.
Examples
iex> PhoenixKit.configured?()
false

  



  
    
      
    
    
      version()



        
          
        

    

  


  

      

          @spec version() :: String.t()


      


Returns the current version of PhoenixKit.
Examples
iex> PhoenixKit.version()
"1.3.3"

  


        

      


  

    
PhoenixKit.AWS.InfrastructureSetup 
    



      
Automated AWS infrastructure setup for email event handling.
This module creates the complete AWS infrastructure for email event tracking:
	SNS Topic for email events
	SQS Dead Letter Queue (DLQ) for failed messages
	SQS Main Queue with DLQ redrive policy
	SNS to SQS subscription
	SES Configuration Set with event destinations
	All necessary IAM policies

Usage
iex> PhoenixKit.AWS.InfrastructureSetup.run(
...>   project_name: "myapp",
...>   region: "eu-north-1",
...>   access_key_id: "AKIA...",
...>   secret_access_key: "..."
...> )
{:ok, %{
  "aws_region" => "eu-north-1",
  "aws_sns_topic_arn" => "arn:aws:sns:...",
  "aws_sqs_queue_url" => "https://sqs...",
  ...
}}
Configuration Options
	:project_name - Project name used as prefix for resources (required)
	:region - AWS region (default: "eu-north-1")
	:access_key_id - AWS access key ID (required)
	:secret_access_key - AWS secret access key (required)
	:queue_visibility_timeout - Main queue visibility timeout in seconds (default: 600 / 10 minutes)
	:queue_retention - Message retention period in seconds (default: 1209600 / 14 days)
	:max_receive_count - Max retries before DLQ (default: 3)
	:polling_interval_ms - SQS polling interval in milliseconds (default: 5000)

Queue Configuration (Optimized for Email Events)
Main Queue:
	Visibility Timeout: 10 minutes - Allows complex database operations without message redelivery
	Message Retention: 14 days - Protects against extended outages (weekends, holidays)
	Max Receive Count: 3 attempts - Balances retry attempts with DLQ routing

Dead Letter Queue:
	Visibility Timeout: 1 minute - For manual processing and troubleshooting
	Message Retention: 14 days - Allows thorough analysis of failed messages

Return Values
	{:ok, config_map} - Successfully created infrastructure
	{:error, step, reason} - Failed at specific step with reason


      


      
        Summary


  
    Functions
  


    
      
        run(opts)

      


        Runs the complete AWS infrastructure setup.



    





      


      
        Functions


        


  
    
      
    
    
      run(opts)



        
          
        

    

  


  

Runs the complete AWS infrastructure setup.
Options
	:project_name - Required. Project name for resource naming
	:region - AWS region (default: "eu-north-1")
	:access_key_id - AWS access key (falls back to settings/env)
	:secret_access_key - AWS secret key (falls back to settings/env)

Examples
iex> run(project_name: "myapp", region: "eu-north-1")
{:ok, %{"aws_sns_topic_arn" => "arn:aws:sns:...", ...}}

iex> run(project_name: "test")
{:error, "get_account_id", "Invalid credentials"}

  


        

      


  

    
PhoenixKit.Admin.Events 
    



      
PubSub event broadcasting for PhoenixKit admin panels.
This module provides functions to broadcast changes in users, roles, sessions, and
dashboard statistics to all connected admin interfaces.
Topics
	phoenix_kit:admin:users - User changes (creation, updates, role changes)
	phoenix_kit:admin:roles - Role changes (creation, updates, deletion)
	phoenix_kit:admin:sessions - Session changes (creation, revocation)
	phoenix_kit:admin:presence - Anonymous and authenticated session presence
	phoenix_kit:admin:stats - Dashboard statistics updates

Events
User Events
	{:user_created, user} - New user registered
	{:user_updated, user} - User profile/status updated
	{:user_confirmed, user} - User email confirmed
	{:user_unconfirmed, user} - User email unconfirmed
	{:user_role_assigned, user, role_name} - Role assigned to user
	{:user_role_removed, user, role_name} - Role removed from user
	{:user_roles_synced, user, new_roles} - User roles synchronized

Role Events
	{:role_created, role} - New role created
	{:role_updated, role} - Role updated
	{:role_deleted, role} - Role deleted

Session Events
	{:session_created, user, token_info} - New session created
	{:session_revoked, token_id} - Session revoked
	{:user_sessions_revoked, user_id, count} - All user sessions revoked
	{:sessions_stats_updated, stats} - Session statistics updated

Presence Events
	{:anonymous_session_connected, session_id, session_info} - Anonymous visitor connected
	{:anonymous_session_disconnected, session_id} - Anonymous visitor disconnected
	{:user_session_connected, user_id, session_info} - Authenticated user connected
	{:user_session_disconnected, user_id, session_id} - Authenticated user disconnected
	{:presence_stats_updated, stats} - Real-time presence statistics updated

Statistics Events
	{:stats_updated, stats} - Dashboard statistics updated

Examples
# Broadcast user creation
PhoenixKit.Admin.Events.broadcast_user_created(user)

# Broadcast role assignment
PhoenixKit.Admin.Events.broadcast_user_role_assigned(user, "Admin")

# Broadcast statistics update
PhoenixKit.Admin.Events.broadcast_stats_updated()

      


      
        Summary


  
    Functions
  


    
      
        broadcast_anonymous_session_connected(session_id, session_info)

      


        Broadcasts anonymous session connection event to admin panels.



    


    
      
        broadcast_anonymous_session_disconnected(session_id)

      


        Broadcasts anonymous session disconnection event to admin panels.



    


    
      
        broadcast_presence_stats_updated(stats)

      


        Broadcasts presence statistics update event to admin panels.



    


    
      
        broadcast_role_created(role)

      


        Broadcasts role creation event to admin panels.



    


    
      
        broadcast_role_deleted(role)

      


        Broadcasts role deletion event to admin panels.



    


    
      
        broadcast_role_updated(role)

      


        Broadcasts role update event to admin panels.



    


    
      
        broadcast_session_created(user, token_info)

      


        Broadcasts session creation event to admin panels.



    


    
      
        broadcast_session_revoked(token_id)

      


        Broadcasts session revocation event to admin panels.



    


    
      
        broadcast_sessions_stats_updated()

      


        Broadcasts session statistics update event to admin panels.



    


    
      
        broadcast_stats_updated()

      


        Broadcasts statistics update event to admin dashboard.



    


    
      
        broadcast_user_confirmed(user)

      


        Broadcasts user confirmation event to admin panels.



    


    
      
        broadcast_user_created(user)

      


        Broadcasts user creation event to admin panels.



    


    
      
        broadcast_user_role_assigned(user, role_name)

      


        Broadcasts user role assignment event to admin panels.



    


    
      
        broadcast_user_role_removed(user, role_name)

      


        Broadcasts user role removal event to admin panels.



    


    
      
        broadcast_user_roles_synced(user, new_roles)

      


        Broadcasts user roles synchronization event to admin panels.



    


    
      
        broadcast_user_session_connected(user_id, session_info)

      


        Broadcasts authenticated user session connection event to admin panels.



    


    
      
        broadcast_user_session_disconnected(user_id, session_id)

      


        Broadcasts authenticated user session disconnection event to admin panels.



    


    
      
        broadcast_user_sessions_revoked(user_id, count)

      


        Broadcasts user sessions revocation event to admin panels.



    


    
      
        broadcast_user_unconfirmed(user)

      


        Broadcasts user unconfirmation event to admin panels.



    


    
      
        broadcast_user_updated(user)

      


        Broadcasts user update event to admin panels.



    


    
      
        subscribe_to_all_admin_events()

      


        Subscribes to all admin events.



    


    
      
        subscribe_to_presence()

      


        Subscribes to presence events for admin panels.



    


    
      
        subscribe_to_roles()

      


        Subscribes to role events for admin panels.



    


    
      
        subscribe_to_sessions()

      


        Subscribes to session events for admin panels.



    


    
      
        subscribe_to_stats()

      


        Subscribes to statistics events for admin dashboard.



    


    
      
        subscribe_to_users()

      


        Subscribes to user events for admin panels.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_anonymous_session_connected(session_id, session_info)



        
          
        

    

  


  

Broadcasts anonymous session connection event to admin panels.

  



  
    
      
    
    
      broadcast_anonymous_session_disconnected(session_id)



        
          
        

    

  


  

Broadcasts anonymous session disconnection event to admin panels.

  



  
    
      
    
    
      broadcast_presence_stats_updated(stats)



        
          
        

    

  


  

Broadcasts presence statistics update event to admin panels.

  



  
    
      
    
    
      broadcast_role_created(role)



        
          
        

    

  


  

Broadcasts role creation event to admin panels.

  



  
    
      
    
    
      broadcast_role_deleted(role)



        
          
        

    

  


  

Broadcasts role deletion event to admin panels.

  



  
    
      
    
    
      broadcast_role_updated(role)



        
          
        

    

  


  

Broadcasts role update event to admin panels.

  



  
    
      
    
    
      broadcast_session_created(user, token_info)



        
          
        

    

  


  

Broadcasts session creation event to admin panels.

  



  
    
      
    
    
      broadcast_session_revoked(token_id)



        
          
        

    

  


  

Broadcasts session revocation event to admin panels.

  



  
    
      
    
    
      broadcast_sessions_stats_updated()



        
          
        

    

  


  

Broadcasts session statistics update event to admin panels.

  



  
    
      
    
    
      broadcast_stats_updated()



        
          
        

    

  


  

Broadcasts statistics update event to admin dashboard.

  



  
    
      
    
    
      broadcast_user_confirmed(user)



        
          
        

    

  


  

Broadcasts user confirmation event to admin panels.

  



  
    
      
    
    
      broadcast_user_created(user)



        
          
        

    

  


  

Broadcasts user creation event to admin panels.

  



  
    
      
    
    
      broadcast_user_role_assigned(user, role_name)



        
          
        

    

  


  

Broadcasts user role assignment event to admin panels.

  



  
    
      
    
    
      broadcast_user_role_removed(user, role_name)



        
          
        

    

  


  

Broadcasts user role removal event to admin panels.

  



  
    
      
    
    
      broadcast_user_roles_synced(user, new_roles)



        
          
        

    

  


  

Broadcasts user roles synchronization event to admin panels.

  



  
    
      
    
    
      broadcast_user_session_connected(user_id, session_info)



        
          
        

    

  


  

Broadcasts authenticated user session connection event to admin panels.

  



  
    
      
    
    
      broadcast_user_session_disconnected(user_id, session_id)



        
          
        

    

  


  

Broadcasts authenticated user session disconnection event to admin panels.

  



  
    
      
    
    
      broadcast_user_sessions_revoked(user_id, count)



        
          
        

    

  


  

Broadcasts user sessions revocation event to admin panels.

  



  
    
      
    
    
      broadcast_user_unconfirmed(user)



        
          
        

    

  


  

Broadcasts user unconfirmation event to admin panels.

  



  
    
      
    
    
      broadcast_user_updated(user)



        
          
        

    

  


  

Broadcasts user update event to admin panels.

  



  
    
      
    
    
      subscribe_to_all_admin_events()



        
          
        

    

  


  

Subscribes to all admin events.

  



  
    
      
    
    
      subscribe_to_presence()



        
          
        

    

  


  

Subscribes to presence events for admin panels.

  



  
    
      
    
    
      subscribe_to_roles()



        
          
        

    

  


  

Subscribes to role events for admin panels.

  



  
    
      
    
    
      subscribe_to_sessions()



        
          
        

    

  


  

Subscribes to session events for admin panels.

  



  
    
      
    
    
      subscribe_to_stats()



        
          
        

    

  


  

Subscribes to statistics events for admin dashboard.

  



  
    
      
    
    
      subscribe_to_users()



        
          
        

    

  


  

Subscribes to user events for admin panels.

  


        

      


  

    
PhoenixKit.Admin.Presence 
    



      
Phoenix.Presence implementation for tracking anonymous and authenticated sessions.
This module provides real-time tracking of:
	Anonymous visitors (WebSocket connections without user_id)
	Authenticated users (with user_id)
	Session details like IP, User-Agent, current page, connection time

Usage
Track anonymous session:
PhoenixKit.Admin.Presence.track_anonymous(session_id, %{
  connected_at: DateTime.utc_now(),
  ip_address: get_connect_info(socket, :peer_data).address,
  user_agent: get_connect_info(socket, :user_agent),
  current_page: socket.assigns.current_path
})
Track authenticated session:
PhoenixKit.Admin.Presence.track_user(user, %{
  connected_at: DateTime.utc_now(),
  session_id: session_id,
  ip_address: get_connect_info(socket, :peer_data).address
})
Events Generated
	{:anonymous_session_connected, session_id, session_info}
	{:anonymous_session_disconnected, session_id}
	{:user_session_connected, user_id, session_info}
	{:user_session_disconnected, user_id, session_id}
	{:presence_stats_updated, stats}


      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        fetch(topic, presences)

      


        Callback implementation for Phoenix.Presence.fetch/2.



    


    
      
        fetchers_pids()

      


    


    
      
        get_by_key(topic, key)

      


        Callback implementation for Phoenix.Presence.get_by_key/2.



    


    
      
        get_presence_stats()

      


        Gets presence statistics.



    


    
      
        get_topic()

      


        Gets the presence topic name.



    


    
      
        list(topic)

      


        Callback implementation for Phoenix.Presence.list/1.



    


    
      
        list_active_sessions()

      


        Gets all currently active sessions (anonymous + authenticated).



    


    
      
        list_anonymous_sessions()

      


        Gets all anonymous sessions currently tracked.



    


    
      
        list_authenticated_sessions()

      


        Gets all authenticated user sessions currently tracked.



    


    
      
        start_link(opts \\ [])

      


        Starts the Presence process.



    


    
      
        subscribe()

      


        Subscribes to presence events for real-time updates.



    


    
      
        track(socket, key, meta)

      


        Callback implementation for Phoenix.Presence.track/3.



    


    
      
        track(pid, topic, key, meta)

      


        Callback implementation for Phoenix.Presence.track/4.



    


    
      
        track_anonymous(session_id, metadata \\ %{})

      


        Tracks an anonymous session in Presence.



    


    
      
        track_user(user, metadata \\ %{})

      


        Tracks an authenticated user session in Presence.



    


    
      
        untrack(socket, key)

      


        Callback implementation for Phoenix.Presence.untrack/2.



    


    
      
        untrack(pid, topic, key)

      


        Callback implementation for Phoenix.Presence.untrack/3.



    


    
      
        update(socket, key, meta)

      


        Callback implementation for Phoenix.Presence.update/3.



    


    
      
        update(pid, topic, key, meta)

      


        Callback implementation for Phoenix.Presence.update/4.



    


    
      
        update_metadata(key, metadata_updates)

      


        Updates metadata for an existing presence.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      fetch(topic, presences)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.fetch/2.

  



  
    
      
    
    
      fetchers_pids()



        
          
        

    

  


  


  



  
    
      
    
    
      get_by_key(topic, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.get_by_key/2.

  



  
    
      
    
    
      get_presence_stats()



        
          
        

    

  


  

Gets presence statistics.
Returns statistics about current active sessions:
	Total sessions
	Anonymous sessions count
	Authenticated sessions count
	Unique anonymous visitors
	Active authenticated users
	Top pages by activity


  



  
    
      
    
    
      get_topic()



        
          
        

    

  


  

Gets the presence topic name.

  



  
    
      
    
    
      list(topic)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.list/1.

  



  
    
      
    
    
      list_active_sessions()



        
          
        

    

  


  

Gets all currently active sessions (anonymous + authenticated).
Returns a list of session maps with type, metadata, and connection info.

  



  
    
      
    
    
      list_anonymous_sessions()



        
          
        

    

  


  

Gets all anonymous sessions currently tracked.

  



  
    
      
    
    
      list_authenticated_sessions()



        
          
        

    

  


  

Gets all authenticated user sessions currently tracked.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the Presence process.

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

Subscribes to presence events for real-time updates.

  



  
    
      
    
    
      track(socket, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.track/3.

  



  
    
      
    
    
      track(pid, topic, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.track/4.

  



    

  
    
      
    
    
      track_anonymous(session_id, metadata \\ %{})



        
          
        

    

  


  

Tracks an anonymous session in Presence.
Parameters
	session_id - Unique session identifier
	metadata - Session metadata map

Metadata Fields
	:connected_at - Connection timestamp
	:ip_address - Client IP address
	:user_agent - Browser User-Agent string
	:current_page - Current page path


  



    

  
    
      
    
    
      track_user(user, metadata \\ %{})



        
          
        

    

  


  

Tracks an authenticated user session in Presence.
Parameters
	user - User struct with id and email
	metadata - Session metadata map

Metadata Fields
	:connected_at - Connection timestamp
	:session_id - Session identifier
	:ip_address - Client IP address
	:user_agent - Browser User-Agent string
	:current_page - Current page path


  



  
    
      
    
    
      untrack(socket, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.untrack/2.

  



  
    
      
    
    
      untrack(pid, topic, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.untrack/3.

  



  
    
      
    
    
      update(socket, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.update/3.

  



  
    
      
    
    
      update(pid, topic, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.update/4.

  



  
    
      
    
    
      update_metadata(key, metadata_updates)



        
          
        

    

  


  

Updates metadata for an existing presence.
Useful for updating current page or other session details.

  


        

      


  

    
PhoenixKit.Admin.SimplePresence 
    



      
Simple presence tracking system for PhoenixKit admin interface.
This is a lightweight alternative to Phoenix.Presence that works
without requiring a full OTP application supervision tree.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_presence_stats()

      


        Gets presence statistics.



    


    
      
        get_topic()

      


        Gets the presence topic name.



    


    
      
        list_active_sessions()

      


        Lists all active sessions.



    


    
      
        list_anonymous_sessions()

      


        Lists anonymous sessions only.



    


    
      
        list_authenticated_sessions()

      


        Lists authenticated sessions only.



    


    
      
        start_link(opts \\ [])

      


        Starts the simple presence system.



    


    
      
        subscribe()

      


        Subscribes to presence events.



    


    
      
        track_anonymous(session_id, metadata \\ %{})

      


        Tracks an anonymous session.



    


    
      
        track_user(user, metadata \\ %{})

      


        Tracks an authenticated user session.



    


    
      
        update_metadata(key, metadata_updates)

      


        Updates metadata for an existing presence.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_presence_stats()



        
          
        

    

  


  

Gets presence statistics.

  



  
    
      
    
    
      get_topic()



        
          
        

    

  


  

Gets the presence topic name.

  



  
    
      
    
    
      list_active_sessions()



        
          
        

    

  


  

Lists all active sessions.

  



  
    
      
    
    
      list_anonymous_sessions()



        
          
        

    

  


  

Lists anonymous sessions only.

  



  
    
      
    
    
      list_authenticated_sessions()



        
          
        

    

  


  

Lists authenticated sessions only.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the simple presence system.

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

Subscribes to presence events.

  



    

  
    
      
    
    
      track_anonymous(session_id, metadata \\ %{})



        
          
        

    

  


  

Tracks an anonymous session.

  



    

  
    
      
    
    
      track_user(user, metadata \\ %{})



        
          
        

    

  


  

Tracks an authenticated user session.

  



  
    
      
    
    
      update_metadata(key, metadata_updates)



        
          
        

    

  


  

Updates metadata for an existing presence.

  


        

      


  

    
PhoenixKit.Cache 
    



      
Generic caching system for PhoenixKit with ETS-backed storage.
This module provides a flexible caching foundation that can be used for:
	Settings caching
	User roles and permissions
	Module configurations
	Any frequently accessed data

Features
	ETS-backed storage for high-performance lookups
	Automatic cache warming
	TTL support for expiring data
	Statistics tracking
	Robust fallback mechanisms
	Multiple cache instances via registry

Usage
# Start a cache instance
{:ok, pid} = PhoenixKit.Cache.start_link(name: :my_cache, warmer: &MyApp.load_data/0)

# Basic operations
PhoenixKit.Cache.put(:my_cache, "key", "value")
PhoenixKit.Cache.get(:my_cache, "key", "default")
PhoenixKit.Cache.invalidate(:my_cache, "key")

# Batch operations
PhoenixKit.Cache.get_multiple(:my_cache, ["key1", "key2"], %{"key1" => "default1"})
PhoenixKit.Cache.invalidate_multiple(:my_cache, ["key1", "key2"])
Configuration
Cache instances can be configured with:
	:name - Unique name for the cache instance
	:warmer - Function to warm the cache on startup
	:ttl - Time-to-live for cache entries (optional)
	:max_size - Maximum number of entries (optional)


      


      
        Summary


  
    Types
  


    
      
        cache_key()

      


    


    
      
        cache_name()

      


    


    
      
        cache_value()

      


    


    
      
        default_value()

      


    


    
      
        options()

      


    


    
      
        warmer_fun()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        clear(cache_name)

      


        Clears all entries from the cache.



    


    
      
        get(cache_name, key, default \\ nil)

      


        Gets a value from the cache.



    


    
      
        get_multiple(cache_name, keys, defaults \\ %{})

      


        Gets multiple values from the cache.



    


    
      
        invalidate(cache_name, key)

      


        Invalidates a key in the cache.



    


    
      
        invalidate_multiple(cache_name, keys)

      


        Invalidates multiple keys in the cache.



    


    
      
        put(cache_name, key, value)

      


        Puts a value in the cache.



    


    
      
        put_multiple(cache_name, key_values)

      


        Puts multiple values in the cache.



    


    
      
        start_link(opts)

      


        Starts a new cache instance.



    


    
      
        stats(cache_name)

      


        Gets cache statistics.



    


    
      
        warm(cache_name)

      


        Warms the cache using the configured warmer function.



    





      


      
        Types


        


  
    
      
    
    
      cache_key()



        
          
        

    

  


  

      

          @type cache_key() :: any()


      



  



  
    
      
    
    
      cache_name()



        
          
        

    

  


  

      

          @type cache_name() :: atom()


      



  



  
    
      
    
    
      cache_value()



        
          
        

    

  


  

      

          @type cache_value() :: any()


      



  



  
    
      
    
    
      default_value()



        
          
        

    

  


  

      

          @type default_value() :: any()


      



  



  
    
      
    
    
      options()



        
          
        

    

  


  

      

          @type options() :: [
  name: cache_name(),
  warmer: warmer_fun(),
  ttl: pos_integer() | nil,
  max_size: pos_integer() | nil
]


      



  



  
    
      
    
    
      warmer_fun()



        
          
        

    

  


  

      

          @type warmer_fun() :: (-> map() | nil)


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      clear(cache_name)



        
          
        

    

  


  

      

          @spec clear(cache_name()) :: :ok


      


Clears all entries from the cache.
Examples
PhoenixKit.Cache.clear(:settings)

  



    

  
    
      
    
    
      get(cache_name, key, default \\ nil)



        
          
        

    

  


  

      

          @spec get(cache_name(), cache_key(), default_value()) :: cache_value()


      


Gets a value from the cache.
Returns the default value if the key is not found or the cache is unavailable.
Examples
PhoenixKit.Cache.get(:settings, "date_format", "Y-m-d")
PhoenixKit.Cache.get(:user_roles, user_id, [])

  



    

  
    
      
    
    
      get_multiple(cache_name, keys, defaults \\ %{})



        
          
        

    

  


  

      

          @spec get_multiple(cache_name(), [cache_key()], map()) :: map()


      


Gets multiple values from the cache.
Returns a map with the requested keys and their values, using defaults for missing keys.
Examples
defaults = %{"date_format" => "Y-m-d", "time_format" => "H:i"}
PhoenixKit.Cache.get_multiple(:settings, ["date_format", "time_format"], defaults)

  



  
    
      
    
    
      invalidate(cache_name, key)



        
          
        

    

  


  

      

          @spec invalidate(cache_name(), cache_key()) :: :ok


      


Invalidates a key in the cache.
Examples
PhoenixKit.Cache.invalidate(:settings, "date_format")

  



  
    
      
    
    
      invalidate_multiple(cache_name, keys)



        
          
        

    

  


  

      

          @spec invalidate_multiple(cache_name(), [cache_key()]) :: :ok


      


Invalidates multiple keys in the cache.
Examples
PhoenixKit.Cache.invalidate_multiple(:settings, ["date_format", "time_format"])

  



  
    
      
    
    
      put(cache_name, key, value)



        
          
        

    

  


  

      

          @spec put(cache_name(), cache_key(), cache_value()) :: :ok


      


Puts a value in the cache.
Examples
PhoenixKit.Cache.put(:settings, "date_format", "m/d/Y")
PhoenixKit.Cache.put(:user_roles, user_id, ["admin", "user"])

  



  
    
      
    
    
      put_multiple(cache_name, key_values)



        
          
        

    

  


  

      

          @spec put_multiple(cache_name(), map()) :: :ok


      


Puts multiple values in the cache.
Examples
PhoenixKit.Cache.put_multiple(:settings, %{"date_format" => "m/d/Y", "time_format" => "h:i A"})

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(options()) :: GenServer.on_start()


      


Starts a new cache instance.
Options
	:name - Required. Unique name for the cache instance
	:warmer - Optional. Function to warm the cache on startup
	:ttl - Optional. Time-to-live for cache entries in milliseconds
	:max_size - Optional. Maximum number of entries before eviction

Examples
{:ok, pid} = PhoenixKit.Cache.start_link(name: :settings)
{:ok, pid} = PhoenixKit.Cache.start_link(name: :user_roles, warmer: &MyApp.load_user_roles/0)

  



  
    
      
    
    
      stats(cache_name)



        
          
        

    

  


  

      

          @spec stats(cache_name()) :: map()


      


Gets cache statistics.
Examples
PhoenixKit.Cache.stats(:settings)
# => %{hits: 150, misses: 5, puts: 20, invalidations: 3, hit_rate: 0.97}

  



  
    
      
    
    
      warm(cache_name)



        
          
        

    

  


  

      

          @spec warm(cache_name()) :: :ok


      


Warms the cache using the configured warmer function.
Examples
PhoenixKit.Cache.warm(:settings)

  


        

      


  

    
PhoenixKit.Cache.Registry 
    



      
Lightweight Registry wrapper for PhoenixKit.Cache instances.
This module provides simple process registration and discovery for cache
processes.
Features
	Simple Registry wrapper using Elixir's Registry
	Process registration and discovery
	Basic cache listing and health checking

Usage
# Register a cache process (typically done automatically)
{:ok, pid} = PhoenixKit.Cache.start_link(name: :my_cache)

# List all registered caches
PhoenixKit.Cache.Registry.list_caches()

# Check if a cache is registered
PhoenixKit.Cache.Registry.cache_exists?(:my_cache)

# Get cache process PID
PhoenixKit.Cache.Registry.get_cache_pid(:my_cache)

      


      
        Summary


  
    Functions
  


    
      
        cache_exists?(name)

      


        Checks if a cache is registered and running.



    


    
      
        child_spec(_)

      


        Child specification for supervision trees.



    


    
      
        count()

      


        Returns the count of registered cache processes.



    


    
      
        get_cache_pid(name)

      


        Gets the PID of a registered cache process.



    


    
      
        health_check()

      


        Performs a basic health check on registered caches.



    


    
      
        list_caches()

      


        Lists all registered cache instances with their basic status.



    


    
      
        lookup(key)

      


        Looks up a cache process by name.



    


    
      
        start_link()

      


        Starts the Registry for cache process registration.



    


    
      
        stats(cache_name \\ nil)

      


        Gets basic statistics for registered caches.



    


    
      
        via_tuple(key)

      


        Creates a via tuple for process registration.



    





      


      
        Functions


        


  
    
      
    
    
      cache_exists?(name)



        
          
        

    

  


  

      

          @spec cache_exists?(atom()) :: boolean()


      


Checks if a cache is registered and running.
Examples
iex> PhoenixKit.Cache.Registry.cache_exists?(:my_cache)
true

  



  
    
      
    
    
      child_spec(_)



        
          
        

    

  


  

      

          @spec child_spec(any()) :: Supervisor.child_spec()


      


Child specification for supervision trees.
Examples
children = [
  PhoenixKit.Cache.Registry
]

  



  
    
      
    
    
      count()



        
          
        

    

  


  

      

          @spec count() :: non_neg_integer()


      


Returns the count of registered cache processes.
Examples
iex> PhoenixKit.Cache.Registry.count()
2

  



  
    
      
    
    
      get_cache_pid(name)



        
          
        

    

  


  

      

          @spec get_cache_pid(atom()) :: pid() | nil


      


Gets the PID of a registered cache process.
Examples
iex> PhoenixKit.Cache.Registry.get_cache_pid(:my_cache)
#PID<0.123.0>

  



  
    
      
    
    
      health_check()



        
          
        

    

  


  

      

          @spec health_check() :: map()


      


Performs a basic health check on registered caches.
Examples
PhoenixKit.Cache.Registry.health_check()
# => %{
#   overall_status: :healthy,
#   total_caches: 2,
#   running_caches: 2,
#   dead_caches: 0,
#   registry_status: :running
# }

  



  
    
      
    
    
      list_caches()



        
          
        

    

  


  

      

          @spec list_caches() :: map()


      


Lists all registered cache instances with their basic status.
Examples
PhoenixKit.Cache.Registry.list_caches()
# => %{
#   settings: %{pid: #PID<0.123.0>, status: :running},
#   user_roles: %{pid: #PID<0.124.0>, status: :running}
# }

  



  
    
      
    
    
      lookup(key)



        
          
        

    

  


  

      

          @spec lookup(atom()) :: [{pid(), any()}]


      


Looks up a cache process by name.
Examples
iex> PhoenixKit.Cache.Registry.lookup(:my_cache)
[{#PID<0.123.0>, nil}]

  



  
    
      
    
    
      start_link()



        
          
        

    

  


  

      

          @spec start_link() :: {:ok, pid()} | {:error, term()}


      


Starts the Registry for cache process registration.
Examples
{:ok, _pid} = PhoenixKit.Cache.Registry.start_link()

  



    

  
    
      
    
    
      stats(cache_name \\ nil)



        
          
        

    

  


  

      

          @spec stats(atom() | nil) :: map()


      


Gets basic statistics for registered caches.
Note: This provides basic registry-level stats. For detailed cache
statistics, use PhoenixKit.Cache.stats/1 directly.
Examples
PhoenixKit.Cache.Registry.stats()
# => %{
#   total_caches: 2,
#   running_caches: 2,
#   dead_caches: 0,
#   cache_names: [:settings, :user_roles]
# }

PhoenixKit.Cache.Registry.stats(:my_cache)
# => %{registered: true, running: true, pid: #PID<0.123.0>}

  



  
    
      
    
    
      via_tuple(key)



        
          
        

    

  


  

      

          @spec via_tuple(atom()) :: {:via, Registry, {atom(), atom()}}


      


Creates a via tuple for process registration.
Examples
iex> PhoenixKit.Cache.Registry.via_tuple(:my_cache)
{:via, Registry, {PhoenixKit.Cache.Registry, :my_cache}}

  


        

      


  

    
PhoenixKit.Config 
    



      
Configuration management system for PhoenixKit.
This module provides a centralized way to manage PhoenixKit configuration.
Usage
# Get all configuration
config = PhoenixKit.Config.get_all()

# Get specific values
repo = PhoenixKit.Config.get(:repo)
mailer = PhoenixKit.Config.get(:mailer, PhoenixKit.Mailer)
Configuration Keys
	:repo - Ecto repository module (required)
	:mailer - Mailer module for sending emails
	:host - Application hostname
	:port - Application port
	:layout_module - Custom layout configuration
	:from_email - Default sender email address for notifications
	:from_name - Default sender name for notifications (default: "PhoenixKit")


      


      
        Summary


  
    Functions
  


    
      
        get(key)

      


        Gets a specific configuration value.



    


    
      
        get(key, default)

      


        Gets a specific configuration value with a default.



    


    
      
        get_all()

      


        Gets all PhoenixKit configuration.



    


    
      
        get_base_url()

      


        Gets configured host with an optional port or default value.



    


    
      
        get_dynamic_base_url()

      


        Gets the base URL dynamically from the parent Phoenix Endpoint if available,
otherwise falls back to the static configuration.



    


    
      
        get_mailer()

      


        Gets the configured mailer module.



    


    
      
        get_parent_app()

      


        Gets the parent application name that is using PhoenixKit.



    


    
      
        get_parent_endpoint()

      


        Gets the parent application's Phoenix Endpoint module.



    


    
      
        get_parent_endpoint_url()

      


        Gets the parent Phoenix Endpoint URL if the endpoint is available and running.



    


    
      
        get_url_prefix()

      


        Gets configured prefix for urls or default value.



    


    
      
        validate_required!(required_keys)

      


        Validates that required configuration is present.



    





      


      
        Functions


        


  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @spec get(atom()) :: {:ok, any()} | :not_found


      


Gets a specific configuration value.

  



  
    
      
    
    
      get(key, default)



        
          
        

    

  


  

      

          @spec get(atom(), any()) :: any()


      


Gets a specific configuration value with a default.
Examples
iex> PhoenixKit.Config.get(:mailer, PhoenixKit.Mailer)
MyApp.Mailer

iex> PhoenixKit.Config.get(:nonexistent, :default)
:default

  



  
    
      
    
    
      get_all()



        
          
        

    

  


  

      

          @spec get_all() :: Keyword.t()


      


Gets all PhoenixKit configuration.

  



  
    
      
    
    
      get_base_url()



        
          
        

    

  


  

      

          @spec get_base_url() :: String.t()


      


Gets configured host with an optional port or default value.

  



  
    
      
    
    
      get_dynamic_base_url()



        
          
        

    

  


  

      

          @spec get_dynamic_base_url() :: String.t()


      


Gets the base URL dynamically from the parent Phoenix Endpoint if available,
otherwise falls back to the static configuration.
This function automatically detects the correct URL from the running Phoenix
application, which is especially useful in development mode where the port
might be different from the default configuration.
Examples
iex> PhoenixKit.Config.get_dynamic_base_url()
"http://localhost:4001"  # from Phoenix Endpoint

iex> PhoenixKit.Config.get_dynamic_base_url()
"http://localhost:4000"  # fallback to static config

  



  
    
      
    
    
      get_mailer()



        
          
        

    

  


  

      

          @spec get_mailer() :: module()


      


Gets the configured mailer module.
Returns the configured mailer or falls back to PhoenixKit.Mailer.
Examples
iex> PhoenixKit.Config.get_mailer()
MyApp.Mailer

  



  
    
      
    
    
      get_parent_app()



        
          
        

    

  


  

      

          @spec get_parent_app() :: atom() | nil


      


Gets the parent application name that is using PhoenixKit.
This function attempts to detect the main application that has included
PhoenixKit as a dependency.

  



  
    
      
    
    
      get_parent_endpoint()



        
          
        

    

  


  

      

          @spec get_parent_endpoint() :: {:ok, module()} | :error


      


Gets the parent application's Phoenix Endpoint module.
This function attempts to detect the main application's endpoint that is using
PhoenixKit as a dependency.
Returns {:ok, endpoint_module} if found, :error otherwise.

  



  
    
      
    
    
      get_parent_endpoint_url()



        
          
        

    

  


  

      

          @spec get_parent_endpoint_url() :: {:ok, String.t()} | :error


      


Gets the parent Phoenix Endpoint URL if the endpoint is available and running.
Returns {:ok, url} if successful, :error if the endpoint cannot be found
or accessed.

  



  
    
      
    
    
      get_url_prefix()



        
          
        

    

  


  

      

          @spec get_url_prefix() :: String.t()


      


Gets configured prefix for urls or default value.

  



  
    
      
    
    
      validate_required!(required_keys)



        
          
        

    

  


  

Validates that required configuration is present.
Raises an exception if any required keys are missing.
Examples
PhoenixKit.Config.validate_required!([:repo, :secret_key_base])

  


        

      


  

    
PhoenixKit.Emails 
    



      
Email system for PhoenixKit - main API module.
This module provides the primary interface for email functionality,
including system configuration, log management, event management, and analytics.
Core Features
	Email Logging: Comprehensive logging of all outgoing emails
	Event Management: Manage delivery, bounce, complaint, open, and click events
	AWS SES Integration: Deep integration with AWS SES for event management
	Analytics: Detailed metrics and engagement analysis
	System Settings: Configurable options for system behavior
	Rate Limiting: Protection against abuse and spam
	Archival: Automatic cleanup and archival of old data

System Settings
All settings are stored in the PhoenixKit settings system with module "email_system":
	email_enabled - Enable/disable the entire system
	email_save_body - Save full email body (vs preview only)
	email_save_headers - Save email headers (vs empty map)
	email_ses_events - Manage AWS SES delivery events
	email_retention_days - Days to keep emails (default: 90)
	aws_ses_configuration_set - AWS SES configuration set name
	email_compress_body - Compress body after N days
	email_archive_to_s3 - Enable S3 archival
	email_sampling_rate - Percentage of emails to fully log

Core Functions
System Management
	enabled?/0 - Check if email system is enabled
	enable_system/0 - Enable email system
	disable_system/0 - Disable email system
	get_config/0 - Get current system configuration

Email Log Management
	list_logs/1 - Get emails with filters
	get_log!/1 - Get email log by ID
	create_log/1 - Create new email log
	update_log_status/2 - Update log status

Event Management
	create_event/1 - Create system event
	list_events_for_log/1 - Get events for specific log
	process_webhook_event/1 - Process incoming webhook

Analytics & Metrics
	get_system_stats/1 - Overall system statistics
	get_engagement_metrics/1 - Open/click rate analysis
	get_campaign_stats/1 - Campaign-specific metrics
	get_provider_performance/1 - Provider comparison

Maintenance
	cleanup_old_logs/1 - Remove old logs
	compress_old_bodies/1 - Compress storage
	archive_to_s3/1 - Archive to S3

Usage Examples
# Check if system is enabled
if PhoenixKit.Emails.enabled?() do
  # System is active
end

# Get system statistics
stats = PhoenixKit.Emails.get_system_stats(:last_30_days)
# => %{total_sent: 5000, delivered: 4850, bounce_rate: 2.5, open_rate: 23.4}

# Get campaign performance
campaign_stats = PhoenixKit.Emails.get_campaign_stats("newsletter_2024")
# => %{total_sent: 1000, delivery_rate: 98.5, open_rate: 25.2, click_rate: 4.8}

# Process webhook from AWS SES
{:ok, event} = PhoenixKit.Emails.process_webhook_event(webhook_data)

# Clean up old data
{deleted_count, _} = PhoenixKit.Emails.cleanup_old_logs(90)
Configuration Example
# In your application config
config :phoenix_kit,
  email_enabled: true,
  email_save_body: false,
  email_retention_days: 90,
  aws_ses_configuration_set: "my-app-system"

      


      
        Summary


  
    Functions
  


    
      
        archive_to_s3(days_old \\ nil)

      


        Archives old emais to S3 if archival is enabled.



    


    
      
        aws_configured?()

      


        Checks if AWS credentials are configured.



    


    
      
        cleanup_old_logs(days_old \\ nil)

      


        Removes emails older than the specified number of days.



    


    
      
        compress_old_bodies(days_old \\ nil)

      


        Compresses body_full field for old emails to save storage.



    


    
      
        count_logs(filters \\ %{})

      


        Counts emails with optional filtering (without loading all records).



    


    
      
        create_event(attrs \\ %{})

      


        Creates an email system event.



    


    
      
        create_log(attrs \\ %{})

      


        Creates an email log if system is enabled.



    


    
      
        delete_log(log)

      


        Deletes an email log.



    


    
      
        disable_system()

      


        Disables the email system.



    


    
      
        enable_system()

      


        Enables the email system.



    


    
      
        enabled?()

      


        Checks if the email system is enabled.



    


    
      
        fetch_dlq_events_for_message(message_id)

      


        Fetch SES events from DLQ queue for specific message ID.



    


    
      
        fetch_sqs_events_for_message(message_id)

      


        Fetch SES events from main SQS queue for specific message ID.



    


    
      
        get_aws_access_key()

      


        Gets AWS access key with Settings DB priority.



    


    
      
        get_aws_region()

      


        Gets the AWS region for SES and SQS services.



    


    
      
        get_aws_secret_key()

      


        Gets AWS secret key with Settings DB priority.



    


    
      
        get_campaign_stats(campaign_id)

      


        Gets statistics for a specific campaign.



    


    
      
        get_config()

      


        Gets the current email system configuration.



    


    
      
        get_daily_delivery_trends(period \\ :last_7_days)

      


        Gets daily delivery trend data for chart visualization.



    


    
      
        get_engagement_metrics(period \\ :last_30_days)

      


        Gets engagement metrics with trend analysis.



    


    
      
        get_geo_stats(event_type, period \\ :last_30_days)

      


        Gets geographic distribution of engagement events.



    


    
      
        get_log!(id)

      


        Gets a single email log by ID.



    


    
      
        get_log_by_message_id(message_id)

      


        Gets an email log by message ID.



    


    
      
        get_provider_performance(period \\ :last_7_days)

      


        Gets provider-specific performance metrics.



    


    
      
        get_retention_days()

      


        Gets the configured retention period for emails in days.



    


    
      
        get_sampling_rate()

      


        Gets the sampling rate for email logging (percentage).



    


    
      
        get_ses_configuration_set()

      


        Gets the AWS SES configuration set name.



    


    
      
        get_sns_topic_arn()

      


        Gets the AWS SNS Topic ARN for email events.



    


    
      
        get_sqs_config()

      


        Gets comprehensive SQS configuration.



    


    
      
        get_sqs_dlq_url()

      


        Gets the AWS SQS Dead Letter Queue URL.



    


    
      
        get_sqs_max_messages()

      


        Gets the maximum number of SQS messages to receive per polling cycle.



    


    
      
        get_sqs_polling_interval()

      


        Gets the SQS polling interval in milliseconds.



    


    
      
        get_sqs_queue_arn()

      


        Gets the AWS SQS Queue ARN for email events.



    


    
      
        get_sqs_queue_url()

      


        Gets the AWS SQS Queue URL for email events.



    


    
      
        get_sqs_visibility_timeout()

      


        Gets the SQS message visibility timeout in seconds.



    


    
      
        get_system_stats(period \\ :last_30_days)

      


        Gets overall system statistics for a time period.



    


    
      
        get_template_stats(period \\ :last_30_days)

      


        Gets template-specific performance metrics.



    


    
      
        get_top_links(period \\ :last_30_days, limit \\ 10)

      


        Gets the most clicked links for a time period.



    


    
      
        list_events_for_log(email_log_id)

      


        Lists events for a specific email log.



    


    
      
        list_logs(filters \\ %{})

      


        Lists emails with optional filters.



    


    
      
        process_webhook_event(webhook_data)

      


        Processes an incoming webhook event (typically from AWS SES).



    


    
      
        save_body_enabled?()

      


        Checks if full email body saving is enabled.



    


    
      
        save_headers_enabled?()

      


        Checks if email headers saving is enabled.



    


    
      
        ses_events_enabled?()

      


        Checks if AWS SES event management is enabled.



    


    
      
        set_aws_region(region)

      


        Sets the AWS region for SES and SQS services.



    


    
      
        set_compress_after_days(days)

      


        Sets the number of days after which to compress email bodies.



    


    
      
        set_retention_days(days)

      


        Sets the retention period for emails.



    


    
      
        set_s3_archival(enabled)

      


        Enables or disables S3 archival for old email data.



    


    
      
        set_sampling_rate(percentage)

      


        Sets the sampling rate for email logging.



    


    
      
        set_save_body(enabled)

      


        Enables or disables full email body saving.



    


    
      
        set_save_headers(enabled)

      


        Enables or disables email headers saving.



    


    
      
        set_ses_configuration_set(config_set_name)

      


        Sets the AWS SES configuration set name.



    


    
      
        set_ses_events(enabled)

      


        Enables or disables AWS SES event management.



    


    
      
        set_sns_topic_arn(topic_arn)

      


        Sets the AWS SNS Topic ARN for email events.



    


    
      
        set_sqs_dlq_url(dlq_url)

      


        Sets the AWS SQS Dead Letter Queue URL.



    


    
      
        set_sqs_max_messages(max_messages)

      


        Sets the maximum number of SQS messages to receive per polling cycle.



    


    
      
        set_sqs_polling(enabled)

      


        Enables or disables SQS polling.



    


    
      
        set_sqs_polling_interval(interval_ms)

      


        Sets the SQS polling interval in milliseconds.



    


    
      
        set_sqs_queue_arn(queue_arn)

      


        Sets the AWS SQS Queue ARN for email events.



    


    
      
        set_sqs_queue_url(queue_url)

      


        Sets the AWS SQS Queue URL for email events.



    


    
      
        set_sqs_visibility_timeout(timeout_seconds)

      


        Sets the SQS message visibility timeout in seconds.



    


    
      
        sqs_polling_enabled?()

      


        Checks if SQS polling is enabled.



    


    
      
        sync_email_status(message_id)

      


        Manually sync email status by fetching events from SQS queues.



    


    
      
        update_log_status(log, status)

      


        Updates the status of an email log.



    





      


      
        Functions


        


    

  
    
      
    
    
      archive_to_s3(days_old \\ nil)



        
          
        

    

  


  

Archives old emais to S3 if archival is enabled.
Examples
iex> PhoenixKit.Emails.archive_to_s3()
{:ok, archived_count: 100, s3_key: "archives/2024/01/emails.json"}

  



  
    
      
    
    
      aws_configured?()



        
          
        

    

  


  

Checks if AWS credentials are configured.
Checks both Settings Database and environment variables (Settings DB takes priority).
Examples
iex> PhoenixKit.Emails.aws_configured?()
true

  



    

  
    
      
    
    
      cleanup_old_logs(days_old \\ nil)



        
          
        

    

  


  

Removes emails older than the specified number of days.
Uses the system retention setting if no days specified.
Examples
iex> PhoenixKit.Emails.cleanup_old_logs()
{150, nil}  # Deleted 150 records

iex> PhoenixKit.Emails.cleanup_old_logs(180)
{75, nil}   # Deleted 75 records older than 180 days

  



    

  
    
      
    
    
      compress_old_bodies(days_old \\ nil)



        
          
        

    

  


  

Compresses body_full field for old emails to save storage.
Examples
iex> PhoenixKit.Emails.compress_old_bodies()
{25, nil}  # Compressed 25 records

iex> PhoenixKit.Emails.compress_old_bodies(60)
{40, nil}  # Compressed 40 records older than 60 days

  



    

  
    
      
    
    
      count_logs(filters \\ %{})



        
          
        

    

  


  

Counts emails with optional filtering (without loading all records).
Parameters
	filters - Map of filters to apply (optional)

Examples
iex> PhoenixKit.Emails.count_logs(%{status: "bounced"})
42

  



    

  
    
      
    
    
      create_event(attrs \\ %{})



        
          
        

    

  


  

Creates an email system event.
Examples
iex> PhoenixKit.Emails.create_event(%{
  email_log_id: 1,
  event_type: "open"
})
{:ok, %Event{}}

  



    

  
    
      
    
    
      create_log(attrs \\ %{})



        
          
        

    

  


  

Creates an email log if system is enabled.
Examples
iex> PhoenixKit.Emails.create_log(%{
  message_id: "abc123",
  to: "user@example.com",
  from: "app@example.com"
})
{:ok, %Log{}}

  



  
    
      
    
    
      delete_log(log)



        
          
        

    

  


  

Deletes an email log.
Examples
iex> log = PhoenixKit.Emails.get_log!(1)
iex> PhoenixKit.Emails.delete_log(log)
{:ok, %Log{}}

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the email system.
Sets the "email_enabled" setting to false.
Examples
iex> PhoenixKit.Emails.disable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the email system.
Sets the "email_enabled" setting to true.
Examples
iex> PhoenixKit.Emails.enable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if the email system is enabled.
Returns true if the "email_enabled" setting is true.
Examples
iex> PhoenixKit.Emails.enabled?()
true

  



  
    
      
    
    
      fetch_dlq_events_for_message(message_id)



        
          
        

    

  


  

Fetch SES events from DLQ queue for specific message ID.
Parameters
	message_id - The AWS SES message ID to search for

Returns
List of SES events matching the message ID from DLQ.

  



  
    
      
    
    
      fetch_sqs_events_for_message(message_id)



        
          
        

    

  


  

Fetch SES events from main SQS queue for specific message ID.
Parameters
	message_id - The AWS SES message ID to search for

Returns
List of SES events matching the message ID.

  



  
    
      
    
    
      get_aws_access_key()



        
          
        

    

  


  

Gets AWS access key with Settings DB priority.
Priority: Settings Database → Environment Variables
Examples
iex> PhoenixKit.Emails.get_aws_access_key()
"AKIA..."

  



  
    
      
    
    
      get_aws_region()



        
          
        

    

  


  

Gets the AWS region for SES and SQS services.
Examples
iex> PhoenixKit.Emails.get_aws_region()
"eu-north-1"

  



  
    
      
    
    
      get_aws_secret_key()



        
          
        

    

  


  

Gets AWS secret key with Settings DB priority.
Priority: Settings Database → Environment Variables
Examples
iex> PhoenixKit.Emails.get_aws_secret_key()
"secret..."

  



  
    
      
    
    
      get_campaign_stats(campaign_id)



        
          
        

    

  


  

Gets statistics for a specific campaign.
Examples
iex> PhoenixKit.Emails.get_campaign_stats("newsletter_2024")
%{
  total_sent: 1000,
  delivery_rate: 98.5,
  open_rate: 25.2,
  click_rate: 4.8
}

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the current email system configuration.
Returns a map with all current settings.
Examples
iex> PhoenixKit.Emails.get_config()
%{
  enabled: true,
  save_body: false,
  ses_events: true,
  retention_days: 90,
  sampling_rate: 100,
  ses_configuration_set: "my-system",
  sns_topic_arn: "arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events",
  sqs_queue_url: "https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue",
  sqs_polling_enabled: false,
  aws_region: "eu-north-1"
}

  



    

  
    
      
    
    
      get_daily_delivery_trends(period \\ :last_7_days)



        
          
        

    

  


  

Gets daily delivery trend data for chart visualization.
Examples
iex> PhoenixKit.Emails.get_daily_delivery_trends(:last_7_days)
%{
  labels: ["2024-09-01", "2024-09-02", ...],
  delivered: [120, 190, 300, ...],
  bounced: [5, 10, 15, ...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_30_days)



        
          
        

    

  


  

Gets engagement metrics with trend analysis.
Examples
iex> PhoenixKit.Emails.get_engagement_metrics(:last_7_days)
%{
  avg_open_rate: 24.5,
  avg_click_rate: 4.2,
  bounce_rate: 2.8,
  engagement_trend: :increasing
}

  



    

  
    
      
    
    
      get_geo_stats(event_type, period \\ :last_30_days)



        
          
        

    

  


  

Gets geographic distribution of engagement events.
Examples
iex> PhoenixKit.Emails.get_geo_stats("open", :last_30_days)
%{"US" => 500, "CA" => 200, "UK" => 150}

  



  
    
      
    
    
      get_log!(id)



        
          
        

    

  


  

Gets a single email log by ID.
Raises Ecto.NoResultsError if the log does not exist or system is disabled.
Examples
iex> PhoenixKit.Emails.get_log!(123)
%Log{}

  



  
    
      
    
    
      get_log_by_message_id(message_id)



        
          
        

    

  


  

Gets an email log by message ID.
Examples
iex> PhoenixKit.Emails.get_log_by_message_id("msg-abc123")
%Log{}

  



    

  
    
      
    
    
      get_provider_performance(period \\ :last_7_days)



        
          
        

    

  


  

Gets provider-specific performance metrics.
Examples
iex> PhoenixKit.Emails.get_provider_performance(:last_7_days)
%{
  "aws_ses" => %{delivery_rate: 98.5, bounce_rate: 1.5},
  "smtp" => %{delivery_rate: 95.0, bounce_rate: 5.0}
}

  



  
    
      
    
    
      get_retention_days()



        
          
        

    

  


  

Gets the configured retention period for emails in days.
Examples
iex> PhoenixKit.Emails.get_retention_days()
90

  



  
    
      
    
    
      get_sampling_rate()



        
          
        

    

  


  

Gets the sampling rate for email logging (percentage).
Examples
iex> PhoenixKit.Emails.get_sampling_rate()
100  # Log 100% of emails

  



  
    
      
    
    
      get_ses_configuration_set()



        
          
        

    

  


  

Gets the AWS SES configuration set name.
Examples
iex> PhoenixKit.Emails.get_ses_configuration_set()
"my-app-system"

  



  
    
      
    
    
      get_sns_topic_arn()



        
          
        

    

  


  

Gets the AWS SNS Topic ARN for email events.
Examples
iex> PhoenixKit.Emails.get_sns_topic_arn()
"arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events"

  



  
    
      
    
    
      get_sqs_config()



        
          
        

    

  


  

Gets comprehensive SQS configuration.
Examples
iex> PhoenixKit.Emails.get_sqs_config()
%{
  sns_topic_arn: "arn:aws:sns:...",
  queue_url: "https://sqs.eu-north-1.amazonaws.com/...",
  polling_enabled: true,
  polling_interval_ms: 5000,
  max_messages_per_poll: 10
}

  



  
    
      
    
    
      get_sqs_dlq_url()



        
          
        

    

  


  

Gets the AWS SQS Dead Letter Queue URL.
Examples
iex> PhoenixKit.Emails.get_sqs_dlq_url()
"https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-dlq"

  



  
    
      
    
    
      get_sqs_max_messages()



        
          
        

    

  


  

Gets the maximum number of SQS messages to receive per polling cycle.
Examples
iex> PhoenixKit.Emails.get_sqs_max_messages()
10

  



  
    
      
    
    
      get_sqs_polling_interval()



        
          
        

    

  


  

Gets the SQS polling interval in milliseconds.
Examples
iex> PhoenixKit.Emails.get_sqs_polling_interval()
5000  # 5 seconds

  



  
    
      
    
    
      get_sqs_queue_arn()



        
          
        

    

  


  

Gets the AWS SQS Queue ARN for email events.
Examples
iex> PhoenixKit.Emails.get_sqs_queue_arn()
"arn:aws:sqs:eu-north-1:123456789012:phoenixkit-email-queue"

  



  
    
      
    
    
      get_sqs_queue_url()



        
          
        

    

  


  

Gets the AWS SQS Queue URL for email events.
Examples
iex> PhoenixKit.Emails.get_sqs_queue_url()
"https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue"

  



  
    
      
    
    
      get_sqs_visibility_timeout()



        
          
        

    

  


  

Gets the SQS message visibility timeout in seconds.
Examples
iex> PhoenixKit.Emails.get_sqs_visibility_timeout()
300  # 5 minutes

  



    

  
    
      
    
    
      get_system_stats(period \\ :last_30_days)



        
          
        

    

  


  

Gets overall system statistics for a time period.
Examples
iex> PhoenixKit.Emails.get_system_stats(:last_30_days)
%{
  total_sent: 5000,
  delivered: 4850,
  bounced: 150,
  opened: 1200,
  clicked: 240,
  delivery_rate: 97.0,
  bounce_rate: 3.0,
  open_rate: 24.7,
  click_rate: 20.0
}

  



    

  
    
      
    
    
      get_template_stats(period \\ :last_30_days)



        
          
        

    

  


  

Gets template-specific performance metrics.
Examples
iex> PhoenixKit.Emails.get_template_stats(:last_30_days)
%{
  "welcome_email" => %{sent: 100, delivered: 95, opened: 45, clicked: 12},
  "password_reset" => %{sent: 50, delivered: 48, opened: 30, clicked: 8}
}

  



    

    

  
    
      
    
    
      get_top_links(period \\ :last_30_days, limit \\ 10)



        
          
        

    

  


  

Gets the most clicked links for a time period.
Examples
iex> PhoenixKit.Emails.get_top_links(:last_30_days, 10)
[%{url: "https://example.com/product", clicks: 150}, ...]

  



  
    
      
    
    
      list_events_for_log(email_log_id)



        
          
        

    

  


  

Lists events for a specific email log.
Examples
iex> PhoenixKit.Emails.list_events_for_log(123)
[%Event{}, ...]

  



    

  
    
      
    
    
      list_logs(filters \\ %{})



        
          
        

    

  


  

Lists emails with optional filters.
Options
	:status - Filter by status (sent, delivered, bounced, etc.)
	:campaign_id - Filter by campaign
	:template_name - Filter by template
	:provider - Filter by email provider
	:from_date - Emails sent after this date
	:to_date - Emails sent before this date
	:recipient - Filter by recipient email
	:limit - Limit results (default: 50)
	:offset - Offset for pagination

Examples
iex> PhoenixKit.Emails.list_logs(%{status: "bounced", limit: 10})
[%Log{}, ...]

  



  
    
      
    
    
      process_webhook_event(webhook_data)



        
          
        

    

  


  

Processes an incoming webhook event (typically from AWS SES).
Examples
iex> webhook_data = %{
  "eventType" => "bounce",
  "mail" => %{"messageId" => "abc123"}
}
iex> PhoenixKit.Emails.process_webhook_event(webhook_data)
{:ok, %Event{}}

  



  
    
      
    
    
      save_body_enabled?()



        
          
        

    

  


  

Checks if full email body saving is enabled.
Returns true if the "email_save_body" setting is true.
Examples
iex> PhoenixKit.Emails.save_body_enabled?()
false

  



  
    
      
    
    
      save_headers_enabled?()



        
          
        

    

  


  

Checks if email headers saving is enabled.
Returns true if the "email_save_headers" setting is true.
Examples
iex> PhoenixKit.Emails.save_headers_enabled?()
false

  



  
    
      
    
    
      ses_events_enabled?()



        
          
        

    

  


  

Checks if AWS SES event management is enabled.
Examples
iex> PhoenixKit.Emails.ses_events_enabled?()
true

  



  
    
      
    
    
      set_aws_region(region)



        
          
        

    

  


  

Sets the AWS region for SES and SQS services.
Examples
iex> PhoenixKit.Emails.set_aws_region("eu-north-1")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_compress_after_days(days)



        
          
        

    

  


  

Sets the number of days after which to compress email bodies.
Examples
iex> PhoenixKit.Emails.set_compress_after_days(30)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_retention_days(days)



        
          
        

    

  


  

Sets the retention period for emails.
Examples
iex> PhoenixKit.Emails.set_retention_days(180)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_s3_archival(enabled)



        
          
        

    

  


  

Enables or disables S3 archival for old email data.
Examples
iex> PhoenixKit.Emails.set_s3_archival(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sampling_rate(percentage)



        
          
        

    

  


  

Sets the sampling rate for email logging.
Examples
iex> PhoenixKit.Emails.set_sampling_rate(80)  # Log 80% of emails
{:ok, %Setting{}}

  



  
    
      
    
    
      set_save_body(enabled)



        
          
        

    

  


  

Enables or disables full email body saving.
Examples
iex> PhoenixKit.Emails.set_save_body(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_save_headers(enabled)



        
          
        

    

  


  

Enables or disables email headers saving.
Examples
iex> PhoenixKit.Emails.set_save_headers(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_ses_configuration_set(config_set_name)



        
          
        

    

  


  

Sets the AWS SES configuration set name.
Examples
iex> PhoenixKit.Emails.set_ses_configuration_set("my-system-set")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_ses_events(enabled)



        
          
        

    

  


  

Enables or disables AWS SES event management.
Examples
iex> PhoenixKit.Emails.set_ses_events(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sns_topic_arn(topic_arn)



        
          
        

    

  


  

Sets the AWS SNS Topic ARN for email events.
Examples
iex> PhoenixKit.Emails.set_sns_topic_arn("arn:aws:sns:eu-north-1:123456789012:phoenixkit-email-events")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_dlq_url(dlq_url)



        
          
        

    

  


  

Sets the AWS SQS Dead Letter Queue URL.
Examples
iex> PhoenixKit.Emails.set_sqs_dlq_url("https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-dlq")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_max_messages(max_messages)



        
          
        

    

  


  

Sets the maximum number of SQS messages to receive per polling cycle.
Examples
iex> PhoenixKit.Emails.set_sqs_max_messages(20)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_polling(enabled)



        
          
        

    

  


  

Enables or disables SQS polling.
Examples
iex> PhoenixKit.Emails.set_sqs_polling(true)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_polling_interval(interval_ms)



        
          
        

    

  


  

Sets the SQS polling interval in milliseconds.
Examples
iex> PhoenixKit.Emails.set_sqs_polling_interval(3000)  # 3 seconds
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_queue_arn(queue_arn)



        
          
        

    

  


  

Sets the AWS SQS Queue ARN for email events.
Examples
iex> PhoenixKit.Emails.set_sqs_queue_arn("arn:aws:sqs:eu-north-1:123456789012:phoenixkit-email-queue")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_queue_url(queue_url)



        
          
        

    

  


  

Sets the AWS SQS Queue URL for email events.
Examples
iex> PhoenixKit.Emails.set_sqs_queue_url("https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue")
{:ok, %Setting{}}

  



  
    
      
    
    
      set_sqs_visibility_timeout(timeout_seconds)



        
          
        

    

  


  

Sets the SQS message visibility timeout in seconds.
Examples
iex> PhoenixKit.Emails.set_sqs_visibility_timeout(600)  # 10 minutes
{:ok, %Setting{}}

  



  
    
      
    
    
      sqs_polling_enabled?()



        
          
        

    

  


  

Checks if SQS polling is enabled.
Examples
iex> PhoenixKit.Emails.sqs_polling_enabled?()
true

  



  
    
      
    
    
      sync_email_status(message_id)



        
          
        

    

  


  

Manually sync email status by fetching events from SQS queues.
This function searches for events in both the main SQS queue and DLQ
that match the given message_id and processes them to update email status.
Parameters
	message_id - The AWS SES message ID or internal PhoenixKit message ID to sync

Returns
	{:ok, result} - Successful sync with processing results
	{:error, reason} - Error during sync process

Examples
iex> PhoenixKit.Emails.sync_email_status("0110019971abc123-...")
{:ok, %{events_processed: 3, log_updated: true}}

iex> PhoenixKit.Emails.sync_email_status("pk_abc123...")
{:ok, %{events_processed: 1, log_updated: true}}

  



  
    
      
    
    
      update_log_status(log, status)



        
          
        

    

  


  

Updates the status of an email log.
Examples
iex> PhoenixKit.Emails.update_log_status(log, "delivered")
{:ok, %Log{}}

  


        

      


  

    
PhoenixKit.Emails.ApplicationIntegration 
    



      
Helpers for integrating PhoenixKit Email Tracking into parent applications.
This module provides convenient functions for adding email system
to your Phoenix application's supervision tree.
Quick Integration
The simplest way to add email system:
# In lib/your_app/application.ex
def start(_type, _args) do
  children = [
    # ... your processes
  ] ++ PhoenixKit.Emails.ApplicationIntegration.children()

  Supervisor.start_link(children, strategy: :one_for_one)
end
Conditional Integration
If you want to control when email system starts:
# In lib/your_app/application.ex
def start(_type, _args) do
  base_children = [
    # ... your main processes
  ]

  children = base_children ++ email_children()

  Supervisor.start_link(children, strategy: :one_for_one)
end

defp email_children do
  if email_enabled?() do
    PhoenixKit.Emails.ApplicationIntegration.children()
  else
    []
  end
end

defp email_enabled? do
  # Your logic for determining if email system is enabled
  System.get_env("EMAIL_TRACKING_ENABLED") == "true"
end
Advanced Integration
For full control use separate functions:
children = [
  # ... your processes
] ++ PhoenixKit.Emails.ApplicationIntegration.supervisor_children()

      


      
        Summary


  
    Functions
  


    
      
        children(opts \\ [])

      


        Returns list of child specs for adding to supervision tree.



    


    
      
        initialize_configuration()

      


        Creates initial configuration for email system.



    


    
      
        preflight_check()

      


        Performs pre-flight checks for email system system.



    


    
      
        ready_for_email_system?()

      


        Checks if system is ready to start email system.



    


    
      
        supervisor_child_spec(opts \\ [])

      


        Returns child spec for email system supervisor.



    


    
      
        supervisor_children(opts \\ [])

      


        Returns only children for supervisor (without supervisor itself).



    





      


      
        Functions


        


    

  
    
      
    
    
      children(opts \\ [])



        
          
        

    

  


  

Returns list of child specs for adding to supervision tree.
This is the main function for email system integration.
Options
	:supervisor_name - supervisor process name
	:start_sqs_worker - force enable/disable SQS Worker

Examples
# Basic usage
children = PhoenixKit.Emails.ApplicationIntegration.children()

# With custom options
children = PhoenixKit.Emails.ApplicationIntegration.children(
  supervisor_name: MyApp.EmailSystemSupervisor,
  start_sqs_worker: true
)

  



  
    
      
    
    
      initialize_configuration()



        
          
        

    

  


  

Creates initial configuration for email system.
Useful for initializing system with basic settings.
Examples
PhoenixKit.Emails.ApplicationIntegration.initialize_configuration()

  



  
    
      
    
    
      preflight_check()



        
          
        

    

  


  

Performs pre-flight checks for email system system.
Returns detailed report on system readiness.
Examples
iex> PhoenixKit.Emails.ApplicationIntegration.preflight_check()
%{
  status: :ready,
  checks: %{
    email_enabled: true,
    sqs_polling_enabled: true,
    sqs_configuration: true,
    aws_credentials: true
  }
}

  



  
    
      
    
    
      ready_for_email_system?()



        
          
        

    

  


  

Checks if system is ready to start email system.
Examples
iex> PhoenixKit.Emails.ApplicationIntegration.ready_for_email_system?()
true

iex> PhoenixKit.Emails.ApplicationIntegration.ready_for_email_system?()
{:error, :email_disabled}

  



    

  
    
      
    
    
      supervisor_child_spec(opts \\ [])



        
          
        

    

  


  

Returns child spec for email system supervisor.
Examples
supervisor_spec = PhoenixKit.Emails.ApplicationIntegration.supervisor_child_spec()

  



    

  
    
      
    
    
      supervisor_children(opts \\ [])



        
          
        

    

  


  

Returns only children for supervisor (without supervisor itself).
Use if you want to add email system processes
to existing supervisor.
Examples
# In your supervisor module
def init(_opts) do
  children = [
    # ... your processes
  ] ++ PhoenixKit.Emails.ApplicationIntegration.supervisor_children()

  Supervisor.init(children, strategy: :one_for_one)
end

  


        

      


  

    
PhoenixKit.Emails.Archiver 
    



      
Archive and compress old email tracking data for optimal storage.
Provides comprehensive data lifecycle management for email tracking:
	Body Compression - Compress full email bodies after configurable time
	S3 Archival - Move old logs to S3 cold storage  
	Sampling Optimization - Apply sampling to reduce storage load
	Cleanup Integration - Work with cleanup tasks for complete lifecycle
	Performance Optimization - Batch operations for large datasets

Storage Optimization Strategy
	Recent Data (0-7 days): Full storage with all fields
	Medium Data (7-30 days): Compress body_full, keep metadata
	Old Data (30-90 days): Archive to S3, keep local summary
	Ancient Data (90+ days): Delete after S3 confirmation

Settings Integration
All archival settings stored in phoenix_kit_settings:
	email_compress_body - Days before compressing bodies (default: 30)
	email_archive_to_s3 - Enable S3 archival (default: false)
	email_s3_bucket - S3 bucket name
	email_sampling_rate - Percentage to fully log (default: 100)
	email_retention_days - Total retention before deletion (default: 90)

Usage Examples
# Compress bodies older than 30 days
{compressed_count, size_saved} = PhoenixKit.Emails.Archiver.compress_old_bodies(30)

# Archive to S3 with automatic cleanup
{:ok, archived_count} = PhoenixKit.Emails.Archiver.archive_to_s3(90, 
  bucket: "my-email-archive",
  prefix: "email-logs/2025/"
)

# Apply sampling to reduce future storage
sampled_email = PhoenixKit.Emails.Archiver.apply_sampling_rate(email)

# Get storage statistics
stats = PhoenixKit.Emails.Archiver.get_storage_stats()
# => %{total_logs: 50000, compressed: 15000, archived: 10000, size_mb: 2341}
S3 Integration
Supports multiple S3-compatible storage providers:
	Amazon S3
	DigitalOcean Spaces  
	Google Cloud Storage
	MinIO
	Any S3-compatible service

Compression Algorithm
Uses gzip compression for email bodies with fallback strategies:
	Gzip - Primary compression for text content
	Preview Only - Keep only first 500 chars for very old data
	Metadata Only - Keep only delivery status and timestamps

Batch Processing
All operations are designed for efficiency:
	Process in configurable batch sizes (default: 1000)
	Progress tracking for long operations
	Automatic retry on transient failures
	Memory-efficient streaming for large datasets


      


      
        Summary


  
    Functions
  


    
      
        apply_sampling_rate(email_attrs, opts \\ [])

      


        Apply sampling rate to email for storage optimization.



    


    
      
        archive_to_s3(days_old, opts \\ [])

      


        Archive old emails to S3 storage.



    


    
      
        compress_old_bodies(days_old \\ nil, opts \\ [])

      


        Compress email bodies older than specified days.



    


    
      
        get_storage_breakdown()

      


        Get detailed storage breakdown by time periods.



    


    
      
        get_storage_stats()

      


        Get comprehensive storage statistics.



    





      


      
        Functions


        


    

  
    
      
    
    
      apply_sampling_rate(email_attrs, opts \\ [])



        
          
        

    

  


  

Apply sampling rate to email for storage optimization.
Returns modified email with reduced storage footprint for non-critical emails.
Sampling Strategy
	Always Full: Error emails, bounces, complaints  
	Always Full: Transactional emails (password resets, etc.)
	Sampling Applied: Marketing emails, newsletters
	Metadata Only: Bulk emails when over limit

Examples
# Apply system sampling rate
email = Archiver.apply_sampling_rate(original_email)

# Force specific sampling
email = Archiver.apply_sampling_rate(original_email, force_rate: 50)

  



    

  
    
      
    
    
      archive_to_s3(days_old, opts \\ [])



        
          
        

    

  


  

Archive old emails to S3 storage.
Returns {:ok, archived_count} on success or {:error, reason} on failure.
Options
	:bucket - S3 bucket name (required)
	:prefix - S3 object key prefix
	:batch_size - Process in batches (default: 500) 
	:format - Archive format: :json (default), :csv, :parquet
	:delete_after_archive - Delete from DB after successful archive
	:include_events - Include email events in archive

Examples
# Basic S3 archival
{:ok, count} = Archiver.archive_to_s3(90,
  bucket: "email-archive",
  prefix: "logs/2025/"
)

# Archive with events and cleanup
{:ok, count} = Archiver.archive_to_s3(90,
  bucket: "email-archive", 
  include_events: true,
  delete_after_archive: true
)

  



    

    

  
    
      
    
    
      compress_old_bodies(days_old \\ nil, opts \\ [])



        
          
        

    

  


  

Compress email bodies older than specified days.
Returns {compressed_count, size_saved_bytes}.
Options
	:batch_size - Process in batches (default: 1000)
	:dry_run - Show what would be compressed without doing it
	:preserve_errors - Don't compress emails with errors/bounces

Examples
# Compress bodies older than 30 days
{count, saved} = Archiver.compress_old_bodies(30)
# => {1523, 45231040}

# Dry run to see impact
{count, estimated_saved} = Archiver.compress_old_bodies(30, dry_run: true)

  



  
    
      
    
    
      get_storage_breakdown()



        
          
        

    

  


  

Get detailed storage breakdown by time periods.
Examples
iex> Archiver.get_storage_breakdown()
%{
  last_7_days: %{logs: 5000, size_mb: 145, compressed: false},
  last_30_days: %{logs: 15000, size_mb: 420, compressed: 8000},
  last_90_days: %{logs: 35000, size_mb: 980, compressed: 25000},
  older: %{logs: 70000, size_mb: 1200, archived: 45000}
}

  



  
    
      
    
    
      get_storage_stats()



        
          
        

    

  


  

Get comprehensive storage statistics.
Examples
iex> Archiver.get_storage_stats()
%{
  total_logs: 125000,
  total_events: 450000,
  compressed_bodies: 45000,
  archived_logs: 15000,
  storage_size_mb: 2341,
  oldest_log: ~U[2024-01-15 10:30:00Z],
  compression_ratio: 0.65,
  s3_archived_size_mb: 890
}

  


        

      


  

    
PhoenixKit.Emails.EmailBlocklist 
    



      
Email blocklist schema for storing blocked email addresses.
Used by the rate limiter to track emails that should be blocked
due to bounces, complaints, or other issues.

      


      
        Summary


  
    Functions
  


    
      
        changeset(blocklist, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(blocklist, attrs)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Emails.Event 
    



      
Email event schema for managing delivery events in PhoenixKit.
This schema records events that occur after email sending, such as delivery,
bounce, complaint, open, and click events. These events are typically received
from email providers like AWS SES through webhooks.
Schema Fields
	email_log_id: Foreign key to the associated email log
	event_type: Type of event (send, delivery, bounce, complaint, open, click)
	event_data: JSONB map containing event-specific data from the provider
	occurred_at: Timestamp when the event occurred
	ip_address: IP address of the recipient (for open/click events)
	user_agent: User agent string (for open/click events)
	geo_location: JSONB map with geographic data (country, region, city)
	link_url: URL that was clicked (for click events)
	bounce_type: Type of bounce (hard, soft, for bounce events)
	complaint_type: Type of complaint (abuse, auth-failure, fraud, etc.)

Event Types
	send: Email was successfully sent to the provider
	delivery: Email was successfully delivered to recipient's inbox
	bounce: Email bounced (permanent or temporary failure)
	complaint: Recipient marked email as spam
	open: Recipient opened the email (AWS SES tracking)
	click: Recipient clicked a link in the email

Associations
	email_log: Belongs to the EmailLog that this event is associated with

Usage Examples
# Create a delivery event
{:ok, event} = PhoenixKit.Emails.Event.create_event(%{
  email_log_id: log.id,
  event_type: "delivery",
  event_data: %{
    timestamp: "2024-01-15T10:30:00.000Z",
    smtp_response: "250 OK"
  }
})

# Create an open event with managing data
{:ok, event} = PhoenixKit.Emails.Event.create_event(%{
  email_log_id: log.id,
  event_type: "open",
  ip_address: "192.168.1.1",
  user_agent: "Mozilla/5.0...",
  geo_location: %{country: "US", region: "CA", city: "San Francisco"}
})

# Get all events for an email
events = PhoenixKit.Emails.Event.for_email_log(log_id)

      


      
        Summary


  
    Functions
  


    
      
        change_event(email_event, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for managing email event changes.



    


    
      
        changeset(email_event, attrs)

      


        Creates a changeset for email event creation and updates.



    


    
      
        create_bounce_event(email_log_id, bounce_type, reason \\ nil)

      


        Creates a bounce event with bounce details.



    


    
      
        create_click_event(email_log_id, link_url, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})

      


        Creates a click event with link and managing data.



    


    
      
        create_complaint_event(email_log_id, complaint_type \\ "abuse", feedback_id \\ nil)

      


        Creates a complaint event with complaint details.



    


    
      
        create_event(attrs \\ %{})

      


        Creates an email event.



    


    
      
        create_from_ses_webhook(email_log, webhook_data)

      


        Creates a delivery event from AWS SES webhook data.



    


    
      
        create_open_event(email_log_id, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})

      


        Creates an open event with managing data.



    


    
      
        delete_event(email_event)

      


        Deletes an email event.



    


    
      
        event_exists?(email_log_id, event_type)

      


        Checks if an event already exists for a specific email log and type.



    


    
      
        for_email_log(email_log_id)

      


        Gets all events for a specific email log.



    


    
      
        for_email_log_by_type(email_log_id, event_type)

      


        Gets events of a specific type for an email log.



    


    
      
        for_period_by_type(start_date, end_date, event_type)

      


        Gets events of a specific type within a time range.



    


    
      
        get_event!(id)

      


        Gets a single email event by ID.



    


    
      
        get_event_stats(start_date, end_date)

      


        Gets event statistics for a time period.



    


    
      
        get_geo_distribution(event_type, start_date, end_date)

      


        Gets geographic distribution of events.



    


    
      
        get_latest_event_by_type(email_log_id, event_type)

      


        Gets the most recent event of a specific type for an email log.



    


    
      
        get_top_clicked_links(start_date, end_date, limit \\ 10)

      


        Gets the most clicked links for a time period.



    


    
      
        has_event_type?(email_log_id, event_type)

      


        Checks if an event of a specific type exists for an email log.



    


    
      
        update_event(email_event, attrs)

      


        Updates an email event.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_event(email_event, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for managing email event changes.
Examples
iex> PhoenixKit.Emails.Event.change_event(event)
%Ecto.Changeset{data: %PhoenixKit.Emails.Event{}}

  



  
    
      
    
    
      changeset(email_event, attrs)



        
          
        

    

  


  

Creates a changeset for email event creation and updates.
Validates required fields and ensures data consistency.
Automatically sets occurred_at on new records if not provided.

  



    

  
    
      
    
    
      create_bounce_event(email_log_id, bounce_type, reason \\ nil)



        
          
        

    

  


  

Creates a bounce event with bounce details.
Examples
iex> PhoenixKit.Emails.Event.create_bounce_event(log_id, "hard", "No such user")
{:ok, %PhoenixKit.Emails.Event{}}

  



    

    

    

  
    
      
    
    
      create_click_event(email_log_id, link_url, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})



        
          
        

    

  


  

Creates a click event with link and managing data.
Examples
iex> PhoenixKit.Emails.Event.create_click_event(log_id, "https://example.com/link", "192.168.1.1")
{:ok, %PhoenixKit.Emails.Event{}}

  



    

    

  
    
      
    
    
      create_complaint_event(email_log_id, complaint_type \\ "abuse", feedback_id \\ nil)



        
          
        

    

  


  

Creates a complaint event with complaint details.
Examples
iex> PhoenixKit.Emails.Event.create_complaint_event(log_id, "abuse")
{:ok, %PhoenixKit.Emails.Event{}}

  



    

  
    
      
    
    
      create_event(attrs \\ %{})



        
          
        

    

  


  

Creates an email event.
Examples
iex> PhoenixKit.Emails.Event.create_event(%{
  email_log_id: 1,
  event_type: "delivery"
})
{:ok, %PhoenixKit.Emails.Event{}}

iex> PhoenixKit.Emails.Event.create_event(%{event_type: "invalid"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      create_from_ses_webhook(email_log, webhook_data)



        
          
        

    

  


  

Creates a delivery event from AWS SES webhook data.
Examples
iex> data = %{
  "eventType" => "delivery",
  "mail" => %{"messageId" => "abc123"},
  "delivery" => %{"timestamp" => "2024-01-15T10:30:00.000Z"}
}
iex> PhoenixKit.Emails.Event.create_from_ses_webhook(log, data)
{:ok, %PhoenixKit.Emails.Event{}}

  



    

    

    

  
    
      
    
    
      create_open_event(email_log_id, ip_address \\ nil, user_agent \\ nil, geo_data \\ %{})



        
          
        

    

  


  

Creates an open event with managing data.
Examples
iex> PhoenixKit.Emails.Event.create_open_event(log_id, "192.168.1.1", "Mozilla/5.0...")
{:ok, %PhoenixKit.Emails.Event{}}

  



  
    
      
    
    
      delete_event(email_event)



        
          
        

    

  


  

Deletes an email event.
Examples
iex> PhoenixKit.Emails.Event.delete_event(event)
{:ok, %PhoenixKit.Emails.Event{}}

  



  
    
      
    
    
      event_exists?(email_log_id, event_type)



        
          
        

    

  


  

Checks if an event already exists for a specific email log and type.
Returns true if an event of the given type already exists for the email log,
false otherwise. This is used to prevent duplicate event creation.
Examples
iex> PhoenixKit.Emails.Event.event_exists?(log_id, "delivery")
true

iex> PhoenixKit.Emails.Event.event_exists?(log_id, "open")
false

  



  
    
      
    
    
      for_email_log(email_log_id)



        
          
        

    

  


  

Gets all events for a specific email log.
Returns events ordered by occurred_at (most recent first).
Examples
iex> PhoenixKit.Emails.Event.for_email_log(log_id)
[%PhoenixKit.Emails.Event{}, ...]

  



  
    
      
    
    
      for_email_log_by_type(email_log_id, event_type)



        
          
        

    

  


  

Gets events of a specific type for an email log.
Examples
iex> PhoenixKit.Emails.Event.for_email_log_by_type(log_id, "open")
[%PhoenixKit.Emails.Event{}, ...]

  



  
    
      
    
    
      for_period_by_type(start_date, end_date, event_type)



        
          
        

    

  


  

Gets events of a specific type within a time range.
Examples
iex> PhoenixKit.Emails.Event.for_period_by_type(start_date, end_date, "click")
[%PhoenixKit.Emails.Event{}, ...]

  



  
    
      
    
    
      get_event!(id)



        
          
        

    

  


  

Gets a single email event by ID.
Raises Ecto.NoResultsError if the event does not exist.
Examples
iex> PhoenixKit.Emails.Event.get_event!(123)
%PhoenixKit.Emails.Event{}

  



  
    
      
    
    
      get_event_stats(start_date, end_date)



        
          
        

    

  


  

Gets event statistics for a time period.
Examples
iex> PhoenixKit.Emails.Event.get_event_stats(start_date, end_date)
%{delivery: 1450, bounce: 30, open: 800, click: 200, complaint: 5}

  



  
    
      
    
    
      get_geo_distribution(event_type, start_date, end_date)



        
          
        

    

  


  

Gets geographic distribution of events.
Examples
iex> PhoenixKit.Emails.Event.get_geo_distribution("open", start_date, end_date)
%{"US" => 500, "CA" => 200, "UK" => 150}

  



  
    
      
    
    
      get_latest_event_by_type(email_log_id, event_type)



        
          
        

    

  


  

Gets the most recent event of a specific type for an email log.
Examples
iex> PhoenixKit.Emails.Event.get_latest_event_by_type(log_id, "open")
%PhoenixKit.Emails.Event{}

  



    

  
    
      
    
    
      get_top_clicked_links(start_date, end_date, limit \\ 10)



        
          
        

    

  


  

Gets the most clicked links for a time period.
Examples
iex> PhoenixKit.Emails.Event.get_top_clicked_links(start_date, end_date, 10)
[%{url: "https://example.com/product", clicks: 150}, ...]

  



  
    
      
    
    
      has_event_type?(email_log_id, event_type)



        
          
        

    

  


  

Checks if an event of a specific type exists for an email log.
Examples
iex> PhoenixKit.Emails.Event.has_event_type?(log_id, "open")
true

  



  
    
      
    
    
      update_event(email_event, attrs)



        
          
        

    

  


  

Updates an email event.
Examples
iex> PhoenixKit.Emails.Event.update_event(event, %{event_data: %{updated: true}})
{:ok, %PhoenixKit.Emails.Event{}}

  


        

      


  

    
PhoenixKit.Emails.Interceptor 
    



      
Email interceptor for logging outgoing emails in PhoenixKit.
This module provides functionality to intercept outgoing emails and create
comprehensive logs for tracking purposes. It integrates seamlessly with
the existing mailer system without disrupting email delivery.
Features
	Transparent Interception: Logs emails without affecting delivery
	Selective Logging: Respects sampling rate and system settings
	AWS SES Integration: Automatically adds configuration sets
	Rich Metadata Extraction: Captures headers, size, attachments
	User Context: Links emails to users when possible
	Template Recognition: Identifies email templates and campaigns

Integration
The interceptor is designed to be called by the mailer before sending:
# In PhoenixKit.Mailer.deliver_email/1
email = EmailInterceptor.intercept_before_send(email, opts)
# ... then send email normally
Configuration
The interceptor respects all email tracking system settings:
	Only logs if email_enabled is true
	Saves body based on email_save_body setting
	Applies sampling rate from email_sampling_rate
	Adds AWS SES configuration set if configured

Examples
# Basic interception
logged_email = PhoenixKit.Emails.Interceptor.intercept_before_send(email)

# With additional context
logged_email = PhoenixKit.Emails.Interceptor.intercept_before_send(email, 
  user_id: 123,
  template_name: "welcome_email",
  campaign_id: "welcome_series"
)

# Check if email should be logged
if PhoenixKit.Emails.Interceptor.should_log_email?(email) do
  # Log the email
end

      


      
        Summary


  
    Functions
  


    
      
        add_tracking_headers(email, log, opts \\ [])

      


        Adds tracking headers to an email for identification.



    


    
      
        build_ses_headers(log, opts \\ [])

      


        Builds AWS SES specific tracking headers and configuration.



    


    
      
        create_email_log(email, opts \\ [])

      


        Creates an email log entry from a Swoosh.Email struct.



    


    
      
        detect_provider(email, opts \\ [])

      


        Extracts provider information from email or mailer configuration.



    


    
      
        intercept_before_send(email, opts \\ [])

      


        Intercepts an email before sending and creates a tracking log.



    


    
      
        should_log_email?(email, opts \\ [])

      


        Determines if an email should be logged based on system settings.



    


    
      
        update_after_failure(log, error)

      


        Updates an email log after send failure.



    


    
      
        update_after_send(log, provider_response \\ %{})

      


        Updates an email log after successful sending.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_tracking_headers(email, log, opts \\ [])



        
          
        

    

  


  

Adds tracking headers to an email for identification.
Examples
iex> email_with_headers = PhoenixKit.Emails.Interceptor.add_tracking_headers(email, log, [])
%Swoosh.Email{headers: %{"X-PhoenixKit-Log-Id" => "123"}}

  



    

  
    
      
    
    
      build_ses_headers(log, opts \\ [])



        
          
        

    

  


  

Builds AWS SES specific tracking headers and configuration.
Examples
iex> PhoenixKit.Emails.Interceptor.build_ses_headers(log, [])
%{"X-SES-CONFIGURATION-SET" => "my-tracking-set"}

  



    

  
    
      
    
    
      create_email_log(email, opts \\ [])



        
          
        

    

  


  

Creates an email log entry from a Swoosh.Email struct.
Examples
iex> PhoenixKit.Emails.Interceptor.create_email_log(email, user_id: 123)
{:ok, %Log{}}

  



    

  
    
      
    
    
      detect_provider(email, opts \\ [])



        
          
        

    

  


  

Extracts provider information from email or mailer configuration.
Examples
iex> PhoenixKit.Emails.Interceptor.detect_provider(email, [])
"aws_ses"

  



    

  
    
      
    
    
      intercept_before_send(email, opts \\ [])



        
          
        

    

  


  

Intercepts an email before sending and creates a tracking log.
Returns the email (potentially modified with tracking headers) and
creates a log entry if tracking is enabled.
Options
	:user_id - Associate with a specific user
	:template_name - Name of the email template
	:campaign_id - Campaign identifier for grouping
	:provider - Override provider detection
	:configuration_set - Override AWS SES configuration set
	:message_tags - Additional tags for the email

Examples
iex> email = new() |> to("user@example.com") |> from("app@example.com")
iex> PhoenixKit.Emails.Interceptor.intercept_before_send(email, user_id: 123)
%Swoosh.Email{headers: %{"X-PhoenixKit-Log-Id" => "456"}}

  



    

  
    
      
    
    
      should_log_email?(email, opts \\ [])



        
          
        

    

  


  

Determines if an email should be logged based on system settings.
Considers sampling rate, system enablement, and email characteristics.
Examples
iex> PhoenixKit.Emails.Interceptor.should_log_email?(email)
true

  



  
    
      
    
    
      update_after_failure(log, error)



        
          
        

    

  


  

Updates an email log after send failure.
Examples
iex> PhoenixKit.Emails.Interceptor.update_after_failure(log, error)
{:ok, %Log{}}

  



    

  
    
      
    
    
      update_after_send(log, provider_response \\ %{})



        
          
        

    

  


  

Updates an email log after successful sending.
This is called after the email provider confirms the send.
Examples
iex> PhoenixKit.Emails.Interceptor.update_after_send(log, provider_response)
{:ok, %Log{}}

  


        

      


  

    
PhoenixKit.Emails.Log 
    



      
Email logging for PhoenixKit - comprehensive logging in a single module.
This module provides both the Ecto schema definition and business logic for
managing emails. It includes email creation tracking, status updates,
event relationships, and analytics functions.
Schema Fields
	message_id: Unique identifier from email provider (required, unique)
	to: Recipient email address (required)
	from: Sender email address (required)
	subject: Email subject line
	headers: JSONB map of email headers (without duplication)
	body_preview: Preview of email content (first 500+ characters)
	body_full: Complete email body content (optional, settings-controlled)
	template_name: Name/identifier of email template used
	campaign_id: Campaign or group identifier for analytics
	attachments_count: Number of email attachments
	size_bytes: Total email size in bytes
	retry_count: Number of send retry attempts
	error_message: Error message if sending failed
	status: Current status (sent, delivered, bounced, opened, clicked, failed)
	sent_at: Timestamp when email was sent
	delivered_at: Timestamp when email was delivered (from provider)
	configuration_set: AWS SES configuration set used
	message_tags: JSONB tags for grouping and analytics
	provider: Email provider used (aws_ses, smtp, local, etc.)
	user_id: Associated user ID for authentication emails

Core Functions
Email Log Management
	list_logs/1 - Get emails with optional filters
	get_log!/1 - Get an email log by ID (raises if not found)
	get_log_by_message_id/1 - Get log by message ID from provider
	create_log/1 - Create a new email log
	update_log/2 - Update an existing email log
	update_status/2 - Update log status with timestamp
	delete_log/1 - Delete an email log

Status Management
	mark_as_delivered/2 - Mark email as delivered with timestamp
	mark_as_bounced/3 - Mark as bounced with bounce type and reason
	mark_as_opened/2 - Mark as opened with timestamp
	mark_as_clicked/3 - Mark as clicked with link and timestamp

Analytics Functions
	get_stats_for_period/2 - Get statistics for date range
	get_campaign_stats/1 - Get statistics for specific campaign
	get_engagement_metrics/1 - Calculate open/click rates
	get_provider_performance/1 - Provider-specific metrics
	get_bounce_analysis/1 - Detailed bounce analysis

System Functions
	cleanup_old_logs/1 - Remove logs older than specified days
	compress_old_bodies/1 - Compress body_full for old emails
	get_logs_for_archival/1 - Get logs ready for archival

Usage Examples
# Create a new email log
{:ok, log} = PhoenixKit.Emails.Log.create_log(%{
  message_id: "msg-abc123",
  to: "user@example.com",
  from: "noreply@myapp.com",
  subject: "Welcome to MyApp",
  template_name: "welcome_email",
  campaign_id: "welcome_series",
  provider: "aws_ses"
})

# Update status when delivered
{:ok, updated_log} = PhoenixKit.Emails.Log.mark_as_delivered(
  log, DateTime.utc_now()
)

# Get campaign statistics
stats = PhoenixKit.Emails.Log.get_campaign_stats("newsletter_2024")

      


      
        Summary


  
    Functions
  


    
      
        change_log(email_log, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for tracking email log changes.



    


    
      
        changeset(email_log, attrs)

      


        Creates a changeset for email log creation and updates.



    


    
      
        cleanup_old_logs(days_old \\ 90)

      


        Removes emails older than specified number of days.



    


    
      
        compress_old_bodies(days_old \\ 30)

      


        Compresses body_full field for logs older than specified days.
Sets body_full to nil to save storage space while keeping body_preview.



    


    
      
        count_logs(filters \\ %{})

      


        Counts emails with optional filtering (without loading all records).



    


    
      
        create_from_swoosh_email(email, opts \\ [])

      


        Creates an email log from a Swoosh.Email struct.



    


    
      
        create_log(attrs \\ %{})

      


        Creates an email log.



    


    
      
        delete_log(email_log)

      


        Deletes an email log.



    


    
      
        find_by_aws_message_id(aws_message_id)

      


        Finds an email log by AWS message ID.



    


    
      
        get_campaign_stats(campaign_id)

      


        Gets statistics for a specific campaign.



    


    
      
        get_daily_delivery_trends(period \\ :last_7_days)

      


        Gets daily delivery trend data for charts.



    


    
      
        get_engagement_metrics(period \\ :last_30_days)

      


        Gets engagement metrics for analysis.



    


    
      
        get_log!(id)

      


        Gets a single email log by ID.



    


    
      
        get_log_by_message_id(message_id)

      


        Gets a single email log by message ID from the email provider.



    


    
      
        get_logs_for_archival(days_old \\ 90)

      


        Gets logs ready for archival to external storage.



    


    
      
        get_provider_performance(period \\ :last_7_days)

      


        Gets provider-specific performance metrics.



    


    
      
        get_stats_for_period(start_date, end_date)

      


        Gets statistics for a specific time period.



    


    
      
        list_logs(filters \\ %{})

      


        Returns a list of emails with optional filters.



    


    
      
        mark_as_bounced(email_log, bounce_type, reason \\ nil)

      


        Marks an email as bounced with type and reason.



    


    
      
        mark_as_clicked(email_log, link_url, clicked_at \\ nil)

      


        Marks an email as clicked with link URL and timestamp.



    


    
      
        mark_as_delivered(email_log, delivered_at \\ nil)

      


        Marks an email as delivered with timestamp.



    


    
      
        mark_as_opened(email_log, opened_at \\ nil)

      


        Marks an email as opened with timestamp.



    


    
      
        update_log(email_log, attrs)

      


        Updates an email log.



    


    
      
        update_status(email_log, status)

      


        Updates the status of an email log.



    


    
      
        validate_email_format(changeset, field)

      


        Validates email format using basic regex pattern.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_log(email_log, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking email log changes.
Examples
iex> PhoenixKit.Emails.Log.change_log(log)
%Ecto.Changeset{data: %PhoenixKit.Emails.Log{}}

  



  
    
      
    
    
      changeset(email_log, attrs)



        
          
        

    

  


  

Creates a changeset for email log creation and updates.
Validates required fields and ensures data consistency.
Automatically sets sent_at on new records if not provided.

  



    

  
    
      
    
    
      cleanup_old_logs(days_old \\ 90)



        
          
        

    

  


  

Removes emails older than specified number of days.
Examples
iex> PhoenixKit.Emails.Log.cleanup_old_logs(90)
{5, nil}  # Deleted 5 records

  



    

  
    
      
    
    
      compress_old_bodies(days_old \\ 30)



        
          
        

    

  


  

Compresses body_full field for logs older than specified days.
Sets body_full to nil to save storage space while keeping body_preview.
Examples
iex> PhoenixKit.Emails.Log.compress_old_bodies(30)
{12, nil}  # Compressed 12 records

  



    

  
    
      
    
    
      count_logs(filters \\ %{})



        
          
        

    

  


  

Counts emails with optional filtering (without loading all records).
Parameters
	filters - Map of filters to apply (optional)

Examples
iex> PhoenixKit.Emails.Log.count_logs(%{status: "bounced"})
42

  



    

  
    
      
    
    
      create_from_swoosh_email(email, opts \\ [])



        
          
        

    

  


  

Creates an email log from a Swoosh.Email struct.
Extracts relevant data and creates an appropriately formatted log entry.
Examples
iex> email = new() |> to("user@example.com") |> from("app@example.com")
iex> PhoenixKit.Emails.Log.create_from_swoosh_email(email, provider: "aws_ses")
{:ok, %PhoenixKit.Emails.Log{}}

  



    

  
    
      
    
    
      create_log(attrs \\ %{})



        
          
        

    

  


  

Creates an email log.
Examples
iex> PhoenixKit.Emails.Log.create_log(%{message_id: "abc", to: "user@test.com"})
{:ok, %PhoenixKit.Emails.Log{}}

iex> PhoenixKit.Emails.Log.create_log(%{message_id: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_log(email_log)



        
          
        

    

  


  

Deletes an email log.
Examples
iex> PhoenixKit.Emails.Log.delete_log(log)
{:ok, %PhoenixKit.Emails.Log{}}

iex> PhoenixKit.Emails.Log.delete_log(log)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      find_by_aws_message_id(aws_message_id)



        
          
        

    

  


  

Finds an email log by AWS message ID.
This function looks for logs where the AWS SES message ID might be stored
in the message_id field after sending.
Examples
iex> PhoenixKit.Emails.Log.find_by_aws_message_id("abc123-aws")
{:ok, %PhoenixKit.Emails.Log{}}

iex> PhoenixKit.Emails.Log.find_by_aws_message_id("nonexistent")
{:error, :not_found}

  



  
    
      
    
    
      get_campaign_stats(campaign_id)



        
          
        

    

  


  

Gets statistics for a specific campaign.
Examples
iex> PhoenixKit.Emails.Log.get_campaign_stats("newsletter_2024")
%{total_sent: 500, delivery_rate: 96.0, open_rate: 25.0, click_rate: 5.0}

  



    

  
    
      
    
    
      get_daily_delivery_trends(period \\ :last_7_days)



        
          
        

    

  


  

Gets daily delivery trend data for charts.
Returns daily statistics optimized for chart visualization including
delivery trends and bounce patterns over the specified period.
Examples
iex> PhoenixKit.Emails.Log.get_daily_delivery_trends(:last_7_days)
%{
  labels: ["2024-09-01", "2024-09-02", ...],
  delivered: [120, 190, 300, ...],
  bounced: [5, 10, 15, ...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_30_days)



        
          
        

    

  


  

Gets engagement metrics for analysis.
Examples
iex> PhoenixKit.Emails.Log.get_engagement_metrics(:last_30_days)
%{avg_open_rate: 24.5, avg_click_rate: 4.2, engagement_trend: :increasing}

  



  
    
      
    
    
      get_log!(id)



        
          
        

    

  


  

Gets a single email log by ID.
Raises Ecto.NoResultsError if the log does not exist.
Examples
iex> PhoenixKit.Emails.Log.get_log!(123)
%PhoenixKit.Emails.Log{}

iex> PhoenixKit.Emails.Log.get_log!(999)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_log_by_message_id(message_id)



        
          
        

    

  


  

Gets a single email log by message ID from the email provider.
Returns nil if not found.
Examples
iex> PhoenixKit.Emails.Log.get_log_by_message_id("msg-abc123")
%PhoenixKit.Emails.Log{}

iex> PhoenixKit.Emails.Log.get_log_by_message_id("nonexistent")
nil

  



    

  
    
      
    
    
      get_logs_for_archival(days_old \\ 90)



        
          
        

    

  


  

Gets logs ready for archival to external storage.
Examples
iex> PhoenixKit.Emails.Log.get_logs_for_archival(90)
[%PhoenixKit.Emails.Log{}, ...]

  



    

  
    
      
    
    
      get_provider_performance(period \\ :last_7_days)



        
          
        

    

  


  

Gets provider-specific performance metrics.
Examples
iex> PhoenixKit.Emails.Log.get_provider_performance(:last_7_days)
%{"aws_ses" => %{delivered: 98.5, bounced: 1.5}, "smtp" => %{delivered: 95.0, bounced: 5.0}}

  



  
    
      
    
    
      get_stats_for_period(start_date, end_date)



        
          
        

    

  


  

Gets statistics for a specific time period.
Examples
iex> PhoenixKit.Emails.Log.get_stats_for_period(~U[2024-01-01 00:00:00Z], ~U[2024-01-31 23:59:59Z])
%{total_sent: 1500, delivered: 1450, bounced: 30, opened: 800, clicked: 200}

  



    

  
    
      
    
    
      list_logs(filters \\ %{})



        
          
        

    

  


  

Returns a list of emails with optional filters.
Filters
	:status - Filter by status (sent, delivered, bounced, etc.)
	:campaign_id - Filter by campaign
	:template_name - Filter by template
	:provider - Filter by email provider
	:from_date - Emails sent after this date
	:to_date - Emails sent before this date
	:recipient - Filter by recipient email (supports partial match)
	:limit - Limit number of results (default: 50)
	:offset - Offset for pagination

Examples
iex> PhoenixKit.Emails.Log.list_logs(%{status: "bounced", limit: 10})
[%PhoenixKit.Emails.Log{}, ...]

  



    

  
    
      
    
    
      mark_as_bounced(email_log, bounce_type, reason \\ nil)



        
          
        

    

  


  

Marks an email as bounced with type and reason.
Examples
iex> PhoenixKit.Emails.Log.mark_as_bounced(log, "hard", "No such user")
{:ok, %PhoenixKit.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_clicked(email_log, link_url, clicked_at \\ nil)



        
          
        

    

  


  

Marks an email as clicked with link URL and timestamp.
Examples
iex> PhoenixKit.Emails.Log.mark_as_clicked(log, "https://example.com", DateTime.utc_now())
{:ok, %PhoenixKit.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_delivered(email_log, delivered_at \\ nil)



        
          
        

    

  


  

Marks an email as delivered with timestamp.
Examples
iex> PhoenixKit.Emails.Log.mark_as_delivered(log, DateTime.utc_now())
{:ok, %PhoenixKit.Emails.Log{}}

  



    

  
    
      
    
    
      mark_as_opened(email_log, opened_at \\ nil)



        
          
        

    

  


  

Marks an email as opened with timestamp.
Examples
iex> PhoenixKit.Emails.Log.mark_as_opened(log, DateTime.utc_now())
{:ok, %PhoenixKit.Emails.Log{}}

  



  
    
      
    
    
      update_log(email_log, attrs)



        
          
        

    

  


  

Updates an email log.
Examples
iex> PhoenixKit.Emails.Log.update_log(log, %{status: "delivered"})
{:ok, %PhoenixKit.Emails.Log{}}

iex> PhoenixKit.Emails.Log.update_log(log, %{to: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_status(email_log, status)



        
          
        

    

  


  

Updates the status of an email log.
Examples
iex> PhoenixKit.Emails.Log.update_status(log, "delivered")
{:ok, %PhoenixKit.Emails.Log{}}

  



  
    
      
    
    
      validate_email_format(changeset, field)



        
          
        

    

  


  

Validates email format using basic regex pattern.

  


        

      


  

    
PhoenixKit.Emails.Metrics 
    



      
Local metrics and analytics for PhoenixKit email tracking.
This module provides comprehensive metrics collection and analysis capabilities
for email performance, deliverability, and engagement tracking using the local database.
Features
	Engagement Analysis: Open rates, click rates, and engagement trends
	Geographic Analytics: Performance by region and country
	Provider Analysis: Deliverability by email provider (Gmail, Outlook, etc.)
	Campaign Performance: Top performing campaigns and templates
	Real-time Dashboards: Data for live monitoring dashboards
	Time Series Data: Historical trends and patterns

Usage Examples
# Get engagement metrics
engagement = PhoenixKit.Emails.Metrics.get_engagement_metrics(:last_7_days)

# Get geographic distribution
geo = PhoenixKit.Emails.Metrics.get_geographic_metrics(:last_30_days)

# Get dashboard data
dashboard = PhoenixKit.Emails.Metrics.get_dashboard_data(:last_30_days)

      


      
        Summary


  
    Functions
  


    
      
        get_dashboard_data(period \\ :last_7_days)

      


        Gets comprehensive dashboard data combining multiple metric sources.



    


    
      
        get_engagement_metrics(period \\ :last_7_days)

      


        Gets engagement metrics with trend analysis.



    


    
      
        get_geographic_metrics(event_type, period \\ :last_30_days)

      


        Gets geographic distribution of email engagement.



    


    
      
        get_metric_alerts(period \\ :last_24_hours)

      


        Checks metrics against thresholds and returns alerts.



    





      


      
        Functions


        


    

  
    
      
    
    
      get_dashboard_data(period \\ :last_7_days)



        
          
        

    

  


  

Gets comprehensive dashboard data combining multiple metric sources.
Returns data optimized for dashboard visualization with time series,
percentages, trends, and alerts.
Examples
iex> PhoenixKit.Emails.Metrics.get_dashboard_data(:last_7_days)
%{
  overview: %{
    total_sent: 5000,
    delivery_rate: 98.2,
    bounce_rate: 1.8,
    open_rate: 24.5,
    click_rate: 4.2
  },
  time_series: [...],
  alerts: [...],
  top_performers: [...]
}

  



    

  
    
      
    
    
      get_engagement_metrics(period \\ :last_7_days)



        
          
        

    

  


  

Gets engagement metrics with trend analysis.
Examples
iex> PhoenixKit.Emails.Metrics.get_engagement_metrics(:last_7_days)
%{
  open_rate: 24.5,
  click_rate: 4.2,
  engagement_score: 28.7,
  trend: :improving,
  daily_breakdown: [...]
}

  



    

  
    
      
    
    
      get_geographic_metrics(event_type, period \\ :last_30_days)



        
          
        

    

  


  

Gets geographic distribution of email engagement.
Examples
iex> PhoenixKit.Emails.Metrics.get_geographic_metrics("open", :last_30_days)
%{
  "US" => %{count: 500, percentage: 45.5},
  "CA" => %{count: 200, percentage: 18.2},
  "UK" => %{count: 150, percentage: 13.6}
}

  



    

  
    
      
    
    
      get_metric_alerts(period \\ :last_24_hours)



        
          
        

    

  


  

Checks metrics against thresholds and returns alerts.
Examples
iex> PhoenixKit.Emails.Metrics.get_metric_alerts(:last_24_hours)
[
  %{type: :high_bounce_rate, severity: :warning, value: 5.2, threshold: 5.0},
  %{type: :low_open_rate, severity: :info, value: 15.1, threshold: 20.0}
]

  


        

      


  

    
PhoenixKit.Emails.RateLimiter 
    



      
Rate limiting and spam protection for the email system.
Provides multiple layers of protection against abuse, spam, and suspicious email patterns:
	Per-recipient limits - Prevent spam to individual email addresses
	Per-sender limits - Control email volume from specific senders  
	Global system limits - Overall system protection
	Automatic blocklists - Dynamic blocking of suspicious patterns
	Pattern detection - ML-style spam pattern recognition

Settings Integration
All rate limiting settings are stored in phoenix_kit_settings:
	email_rate_limit_per_recipient - Max emails per recipient per hour (default: 100)
	email_rate_limit_global - Global max emails per hour (default: 10_000)
	email_blocklist_enabled - Enable automatic blocklisting (default: true)

Usage Examples
# Check if sending is allowed
case PhoenixKit.Emails.RateLimiter.check_limits(email) do
  :ok -> 
    # Send email

  {:blocked, :recipient_limit} ->
    # Handle recipient rate limit

  {:blocked, :global_limit} ->
    # Handle global rate limit

  {:blocked, :blocklist} ->
    # Handle blocklisted recipient
end

# Add suspicious email to blocklist
PhoenixKit.Emails.RateLimiter.add_to_blocklist(
  "spam@example.com",
  "suspicious_pattern",
  expires_at: DateTime.add(DateTime.utc_now(), 86_400)
)

# Check current rate limit status
status = PhoenixKit.Emails.RateLimiter.get_rate_limit_status()
# => %{recipient_count: 45, global_count: 2341, blocked_count: 12}
Rate Limiting Strategy
Uses a sliding window approach with Redis-like atomic operations in PostgreSQL:
	Sliding Window: Tracks counts over rolling time periods
	Efficient Storage: Uses single table with automatic cleanup
	Atomic Operations: Prevents race conditions with database locks
	Memory Efficient: Automatically expires old tracking data

Automatic Blocklist Features
	Pattern Detection: Identifies bulk spam patterns
	Bounce Rate Monitoring: Blocks high-bounce senders
	Complaint Rate Monitoring: Blocks high-complaint addresses
	Frequency Analysis: Detects unusual sending patterns
	Temporary Blocks: Automatic expiration of blocks

Integration Points
Integrates with:
	PhoenixKit.Emails - Main tracking system
	PhoenixKit.Emails.EmailInterceptor - Pre-send filtering
	PhoenixKit.Settings - Configuration management
	PhoenixKit.Users.Auth - User-based limits


      


      
        Summary


  
    Functions
  


    
      
        add_to_blocklist(email, reason, opts \\ [])

      


        Add email address to blocklist.



    


    
      
        check_blocklist(email)

      


        Check if email address is blocklisted.



    


    
      
        check_global_limit(period \\ :hour)

      


        Check global system-wide rate limits.



    


    
      
        check_limits(email_attrs)

      


        Check all rate limits for an outgoing email.



    


    
      
        check_recipient_limit(recipient_email, period \\ :hour)

      


        Check if recipient email address is within rate limits.



    


    
      
        check_sender_limit(sender_email, period \\ :hour)

      


        Check if sender email address is within rate limits.



    


    
      
        count_blocklist(opts \\ %{})

      


        Count blocked emails with optional filtering.



    


    
      
        detect_spam_patterns(email_log)

      


        Analyze email for suspicious spam patterns.



    


    
      
        flag_suspicious_activity(user_id, reason)

      


        Flag suspicious activity for a user.



    


    
      
        get_blocklist_stats()

      


        Get blocklist statistics.



    


    
      
        get_rate_limit_status()

      


        Get current rate limit status across all dimensions.



    


    
      
        is_blocked?(email)

      


        Check if email address is currently blocked.



    


    
      
        list_blocklist(opts \\ %{})

      


        List all blocked emails with optional filtering.



    


    
      
        remove_from_blocklist(email)

      


        Remove email address from blocklist.



    





      


      
        Functions


        


    

  
    
      
    
    
      add_to_blocklist(email, reason, opts \\ [])



        
          
        

    

  


  

Add email address to blocklist.
Options
	:reason - Reason for blocking (string)
	:expires_at - When block expires (DateTime, nil for permanent)
	:user_id - User ID that triggered the block

Examples
# Temporary block for 24 hours
RateLimiter.add_to_blocklist(
  "spam@example.com",
  "bulk_spam_pattern",
  expires_at: DateTime.add(DateTime.utc_now(), 86_400)
)

# Permanent block
RateLimiter.add_to_blocklist("malicious@example.com", "manual_block")

  



  
    
      
    
    
      check_blocklist(email)



        
          
        

    

  


  

Check if email address is blocklisted.
Examples
iex> RateLimiter.check_blocklist("user@example.com")
:ok

iex> RateLimiter.check_blocklist("spam@blocked.com")
{:blocked, :blocklist}

  



    

  
    
      
    
    
      check_global_limit(period \\ :hour)



        
          
        

    

  


  

Check global system-wide rate limits.
Examples
iex> RateLimiter.check_global_limit()
:ok

  



  
    
      
    
    
      check_limits(email_attrs)



        
          
        

    

  


  

Check all rate limits for an outgoing email.
Returns :ok if email can be sent, or {:blocked, reason} if blocked.
Examples
iex> RateLimiter.check_limits(%{to: "user@example.com", from: "app@mysite.com"})
:ok

iex> RateLimiter.check_limits(%{to: "blocked@spam.com"})
{:blocked, :blocklist}

  



    

  
    
      
    
    
      check_recipient_limit(recipient_email, period \\ :hour)



        
          
        

    

  


  

Check if recipient email address is within rate limits.
Examples
iex> RateLimiter.check_recipient_limit("user@example.com")
:ok

iex> RateLimiter.check_recipient_limit("high-volume@example.com")  
{:blocked, :recipient_limit}

  



    

  
    
      
    
    
      check_sender_limit(sender_email, period \\ :hour)



        
          
        

    

  


  

Check if sender email address is within rate limits.
Examples
iex> RateLimiter.check_sender_limit("app@mysite.com")
:ok

  



    

  
    
      
    
    
      count_blocklist(opts \\ %{})



        
          
        

    

  


  

Count blocked emails with optional filtering.
Examples
iex> RateLimiter.count_blocklist()
42

iex> RateLimiter.count_blocklist(%{reason: "bounce_limit"})
15

  



  
    
      
    
    
      detect_spam_patterns(email_log)



        
          
        

    

  


  

Analyze email for suspicious spam patterns.
Returns a list of detected patterns or empty list if clean.
Examples
iex> RateLimiter.detect_spam_patterns(email_log)
[]

iex> RateLimiter.detect_spam_patterns(suspicious_email_log)
["high_frequency", "bulk_template"]

  



  
    
      
    
    
      flag_suspicious_activity(user_id, reason)



        
          
        

    

  


  

Flag suspicious activity for a user.
Automatically triggers blocklist or rate limit adjustments based on activity patterns.
Examples
iex> RateLimiter.flag_suspicious_activity(123, "high_bounce_rate")
:flagged

iex> RateLimiter.flag_suspicious_activity(456, "complaint_spam")
:blocked

  



  
    
      
    
    
      get_blocklist_stats()



        
          
        

    

  


  

Get blocklist statistics.
Returns a map with statistics about blocked emails.
Examples
iex> RateLimiter.get_blocklist_stats()
%{
  total_blocks: 42,
  active_blocks: 38,
  expired_today: 4,
  by_reason: %{"manual_block" => 10, "bounce_limit" => 28, ...}
}

  



  
    
      
    
    
      get_rate_limit_status()



        
          
        

    

  


  

Get current rate limit status across all dimensions.
Examples
iex> RateLimiter.get_rate_limit_status()
%{
  global: %{count: 1250, limit: 10_000, percentage: 12.5},
  recipients: %{active_limits: 5, total_emails: 892},
  senders: %{active_limits: 2, total_emails: 1250},
  blocklist: %{active_blocks: 15, expired_today: 3}
}

  



  
    
      
    
    
      is_blocked?(email)



        
          
        

    

  


  

Check if email address is currently blocked.
Examples
iex> RateLimiter.is_blocked?("user@example.com")
false

iex> RateLimiter.is_blocked?("blocked@spam.com")
true

  



    

  
    
      
    
    
      list_blocklist(opts \\ %{})



        
          
        

    

  


  

List all blocked emails with optional filtering.
Options
	:search - Search term for email address
	:reason - Filter by block reason
	:include_expired - Include expired blocks (default: false)
	:limit - Limit number of results
	:offset - Offset for pagination
	:order_by - Order field (:email, :inserted_at, :expires_at)
	:order_dir - Order direction (:asc, :desc)

Examples
iex> RateLimiter.list_blocklist()
[%EmailBlocklist{}, ...]

iex> RateLimiter.list_blocklist(%{reason: "manual_block", limit: 10})
[%EmailBlocklist{}, ...]

  



  
    
      
    
    
      remove_from_blocklist(email)



        
          
        

    

  


  

Remove email address from blocklist.
Examples
iex> RateLimiter.remove_from_blocklist("user@example.com")
:ok

  


        

      


  

    
PhoenixKit.Emails.SQSProcessor 
    



      
Processor for handling email events from AWS SQS messages.
This module is responsible for:
	Parsing SNS messages from SQS
	Processing different types of SES events
	Updating email statuses in the database
	Creating event records for tracking

Supported Event Types
	Send - Email send confirmation through SES
	Delivery - Successful email delivery to recipient
	Bounce - Email bounce (hard/soft bounce)
	Complaint - Spam complaint
	Open - Email open (AWS SES tracking)
	Click - Link click in email

Processing Architecture
SQS Message → SNS Parsing → Event Processing → Database Update
Security
	Message structure validation
	Event type checking
	Protection against event duplication
	Graceful handling of invalid data

Examples
# Parse SNS message
{:ok, event_data} = SQSProcessor.parse_sns_message(sqs_message)

# Process event
{:ok, result} = SQSProcessor.process_email_event(event_data)

      


      
        Summary


  
    Functions
  


    
      
        parse_sns_message(arg1)

      


        Parses SNS message from SQS into event data structure.



    


    
      
        process_email_event(event_data)

      


        Processes email event and updates corresponding database records.



    





      


      
        Functions


        


  
    
      
    
    
      parse_sns_message(arg1)



        
          
        

    

  


  

Parses SNS message from SQS into event data structure.
Parameters
	sqs_message - message from SQS queue

Returns
	{:ok, event_data} - successfully parsed event data
	{:error, reason} - parsing error

Examples
iex> SQSProcessor.parse_sns_message(sqs_message)
{:ok, %{
  "eventType" => "delivery",
  "mail" => %{"messageId" => "abc123"},
  "delivery" => %{"timestamp" => "2025-09-20T15:30:45.000Z"}
}}

  



  
    
      
    
    
      process_email_event(event_data)



        
          
        

    

  


  

Processes email event and updates corresponding database records.
Parameters
	event_data - event data from SNS

Returns
	{:ok, result} - successful processing
	{:error, reason} - processing error

Examples
iex> SQSProcessor.process_email_event(event_data)
{:ok, %{type: "delivery", log_id: 123, updated: true}}

  


        

      


  

    
PhoenixKit.Emails.SQSWorker 
    



      
SQS Worker for processing email events from AWS SQS Queue.
This GenServer continuously polls the SQS queue, receives events from AWS SES
through SNS, processes them and updates email statuses in the database.
Architecture
AWS SES → SNS Topic → SQS Queue → SQS Worker → Database
Features
	Long Polling: Efficient message retrieval with long polling
	Batch Processing: Process up to 10 messages at a time
	Error Handling: Retry logic with Dead Letter Queue
	Graceful Shutdown: Proper work completion on shutdown
	Metrics: Processing metrics collection for monitoring
	Backpressure: Load control through visibility timeout

Configuration
All settings are retrieved from PhoenixKit Settings:
	sqs_polling_enabled - enable/disable polling
	sqs_polling_interval_ms - interval between polling cycles
	sqs_max_messages_per_poll - maximum messages per batch
	sqs_visibility_timeout - time for message processing
	aws_sqs_queue_url - SQS queue URL
	aws_region - AWS region

Security
	Uses AWS IAM for SQS access
	Automatic deletion of processed messages
	Retry mechanism for failed messages
	Dead Letter Queue for problematic messages

Usage
# In supervision tree
{PhoenixKit.Emails.SQSWorker, []}

# Worker management
PhoenixKit.Emails.SQSWorker.status()
PhoenixKit.Emails.SQSWorker.process_now()
PhoenixKit.Emails.SQSWorker.pause()
PhoenixKit.Emails.SQSWorker.resume()
Monitoring
Worker provides metrics for monitoring:
	Number of processed messages
	Number of processing errors
	Last polling time
	Average processing speed


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delete_dlq_messages(receipt_handles)

      


        Deletes processed messages from DLQ.



    


    
      
        pause(worker \\ __MODULE__)

      


        Pauses polling (temporarily).



    


    
      
        process_dlq_messages(opts \\ [])

      


        Processes all messages from DLQ (Dead Letter Queue).



    


    
      
        process_now(worker \\ __MODULE__)

      


        Forces a polling cycle to start immediately.



    


    
      
        resume(worker \\ __MODULE__)

      


        Resumes polling after pause.



    


    
      
        start_link(opts \\ [])

      


        Starts the SQS Worker process.



    


    
      
        status(worker \\ __MODULE__)

      


        Returns the current status of the worker process.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delete_dlq_messages(receipt_handles)



        
          
        

    

  


  

Deletes processed messages from DLQ.
Parameters
	receipt_handles - List of receipt handles to delete

Returns
	{:ok, deleted_count} - Number of deleted messages
	{:error, reason} - Deletion error

Examples
iex> PhoenixKit.Emails.SQSWorker.delete_dlq_messages(["receipt1", "receipt2"])
{:ok, 2}

  



    

  
    
      
    
    
      pause(worker \\ __MODULE__)



        
          
        

    

  


  

Pauses polling (temporarily).
Worker will continue to run but will not poll the SQS queue.
Examples
iex> PhoenixKit.Emails.SQSWorker.pause()
:ok

  



    

  
    
      
    
    
      process_dlq_messages(opts \\ [])



        
          
        

    

  


  

Processes all messages from DLQ (Dead Letter Queue).
This function retrieves all messages from DLQ, processes them through
SQSProcessor, and optionally deletes successfully processed messages.
Parameters
	opts - Processing options:	:batch_size - Batch size (default 10)
	:delete_after - Delete successfully processed messages (default false)
	:max_batches - Maximum number of batches (default 100)



Returns
	{:ok, result} - Successful processing with results
	{:error, reason} - Processing error

Examples
iex> PhoenixKit.Emails.SQSWorker.process_dlq_messages()
{:ok, %{total_processed: 15, successful: 12, errors: 3}}

iex> PhoenixKit.Emails.SQSWorker.process_dlq_messages(delete_after: true)
{:ok, %{total_processed: 8, successful: 8, errors: 0, deleted: 8}}

  



    

  
    
      
    
    
      process_now(worker \\ __MODULE__)



        
          
        

    

  


  

Forces a polling cycle to start immediately.
Useful for testing or when you need to process messages without waiting.
Examples
iex> PhoenixKit.Emails.SQSWorker.process_now()
:ok

  



    

  
    
      
    
    
      resume(worker \\ __MODULE__)



        
          
        

    

  


  

Resumes polling after pause.
Examples
iex> PhoenixKit.Emails.SQSWorker.resume()
:ok

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the SQS Worker process.
Options
	:name - process name (defaults to __MODULE__)

Examples
{:ok, pid} = PhoenixKit.Emails.SQSWorker.start_link()

  



    

  
    
      
    
    
      status(worker \\ __MODULE__)



        
          
        

    

  


  

Returns the current status of the worker process.
Examples
iex> PhoenixKit.Emails.SQSWorker.status()
%{
  polling_enabled: true,
  messages_processed: 150,
  errors_count: 2,
  last_poll: ~U[2025-09-20 15:30:45.123456Z],
  queue_url: "https://sqs.eu-north-1.amazonaws.com/123456789012/phoenixkit-email-queue",
  average_processing_time_ms: 45.2
}

  


        

      


  

    
PhoenixKit.Emails.Supervisor 
    



      
Supervisor for PhoenixKit email tracking system.
This module manages all processes necessary for email tracking:
	SQS Worker for processing events from AWS SQS
	Additional processes (metrics, archiving, etc.)

Integration into Parent Application
Add supervisor to your application's supervision tree:
# In lib/your_app/application.ex
def start(_type, _args) do
  children = [
    # ... your other processes

    # PhoenixKit Email Tracking
    PhoenixKit.Emails.Supervisor
  ]

  opts = [strategy: :one_for_one, name: YourApp.Supervisor]
  Supervisor.start_link(children, opts)
end
Configuration
Supervisor automatically reads settings from PhoenixKit Settings:
	sqs_polling_enabled - enable/disable SQS Worker
	sqs_polling_interval_ms - polling interval
	other SQS settings

Process Management
# Stop SQS Worker
PhoenixKit.Emails.SQSWorker.pause()

# Start SQS Worker
PhoenixKit.Emails.SQSWorker.resume()

# Check status
PhoenixKit.Emails.SQSWorker.status()
Monitoring
Supervisor provides information about process state:
# Get list of child processes
Supervisor.which_children(PhoenixKit.Emails.Supervisor)

# Get process count
Supervisor.count_children(PhoenixKit.Emails.Supervisor)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns child spec for integration into parent supervisor.



    


    
      
        restart_sqs_worker(supervisor \\ __MODULE__)

      


        Stops and restarts SQS Worker.



    


    
      
        start_link(opts \\ [])

      


        Starts supervisor for email tracking system.



    


    
      
        system_status(supervisor \\ __MODULE__)

      


        Returns information about email tracking system status.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns child spec for integration into parent supervisor.
This function is used when you want more precise control
over email tracking integration in your application.
Examples
# In lib/your_app/application.ex
def start(_type, _args) do
  children = [
    # ... other processes
    PhoenixKit.Emails.Supervisor.child_spec([])
  ]

  Supervisor.start_link(children, strategy: :one_for_one)
end

  



    

  
    
      
    
    
      restart_sqs_worker(supervisor \\ __MODULE__)



        
          
        

    

  


  

Stops and restarts SQS Worker.
Useful for applying new configuration settings.
Examples
iex> PhoenixKit.Emails.Supervisor.restart_sqs_worker()
:ok

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts supervisor for email tracking system.
Options
	:name - supervisor process name (defaults to __MODULE__)

Examples
{:ok, pid} = PhoenixKit.Emails.Supervisor.start_link()

  



    

  
    
      
    
    
      system_status(supervisor \\ __MODULE__)



        
          
        

    

  


  

Returns information about email tracking system status.
Examples
iex> PhoenixKit.Emails.Supervisor.system_status()
%{
  supervisor_running: true,
  sqs_worker_running: true,
  sqs_worker_status: %{polling_enabled: true, ...},
  children_count: 1
}

  


        

      


  

    
PhoenixKit.Emails.TableColumns 
    



      
Manages table column customization for email logs display.
Provides functionality to:
	Define available columns for email logs table
	Load user's column preferences from Settings
	Save column preferences to Settings
	Reorder columns via drag-and-drop

Column preferences are stored in Settings under the key "emails_table_columns".

      


      
        Summary


  
    Functions
  


    
      
        get_available_columns()

      


        Returns all available columns for email logs table with metadata.



    


    
      
        get_user_table_columns()

      


        Loads user's selected columns from Settings or returns defaults.



    


    
      
        reorder_columns(current_columns, arg2)

      


        Reorders columns based on drag-and-drop interaction.



    


    
      
        reset_columns()

      


        Resets columns to default configuration.



    


    
      
        update_user_table_columns(selected_columns)

      


        Saves user's column preferences to Settings.



    





      


      
        Functions


        


  
    
      
    
    
      get_available_columns()



        
          
        

    

  


  

Returns all available columns for email logs table with metadata.
Column structure:
	field: Database field name
	label: Display label in UI
	type: Data type (:string, :datetime, :badge, :actions, :activity_events, :details_composite)
	required: Cannot be hidden if true

Examples
iex> PhoenixKit.Emails.TableColumns.get_available_columns()
[
  %{field: "to", label: "Email", type: :string, required: true},
  %{field: "subject", label: "Subject", type: :string, required: true},
  ...
]

  



  
    
      
    
    
      get_user_table_columns()



        
          
        

    

  


  

Loads user's selected columns from Settings or returns defaults.
Returns list of column field names in user's preferred order.
Examples
iex> PhoenixKit.Emails.TableColumns.get_user_table_columns()
["to", "subject", "status", "sent_at", "actions"]

  



  
    
      
    
    
      reorder_columns(current_columns, arg2)



        
          
        

    

  


  

Reorders columns based on drag-and-drop interaction.
Parameters
	current_columns: Current list of selected columns
	params: Map with "from" (source index) and "to" (target index)

Examples
iex> PhoenixKit.Emails.TableColumns.reorder_columns(["to", "subject", "status"], %{"from" => 0, "to" => 2})
["subject", "status", "to"]

  



  
    
      
    
    
      reset_columns()



        
          
        

    

  


  

Resets columns to default configuration.
Examples
iex> PhoenixKit.Emails.TableColumns.reset_columns()
["to", "subject", "status", "sent_at", "actions"]

  



  
    
      
    
    
      update_user_table_columns(selected_columns)



        
          
        

    

  


  

Saves user's column preferences to Settings.
Parameters
	selected_columns: List of column field names in desired order

Examples
iex> PhoenixKit.Emails.TableColumns.update_user_table_columns(["to", "subject", "status", "actions"])
{:ok, _setting}

  


        

      


  

    
PhoenixKit.Emails.Template 
    



      
Email template schema for managing reusable email templates.
This module defines the structure and validations for email templates that can be
used throughout the application. Templates support variable substitution and
categorization for better organization.
Template Variables
Templates support variable substitution using the {{variable_name}} syntax.
Common variables include:
	{{email}} - User's email address
	{{url}} - Action URL (magic link, confirmation, etc.)
	{{timestamp}} - Current timestamp
	{{user_name}} - User's display name

Categories
	system - Core authentication and system emails (protected)
	marketing - Promotional and marketing communications
	transactional - Order confirmations, notifications, etc.

Status
	active - Template is live and can be used
	draft - Template is being edited
	archived - Template is no longer active but preserved

Examples
# Create a new template
%EmailTemplate{}
|> EmailTemplate.changeset(%{
  name: "welcome_email",
  slug: "welcome-email",
  display_name: "Welcome Email",
  subject: "Welcome to {{app_name}}!",
  html_body: "<h1>Welcome {{user_name}}!</h1>",
  text_body: "Welcome {{user_name}}!",
  category: "transactional",
  status: "active"
})

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(template, attrs)

      


        Creates a changeset for email template creation and updates.



    


    
      
        common_variables()

      


        Returns the list of common template variables.



    


    
      
        extract_variables(template)

      


        Extracts variables from template content (subject, html_body, text_body).



    


    
      
        substitute_variables(template, variables)

      


        Substitutes variables in template content with provided values.



    


    
      
        usage_changeset(template, attrs \\ %{})

      


        Creates a changeset for updating template usage statistics.



    


    
      
        valid_categories()

      


        Returns the list of valid categories for email templates.



    


    
      
        valid_statuses()

      


        Returns the list of valid statuses for email templates.



    


    
      
        version_changeset(template, attrs \\ %{})

      


        Creates a changeset for updating template version.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Emails.Template{
  __meta__: term(),
  category: String.t(),
  created_by_user_id: integer() | nil,
  description: String.t() | nil,
  display_name: String.t(),
  html_body: String.t(),
  id: integer() | nil,
  inserted_at: DateTime.t() | nil,
  is_system: boolean(),
  last_used_at: DateTime.t() | nil,
  metadata: map(),
  name: String.t(),
  slug: String.t(),
  status: String.t(),
  subject: String.t(),
  text_body: String.t(),
  updated_at: DateTime.t() | nil,
  updated_by_user_id: integer() | nil,
  usage_count: integer(),
  variables: map(),
  version: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(template, attrs)



        
          
        

    

  


  

Creates a changeset for email template creation and updates.
Parameters
	template - The email template struct (new or existing)
	attrs - Map of attributes to change

Required Fields
	:name - Unique template identifier
	:slug - URL-friendly identifier
	:display_name - Human-readable name
	:subject - Email subject line
	:html_body - HTML version of email
	:text_body - Plain text version of email

Validations
	Name must be unique and follow snake_case format
	Slug must be unique and URL-friendly
	Category must be one of the valid categories
	Status must be one of the valid statuses
	Subject and body fields cannot be empty
	Variables must be a valid map


  



  
    
      
    
    
      common_variables()



        
          
        

    

  


  

Returns the list of common template variables.

  



  
    
      
    
    
      extract_variables(template)



        
          
        

    

  


  

Extracts variables from template content (subject, html_body, text_body).
Returns a list of unique variable names found in the template.
Examples
iex> template = %EmailTemplate{
...>   subject: "Welcome {{user_name}}!",
...>   html_body: "<p>Hi {{user_name}}, click {{url}}</p>",
...>   text_body: "Hi {{user_name}}, visit {{url}}"
...> }
iex> EmailTemplate.extract_variables(template)
["user_name", "url"]

  



  
    
      
    
    
      substitute_variables(template, variables)



        
          
        

    

  


  

Substitutes variables in template content with provided values.
Parameters
	template - The email template
	variables - Map of variable names to values

Returns a new template struct with variables substituted.
Examples
iex> template = %EmailTemplate{
...>   subject: "Welcome {{user_name}}!",
...>   html_body: "<p>Hi {{user_name}}</p>"
...> }
iex> result = EmailTemplate.substitute_variables(template, %{"user_name" => "John"})
iex> result.subject
"Welcome John!"

  



    

  
    
      
    
    
      usage_changeset(template, attrs \\ %{})



        
          
        

    

  


  

Creates a changeset for updating template usage statistics.

  



  
    
      
    
    
      valid_categories()



        
          
        

    

  


  

Returns the list of valid categories for email templates.

  



  
    
      
    
    
      valid_statuses()



        
          
        

    

  


  

Returns the list of valid statuses for email templates.

  



    

  
    
      
    
    
      version_changeset(template, attrs \\ %{})



        
          
        

    

  


  

Creates a changeset for updating template version.

  


        

      


  

    
PhoenixKit.Emails.Templates 
    



      
Context module for managing email templates.
This module provides the business logic and database operations for email templates,
including CRUD operations, template rendering, variable substitution, and usage tracking.
Main Functions
	list_templates/1 - List templates with filtering and pagination
	get_template/1 - Get template by ID
	get_template_by_name/1 - Get template by name
	create_template/1 - Create a new template
	update_template/2 - Update existing template
	delete_template/1 - Delete template
	render_template/2 - Render template with variables

Examples
# List all active templates
Templates.list_templates(%{status: "active"})

# Get template by name
template = Templates.get_template_by_name("magic_link")

# Render template with variables
Templates.render_template(template, %{"user_name" => "John", "url" => "https://example.com"})

      


      
        Summary


  
    Functions
  


    
      
        activate_template(template, user_id \\ nil)

      


        Activates an email template by setting its status to "active".



    


    
      
        archive_template(template, user_id \\ nil)

      


        Archives an email template by setting its status to "archived".



    


    
      
        clone_template(template, new_name, attrs \\ %{})

      


        Clones an existing template with a new name.



    


    
      
        count_templates(opts \\ %{})

      


        Returns the count of templates matching the given filters.



    


    
      
        create_template(attrs \\ %{})

      


        Creates a new email template.



    


    
      
        delete_template(template)

      


        Deletes an email template.



    


    
      
        get_active_template_by_name(name)

      


        Gets an active template by name.



    


    
      
        get_template(id)

      


        Gets a template by ID.



    


    
      
        get_template!(id)

      


        Gets a template by ID, raising an exception if not found.



    


    
      
        get_template_by_name(name)

      


        Gets a template by name.



    


    
      
        get_template_stats()

      


        Gets template statistics for dashboard display.



    


    
      
        list_templates(opts \\ %{})

      


        Lists templates with optional filtering and pagination.



    


    
      
        magic_link_html_template()

      


        Returns the HTML template for magic link emails.



    


    
      
        magic_link_text_template()

      


        Returns the text template for magic link emails.



    


    
      
        register_html_template()

      


        Returns the HTML template for registration confirmation emails.



    


    
      
        register_text_template()

      


        Returns the text template for registration confirmation emails.



    


    
      
        render_template(template, variables \\ %{})

      


        Renders a template with the provided variables.



    


    
      
        reset_password_html_template()

      


        Returns the HTML template for password reset emails.



    


    
      
        reset_password_text_template()

      


        Returns the text template for password reset emails.



    


    
      
        seed_system_templates()

      


        Seeds the database with system email templates.



    


    
      
        send_email(template_name, recipient, variables \\ %{}, opts \\ [])

      


        Sends an email using a template.



    


    
      
        test_email_html_template()

      


        Returns the HTML template for test emails.



    


    
      
        test_email_text_template()

      


        Returns the text template for test emails.



    


    
      
        track_usage(template)

      


        Increments the usage count for a template and updates last_used_at.



    


    
      
        update_email_html_template()

      


        Returns the HTML template for email update confirmation emails.



    


    
      
        update_email_text_template()

      


        Returns the text template for email update confirmation emails.



    


    
      
        update_template(template, attrs)

      


        Updates an existing email template.



    





      


      
        Functions


        


    

  
    
      
    
    
      activate_template(template, user_id \\ nil)



        
          
        

    

  


  

Activates an email template by setting its status to "active".
Examples
iex> Templates.activate_template(template)
{:ok, %Template{status: "active"}}

  



    

  
    
      
    
    
      archive_template(template, user_id \\ nil)



        
          
        

    

  


  

Archives an email template by setting its status to "archived".
Examples
iex> Templates.archive_template(template)
{:ok, %Template{status: "archived"}}

  



    

  
    
      
    
    
      clone_template(template, new_name, attrs \\ %{})



        
          
        

    

  


  

Clones an existing template with a new name.
Examples
iex> Templates.clone_template(template, "new_welcome_email")
{:ok, %Template{name: "new_welcome_email"}}

  



    

  
    
      
    
    
      count_templates(opts \\ %{})



        
          
        

    

  


  

Returns the count of templates matching the given filters.

  



    

  
    
      
    
    
      create_template(attrs \\ %{})



        
          
        

    

  


  

Creates a new email template.
Examples
iex> Templates.create_template(%{name: "welcome", subject: "Welcome!", ...})
{:ok, %Template{}}

iex> Templates.create_template(%{invalid: "data"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_template(template)



        
          
        

    

  


  

Deletes an email template.
System templates (is_system: true) cannot be deleted.
Examples
iex> Templates.delete_template(template)
{:ok, %Template{}}

iex> Templates.delete_template(system_template)
{:error, :system_template_protected}

  



  
    
      
    
    
      get_active_template_by_name(name)



        
          
        

    

  


  

Gets an active template by name.
Only returns templates with status "active".
Examples
iex> Templates.get_active_template_by_name("magic_link")
%Template{}

  



  
    
      
    
    
      get_template(id)



        
          
        

    

  


  

Gets a template by ID.
Returns nil if the template does not exist.
Examples
iex> Templates.get_template(1)
%Template{}

iex> Templates.get_template(999)
nil

  



  
    
      
    
    
      get_template!(id)



        
          
        

    

  


  

Gets a template by ID, raising an exception if not found.
Examples
iex> Templates.get_template!(1)
%Template{}

iex> Templates.get_template!(999)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_template_by_name(name)



        
          
        

    

  


  

Gets a template by name.
Returns nil if the template does not exist.
Examples
iex> Templates.get_template_by_name("magic_link")
%Template{}

iex> Templates.get_template_by_name("nonexistent")
nil

  



  
    
      
    
    
      get_template_stats()



        
          
        

    

  


  

Gets template statistics for dashboard display.
Returns a map with various statistics about templates.
Examples
iex> Templates.get_template_stats()
%{
  total_templates: 10,
  active_templates: 8,
  draft_templates: 1,
  archived_templates: 1,
  system_templates: 4,
  most_used: %Template{},
  categories: %{"system" => 4, "transactional" => 6}
}

  



    

  
    
      
    
    
      list_templates(opts \\ %{})



        
          
        

    

  


  

Lists templates with optional filtering and pagination.
Parameters
	opts - Keyword list with filtering options:	:category - Filter by category ("system", "marketing", "transactional")
	:status - Filter by status ("active", "draft", "archived")
	:search - Search in name, display_name, or description
	:is_system - Filter by system templates (true/false)
	:limit - Limit number of results
	:offset - Offset for pagination
	:order_by - Order by field (:name, :usage_count, :last_used_at, :inserted_at)
	:order_direction - Order direction (:asc, :desc)



Examples
# List all templates
Templates.list_templates()

# List active marketing templates
Templates.list_templates(%{category: "marketing", status: "active"})

# Search templates
Templates.list_templates(%{search: "welcome"})

# Paginated results
Templates.list_templates(%{limit: 10, offset: 20})

  



  
    
      
    
    
      magic_link_html_template()



        
          
        

    

  


  

Returns the HTML template for magic link emails.

  



  
    
      
    
    
      magic_link_text_template()



        
          
        

    

  


  

Returns the text template for magic link emails.

  



  
    
      
    
    
      register_html_template()



        
          
        

    

  


  

Returns the HTML template for registration confirmation emails.

  



  
    
      
    
    
      register_text_template()



        
          
        

    

  


  

Returns the text template for registration confirmation emails.

  



    

  
    
      
    
    
      render_template(template, variables \\ %{})



        
          
        

    

  


  

Renders a template with the provided variables.
Returns a map with :subject, :html_body, and :text_body keys containing
the rendered content with variables substituted.
Examples
iex> Templates.render_template(template, %{"user_name" => "John"})
%{
  subject: "Welcome John!",
  html_body: "<h1>Welcome John!</h1>",
  text_body: "Welcome John!"
}

  



  
    
      
    
    
      reset_password_html_template()



        
          
        

    

  


  

Returns the HTML template for password reset emails.

  



  
    
      
    
    
      reset_password_text_template()



        
          
        

    

  


  

Returns the text template for password reset emails.

  



  
    
      
    
    
      seed_system_templates()



        
          
        

    

  


  

Seeds the database with system email templates.
This function creates the default system templates for authentication
and core functionality.
Examples
iex> Templates.seed_system_templates()
{:ok, [%Template{}, ...]}

  



    

    

  
    
      
    
    
      send_email(template_name, recipient, variables \\ %{}, opts \\ [])



        
          
        

    

  


  

Sends an email using a template.
This is a convenience wrapper around PhoenixKit.Mailer.send_from_template/4
that provides a cleaner API for sending templated emails.
Parameters
	template_name - Name of the template (e.g., "welcome_email")
	recipient - Email address or {name, email} tuple
	variables - Map of template variables
	opts - Additional options (see PhoenixKit.Mailer.send_from_template/4)

Examples
# Send welcome email
Templates.send_email("welcome_email", user.email, %{
  "user_name" => user.name,
  "activation_url" => activation_url
})

# Send with tracking
Templates.send_email(
  "order_confirmation",
  customer.email,
  %{"order_number" => order.number},
  user_id: customer.id,
  metadata: %{order_id: order.id}
)

  



  
    
      
    
    
      test_email_html_template()



        
          
        

    

  


  

Returns the HTML template for test emails.

  



  
    
      
    
    
      test_email_text_template()



        
          
        

    

  


  

Returns the text template for test emails.

  



  
    
      
    
    
      track_usage(template)



        
          
        

    

  


  

Increments the usage count for a template and updates last_used_at.
This should be called whenever a template is used to send an email.
Examples
iex> Templates.track_usage(template)
{:ok, %Template{usage_count: 1}}

  



  
    
      
    
    
      update_email_html_template()



        
          
        

    

  


  

Returns the HTML template for email update confirmation emails.

  



  
    
      
    
    
      update_email_text_template()



        
          
        

    

  


  

Returns the text template for email update confirmation emails.

  



  
    
      
    
    
      update_template(template, attrs)



        
          
        

    

  


  

Updates an existing email template.
Examples
iex> Templates.update_template(template, %{subject: "New Subject"})
{:ok, %Template{}}

iex> Templates.update_template(template, %{invalid: "data"})
{:error, %Ecto.Changeset{}}

  


        

      


  

    
PhoenixKit.Entities 
    



      
Dynamic entity system for PhoenixKit - WordPress ACF equivalent.
This module provides both the Ecto schema definition and business logic for
managing custom content types (entities) with flexible field schemas.
Schema Fields
	name: Unique identifier for the entity (e.g., "blog_post", "product")
	display_name: Human-readable name shown in UI (e.g., "Blog Post", "Product")
	description: Description of what this entity represents
	icon: Icon identifier for UI display (hero icons)
	status: Boolean indicating if the entity is active
	fields_definition: JSONB array of field definitions
	settings: JSONB map of entity-specific settings
	created_by: User ID of the admin who created the entity
	date_created: When the entity was created
	date_updated: When the entity was last modified

Field Definition Structure
Each field in fields_definition is a map with:
	type: Field type (text, textarea, number, boolean, date, select, etc.)
	key: Unique field identifier (snake_case)
	label: Display label for the field
	required: Whether the field is required
	default: Default value
	validation: Map of validation rules
	options: Array of options (for select, radio, checkbox types)

Core Functions
Entity Management
	list_entities/0 - Get all entities
	list_active_entities/0 - Get only active entities
	get_entity!/1 - Get an entity by ID (raises if not found)
	get_entity_by_name/1 - Get an entity by its name
	create_entity/1 - Create a new entity
	update_entity/2 - Update an existing entity
	delete_entity/1 - Delete an entity (and all its data)
	change_entity/2 - Get changeset for forms

System Settings
	enabled?/0 - Check if entities system is enabled
	enabled?/0 - Check if entities system is enabled
	enable_system/0 - Enable the entities system
	disable_system/0 - Disable the entities system
	get_config/0 - Get current system configuration
	get_max_per_user/0 - Get max entities per user limit
	validate_user_entity_limit/1 - Check if user can create more entities

Usage Examples
# Check if system is enabled
if PhoenixKit.Entities.enabled?() do
  # System is active
end

# Create a blog post entity
{:ok, entity} = PhoenixKit.Entities.create_entity(%{
  name: "blog_post",
  display_name: "Blog Post",
  description: "Blog post content type",
  icon: "hero-document-text",
  created_by: admin_user.id,
  fields_definition: [
    %{type: "text", key: "title", label: "Title", required: true},
    %{type: "textarea", key: "excerpt", label: "Excerpt"},
    %{type: "rich_text", key: "content", label: "Content", required: true},
    %{type: "select", key: "category", label: "Category",
      options: ["Tech", "Business", "Lifestyle"]},
    %{type: "date", key: "publish_date", label: "Publish Date"},
    %{type: "boolean", key: "featured", label: "Featured Post"}
  ]
})

# Get entity by name
entity = PhoenixKit.Entities.get_entity_by_name("blog_post")

# List all active entities
entities = PhoenixKit.Entities.list_active_entities()

      


      
        Summary


  
    Functions
  


    
      
        change_entity(entity, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for tracking entity changes.



    


    
      
        changeset(entity, attrs)

      


        Creates a changeset for entity creation and updates.



    


    
      
        count_all_entity_data()

      


        Counts the total number of entity data records across all entities.



    


    
      
        count_entities()

      


        Counts the total number of entities in the system.



    


    
      
        count_user_entities(user_id)

      


        Counts the total number of entities created by a user.



    


    
      
        create_entity(attrs \\ %{})

      


        Creates an entity.



    


    
      
        delete_entity(entity)

      


        Deletes an entity.



    


    
      
        disable_system()

      


        Disables the entities system.



    


    
      
        enable_system()

      


        Enables the entities system.



    


    
      
        enabled?()

      


        Checks if the entities system is enabled.



    


    
      
        get_config()

      


        Gets the current entities system configuration.



    


    
      
        get_entity!(id)

      


        Gets a single entity by ID.



    


    
      
        get_entity_by_name(name)

      


        Gets a single entity by its unique name.



    


    
      
        get_max_per_user()

      


        Gets the maximum number of entities a single user can create.



    


    
      
        get_system_stats()

      


        Gets summary statistics for the entities system.



    


    
      
        list_active_entities()

      


        Returns the list of active entities.



    


    
      
        list_entities()

      


        Returns the list of entities ordered by creation date.



    


    
      
        update_entity(entity, attrs)

      


        Updates an entity.



    


    
      
        validate_user_entity_limit(user_id)

      


        Validates that a user hasn't exceeded their entity creation limit.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_entity(entity, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking entity changes.
Examples
iex> PhoenixKit.Entities.change_entity(entity)
%Ecto.Changeset{data: %PhoenixKit.Entities{}}

  



  
    
      
    
    
      changeset(entity, attrs)



        
          
        

    

  


  

Creates a changeset for entity creation and updates.
Validates that name is unique, fields_definition is valid, and all required fields are present.
Automatically sets date_created on new records.

  



  
    
      
    
    
      count_all_entity_data()



        
          
        

    

  


  

Counts the total number of entity data records across all entities.
Examples
iex> PhoenixKit.Entities.count_all_entity_data()
243

  



  
    
      
    
    
      count_entities()



        
          
        

    

  


  

Counts the total number of entities in the system.
Examples
iex> PhoenixKit.Entities.count_entities()
15

  



  
    
      
    
    
      count_user_entities(user_id)



        
          
        

    

  


  

Counts the total number of entities created by a user.
Examples
iex> PhoenixKit.Entities.count_user_entities(1)
5

  



    

  
    
      
    
    
      create_entity(attrs \\ %{})



        
          
        

    

  


  

Creates an entity.
Examples
iex> PhoenixKit.Entities.create_entity(%{name: "blog_post", display_name: "Blog Post"})
{:ok, %PhoenixKit.Entities{}}

iex> PhoenixKit.Entities.create_entity(%{name: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_entity(entity)



        
          
        

    

  


  

Deletes an entity.
Note: This will also delete all associated entity_data records due to the on_delete: :delete_all constraint.
Examples
iex> PhoenixKit.Entities.delete_entity(entity)
{:ok, %PhoenixKit.Entities{}}

iex> PhoenixKit.Entities.delete_entity(entity)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the entities system.
Sets the "entities_enabled" setting to false.
Examples
iex> PhoenixKit.Entities.disable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the entities system.
Sets the "entities_enabled" setting to true.
Examples
iex> PhoenixKit.Entities.enable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if the entities system is enabled.
Returns true if the "entities_enabled" setting is true.
Examples
iex> PhoenixKit.Entities.enabled?()
false

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the current entities system configuration.
Returns a map with the current settings.
Examples
iex> PhoenixKit.Entities.get_config()
%{enabled: false, max_per_user: 100, allow_relations: true, file_upload: false, entity_count: 0, total_data_count: 0}

  



  
    
      
    
    
      get_entity!(id)



        
          
        

    

  


  

Gets a single entity by ID.
Raises Ecto.NoResultsError if the entity does not exist.
Examples
iex> PhoenixKit.Entities.get_entity!(123)
%PhoenixKit.Entities{}

iex> PhoenixKit.Entities.get_entity!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_entity_by_name(name)



        
          
        

    

  


  

Gets a single entity by its unique name.
Returns the entity if found, nil otherwise.
Examples
iex> PhoenixKit.Entities.get_entity_by_name("blog_post")
%PhoenixKit.Entities{}

iex> PhoenixKit.Entities.get_entity_by_name("invalid")
nil

  



  
    
      
    
    
      get_max_per_user()



        
          
        

    

  


  

Gets the maximum number of entities a single user can create.
Returns the system-wide limit for entity creation per user.
Defaults to 100 if not set.
Examples
iex> PhoenixKit.Entities.get_max_per_user()
100

  



  
    
      
    
    
      get_system_stats()



        
          
        

    

  


  

Gets summary statistics for the entities system.
Returns counts and metrics useful for admin dashboards.
Examples
iex> PhoenixKit.Entities.get_system_stats()
%{total_entities: 5, active_entities: 4, total_data_records: 150}

  



  
    
      
    
    
      list_active_entities()



        
          
        

    

  


  

Returns the list of active entities.
Examples
iex> PhoenixKit.Entities.list_active_entities()
[%PhoenixKit.Entities{status: true}, ...]

  



  
    
      
    
    
      list_entities()



        
          
        

    

  


  

Returns the list of entities ordered by creation date.
Examples
iex> PhoenixKit.Entities.list_entities()
[%PhoenixKit.Entities{}, ...]

  



  
    
      
    
    
      update_entity(entity, attrs)



        
          
        

    

  


  

Updates an entity.
Examples
iex> PhoenixKit.Entities.update_entity(entity, %{display_name: "Updated"})
{:ok, %PhoenixKit.Entities{}}

iex> PhoenixKit.Entities.update_entity(entity, %{name: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      validate_user_entity_limit(user_id)



        
          
        

    

  


  

Validates that a user hasn't exceeded their entity creation limit.
Checks the current number of entities created by the user against the system limit.
Returns {:ok, :valid} if within limits, {:error, reason} if limit exceeded.
Examples
iex> PhoenixKit.Entities.validate_user_entity_limit(1)
{:ok, :valid}

iex> PhoenixKit.Entities.validate_user_entity_limit(1)
{:error, "You have reached the maximum limit of 100 entities"}

  


        

      


  

    
PhoenixKit.Entities.EntityData 
    



      
Entity data records for PhoenixKit entities system.
This module manages actual data records that follow entity blueprints.
Each record is associated with an entity type and stores its field values
in a JSONB column for flexibility.
Schema Fields
	entity_id: Foreign key to the entity blueprint
	title: Display title/name for the record
	slug: URL-friendly identifier (optional)
	status: Record status ("draft", "published", "archived")
	data: JSONB map of all field values based on entity definition
	metadata: JSONB map for additional information (tags, categories, etc.)
	created_by: User ID who created the record
	date_created: When the record was created
	date_updated: When the record was last modified

Core Functions
Data Management
	list_all/0 - Get all entity data records
	list_by_entity/1 - Get all records for a specific entity
	list_by_entity_and_status/2 - Filter records by entity and status
	get!/1 - Get a record by ID (raises if not found)
	get_by_slug/2 - Get a record by entity and slug
	create/1 - Create a new record
	update/2 - Update an existing record
	delete/1 - Delete a record
	change/2 - Get changeset for forms

Query Helpers
	search_by_title/2 - Search records by title
	filter_by_status/1 - Get records by status
	count_by_entity/1 - Count records for an entity
	published_records/1 - Get all published records for an entity

Usage Examples
# Create a blog post data record
{:ok, data} = PhoenixKit.Entities.EntityData.create(%{
  entity_id: blog_entity.id,
  title: "My First Post",
  slug: "my-first-post",
  status: "published",
  created_by: user.id,
  data: %{
    "title" => "My First Post",
    "excerpt" => "This is my first blog post",
    "content" => "<p>Blog content here</p>",
    "category" => "Tech",
    "publish_date" => "2025-09-30",
    "featured" => true
  },
  metadata: %{
    "tags" => ["elixir", "phoenix"],
    "author_name" => "John Doe"
  }
})

# Get all records for an entity
records = PhoenixKit.Entities.EntityData.list_by_entity(blog_entity.id)

# Search by title
results = PhoenixKit.Entities.EntityData.search_by_title("First Post", blog_entity.id)

      


      
        Summary


  
    Functions
  


    
      
        change(entity_data, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for tracking entity data changes.



    


    
      
        changeset(entity_data, attrs)

      


        Creates a changeset for entity data creation and updates.



    


    
      
        count_by_entity(entity_id)

      


        Counts the total number of records for an entity.



    


    
      
        create(attrs \\ %{})

      


        Creates an entity data record.



    


    
      
        delete(entity_data)

      


        Deletes an entity data record.



    


    
      
        delete_data(entity_data)

      


        Alias for delete/1 for consistency with LiveView naming.



    


    
      
        filter_by_status(status)

      


        Gets records filtered by status across all entities.



    


    
      
        get!(id)

      


        Gets a single entity data record by ID.



    


    
      
        get_by_slug(entity_id, slug)

      


        Gets a single entity data record by entity and slug.



    


    
      
        get_data!(id)

      


        Alias for get!/1 for consistency with LiveView naming.



    


    
      
        get_data_stats(entity_id \\ nil)

      


        Gets statistical data about entity data records.



    


    
      
        list_all()

      


        Returns all entity data records ordered by creation date.



    


    
      
        list_all_data()

      


        Alias for list_all/0 for consistency with LiveView naming.



    


    
      
        list_by_entity(entity_id)

      


        Returns all entity data records for a specific entity.



    


    
      
        list_by_entity_and_status(entity_id, status)

      


        Returns entity data records filtered by entity and status.



    


    
      
        list_data_by_entity(entity_id)

      


        Alias for list_by_entity/1 for consistency with LiveView naming.



    


    
      
        list_data_by_status(status)

      


        Alias for filter_by_status/1 for consistency with LiveView naming.



    


    
      
        published_records(entity_id)

      


        Gets all published records for a specific entity.



    


    
      
        search_by_title(search_term, entity_id \\ nil)

      


        Searches entity data records by title.



    


    
      
        search_data(search_term)

      


        Alias for search_by_title/1 for consistency with LiveView naming.



    


    
      
        update(entity_data, attrs)

      


        Updates an entity data record.



    


    
      
        update_data(entity_data, attrs)

      


        Alias for update/2 for consistency with LiveView naming.



    





      


      
        Functions


        


    

  
    
      
    
    
      change(entity_data, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking entity data changes.
Examples
iex> PhoenixKit.Entities.EntityData.change(record)
%Ecto.Changeset{data: %PhoenixKit.Entities.EntityData{}}

  



  
    
      
    
    
      changeset(entity_data, attrs)



        
          
        

    

  


  

Creates a changeset for entity data creation and updates.
Validates that entity exists, title is present, and data validates against entity definition.
Automatically sets date_created on new records.

  



  
    
      
    
    
      count_by_entity(entity_id)



        
          
        

    

  


  

Counts the total number of records for an entity.
Examples
iex> PhoenixKit.Entities.EntityData.count_by_entity(1)
42

  



    

  
    
      
    
    
      create(attrs \\ %{})



        
          
        

    

  


  

Creates an entity data record.
Examples
iex> PhoenixKit.Entities.EntityData.create(%{entity_id: 1, title: "Test"})
{:ok, %PhoenixKit.Entities.EntityData{}}

iex> PhoenixKit.Entities.EntityData.create(%{title: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete(entity_data)



        
          
        

    

  


  

Deletes an entity data record.
Examples
iex> PhoenixKit.Entities.EntityData.delete(record)
{:ok, %PhoenixKit.Entities.EntityData{}}

iex> PhoenixKit.Entities.EntityData.delete(record)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_data(entity_data)



        
          
        

    

  


  

Alias for delete/1 for consistency with LiveView naming.

  



  
    
      
    
    
      filter_by_status(status)



        
          
        

    

  


  

Gets records filtered by status across all entities.
Examples
iex> PhoenixKit.Entities.EntityData.filter_by_status("draft")
[%PhoenixKit.Entities.EntityData{status: "draft"}, ...]

  



  
    
      
    
    
      get!(id)



        
          
        

    

  


  

Gets a single entity data record by ID.
Raises Ecto.NoResultsError if the record does not exist.
Examples
iex> PhoenixKit.Entities.EntityData.get!(123)
%PhoenixKit.Entities.EntityData{}

iex> PhoenixKit.Entities.EntityData.get!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_by_slug(entity_id, slug)



        
          
        

    

  


  

Gets a single entity data record by entity and slug.
Returns the record if found, nil otherwise.
Examples
iex> PhoenixKit.Entities.EntityData.get_by_slug(1, "my-first-post")
%PhoenixKit.Entities.EntityData{}

iex> PhoenixKit.Entities.EntityData.get_by_slug(1, "invalid")
nil

  



  
    
      
    
    
      get_data!(id)



        
          
        

    

  


  

Alias for get!/1 for consistency with LiveView naming.

  



    

  
    
      
    
    
      get_data_stats(entity_id \\ nil)



        
          
        

    

  


  

Gets statistical data about entity data records.
Returns statistics about total records, published, draft, and archived counts.
Optionally filters by entity_id if provided.
Examples
iex> PhoenixKit.Entities.EntityData.get_data_stats()
%{
  total_records: 150,
  published_records: 120,
  draft_records: 25,
  archived_records: 5
}

iex> PhoenixKit.Entities.EntityData.get_data_stats(1)
%{
  total_records: 15,
  published_records: 12,
  draft_records: 2,
  archived_records: 1
}

  



  
    
      
    
    
      list_all()



        
          
        

    

  


  

Returns all entity data records ordered by creation date.
Examples
iex> PhoenixKit.Entities.EntityData.list_all()
[%PhoenixKit.Entities.EntityData{}, ...]

  



  
    
      
    
    
      list_all_data()



        
          
        

    

  


  

Alias for list_all/0 for consistency with LiveView naming.

  



  
    
      
    
    
      list_by_entity(entity_id)



        
          
        

    

  


  

Returns all entity data records for a specific entity.
Examples
iex> PhoenixKit.Entities.EntityData.list_by_entity(1)
[%PhoenixKit.Entities.EntityData{entity_id: 1}, ...]

  



  
    
      
    
    
      list_by_entity_and_status(entity_id, status)



        
          
        

    

  


  

Returns entity data records filtered by entity and status.
Examples
iex> PhoenixKit.Entities.EntityData.list_by_entity_and_status(1, "published")
[%PhoenixKit.Entities.EntityData{entity_id: 1, status: "published"}, ...]

  



  
    
      
    
    
      list_data_by_entity(entity_id)



        
          
        

    

  


  

Alias for list_by_entity/1 for consistency with LiveView naming.

  



  
    
      
    
    
      list_data_by_status(status)



        
          
        

    

  


  

Alias for filter_by_status/1 for consistency with LiveView naming.

  



  
    
      
    
    
      published_records(entity_id)



        
          
        

    

  


  

Gets all published records for a specific entity.
Examples
iex> PhoenixKit.Entities.EntityData.published_records(1)
[%PhoenixKit.Entities.EntityData{status: "published"}, ...]

  



    

  
    
      
    
    
      search_by_title(search_term, entity_id \\ nil)



        
          
        

    

  


  

Searches entity data records by title.
Examples
iex> PhoenixKit.Entities.EntityData.search_by_title("First Post", 1)
[%PhoenixKit.Entities.EntityData{}, ...]

  



  
    
      
    
    
      search_data(search_term)



        
          
        

    

  


  

Alias for search_by_title/1 for consistency with LiveView naming.

  



  
    
      
    
    
      update(entity_data, attrs)



        
          
        

    

  


  

Updates an entity data record.
Examples
iex> PhoenixKit.Entities.EntityData.update(record, %{title: "Updated"})
{:ok, %PhoenixKit.Entities.EntityData{}}

iex> PhoenixKit.Entities.EntityData.update(record, %{title: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_data(entity_data, attrs)



        
          
        

    

  


  

Alias for update/2 for consistency with LiveView naming.

  


        

      


  

    
PhoenixKit.Entities.Events 
    



      
PubSub helpers for coordinating real-time entity updates.
Provides broadcast and subscribe helpers for:
	Entity definition lifecycle (create/update/delete)
	Entity data lifecycle (create/update/delete)
	Collaborative editing signals for entity + data forms

All events are broadcast through PhoenixKit.PubSub.Manager so the library
remains self-contained when embedded into host applications.

      


      
        Summary


  
    Functions
  


    
      
        broadcast_data_created(entity_id, data_id)

      


    


    
      
        broadcast_data_deleted(entity_id, data_id)

      


    


    
      
        broadcast_data_form_change(entity_id, record_key, payload, opts \\ [])

      


    


    
      
        broadcast_data_form_sync_request(entity_id, record_key, requester_socket_id)

      


    


    
      
        broadcast_data_form_sync_response(entity_id, record_key, requester_socket_id, state)

      


    


    
      
        broadcast_data_updated(entity_id, data_id)

      


    


    
      
        broadcast_entity_created(entity_id)

      


    


    
      
        broadcast_entity_deleted(entity_id)

      


    


    
      
        broadcast_entity_form_change(form_key, payload, opts \\ [])

      


    


    
      
        broadcast_entity_form_sync_request(form_key, requester_socket_id)

      


    


    
      
        broadcast_entity_form_sync_response(form_key, requester_socket_id, state)

      


    


    
      
        broadcast_entity_updated(entity_id)

      


    


    
      
        subscribe_to_all_data()

      


        Subscribe to entity data lifecycle events (all entities).



    


    
      
        subscribe_to_data_form(entity_id, record_key)

      


        Subscribe to collaborative events for a specific data record form.



    


    
      
        subscribe_to_data_presence(entity_id, data_id)

      


        Subscribe to presence updates for a data record.



    


    
      
        subscribe_to_entities()

      


        Subscribe to entity definition lifecycle events.



    


    
      
        subscribe_to_entity_data(entity_id)

      


        Subscribe to data lifecycle events for a specific entity.



    


    
      
        subscribe_to_entity_form(form_key)

      


        Subscribe to collaborative events for a specific entity form.



    


    
      
        subscribe_to_entity_presence(entity_id)

      


        Subscribe to presence updates for an entity.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_data_created(entity_id, data_id)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_data_deleted(entity_id, data_id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      broadcast_data_form_change(entity_id, record_key, payload, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_data_form_sync_request(entity_id, record_key, requester_socket_id)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_data_form_sync_response(entity_id, record_key, requester_socket_id, state)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_data_updated(entity_id, data_id)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_entity_created(entity_id)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_entity_deleted(entity_id)



        
          
        

    

  


  


  



    

  
    
      
    
    
      broadcast_entity_form_change(form_key, payload, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_entity_form_sync_request(form_key, requester_socket_id)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_entity_form_sync_response(form_key, requester_socket_id, state)



        
          
        

    

  


  


  



  
    
      
    
    
      broadcast_entity_updated(entity_id)



        
          
        

    

  


  


  



  
    
      
    
    
      subscribe_to_all_data()



        
          
        

    

  


  

Subscribe to entity data lifecycle events (all entities).

  



  
    
      
    
    
      subscribe_to_data_form(entity_id, record_key)



        
          
        

    

  


  

Subscribe to collaborative events for a specific data record form.

  



  
    
      
    
    
      subscribe_to_data_presence(entity_id, data_id)



        
          
        

    

  


  

Subscribe to presence updates for a data record.

  



  
    
      
    
    
      subscribe_to_entities()



        
          
        

    

  


  

Subscribe to entity definition lifecycle events.

  



  
    
      
    
    
      subscribe_to_entity_data(entity_id)



        
          
        

    

  


  

Subscribe to data lifecycle events for a specific entity.

  



  
    
      
    
    
      subscribe_to_entity_form(form_key)



        
          
        

    

  


  

Subscribe to collaborative events for a specific entity form.

  



  
    
      
    
    
      subscribe_to_entity_presence(entity_id)



        
          
        

    

  


  

Subscribe to presence updates for an entity.

  


        

      


  

    
PhoenixKit.Entities.FieldTypes 
    



      
Field type definitions and utilities for the Entities system.
This module defines all supported field types for entity definitions,
including their properties, validation rules, and rendering information.
Supported Field Types
Basic Text Types
	text: Single-line text input
	textarea: Multi-line text area
	email: Email address with validation
	url: URL with validation
	rich_text: Rich HTML editor (TinyMCE/CKEditor-like)

Numeric Types
	number: Numeric input (integer or decimal)

Boolean Types
	boolean: True/false toggle or checkbox

Date/Time Types
	date: Date picker (YYYY-MM-DD format)

Choice Types
	select: Dropdown selection (single choice)
	radio: Radio button group (single choice)
	checkbox: Checkbox group (multiple choices)

Usage Examples
# Get all field types
field_types = PhoenixKit.Entities.FieldTypes.all()

# Get field type info
text_info = PhoenixKit.Entities.FieldTypes.get_type("text")

# Get field types by category
basic_types = PhoenixKit.Entities.FieldTypes.by_category(:basic)

# Check if field type requires options
PhoenixKit.Entities.FieldTypes.requires_options?("select") # => true

      


      
        Summary


  
    Types
  


    
      
        field_category()

      


    


    
      
        field_type()

      


    





  
    Functions
  


    
      
        all()

      


        Returns all field types as a map.



    


    
      
        by_category(category)

      


        Returns field types grouped by category.



    


    
      
        categories()

      


        Returns all categories with their field types.



    


    
      
        category_list()

      


        Returns a list of category names with labels.



    


    
      
        default_props(type_name)

      


        Gets the default properties for a field type.



    


    
      
        for_picker()

      


        Returns field types suitable for a field picker UI.



    


    
      
        get_type(type_name)

      


        Gets information about a specific field type.



    


    
      
        list_types()

      


        Returns a list of all field type names.



    


    
      
        new_field(type, key, label)

      


        Creates a new field definition with default values.



    


    
      
        requires_options?(type_name)

      


        Checks if a field type requires options to be defined.



    


    
      
        valid_type?(type_name)

      


        Checks if a field type exists.



    


    
      
        validate_field(field)

      


        Validates a field definition map.



    





      


      
        Types


        


  
    
      
    
    
      field_category()



        
          
        

    

  


  

      

          @type field_category() :: :basic | :numeric | :boolean | :datetime | :choice


      



  



  
    
      
    
    
      field_type()



        
          
        

    

  


  

      

          @type field_type() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

Returns all field types as a map.
Examples
iex> PhoenixKit.Entities.FieldTypes.all()
%{"text" => %{name: "text", ...}, ...}

  



  
    
      
    
    
      by_category(category)



        
          
        

    

  


  

Returns field types grouped by category.
Examples
iex> PhoenixKit.Entities.FieldTypes.by_category(:basic)
[%{name: "text", ...}, %{name: "textarea", ...}, ...]

  



  
    
      
    
    
      categories()



        
          
        

    

  


  

Returns all categories with their field types.
Examples
iex> PhoenixKit.Entities.FieldTypes.categories()
%{
  basic: [%{name: "text", ...}, ...],
  numeric: [%{name: "number", ...}],
  ...
}

  



  
    
      
    
    
      category_list()



        
          
        

    

  


  

Returns a list of category names with labels.
Examples
iex> PhoenixKit.Entities.FieldTypes.category_list()
[
  {:basic, "Basic"},
  {:numeric, "Numeric"},
  ...
]

  



  
    
      
    
    
      default_props(type_name)



        
          
        

    

  


  

Gets the default properties for a field type.
Examples
iex> PhoenixKit.Entities.FieldTypes.default_props("text")
%{"placeholder" => "", "max_length" => 255}

  



  
    
      
    
    
      for_picker()



        
          
        

    

  


  

Returns field types suitable for a field picker UI.
Formats the data for use in select dropdowns or type choosers.
Examples
iex> PhoenixKit.Entities.FieldTypes.for_picker()
[
  %{value: "text", label: "Text", category: "Basic", icon: "hero-pencil"},
  ...
]

  



  
    
      
    
    
      get_type(type_name)



        
          
        

    

  


  

Gets information about a specific field type.
Returns nil if the type doesn't exist.
Examples
iex> PhoenixKit.Entities.FieldTypes.get_type("text")
%{name: "text", label: "Text", ...}

iex> PhoenixKit.Entities.FieldTypes.get_type("invalid")
nil

  



  
    
      
    
    
      list_types()



        
          
        

    

  


  

Returns a list of all field type names.
Examples
iex> PhoenixKit.Entities.FieldTypes.list_types()
["text", "textarea", "number", ...]

  



  
    
      
    
    
      new_field(type, key, label)



        
          
        

    

  


  

Creates a new field definition with default values.
Examples
iex> PhoenixKit.Entities.FieldTypes.new_field("text", "my_field", "My Field")
%{
  "type" => "text",
  "key" => "my_field",
  "label" => "My Field",
  "required" => false,
  "default" => "",
  "validation" => %{},
  "placeholder" => "",
  "max_length" => 255
}

  



  
    
      
    
    
      requires_options?(type_name)



        
          
        

    

  


  

Checks if a field type requires options to be defined.
Examples
iex> PhoenixKit.Entities.FieldTypes.requires_options?("select")
true

iex> PhoenixKit.Entities.FieldTypes.requires_options?("text")
false

  



  
    
      
    
    
      valid_type?(type_name)



        
          
        

    

  


  

Checks if a field type exists.
Examples
iex> PhoenixKit.Entities.FieldTypes.valid_type?("text")
true

iex> PhoenixKit.Entities.FieldTypes.valid_type?("invalid")
false

  



  
    
      
    
    
      validate_field(field)



        
          
        

    

  


  

Validates a field definition map.
Checks that the field has all required properties and valid values.
Examples
iex> field = %{"type" => "text", "key" => "title", "label" => "Title"}
iex> PhoenixKit.Entities.FieldTypes.validate_field(field)
{:ok, field}

iex> invalid_field = %{"type" => "invalid", "key" => "test"}
iex> PhoenixKit.Entities.FieldTypes.validate_field(invalid_field)
{:error, "Invalid field type: invalid"}

  


        

      


  

    
PhoenixKit.Entities.FormBuilder 
    



      
Dynamic form builder for entity data forms.
This module generates Phoenix.Component forms based on entity field definitions,
enabling dynamic data entry forms that adapt to the entity's schema.
Usage
# Generate form fields for an entity
fields_html = PhoenixKit.Entities.FormBuilder.build_fields(entity, changeset)

# Generate a single field
field_html = PhoenixKit.Entities.FormBuilder.build_field(field_definition, changeset)

# Validate entity data against field definitions
{:ok, validated_data} = PhoenixKit.Entities.FormBuilder.validate_data(entity, data_params)
Field Type Support
The FormBuilder supports all field types defined in PhoenixKit.Entities.FieldTypes:
	Basic Types: text, textarea, email, url, rich_text
	Numeric Types: number
	Boolean Types: boolean (toggle/checkbox)
	Date Types: date
	Choice Types: select, radio, checkbox (with options)
	Media Types: image, file (upload)
	Relational Types: relation (entity references)

Form Generation
Forms are generated as Phoenix.Component HTML with proper validation,
error handling, and styling consistent with the PhoenixKit design system.

      


      
        Summary


  
    Functions
  


    
      
        build_field(field, changeset, opts \\ [])

      


        Builds a single form field based on field definition.



    


    
      
        build_fields(entity, changeset, opts \\ [])

      


        Builds form fields HTML for an entire entity.



    


    
      
        get_field_value(form, field_key)

      


        Gets the current value of a field from a changeset.



    


    
      
        validate_data(entity, data_params)

      


        Validates entity data against field definitions.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_field(field, changeset, opts \\ [])



        
          
        

    

  


  

Builds a single form field based on field definition.
Parameters
	field - Field definition map
	changeset - The changeset for validation and values
	opts - Optional configuration

Examples
iex> field = %{"type" => "text", "key" => "title", "label" => "Title"}
iex> changeset = Ecto.Changeset.cast(%{}, %{}, [])
iex> PhoenixKit.Entities.FormBuilder.build_field(field, changeset)
# Returns Phoenix.Component field HTML

  



    

  
    
      
    
    
      build_fields(entity, changeset, opts \\ [])



        
          
        

    

  


  

Builds form fields HTML for an entire entity.
Takes an entity with its field definitions and generates the complete
form HTML for data entry.
Parameters
	entity - The entity struct with fields_definition
	changeset - The changeset for the entity data
	opts - Optional configuration (default: [])

Options
	:wrapper_class - CSS class for field wrapper divs
	:input_class - CSS class for input elements
	:label_class - CSS class for label elements

Examples
iex> entity = %Entities{fields_definition: [
...>   %{"type" => "text", "key" => "title", "label" => "Title", "required" => true}
...> ]}
iex> changeset = Ecto.Changeset.cast(%{}, %{}, [])
iex> PhoenixKit.Entities.FormBuilder.build_fields(entity, changeset)
# Returns Phoenix.Component form HTML

  



  
    
      
    
    
      get_field_value(form, field_key)



        
          
        

    

  


  

Gets the current value of a field from a changeset.
Helper function to extract field values from changesets or forms for form rendering.

  



  
    
      
    
    
      validate_data(entity, data_params)



        
          
        

    

  


  

Validates entity data against field definitions.
Takes entity field definitions and validates submitted data parameters
according to the field types, requirements, and constraints.
Parameters
	entity - The entity with field definitions
	data_params - Map of submitted data parameters

Returns
	{:ok, validated_data} - Successfully validated data
	{:error, errors} - Validation errors

Examples
iex> entity = %Entities{fields_definition: [
...>   %{"type" => "text", "key" => "title", "required" => true}
...> ]}
iex> PhoenixKit.Entities.FormBuilder.validate_data(entity, %{"title" => "Test"})
{:ok, %{"title" => "Test"}}

iex> PhoenixKit.Entities.FormBuilder.validate_data(entity, %{})
{:error, %{"title" => ["is required"]}}

  


        

      


  

    
PhoenixKit.Entities.Presence 
    



      
Presence tracking for collaborative entity editing.
Uses Phoenix.Presence to track who is currently editing an entity or data record.
The first person to join a topic becomes the "owner" (can edit), and everyone else
becomes "spectators" (read-only mode).
How It Works
	When a user opens an edit form, they join a Presence topic (e.g., "entity_edit:5")
	Presence tracks all connected users with metadata (user info, joined_at timestamp)
	Users are sorted by joined_at to determine order (FIFO)
	First user in the sorted list = owner (readonly?: false)
	All other users = spectators (readonly?: true)
	When owner leaves, Presence removes them automatically
	All connected users receive presence_diff event
	Each user re-evaluates: "Am I first now?"
	New first user auto-promotes to owner

Automatic Cleanup
Phoenix.Presence automatically detects when LiveView processes die and removes
them immediately via process monitoring. When a user closes a tab or navigates away:
	WebSocket disconnects
	LiveView process terminates
	Presence automatically cleaned up (via process monitoring)
	All other users receive presence_diff event instantly

No manual cleanup or timeout configuration needed!
Topics
	Entity editing: "entity_edit:<entity_id>"
	Data editing: "data_edit:<data_id>"


      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        fetch(topic, presences)

      


        Callback implementation for Phoenix.Presence.fetch/2.



    


    
      
        fetchers_pids()

      


    


    
      
        get_by_key(topic, key)

      


        Callback implementation for Phoenix.Presence.get_by_key/2.



    


    
      
        list(topic)

      


        Callback implementation for Phoenix.Presence.list/1.



    


    
      
        track(socket, key, meta)

      


        Callback implementation for Phoenix.Presence.track/3.



    


    
      
        track(pid, topic, key, meta)

      


        Callback implementation for Phoenix.Presence.track/4.



    


    
      
        untrack(socket, key)

      


        Callback implementation for Phoenix.Presence.untrack/2.



    


    
      
        untrack(pid, topic, key)

      


        Callback implementation for Phoenix.Presence.untrack/3.



    


    
      
        update(socket, key, meta)

      


        Callback implementation for Phoenix.Presence.update/3.



    


    
      
        update(pid, topic, key, meta)

      


        Callback implementation for Phoenix.Presence.update/4.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      fetch(topic, presences)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.fetch/2.

  



  
    
      
    
    
      fetchers_pids()



        
          
        

    

  


  


  



  
    
      
    
    
      get_by_key(topic, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.get_by_key/2.

  



  
    
      
    
    
      list(topic)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.list/1.

  



  
    
      
    
    
      track(socket, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.track/3.

  



  
    
      
    
    
      track(pid, topic, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.track/4.

  



  
    
      
    
    
      untrack(socket, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.untrack/2.

  



  
    
      
    
    
      untrack(pid, topic, key)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.untrack/3.

  



  
    
      
    
    
      update(socket, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.update/3.

  



  
    
      
    
    
      update(pid, topic, key, meta)



        
          
        

    

  


  

Callback implementation for Phoenix.Presence.update/4.

  


        

      


  

    
PhoenixKit.Entities.PresenceHelpers 
    



      
Helper functions for collaborative editing with Phoenix.Presence.
Provides utilities for tracking editing sessions, determining owner/spectator roles,
and syncing state between users.

      


      
        Summary


  
    Functions
  


    
      
        count_editors(type, id)

      


        Counts total number of people editing (owner + spectators).



    


    
      
        editing_topic(atom, id)

      


        Generates the Presence topic name for a resource.



    


    
      
        get_editing_role(type, id, socket_id, current_user_id)

      


        Determines if the current socket is the owner (first in the presence list).



    


    
      
        get_lock_owner(type, id)

      


        Gets the lock owner's metadata, or nil if no one is editing.



    


    
      
        get_sorted_presences(type, id)

      


        Gets all presences for a resource, sorted by join time (FIFO).



    


    
      
        get_spectators(type, id)

      


        Gets all spectators (everyone except the first person).



    


    
      
        subscribe_to_editing(type, id)

      


        Subscribes the current process to presence events for a resource.



    


    
      
        track_editing_session(type, id, socket, user)

      


        Tracks the current LiveView process in a Presence topic.



    





      


      
        Functions


        


  
    
      
    
    
      count_editors(type, id)



        
          
        

    

  


  

Counts total number of people editing (owner + spectators).

  



  
    
      
    
    
      editing_topic(atom, id)



        
          
        

    

  


  

Generates the Presence topic name for a resource.
Examples
editing_topic(:entity, 5)
# => "entity_edit:5"

editing_topic(:data, 10)
# => "data_edit:10"

  



  
    
      
    
    
      get_editing_role(type, id, socket_id, current_user_id)



        
          
        

    

  


  

Determines if the current socket is the owner (first in the presence list).
Returns {:owner, presences} if this socket is the owner (or same user in different tab), or
{:spectator, owner_meta, presences} if a different user is the owner.
Examples
case get_editing_role(:entity, 5, socket.id, current_user.id) do
  {:owner, all_presences} ->
    # I can edit!

  {:spectator, owner_metadata, all_presences} ->
    # I'm read-only, sync with owner's state
end

  



  
    
      
    
    
      get_lock_owner(type, id)



        
          
        

    

  


  

Gets the lock owner's metadata, or nil if no one is editing.
Examples
case get_lock_owner(:entity, 5) do
  nil -> # No one editing
  meta -> # meta.user, meta.joined_at, etc.
end

  



  
    
      
    
    
      get_sorted_presences(type, id)



        
          
        

    

  


  

Gets all presences for a resource, sorted by join time (FIFO).
Returns a list of tuples: [{socket_id, metadata}, ...]
Examples
get_sorted_presences(:entity, 5)
# => [
#   {"phx-abc123", %{user_id: 5, joined_at: 123456, ...}},
#   {"phx-def456", %{user_id: 7, joined_at: 123458, ...}}
# ]

  



  
    
      
    
    
      get_spectators(type, id)



        
          
        

    

  


  

Gets all spectators (everyone except the first person).
Returns a list of metadata for spectators only.
Examples
get_spectators(:entity, 5)
# => [
#   %{user_id: 7, user_email: "user@example.com", joined_at: 123458, ...},
#   %{user_id: 9, user_email: "other@example.com", joined_at: 123460, ...}
# ]

  



  
    
      
    
    
      subscribe_to_editing(type, id)



        
          
        

    

  


  

Subscribes the current process to presence events for a resource.
After subscribing, the process will receive:
	%Phoenix.Socket.Broadcast{event: "presence_diff", ...} when users join/leave

Examples
subscribe_to_editing(:entity, 5)
# Now will receive presence_diff messages

  



  
    
      
    
    
      track_editing_session(type, id, socket, user)



        
          
        

    

  


  

Tracks the current LiveView process in a Presence topic.
Parameters
	type: The resource type (:entity or :data)
	id: The resource ID
	socket: The LiveView socket
	user: The current user struct

Examples
track_editing_session(:entity, 5, socket, user)
# => {:ok, ref}

  


        

      


  

    
PhoenixKit.Install.ApplicationSupervisor 
    



      
Installation helper for adding PhoenixKit supervisor to parent application.
Used by mix phoenix_kit.install task.

      


      
        Summary


  
    Functions
  


    
      
        add_supervisor(igniter)

      


    





      


      
        Functions


        


  
    
      
    
    
      add_supervisor(igniter)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Install.AssetRebuild 
    



      
Handles asset rebuilding for PhoenixKit installations and updates.
This module provides asset rebuilding using the standard Phoenix asset pipeline.
It tries multiple build commands in order of preference:
	mix assets.build - Phoenix 1.8+ standard asset pipeline
	mix esbuild default --minify - Individual ESBuild compilation
	mix tailwind default --minify - Individual Tailwind compilation
	npm run build - NPM build script fallback
	npm run build.css - NPM CSS build script fallback

Assets are always rebuilt to ensure consistency after PhoenixKit updates.

      


      
        Summary


  
    Functions
  


    
      
        check_and_rebuild(opts \\ [])

      


        Executes asset rebuilding using standard Phoenix asset pipeline.



    





      


      
        Functions


        


    

  
    
      
    
    
      check_and_rebuild(opts \\ [])



        
          
        

    

  


  

Executes asset rebuilding using standard Phoenix asset pipeline.
Options
	:verbose - Show detailed output (default: true)

Returns
	:rebuild_completed - Assets were successfully rebuilt
	:rebuild_failed - Asset rebuild failed (non-critical)


  


        

      


  

    
PhoenixKit.Install.BrowserPipelineIntegration 
    



      
Handles automatic integration of PhoenixKit plugs into the browser pipeline.
This module provides functionality to:
	Add PhoenixKitWeb.Plugs.Integration to the :browser pipeline automatically
	Handle cases where the plug already exists (idempotent)
	Provide clear error messages if browser pipeline is not found

Extensibility
The Integration plug acts as a single entry point for all PhoenixKit plugs.
New features can be added to the Integration plug without modifying the
parent application's pipeline.

      


      
        Summary


  
    Functions
  


    
      
        add_integration_to_browser_pipeline(igniter)

      


        Adds the PhoenixKit Integration plug to the :browser pipeline in the Phoenix router.



    





      


      
        Functions


        


  
    
      
    
    
      add_integration_to_browser_pipeline(igniter)



        
          
        

    

  


  

Adds the PhoenixKit Integration plug to the :browser pipeline in the Phoenix router.
This plug coordinates all PhoenixKit features that need to run in the browser pipeline,
including maintenance mode, and any future features.
Parameters
	igniter - The igniter context

Returns
Updated igniter with integration plug added or warning if router/pipeline not found.

  


        

      


  

    
PhoenixKit.Install.Common 
    



      
Common utilities shared between PhoenixKit installation and update tasks.
This module provides shared functionality for:
	Timestamp generation
	Version formatting
	Status checking
	Migration detection


      


      
        Summary


  
    Functions
  


    
      
        check_installation_status(prefix \\ "public")

      


        Checks the current installation status for a given prefix.



    


    
      
        check_update_needed(prefix \\ "public", force \\ false)

      


        Checks if an update is needed from current to target version.



    


    
      
        current_version()

      


        Gets current PhoenixKit version from migrations system.



    


    
      
        describe_version_changes(from_version, to_version)

      


        Describes what changed between versions.



    


    
      
        find_existing_phoenix_kit_migrations()

      


        Finds existing PhoenixKit migrations in the project.



    


    
      
        generate_timestamp()

      


        Generates timestamp in Ecto migration format.



    


    
      
        migrated_version(prefix \\ "public")

      


        Gets migrated version for given prefix.



    


    
      
        pad(i)

      


        Pads a number with leading zero if less than 10.



    


    
      
        pad_version(version)

      


        Pads version number for consistent naming.



    


    
      
        phoenix_kit_migration?(filename)

      


        Checks if a filename matches PhoenixKit migration pattern.



    





      


      
        Functions


        


    

  
    
      
    
    
      check_installation_status(prefix \\ "public")



        
          
        

    

  


  

Checks the current installation status for a given prefix.
Returns one of:
	{:not_installed} - PhoenixKit is not installed
	{:current_version, version} - PhoenixKit is installed with given version

Parameters
	prefix - Database schema prefix (default: "public")

Examples
iex> PhoenixKit.Install.Common.check_installation_status("public")
{:current_version, 3}

iex> PhoenixKit.Install.Common.check_installation_status("auth")
{:not_installed}

  



    

    

  
    
      
    
    
      check_update_needed(prefix \\ "public", force \\ false)



        
          
        

    

  


  

Checks if an update is needed from current to target version.
Parameters
	prefix - Database schema prefix
	force - Force update even if already up to date

Returns
	{:up_to_date, current_version} - Already up to date
	{:update_needed, current_version, target_version} - Update available
	{:not_installed} - PhoenixKit not installed


  



  
    
      
    
    
      current_version()



        
          
        

    

  


  

Gets current PhoenixKit version from migrations system.

  



  
    
      
    
    
      describe_version_changes(from_version, to_version)



        
          
        

    

  


  

Describes what changed between versions.
Parameters
	from_version - Starting version number
	to_version - Target version number

Returns
String describing the changes between versions.

  



  
    
      
    
    
      find_existing_phoenix_kit_migrations()



        
          
        

    

  


  

Finds existing PhoenixKit migrations in the project.
Returns a list of migration file paths.

  



  
    
      
    
    
      generate_timestamp()



        
          
        

    

  


  

Generates timestamp in Ecto migration format.
Examples
iex> PhoenixKit.Install.Common.generate_timestamp()
"20250908123045"

  



    

  
    
      
    
    
      migrated_version(prefix \\ "public")



        
          
        

    

  


  

Gets migrated version for given prefix.
Parameters
	prefix - Database schema prefix


  



  
    
      
    
    
      pad(i)



        
          
        

    

  


  

Pads a number with leading zero if less than 10.
Examples
iex> PhoenixKit.Install.Common.pad(5)
"05"

iex> PhoenixKit.Install.Common.pad(12)
"12"

  



  
    
      
    
    
      pad_version(version)



        
          
        

    

  


  

Pads version number for consistent naming.
Examples
iex> PhoenixKit.Install.Common.pad_version(1)
"01"

iex> PhoenixKit.Install.Common.pad_version(15)
"15"

  



  
    
      
    
    
      phoenix_kit_migration?(filename)



        
          
        

    

  


  

Checks if a filename matches PhoenixKit migration pattern.
Examples
iex> PhoenixKit.Install.Common.phoenix_kit_migration?("20250908_add_phoenix_kit_tables.exs")
true

iex> PhoenixKit.Install.Common.phoenix_kit_migration?("20250908_create_users.exs")
false

  


        

      


  

    
PhoenixKit.Install.CssIntegration 
    



      
Handles automatic Tailwind CSS + DaisyUI integration for PhoenixKit installation.
This module provides functionality to:
	Automatically detect app.css file in Phoenix applications
	Add PhoenixKit-specific @source and @plugin directives
	Ensure idempotent operations (safe to run multiple times)
	Provide fallback instructions if automatic integration fails


      


      
        Summary


  
    Functions
  


    
      
        add_automatic_css_integration(igniter)

      


        Automatically integrates PhoenixKit with the parent app's CSS configuration.



    


    
      
        add_missing_integration_parts(source, existing)

      


    


    
      
        add_smart_integration(source)

      


    


    
      
        check_existing_integration(content)

      


        Checks what PhoenixKit integration already exists in CSS content.
Returns a map with detected integrations.



    





      


      
        Functions


        


  
    
      
    
    
      add_automatic_css_integration(igniter)



        
          
        

    

  


  

Automatically integrates PhoenixKit with the parent app's CSS configuration.
Parameters
	igniter - The igniter context

Returns
Updated igniter with CSS integration applied automatically.

  



  
    
      
    
    
      add_missing_integration_parts(source, existing)



        
          
        

    

  


  


  



  
    
      
    
    
      add_smart_integration(source)



        
          
        

    

  


  


  



  
    
      
    
    
      check_existing_integration(content)



        
          
        

    

  


  

Checks what PhoenixKit integration already exists in CSS content.
Returns a map with detected integrations.

  


        

      


  

    
PhoenixKit.Install.DemoFiles 
    



      
Handles copying demo test files for PhoenixKit installation.
This module provides functionality to:
	Copy test demo files to parent project
	Transform module names to match parent app
	Generate appropriate demo file notices


      


      
        Summary


  
    Functions
  


    
      
        copy_test_demo_files(igniter)

      


        Copies test demo files to the parent project.



    





      


      
        Functions


        


  
    
      
    
    
      copy_test_demo_files(igniter)



        
          
        

    

  


  

Copies test demo files to the parent project.
Parameters
	igniter - The igniter context

Returns
Updated igniter with demo files copied and notices added.

  


        

      


  

    
PhoenixKit.Install.FinchSetup 
    



      
Handles automatic Finch and HTTP client setup for PhoenixKit installation.
This module provides functionality to:
	Detect if HTTP client adapters (like AmazonSES, SendGrid, etc.) are being used
	Automatically add Finch to the application supervisor when needed
	Add required dependencies like gen_smtp for AWS SES
	Configure Swoosh API client appropriately


      


      
        Summary


  
    Functions
  


    
      
        add_finch_configuration(igniter)

      


        Automatically configures Finch and dependencies based on mailer adapter configuration.



    





      


      
        Functions


        


  
    
      
    
    
      add_finch_configuration(igniter)



        
          
        

    

  


  

Automatically configures Finch and dependencies based on mailer adapter configuration.
This function checks if any HTTP-based email adapters are configured and:
	Adds Finch to the application supervisor
	Adds gen_smtp dependency for AWS SES
	Configures Swoosh API client

Parameters
	igniter - The igniter context

Returns
Updated igniter with Finch configuration if needed.

  


        

      


  

    
PhoenixKit.Install.IgniterHelpers 
    



      
Helper functions for working with Igniter to detect parent application information.
This module provides utilities to automatically detect and extract information about
the parent Phoenix application during the installation process. These helpers are
used by the installer to determine module names, layouts, and router configurations
without requiring manual user input.
All functions are designed to work with Igniter's project detection capabilities
and provide sensible defaults when detection fails.
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_name(igniter)
:parent_app

iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_string(igniter)
"ParentAppWeb"

      


      
        Summary


  
    Functions
  


    
      
        get_parent_app_module(igniter)

      


        Gets the parent application module name from the Igniter project.



    


    
      
        get_parent_app_module_web(igniter)

      


        Constructs the Web module name for the parent application.



    


    
      
        get_parent_app_module_web_layouts(igniter)

      


        Detects the existing Layouts module in the parent application.



    


    
      
        get_parent_app_module_web_router(igniter)

      


        Constructs the Router module name for the parent application.



    


    
      
        get_parent_app_module_web_string(igniter, default \\ "YourAppWeb")

      


        Gets the Web module name as a string with fallback to default.



    


    
      
        get_parent_app_name(igniter)

      


        Gets the parent application name (atom) from the Igniter project.



    





      


      
        Functions


        


  
    
      
    
    
      get_parent_app_module(igniter)



        
          
        

    

  


  

      

          @spec get_parent_app_module(Igniter.t()) :: module()


      


Gets the parent application module name from the Igniter project.
Extracts the main application module name (e.g., ParentApp) from the project
structure. This is used as the base for constructing other module names.
Parameters
	igniter - The Igniter project struct

Returns
The main application module as an atom (e.g., ParentApp)
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module(igniter)
ParentApp

  



  
    
      
    
    
      get_parent_app_module_web(igniter)



        
          
        

    

  


  

      

          @spec get_parent_app_module_web(Igniter.t()) :: module()


      


Constructs the Web module name for the parent application.
Builds the standard Phoenix Web module name by concatenating the base
application module with "Web" (e.g., ParentAppWeb).
Parameters
	igniter - The Igniter project struct

Returns
The Web module as an atom (e.g., ParentAppWeb)
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web(igniter)
ParentAppWeb

  



  
    
      
    
    
      get_parent_app_module_web_layouts(igniter)



        
          
        

    

  


  

      

          @spec get_parent_app_module_web_layouts(Igniter.t()) :: module() | nil


      


Detects the existing Layouts module in the parent application.
Searches for Layouts modules in both possible locations:
	ParentAppWeb.Layouts (standard Phoenix location)
	ParentApp.Layouts (alternative location)

This function is used during installation to determine which layout module
exists so PhoenixKit can integrate with the existing layout structure.
Parameters
	igniter - The Igniter project struct

Returns
The Layouts module if found, or nil if no Layouts module exists
Search Order
	MyAppWeb.Layouts - Standard Phoenix web layouts location
	MyApp.Layouts - Alternative layouts location

Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_layouts(igniter)
MyAppWeb.Layouts

# When no layouts module exists
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_layouts(igniter)
nil

  



  
    
      
    
    
      get_parent_app_module_web_router(igniter)



        
          
        

    

  


  

      

          @spec get_parent_app_module_web_router(Igniter.t()) :: module()


      


Constructs the Router module name for the parent application.
Builds the standard Phoenix Router module name by concatenating the Web
module with "Router" (e.g., MyAppWeb.Router).
This is used during installation to determine where to inject PhoenixKit
routes into the existing router configuration.
Parameters
	igniter - The Igniter project struct

Returns
The Router module as an atom (e.g., MyAppWeb.Router)
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_router(igniter)
MyAppWeb.Router

  



    

  
    
      
    
    
      get_parent_app_module_web_string(igniter, default \\ "YourAppWeb")



        
          
        

    

  


  

      

          @spec get_parent_app_module_web_string(Igniter.t(), String.t()) :: String.t()


      


Gets the Web module name as a string with fallback to default.
Converts the Web module to a string representation and provides a fallback
default value when detection fails. This is useful for generating user-facing
messages or configuration examples.
Parameters
	igniter - The Igniter project struct
	default - Default string to return when detection fails (default: "YourAppWeb")

Returns
The Web module name as a string (e.g., "ParentAppWeb") or the default value
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_string(igniter)
"ParentAppWeb"

iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_module_web_string(igniter, "FallbackWeb")
"ParentAppWeb"

  



  
    
      
    
    
      get_parent_app_name(igniter)



        
          
        

    

  


  

      

          @spec get_parent_app_name(Igniter.t()) :: atom()


      


Gets the parent application name (atom) from the Igniter project.
Uses Igniter's application detection to determine the OTP application name.
This is typically used for configuration and dependency injection.
Parameters
	igniter - The Igniter project struct

Returns
The application name as an atom (e.g., :parent_app)
Examples
iex> igniter = Igniter.new()
iex> PhoenixKit.Install.IgniterHelpers.get_parent_app_name(igniter)
:parent_app

  


        

      


  

    
PhoenixKit.Install.LayoutConfig 
    



      
Handles layout integration configuration for PhoenixKit installation.
This module provides functionality to:
	Detect app layouts using Phoenix conventions
	Add layout configuration to config files
	Handle recompilation requirements
	Generate appropriate notices for layout setup


      


      
        Summary


  
    Functions
  


    
      
        add_layout_integration_configuration(igniter)

      


        Adds layout integration configuration to the Phoenix application.



    





      


      
        Functions


        


  
    
      
    
    
      add_layout_integration_configuration(igniter)



        
          
        

    

  


  

Adds layout integration configuration to the Phoenix application.
Parameters
	igniter - The igniter context

Returns
Updated igniter with layout configuration and notices.

  


        

      


  

    
PhoenixKit.Install.MailerConfig 
    



      
Handles mailer configuration for PhoenixKit installation.
This module provides functionality to:
	Configure development mailer with Swoosh.Adapters.Local
	Add production mailer templates for various providers
	Generate appropriate notices for mailer setup


      


      
        Summary


  
    Functions
  


    
      
        add_mailer_configuration(igniter)

      


        Adds PhoenixKit mailer configuration for development and production.



    





      


      
        Functions


        


  
    
      
    
    
      add_mailer_configuration(igniter)



        
          
        

    

  


  

Adds PhoenixKit mailer configuration for development and production.
Now supports both delegation mode and built-in mode:
	Delegation mode: Configure PhoenixKit to use parent app's mailer
	Built-in mode: Configure PhoenixKit's own mailer (legacy)

Parameters
	igniter - The igniter context

Returns
Updated igniter with mailer configuration and notices.

  


        

      


  

    
PhoenixKit.Install.MigrationStrategy 
    



      
Handles migration strategy determination and execution for PhoenixKit installation.
This module provides functionality to:
	Determine whether installation is new, upgrade, or up-to-date
	Create initial migration files
	Handle interactive migration prompts
	Generate appropriate migration notices


      


      
        Summary


  
    Functions
  


    
      
        create_phoenix_kit_migration_only(igniter, opts)

      


        Creates PhoenixKit migration without interactive prompts (used by igniter).



    


    
      
        handle_interactive_migration_after_config(opts \\ [])

      


        Handles interactive migration after configuration changes are complete.



    





      


      
        Functions


        


  
    
      
    
    
      create_phoenix_kit_migration_only(igniter, opts)



        
          
        

    

  


  

Creates PhoenixKit migration without interactive prompts (used by igniter).
Parameters
	igniter - The igniter context
	opts - Installation options including prefix and create_schema

Returns
Updated igniter with migration files created or appropriate notices.

  



    

  
    
      
    
    
      handle_interactive_migration_after_config(opts \\ [])



        
          
        

    

  


  

Handles interactive migration after configuration changes are complete.
This function is called outside of the Igniter context to prompt for
migration execution and handle the results.

  


        

      


  

    
PhoenixKit.Install.RepoDetection 
    



      
Handles repository detection and validation for PhoenixKit installation.
This module provides functionality to:
	Auto-detect Ecto repositories from various sources
	Validate PostgreSQL adapter usage
	Handle custom repository specifications


      


      
        Summary


  
    Functions
  


    
      
        add_phoenix_kit_configuration(igniter, custom_repo)

      


        Adds PhoenixKit configuration with detected or specified repository.



    





      


      
        Functions


        


  
    
      
    
    
      add_phoenix_kit_configuration(igniter, custom_repo)



        
          
        

    

  


  

Adds PhoenixKit configuration with detected or specified repository.
Parameters
	igniter - The igniter context
	custom_repo - Custom repository module (optional)

Returns
Updated igniter with repository configuration or warning if not found.

  


        

      


  

    
PhoenixKit.Install.RouterIntegration 
    



      
Handles router integration for PhoenixKit installation.
This module provides functionality to:
	Find and validate Phoenix router modules
	Add PhoenixKit imports and routes to routers
	Generate demo page routes
	Handle router integration warnings and notices


      


      
        Summary


  
    Functions
  


    
      
        add_router_integration(igniter, custom_router_path)

      


        Adds PhoenixKit integration to the Phoenix router.



    





      


      
        Functions


        


  
    
      
    
    
      add_router_integration(igniter, custom_router_path)



        
          
        

    

  


  

Adds PhoenixKit integration to the Phoenix router.
Parameters
	igniter - The igniter context
	custom_router_path - Custom path to router file (optional)

Returns
Updated igniter with router integration or warnings if router not found.

  


        

      


  

    
PhoenixKit.Install.RuntimeDetector 
    



      
Detects Phoenix runtime configuration patterns and determines appropriate config strategy.
This module analyzes Phoenix project configuration files to determine:
	Whether the project uses runtime.exs patterns
	The appropriate configuration file to modify
	The correct insertion location for PhoenixKit configuration


      


      
        Summary


  
    Functions
  


    
      
        detect_config_pattern()

      


        Detects if the project uses runtime configuration patterns.



    


    
      
        dev_exs_exists?()

      


        Checks if dev.exs file exists.



    


    
      
        find_insertion_point()

      


        Finds the appropriate insertion point for PhoenixKit configuration.



    


    
      
        find_runtime_insertion_point()

      


        Finds the appropriate location within runtime.exs for development configuration.



    


    
      
        has_runtime_patterns?()

      


        Checks if runtime.exs contains runtime configuration patterns.



    


    
      
        runtime_exists?()

      


        Checks if runtime.exs file exists in the project.



    


    
      
        simple_dev_config?()

      


        Checks if dev.exs file exists and is simple enough to modify.



    





      


      
        Functions


        


  
    
      
    
    
      detect_config_pattern()



        
          
        

    

  


  

Detects if the project uses runtime configuration patterns.
Returns
	:runtime - Uses runtime.exs with conditional blocks
	:dev_exs - Uses simple dev.exs file
	:config_exs - Uses config.exs with environment variables

Examples
iex> RuntimeDetector.detect_config_pattern()
:runtime

  



  
    
      
    
    
      dev_exs_exists?()



        
          
        

    

  


  

Checks if dev.exs file exists.
Returns
true if dev.exs exists, false otherwise.

  



  
    
      
    
    
      find_insertion_point()



        
          
        

    

  


  

Finds the appropriate insertion point for PhoenixKit configuration.
Returns
	{:runtime, line_number} - Insert at specific line in runtime.exs
	{:dev_exs, line_number} - Insert at end of dev.exs
	{:config_exs, line_number} - Insert in config.exs with env check

Examples
iex> RuntimeDetector.find_insertion_point()
{:runtime, 76}

  



  
    
      
    
    
      find_runtime_insertion_point()



        
          
        

    

  


  

Finds the appropriate location within runtime.exs for development configuration.
Returns
line_number where PhoenixKit config should be inserted.

  



  
    
      
    
    
      has_runtime_patterns?()



        
          
        

    

  


  

Checks if runtime.exs contains runtime configuration patterns.
Returns
true if runtime patterns are detected, false otherwise.

  



  
    
      
    
    
      runtime_exists?()



        
          
        

    

  


  

Checks if runtime.exs file exists in the project.
Returns
true if runtime.exs exists, false otherwise.

  



  
    
      
    
    
      simple_dev_config?()



        
          
        

    

  


  

Checks if dev.exs file exists and is simple enough to modify.
Returns
true if simple dev.exs exists, false otherwise.

  


        

      


  

    
PhoenixKit.LayoutConfig 
    



      
Configuration manager for PhoenixKit layout integration.
This module provides functions to retrieve and validate layout configuration
from the application environment, with fallback to default PhoenixKit layouts.
Configuration
Configure layouts in your application config:
# Minimal configuration - only app layout
config :phoenix_kit, layout: {MyAppWeb.Layouts, :app}

# Full configuration - both root and app layouts
config :phoenix_kit,
  root_layout: {MyAppWeb.Layouts, :root},
  layout: {MyAppWeb.Layouts, :app}

# With additional options
config :phoenix_kit,
  layout: {MyAppWeb.Layouts, :app},
  page_title_prefix: "Auth"
Usage
iex> PhoenixKit.LayoutConfig.get_layout()
{PhoenixKitWeb.Layouts, :app}

iex> PhoenixKit.LayoutConfig.get_root_layout()
{PhoenixKitWeb.Layouts, :root}

      


      
        Summary


  
    Functions
  


    
      
        custom_layout?()

      


        Checks if a custom layout is configured (not using default PhoenixKit layouts).



    


    
      
        get_config()

      


        Gets all layout configuration as a map for debugging purposes.



    


    
      
        get_layout()

      


        Gets the configured app layout module and template.



    


    
      
        get_page_title_prefix()

      


        Gets the configured page title prefix for authentication pages.



    


    
      
        get_root_layout()

      


        Gets the configured root layout module and template.



    





      


      
        Functions


        


  
    
      
    
    
      custom_layout?()



        
          
        

    

  


  

      

          @spec custom_layout?() :: boolean()


      


Checks if a custom layout is configured (not using default PhoenixKit layouts).
Examples
iex> Application.put_env(:phoenix_kit, :layout, {MyApp.Layouts, :app})
iex> PhoenixKit.LayoutConfig.custom_layout?()
true

iex> Application.delete_env(:phoenix_kit, :layout)
iex> PhoenixKit.LayoutConfig.custom_layout?()
false

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

      

          @spec get_config() :: map()


      


Gets all layout configuration as a map for debugging purposes.
Examples
iex> PhoenixKit.LayoutConfig.get_config()
%{
  layout: {PhoenixKitWeb.Layouts, :app},
  root_layout: {PhoenixKitWeb.Layouts, :root},
  page_title_prefix: nil,
  custom_layout?: false
}

  



  
    
      
    
    
      get_layout()



        
          
        

    

  


  

      

          @spec get_layout() :: {module(), atom()}


      


Gets the configured app layout module and template.
Returns the configured layout tuple or falls back to default PhoenixKit layout.
Examples
iex> Application.put_env(:phoenix_kit, :layout, {MyApp.Layouts, :app})
iex> PhoenixKit.LayoutConfig.get_layout()
{MyApp.Layouts, :app}

iex> Application.delete_env(:phoenix_kit, :layout)
iex> PhoenixKit.LayoutConfig.get_layout()
{PhoenixKitWeb.Layouts, :app}

  



  
    
      
    
    
      get_page_title_prefix()



        
          
        

    

  


  

      

          @spec get_page_title_prefix() :: String.t() | nil


      


Gets the configured page title prefix for authentication pages.
Examples
iex> Application.put_env(:phoenix_kit, :page_title_prefix, "Auth")
iex> PhoenixKit.LayoutConfig.get_page_title_prefix()
"Auth"

iex> Application.delete_env(:phoenix_kit, :page_title_prefix)
iex> PhoenixKit.LayoutConfig.get_page_title_prefix()
nil

  



  
    
      
    
    
      get_root_layout()



        
          
        

    

  


  

      

          @spec get_root_layout() :: {module(), atom()}


      


Gets the configured root layout module and template.
Returns the configured root layout tuple or falls back to default PhoenixKit root layout.
Root layout is optional and defaults to app layout if not specified.
Examples
iex> Application.put_env(:phoenix_kit, :root_layout, {MyApp.Layouts, :root})
iex> PhoenixKit.LayoutConfig.get_root_layout()
{MyApp.Layouts, :root}

iex> Application.delete_env(:phoenix_kit, :root_layout)
iex> PhoenixKit.LayoutConfig.get_root_layout()
{PhoenixKitWeb.Layouts, :root}

  


        

      


  

    
PhoenixKit.Mailer 
    



      
Mailer module for PhoenixKit emails.
This module handles sending emails such as
confirmation emails, password reset emails, magic link emails, etc.
It can work in two modes:
	Built-in mode: Uses PhoenixKit's own Swoosh mailer (default)
	Delegation mode: Uses the parent application's mailer when configured

Configuration
To use your application's mailer instead of PhoenixKit's built-in one:
config :phoenix_kit,
  mailer: MyApp.Mailer
When delegation is configured, all emails will be sent through your application's 
mailer, allowing you to use a single mailer configuration across your entire application.

      


      
        Summary


  
    Functions
  


    
      
        deliver(email, config \\ [])

      


        Delivers an email.



    


    
      
        deliver!(email, config \\ [])

      


        Delivers an email, raises on error.



    


    
      
        deliver_email(email, opts \\ [])

      


        Delivers an email using the appropriate mailer.



    


    
      
        deliver_many(emails, config \\ [])

      


        Delivers a list of emails.



    


    
      
        get_mailer()

      


        Gets the mailer module to use for sending emails.



    


    
      
        send_from_template(template_name, recipient, variables \\ %{}, opts \\ [])

      


        Sends an email using a template from the database.



    


    
      
        send_magic_link_email(user, magic_link_url)

      


        Sends a magic link email to the user.



    


    
      
        send_test_tracking_email(recipient_email, user_id \\ nil)

      


        Send a test tracking email to verify email delivery and tracking functionality.



    





      


      
        Functions


        


    

  
    
      
    
    
      deliver(email, config \\ [])



        
          
        

    

  


  

      

          @spec deliver(Swoosh.Email.t(), Keyword.t()) :: {:ok, term()} | {:error, term()}


      


Delivers an email.
If the email is delivered it returns an {:ok, result} tuple. If it fails,
returns an {:error, error} tuple.

  



    

  
    
      
    
    
      deliver!(email, config \\ [])



        
          
        

    

  


  

      

          @spec deliver!(Swoosh.Email.t(), Keyword.t()) :: term() | no_return()


      


Delivers an email, raises on error.
If the email is delivered, it returns the result. If it fails, it raises
a DeliveryError.

  



    

  
    
      
    
    
      deliver_email(email, opts \\ [])



        
          
        

    

  


  

Delivers an email using the appropriate mailer.
If a parent application mailer is configured, delegates to it.
Otherwise uses the built-in PhoenixKit mailer.
This function also integrates with the email tracking system to log
outgoing emails when tracking is enabled.

  



    

  
    
      
    
    
      deliver_many(emails, config \\ [])



        
          
        

    

  


  

      

          @spec deliver_many(
  [
    %Swoosh.Email{
      assigns: term(),
      attachments: term(),
      bcc: term(),
      cc: term(),
      from: term(),
      headers: term(),
      html_body: term(),
      private: term(),
      provider_options: term(),
      reply_to: term(),
      subject: term(),
      text_body: term(),
      to: term()
    }
  ],
  Keyword.t()
) :: {:ok, term()} | {:error, term()}


      


Delivers a list of emails.
It accepts a list of %Swoosh.Email{} as its first parameter.

  



  
    
      
    
    
      get_mailer()



        
          
        

    

  


  

Gets the mailer module to use for sending emails.
Returns the configured parent application mailer if set,
otherwise returns the built-in PhoenixKit.Mailer.
Examples
iex> PhoenixKit.Mailer.get_mailer()
MyApp.Mailer  # if configured

iex> PhoenixKit.Mailer.get_mailer()
PhoenixKit.Mailer  # default

  



    

    

  
    
      
    
    
      send_from_template(template_name, recipient, variables \\ %{}, opts \\ [])



        
          
        

    

  


  

Sends an email using a template from the database.
This is the main function for sending emails using PhoenixKit's template system.
It automatically:
	Loads the template by name
	Renders it with provided variables
	Tracks template usage
	Sends the email with tracking
	Logs to EmailSystem

Parameters
	template_name - Name of the template in the database (e.g., "welcome_email")
	recipient - Email address (string) or {name, email} tuple
	variables - Map of variables to substitute in the template
	opts - Additional options:	:user_id - Associate email with a user (for tracking)
	:campaign_id - Campaign identifier (for analytics)
	:from - Override from address (default: configured from_email)
	:reply_to - Reply-to address
	:metadata - Additional metadata map for tracking



Returns
	{:ok, email} - Email sent successfully
	{:error, :template_not_found} - Template doesn't exist
	{:error, :template_inactive} - Template is not active
	{:error, reason} - Other error

Examples
# Simple welcome email
PhoenixKit.Mailer.send_from_template(
  "welcome_email",
  "user@example.com",
  %{"user_name" => "John", "url" => "https://app.com"}
)

# With user tracking
PhoenixKit.Mailer.send_from_template(
  "password_reset",
  {"Jane Doe", "jane@example.com"},
  %{"reset_url" => "https://app.com/reset/token123"},
  user_id: user.id,
  campaign_id: "password_recovery"
)

# With metadata
PhoenixKit.Mailer.send_from_template(
  "order_confirmation",
  customer.email,
  %{"order_id" => "12345", "total" => "$99.99"},
  user_id: customer.id,
  campaign_id: "orders",
  metadata: %{order_id: order.id, amount: order.total}
)

  



  
    
      
    
    
      send_magic_link_email(user, magic_link_url)



        
          
        

    

  


  

Sends a magic link email to the user.
Uses the 'magic_link' template from the database if available,
falls back to hardcoded template if not found.
Examples
iex> PhoenixKit.Mailer.send_magic_link_email(user, "https://app.com/magic/token123")
{:ok, %Swoosh.Email{}}

  



    

  
    
      
    
    
      send_test_tracking_email(recipient_email, user_id \\ nil)



        
          
        

    

  


  

Send a test tracking email to verify email delivery and tracking functionality.
Uses the 'test_email' template from the database if available,
falls back to hardcoded template if not found.
This function sends a test email with test links
to verify that the email tracking system is working correctly.
Parameters
	recipient_email - The email address to send the test email to
	user_id - Optional user ID to associate with the test email (default: nil)

Returns
	{:ok, %Swoosh.Email{}} - Email sent successfully
	{:error, reason} - Email failed to send

Examples
iex> PhoenixKit.Mailer.send_test_tracking_email("admin@example.com")
{:ok, %Swoosh.Email{}}

iex> PhoenixKit.Mailer.send_test_tracking_email("admin@example.com", 123)
{:ok, %Swoosh.Email{}}

  


        

      


  

    
PhoenixKit.Migration behaviour
    



      
Migrations create and modify the database tables PhoenixKit needs to function.
Usage
To use migrations in your application you'll need to generate an Ecto.Migration that wraps
calls to PhoenixKit.Migration:
mix ecto.gen.migration add_phoenix_kit

Open the generated migration in your editor and call the up and down functions on
PhoenixKit.Migration:
defmodule MyApp.Repo.Migrations.AddPhoenixKit do
  use Ecto.Migration

  def up, do: PhoenixKit.Migrations.up()

  def down, do: PhoenixKit.Migrations.down()
end
This will run all of PhoenixKit's versioned migrations for your database.
Now, run the migration to create the table:
mix ecto.migrate

Migrations between versions are idempotent. As new versions are released, you may need to run
additional migrations. To do this, generate a new migration:
mix ecto.gen.migration upgrade_phoenix_kit_to_v2

Open the generated migration in your editor and call the up and down functions on
PhoenixKit.Migration, passing a version number:
defmodule MyApp.Repo.Migrations.UpgradePhoenixKitToV2 do
  use Ecto.Migration

  def up, do: PhoenixKit.Migrations.up(version: 2)

  def down, do: PhoenixKit.Migrations.down(version: 2)
end
Isolation with Prefixes
PhoenixKit supports namespacing through PostgreSQL schemas, also called "prefixes" in Ecto. With
prefixes your auth tables can reside outside of your primary schema (usually public) and you can
have multiple separate auth systems.
To use a prefix you first have to specify it within your migration:
defmodule MyApp.Repo.Migrations.AddPrefixedPhoenixKitTables do
  use Ecto.Migration

  def up, do: PhoenixKit.Migrations.up(prefix: "auth")

  def down, do: PhoenixKit.Migrations.down(prefix: "auth")
end
The migration will create the "auth" schema and all tables within
that schema. With the database migrated you'll then specify the prefix in your configuration:
config :phoenix_kit,
  prefix: "auth",
  ...
In some cases, for example if your "auth" schema already exists and your database user in
production doesn't have permissions to create a new schema, trying to create the schema from the
migration will result in an error. In such situations, it may be useful to inhibit the creation
of the "auth" schema:
defmodule MyApp.Repo.Migrations.AddPrefixedPhoenixKitTables do
  use Ecto.Migration

  def up, do: PhoenixKit.Migrations.up(prefix: "auth", create_schema: false)

  def down, do: PhoenixKit.Migrations.down(prefix: "auth")
end
Migrating Without Ecto
If your application uses something other than Ecto for migrations, be it an external system or
another ORM, it may be helpful to create plain SQL migrations for PhoenixKit database schema changes.
The simplest mechanism for obtaining the SQL changes is to create the migration locally and run
mix ecto.migrate --log-migrations-sql. That will log all of the generated SQL, which you can
then paste into your migration system of choice.

      


      
        Summary


  
    Callbacks
  


    
      
        down(t)

      


        Migrates storage down to the previous version.



    


    
      
        migrated_version(t)

      


        Identifies the last migrated version.



    


    
      
        up(t)

      


        Migrates storage up to the latest version.



    





  
    Functions
  


    
      
        down(opts \\ [])

      


        Run the down changes for all migrations between the current version and the initial version.



    


    
      
        migrated_version(opts \\ [])

      


        Check the latest version the database is migrated to.



    


    
      
        up(opts \\ [])

      


        Run the up changes for all migrations between the initial version and the current version.



    





      


      
        Callbacks


        


  
    
      
    
    
      down(t)



        
          
        

    

  


  

      

          @callback down(Keyword.t()) :: :ok


      


Migrates storage down to the previous version.

  



  
    
      
    
    
      migrated_version(t)



        
          
        

    

  


  

      

          @callback migrated_version(Keyword.t()) :: non_neg_integer()


      


Identifies the last migrated version.

  



  
    
      
    
    
      up(t)



        
          
        

    

  


  

      

          @callback up(Keyword.t()) :: :ok


      


Migrates storage up to the latest version.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

Run the down changes for all migrations between the current version and the initial version.
Example
Run all migrations from current version down to the first:
PhoenixKit.Migration.down()
Run migrations down to and including a specified version:
PhoenixKit.Migration.down(version: 1)
Run migrations in an alternate prefix:
PhoenixKit.Migration.down(prefix: "auth")

  



    

  
    
      
    
    
      migrated_version(opts \\ [])



        
          
        

    

  


  

Check the latest version the database is migrated to.
Example
PhoenixKit.Migration.migrated_version()

  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

Run the up changes for all migrations between the initial version and the current version.
Example
Run all migrations up to the current version:
PhoenixKit.Migration.up()
Run migrations up to a specified version:
PhoenixKit.Migration.up(version: 2)
Run migrations in an alternate prefix:
PhoenixKit.Migration.up(prefix: "auth")
Run migrations in an alternate prefix but don't try to create the schema:
PhoenixKit.Migration.up(prefix: "auth", create_schema: false)

  


        

      


  

    
PhoenixKit.Migrations.Postgres 
    



      
PhoenixKit PostgreSQL Migration System
This module handles versioned migrations for PhoenixKit, supporting incremental
updates and rollbacks between different schema versions.
Migration Versions
V01 - Initial Setup (Foundation)
	Creates basic authentication system
	Phoenix_kit_users table with email/password authentication
	Phoenix_kit_user_tokens for email confirmation and password reset
	CITEXT extension for case-insensitive email storage
	Version tracking table (phoenix_kit)

V02 - Role System Foundation
	Phoenix_kit_user_roles table for role definitions
	Phoenix_kit_user_role_assignments for user-role relationships
	System roles (Owner, Admin, User) with protection
	Automatic Owner assignment for first user

V03 - Settings System
	Phoenix_kit_settings table for system configuration
	Key/value storage with timestamps
	Default settings for time zones, date formats

V04 - Role System Enhancements
	Enhanced role assignments with audit trail
	Assigned_by and assigned_at tracking
	Active/inactive role states

V05 - Settings Enhancements
	Extended settings with better validation
	Additional configuration options

V06 - Additional System Tables
	Extended system configuration
	Performance optimizations

V07 - Email System
	Phoenix_kit_email_logs for comprehensive email logging
	Phoenix_kit_email_events for delivery event tracking (open, click, bounce)
	Advanced email analytics and monitoring
	Provider integration and webhook support

V08 - Username Support
	Username field for phoenix_kit_users
	Unique username constraints
	Email-based username generation for existing users

V09 - Email Blocklist System
	Phoenix_kit_email_blocklist for blocked email addresses
	Temporary and permanent blocks with expiration
	Reason tracking and audit trail
	Efficient indexes for rate limiting and spam prevention

V10 - User Registration Analytics
	Registration analytics columns for IP and location tracking
	Geolocation data storage (country, region, city)
	Privacy-focused design with configurable tracking
	Efficient indexes for analytics queries

V11 - Per-User Timezone Settings
	Individual timezone preferences for each user
	Personal timezone column in phoenix_kit_users table
	Fallback system: user timezone → system timezone → UTC
	Enhanced date formatting with per-user timezone support

V12 - JSON Settings Support
	JSONB column (value_json) in phoenix_kit_settings table
	Support for complex structured data storage
	Removes NOT NULL constraint from value column
	Enables proper JSON-only settings storage
	Backward compatible with existing string settings
	Dual storage model: string OR JSON values
	Enhanced cache system for JSON data

V13 - Enhanced Email Tracking with AWS SES Integration
	AWS message ID correlation (aws_message_id column)
	Specific timestamp tracking (bounced_at, complained_at, opened_at, clicked_at)
	Extended event types (reject, delivery_delay, subscription, rendering_failure)
	Enhanced status management (rejected, delayed, hard_bounced, soft_bounced, complaint)
	Unique constraint on aws_message_id for duplicate prevention
	Additional event fields (reject_reason, delay_type, subscription_type, failure_reason)

V14 - Modules and Referral Codes System
	Phoenix_kit_modules for feature management
	Phoenix_kit_referral_codes for user referrals
	Module-based feature toggles
	Referral tracking and analytics

V15 - Email Templates System
	Phoenix_kit_email_templates for template storage and management
	Template variables with {{variable}} syntax
	Template categories (system, marketing, transactional)
	Template versioning and usage tracking
	Integration with email logging system

V16 - OAuth Providers System & Magic Link Registration
	Phoenix_kit_user_oauth_providers for OAuth integration
	Support for Google, Apple, GitHub authentication
	Account linking by email address
	OAuth token storage with encryption support
	Multiple providers per user support
	Magic link registration tokens with nullable user_id

V17 - Entities System (WordPress ACF-like)
	Phoenix_kit_entities for dynamic content type definitions
	Phoenix_kit_entity_data for entity records
	JSONB storage for flexible field schemas
	Plural display names for better UI wording
	13 field types support (text, number, date, select, etc.)
	Admin interfaces for entity and data management
	Settings integration (entities_enabled, entities_max_per_user, etc.)

V18 - User Custom Fields ⚡ LATEST
	JSONB custom_fields column in phoenix_kit_users table
	Flexible key-value storage for user metadata
	API functions for custom field management
	Support for arbitrary user data without schema changes

Migration Paths
Fresh Installation (0 → Current)
Runs all migrations V01 through V18 in sequence.
Incremental Updates
	V01 → V18: Runs V02 through V18 in sequence
	V17 → V18: Runs V18 only (adds user custom fields)
	V16 → V18: Runs V17, V18 (adds entities, then custom fields)
	V15 → V18: Runs V16, V17, V18 (adds OAuth providers, entities, custom fields)
	V14 → V18: Runs V15, V16, V17, V18 (adds email templates, OAuth, entities, custom fields)
	V13 → V18: Runs V14, V15, V16, V17, V18 (adds modules, templates, OAuth, entities, custom fields)

Rollback Support
	V18 → V17: Removes user custom fields
	V17 → V16: Removes entities system
	V16 → V15: Removes OAuth providers system
	V15 → V14: Removes email templates system
	V14 → V13: Removes modules and referral codes
	V13 → V12: Removes enhanced email tracking and AWS SES integration
	V12 → V11: Removes JSON settings support and restores NOT NULL constraint
	V11 → V10: Removes per-user timezone settings
	V10 → V09: Removes registration analytics system
	V09 → V08: Removes email blocklist system
	V08 → V07: Removes username support
	V07 → V06: Removes email tracking system
	Full rollback to V01: Keeps only basic authentication

Usage Examples
# Update to latest version
PhoenixKit.Migrations.Postgres.up(prefix: "myapp")

# Update to specific version
PhoenixKit.Migrations.Postgres.up(prefix: "myapp", version: 12)

# Rollback to specific version
PhoenixKit.Migrations.Postgres.down(prefix: "myapp", version: 11)

# Complete rollback
PhoenixKit.Migrations.Postgres.down(prefix: "myapp", version: 0)
PostgreSQL Features
	Schema prefix support for multi-tenant applications
	Optimized indexes for performance
	Foreign key constraints with proper cascading
	Extension support (citext)
	Version tracking with table comments


      


      
        Summary


  
    Functions
  


    
      
        migrated_version_runtime(opts)

      


        Get current migrated version from database in runtime context (outside migrations).



    





      


      
        Functions


        


  
    
      
    
    
      migrated_version_runtime(opts)



        
          
        

    

  


  

Get current migrated version from database in runtime context (outside migrations).
This function can be called from Mix tasks and other non-migration contexts.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V02 
    



      
PhoenixKit Migration V02: Remove is_active column from role assignments.
This migration removes the is_active column from role assignments table,
simplifying the role system to use direct deletion instead of soft deletion.
Changes
	Remove is_active column from phoenix_kit_user_role_assignments table
	Remove performance indexes that used is_active column
	Clean up existing inactive role assignments (convert to actual deletions)

Migration Strategy
	Remove inactive assignments (where is_active = false)
	Drop indexes that reference is_active column
	Drop is_active column from role assignments table

Rollback Strategy
	Adds back is_active column with default true
	Recreates performance indexes
	All existing assignments become active by default

Note: This migration cannot preserve inactive assignment history.
Consider backing up inactive assignments if audit trail is required.

      


      
        Summary


  
    Functions
  


    
      
        description()

      


        Returns migration description for logging and status display.



    


    
      
        destructive?()

      


        Returns whether this migration is destructive (cannot be safely rolled back).



    


    
      
        down(opts)

      


        Rollback V02 migration by restoring is_active column.



    


    
      
        estimated_time()

      


        Returns estimated migration time for progress tracking.



    


    
      
        pre_migration_report(repo, prefix \\ nil)

      


        Pre-migration checks and warnings.



    


    
      
        up(opts)

      


        Run the V02 migration to remove is_active column.



    


    
      
        validate_prerequisites(repo, prefix \\ nil)

      


        Validates prerequisites before running migration.



    


    
      
        version()

      


        Returns the migration version.



    





      


      
        Functions


        


  
    
      
    
    
      description()



        
          
        

    

  


  

Returns migration description for logging and status display.

  



  
    
      
    
    
      destructive?()



        
          
        

    

  


  

Returns whether this migration is destructive (cannot be safely rolled back).

  



  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback V02 migration by restoring is_active column.
Warning: This cannot restore previously deleted inactive assignments.

  



  
    
      
    
    
      estimated_time()



        
          
        

    

  


  

Returns estimated migration time for progress tracking.

  



    

  
    
      
    
    
      pre_migration_report(repo, prefix \\ nil)



        
          
        

    

  


  

Pre-migration checks and warnings.
Counts inactive assignments that will be permanently deleted.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V02 migration to remove is_active column.

  



    

  
    
      
    
    
      validate_prerequisites(repo, prefix \\ nil)



        
          
        

    

  


  

Validates prerequisites before running migration.
Ensures V01 migration has been applied.

  



  
    
      
    
    
      version()



        
          
        

    

  


  

Returns the migration version.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V03 
    



      
PhoenixKit V03 Migration: Settings System
This migration adds the settings table and initial system configurations
to support user preferences and system-wide settings management.
Changes
	Adds phoenix_kit_settings table with key-value storage
	Creates unique index on settings keys
	Inserts default system settings (time_zone, date_format)
	Supports PostgreSQL prefix for schema isolation


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V03 migration to add settings table.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V03 migration to add settings table.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V04 
    



      
PhoenixKit V04 Migration: Settings Module Column + Referral System
This migration adds modular settings support and implements the referral system
for enhanced user management and feature organization.
Changes
Settings Table Enhancement
	Adds module column to phoenix_kit_settings table for feature-specific settings
	Updates existing settings with appropriate module associations
	Maintains backward compatibility with existing settings

Referral System
	Adds phoenix_kit_referral_codes table for managing referral codes
	Adds phoenix_kit_referral_code_usage table for tracking code usage
	Supports referral code creation, validation, and usage tracking
	Integrates with settings system for referral-specific configuration

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Proper foreign key relationships and constraints
	Optimized indexes for performance


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V04 migration to add module column and referral system.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V04 migration to add module column and referral system.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V05 
    



      
PhoenixKit V05 Migration: Add Beneficiary Field to Referral Codes
This migration adds a beneficiary field to the existing referral codes table
to track which user should receive benefits when their referral code is used.
Changes
Referral Codes Enhancement
	Adds beneficiary integer field to phoenix_kit_referral_codes table
	Allows tracking which user benefits from referral code usage
	Supports reward/benefit systems for referral programs
	Maintains backward compatibility with existing referral codes

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Proper field addition with rollback support


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V05 migration to add beneficiary field to referral codes table.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V05 migration to add beneficiary field to referral codes table.
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PhoenixKit V06 Migration: Allow NULL Expiration Dates for Referral Codes
This migration allows referral codes to have no expiration date by making 
the expiration_date field nullable. This enables the creation of permanent 
referral codes that never expire.
Changes
Referral Codes Enhancement
	Modifies expiration_date column to allow NULL values
	Enables creation of permanent referral codes
	Maintains backward compatibility with existing dated codes
	Supports "never expires" functionality

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Safe column modification with rollback support


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V06 migration to allow NULL expiration dates.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V06 migration to allow NULL expiration dates.
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PhoenixKit V07 Migration: Email System
This migration introduces comprehensive email tracking capabilities including
logging of outgoing emails, event tracking (open, click, bounce), and 
integration with AWS SES for delivery monitoring.
Changes
Email  System
	Adds phoenix_kit_email_logs table for comprehensive email logging
	Adds phoenix_kit_email_events table for tracking delivery events
	Supports AWS SES integration with configuration sets
	Provides detailed analytics and monitoring capabilities
	Includes rate limiting and security features

New Tables
	phoenix_kit_email_logs: Main email logging with extended metadata
	phoenix_kit_email_events: Event tracking (open, click, bounce, complaint)

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Optimized indexes for performance
	JSONB fields for flexible metadata storage


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V07 migration to add email tracking system.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V07 migration to add email tracking system.
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PhoenixKit V08 Migration: Username Support
This migration adds username functionality to the user system, allowing users
to have unique usernames in addition to their email addresses.
Changes
Username System
	Adds username field to phoenix_kit_users table
	Creates unique constraint on username field
	Migrates existing users to have default usernames based on email
	Provides username validation and generation logic

New Features
	Username Field: Optional unique username for each user
	Email-based Generation: Automatically generates usernames from email addresses
	Uniqueness Handling: Handles duplicate usernames with incremental suffixes
	Backwards Compatibility: Existing functionality remains unchanged

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Optimized indexes for username lookups
	Safe migration of existing user data


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)

      


        Run the V08 migration to add username support.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V08 migration to add username support.
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PhoenixKit V09 Migration: Email Blocklist Support
This migration adds the email blocklist functionality to the email tracking system,
allowing management of blocked email addresses for rate limiting and spam prevention.
Changes
Email Blocklist System
	Adds phoenix_kit_email_blocklist table for blocked email addresses
	Creates indexes for efficient blocklist queries
	Supports temporary and permanent blocks with expiration
	Provides audit trail for block management

New Features
	Blocklist Management: Store blocked email addresses with reasons
	Expiration Support: Temporary blocks with automatic expiration
	User Tracking: Track which user added the block
	Audit Trail: Complete history of block additions and removals
	Performance Optimized: Efficient indexes for fast lookups

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Optimized indexes for email lookup and expiration queries
	Unique constraint to prevent duplicate blocks


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V09 migration.



    


    
      
        up(opts)

      


        Run the V09 migration to add email blocklist support.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V09 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V09 migration to add email blocklist support.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V10 
    



      
PhoenixKit V10 Migration: User Registration Analytics
This migration adds user registration analytics functionality to track geographical
and technical information about user registrations for statistics and insights.
Changes
User Analytics Columns
	Adds registration analytics columns to phoenix_kit_users table
	Creates indexes for efficient analytics queries
	Supports IP address tracking with privacy-focused design
	Provides geographical data (country, region, city)

New Features
	Registration Analytics: Track IP and location data directly on user records
	Privacy Focused: Designed for easy data purging and compliance
	Performance Optimized: Efficient indexes for analytics queries
	Simplified Data Model: Analytics data stored directly with user records
	Audit Trail: Registration analytics linked to user accounts

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Uses string type for IP address storage (IPv4/IPv6 compatible)
	Optimized indexes for common analytics queries
	No additional foreign key constraints needed


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V10 migration.



    


    
      
        up(opts)

      


        Run the V10 migration to add user registration analytics.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V10 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V10 migration to add user registration analytics.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V11 
    



      
PhoenixKit V11 Migration: Per-User Timezone Settings
This migration adds individual timezone preferences for each user, separate from
the global system timezone setting. This allows personalized date/time formatting
in admin interfaces and user experiences.
Changes
User Timezone Column
	Adds user_timezone column to phoenix_kit_users table
	Stores timezone offset as string (e.g., "-5", "0", "+8")
	Nullable field with fallback to system timezone setting
	Validates timezone range (-12 to +12)

New Features
	Personal Timezone Preferences: Each user can set their own timezone
	Admin Dashboard Enhancement: Dates formatted per user's timezone
	Fallback System: User timezone → System timezone → UTC
	Backward Compatible: Existing users default to system timezone
	Settings Integration: Seamless integration with existing settings UI

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Uses string type for timezone offset storage (consistent with global setting)
	No additional indexes needed (lightweight personal preference)
	Safe nullable field addition (no data migration required)


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V11 migration.



    


    
      
        up(opts)

      


        Run the V11 migration to add per-user timezone settings.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V11 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V11 migration to add per-user timezone settings.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V12 
    



      
PhoenixKit V12 Migration: JSON Settings Support
This migration adds JSONB support to the settings system, enabling storage
of complex structured data alongside traditional string-based settings.
Changes
Settings Table Enhancement
	Adds value_json column to phoenix_kit_settings table
	Uses PostgreSQL JSONB type for optimal performance and indexing
	Nullable field maintains backward compatibility
	Supports complex configuration objects and arrays

New Features
	JSON Data Storage: Store complex objects, arrays, and nested data
	Native JSONB Performance: PostgreSQL's optimized JSONB operations
	Backward Compatible: Existing string settings continue to work
	Dual Storage Model: Settings can use either string OR JSON values
	Cache Integration: JSON data cached efficiently with existing system

PostgreSQL Support
	Leverages PostgreSQL's native JSONB data type
	Supports prefix for schema isolation
	Optimal storage and query performance for JSON data
	Safe nullable field addition (no data migration required)

Usage Examples
# Traditional string setting (unchanged)
PhoenixKit.Settings.update_setting("theme", "dark")

# New JSON setting
config = %{
  "colors" => %{"primary" => "#3b82f6", "secondary" => "#64748b"},
  "features" => ["dark_mode", "notifications"],
  "limits" => %{"max_users" => 1000, "storage_gb" => 100}
}
PhoenixKit.Settings.update_json_setting("app_config", config)

      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V12 migration.



    


    
      
        up(opts)

      


        Run the V12 migration to add JSON support to settings.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V12 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V12 migration to add JSON support to settings.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V13 
    



      
PhoenixKit V13 Migration: Enhanced Email Tracking with AWS SES Integration
This migration enhances the email tracking system to support comprehensive
AWS SES event types and improved message ID synchronization.
Changes
Email Log Enhancements
	Adds aws_message_id column for improved AWS SES message correlation
	Adds timestamp columns for detailed event tracking (bounced_at, complained_at, opened_at, clicked_at)
	Expands status enum to include all AWS SES event types
	Adds unique constraint on aws_message_id for duplicate prevention

Email Event Enhancements
	Adds support for reject, delivery_delay, subscription, and rendering_failure events
	Adds specific fields for new event types (reject_reason, delay_type, subscription_type, failure_reason)
	Expands event_type enum validation

New Event Types Supported
	reject: Email rejected by SES before sending
	delivery_delay: Temporary delivery delays
	subscription: List subscription/unsubscription events
	rendering_failure: Template rendering failures

New Status Types
	rejected: Email rejected by SES
	delayed: Email delivery temporarily delayed
	hard_bounced: Permanent bounce (non-recoverable)
	soft_bounced: Temporary bounce (recoverable)
	complaint: Spam complaint received

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Uses proper timestamp types for event tracking
	Adds necessary constraints for data integrity
	Backward compatible with existing data


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V13 migration.



    


    
      
        up(opts)

      


        Run the V13 migration to enhance email tracking system.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V13 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V13 migration to enhance email tracking system.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V14 
    



      
PhoenixKit V14 Migration: Email Body Compression Support
This migration adds support for email body compression to optimize storage
and improve archival functionality.
Changes
Email Log Enhancements
	Adds body_compressed boolean field to track compression status
	Enables efficient archival and storage management

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Backward compatible with existing data
	Sets default value for existing records


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V14 migration.



    


    
      
        up(opts)

      


        Run the V14 migration to add body compression support.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V14 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V14 migration to add body compression support.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V15 
    



      
PhoenixKit V15 Migration: Email Templates System
This migration introduces a comprehensive email templates management system
that allows storing, managing and using email templates through the admin interface.
Changes
Email Templates System
	Adds phoenix_kit_email_templates table for template storage and management
	Supports template variables with {{variable}} syntax
	Includes template categories (system, marketing, transactional)
	Template versioning and usage tracking
	Integration with existing email logging system

New Tables
	phoenix_kit_email_templates: Template storage with metadata, variables, and usage analytics

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Optimized indexes for performance
	JSONB fields for flexible metadata and variables storage


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V15 migration.



    


    
      
        up(opts)

      


        Run the V15 migration to add email templates system.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V15 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V15 migration to add email templates system.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V16 
    



      
PhoenixKit V16 Migration: OAuth Providers System & Magic Link Registration
This migration introduces OAuth authentication support for external providers
like Google, Apple, GitHub, and others using the Ueberauth framework.
It also modifies the tokens table to support magic link registration.
Changes
OAuth Providers System
	Adds phoenix_kit_user_oauth_providers table for OAuth provider linking
	Supports multiple OAuth providers per user (Google, Apple, GitHub, etc.)
	Stores OAuth tokens with encryption support
	Account linking by email address
	Audit trail with insertion timestamps

Magic Link Registration Support
	Allows null user_id in phoenix_kit_users_tokens for magic_link_registration context
	Adds check constraint to ensure user_id is required for non-registration contexts

New Tables
	phoenix_kit_user_oauth_providers: OAuth provider associations with users

PostgreSQL Support
	Supports PostgreSQL prefix for schema isolation
	Optimized indexes for performance
	Unique constraints to prevent duplicate provider links
	JSONB field for flexible OAuth data storage


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V16 migration.



    


    
      
        up(opts)

      


        Run the V16 migration to add OAuth providers system and magic link registration support.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V16 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V16 migration to add OAuth providers system and magic link registration support.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V17 
    



      
PhoenixKit V17 Migration: Entities System (WordPress ACF-like)
This migration adds the dynamic entities system for creating custom content types
with flexible field schemas, similar to WordPress Advanced Custom Fields (ACF).
It also introduces display_name_plural to improve UI labelling for collections.
Changes
Entities Table (phoenix_kit_entities)
	Stores entity type definitions (content type blueprints)
	Includes singular and plural display names
	JSONB fields_definition for flexible field schemas
	JSONB settings for entity-specific configuration
	Supports dynamic content types like blog posts, products, team members, etc.

Entity Data Table (phoenix_kit_entity_data)
	Stores actual records based on entity blueprints
	JSONB data column for field values
	JSONB metadata for additional information
	Generic columns for common fields (title, slug, status)

Settings Seeds
	Inserts default entities-related settings (entities_enabled, etc.)

PostgreSQL Support
	Leverages PostgreSQL's native JSONB data type
	Supports prefix for schema isolation
	Indexes on frequently queried columns
	Foreign key relationships


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V17 migration.



    


    
      
        up(opts)

      


        Run the V17 migration to add the entities system.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V17 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V17 migration to add the entities system.

  


        

      


  

    
PhoenixKit.Migrations.Postgres.V18 
    



      
PhoenixKit V18 Migration: User Custom Fields
Adds JSONB custom_fields column to phoenix_kit_users table for storing
arbitrary custom data per user (phone numbers, addresses, preferences, metadata, etc.)
Changes
Users Table (phoenix_kit_users)
	Adds custom_fields JSONB column (nullable, default: %{})
	Stores flexible key-value data without schema changes
	Leverages PostgreSQL's native JSONB type for performance

Features
	Flexible Schema: Add any custom user data without migrations
	PostgreSQL JSONB: Native JSON storage with indexing support
	Default Empty Map: New users start with %{}
	Queryable: Use PostgreSQL JSONB operators for filtering

Usage Examples
# Store custom fields
Auth.register_user(%{
  email: "user@example.com",
  custom_fields: %{
    "phone" => "555-1234",
    "department" => "Engineering"
  }
})

# Update fields
Auth.update_user_custom_fields(user, %{"linkedin" => "https://..."})

# Access directly
user.custom_fields["phone"]

      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


        Rollback the V18 migration.



    


    
      
        up(opts)

      


        Run the V18 migration to add custom_fields column to users table.



    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

Rollback the V18 migration.

  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

Run the V18 migration to add custom_fields column to users table.

  


        

      


  

    
PhoenixKit.Module.Languages 
    



      
Languages management for PhoenixKit - complete language configuration in a single module.
This module provides management for language module in PhoenixKit applications.
It handles language configuration, settings, and language data through JSON settings.
Language Structure
Each language has the following structure:
	code: Language code (e.g., "en", "es", "fr")
	name: Full language name (e.g., "English", "Spanish", "French")
	is_default: Boolean indicating if this is the default language
	is_enabled: Boolean indicating if this language is active

Core Functions
Languages Management
	enabled?/0 - Check if languages are enabled
	enable_system/0 - Enable languages with default English
	disable_system/0 - Disable languages
	get_config/0 - Get complete configuration

Language Management
	get_languages/0 - Get all configured languages
	get_enabled_languages/0 - Get only enabled languages
	get_default_language/0 - Get the default language
	get_language/1 - Get a specific language by code
	get_language_codes/0 - Get list of all language codes
	get_enabled_language_codes/0 - Get list of enabled language codes
	valid_language?/1 - Check if a language code exists
	language_enabled?/1 - Check if a language is enabled
	add_language/1 - Add a new language to the system
	update_language/2 - Update an existing language
	remove_language/1 - Remove a language from the system
	set_default_language/1 - Set a new default language
	enable_language/1 - Enable a specific language
	disable_language/1 - Disable a specific language

Usage Examples
# Check if languages are enabled
if PhoenixKit.Module.Languages.enabled?() do
  # Languages are active
end

# Enable languages (creates default English language)
{:ok, config} = PhoenixKit.Module.Languages.enable_system()

# Add a new language
{:ok, config} = PhoenixKit.Module.Languages.add_language("es")

# Get all languages
languages = PhoenixKit.Module.Languages.get_languages()
# => [%{code: "en", name: "English", is_default: true, is_enabled: true}, ...]

# Get only enabled languages (most common use case)
enabled_languages = PhoenixKit.Module.Languages.get_enabled_languages()
# => [%{code: "en", name: "English", ...}, %{code: "es", name: "Spanish", ...}]

# Get a specific language by code
spanish = PhoenixKit.Module.Languages.get_language("es")
# => %{code: "es", name: "Spanish", is_enabled: true}

# Get just the language codes
codes = PhoenixKit.Module.Languages.get_enabled_language_codes()
# => ["en", "es", "fr"]

# Check if a language is valid and enabled
if PhoenixKit.Module.Languages.language_enabled?("es") do
  # Use Spanish language
end
JSON Storage Format
Languages are stored in the languages_config setting as JSON.
The array order determines the display order:
{
  "languages": [
    {
      "code": "en",
      "name": "English",
      "is_default": true,
      "is_enabled": true
    },
    {
      "code": "es",
      "name": "Spanish",
      "is_default": false,
      "is_enabled": true
    }
  ]
}

      


      
        Summary


  
    Functions
  


    
      
        add_language(code)

      


        Adds a predefined language to the module by language code.



    


    
      
        disable_language(code)

      


        Disables a specific language.



    


    
      
        disable_system()

      


        Disables the language module.



    


    
      
        enable_language(code)

      


        Enables a specific language.



    


    
      
        enable_system()

      


        Enables the language module and creates default configuration.



    


    
      
        enabled?()

      


        Checks if the language module is enabled.



    


    
      
        enabled_locale_codes()

      


        Gets enabled language codes for locale-based routing.



    


    
      
        get_available_languages()

      


        Gets all available predefined languages.



    


    
      
        get_available_languages_for_selection()

      


        Gets available languages for selection (excludes already added languages).



    


    
      
        get_config()

      


        Gets the complete language module configuration.



    


    
      
        get_default_language()

      


        Gets the default language.



    


    
      
        get_enabled_language_codes()

      


        Gets a list of enabled language codes, sorted by position.



    


    
      
        get_enabled_languages()

      


        Gets only enabled languages, sorted by position.



    


    
      
        get_language(code)

      


        Gets a specific language by its code.



    


    
      
        get_language_codes()

      


        Gets a list of all language codes.



    


    
      
        get_languages()

      


        Gets all configured languages from the JSON setting.



    


    
      
        get_predefined_language(code)

      


        Gets a predefined language by code.



    


    
      
        language_enabled?(code)

      


        Checks if a language is enabled.



    


    
      
        move_language_down(code)

      


        Moves a language down one position in the array.



    


    
      
        move_language_up(code)

      


        Moves a language up one position in the array.



    


    
      
        remove_language(code)

      


        Removes a language from the system.



    


    
      
        set_default_language(code)

      


        Sets a new default language.



    


    
      
        update_language(code, attrs)

      


        Updates an existing language in the system.



    


    
      
        valid_language?(code)

      


        Checks if a language code is valid (exists in configuration).



    





      


      
        Functions


        


  
    
      
    
    
      add_language(code)



        
          
        

    

  


  

Adds a predefined language to the module by language code.
Takes a language code and adds the corresponding predefined language
to the module configuration. Only languages from the predefined list
can be added.
Examples
iex> PhoenixKit.Module.Languages.add_language("es")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.add_language("en")  # if already exists
{:error, "Language already exists"}

iex> PhoenixKit.Module.Languages.add_language("invalid")
{:error, "Language not found in available languages"}

  



  
    
      
    
    
      disable_language(code)



        
          
        

    

  


  

Disables a specific language.
Cannot disable the default language.
Examples
iex> PhoenixKit.Module.Languages.disable_language("es")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.disable_language("en")  # if it's default
{:error, "Cannot disable default language"}

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the language module.
Turns off the language module but preserves the language configuration.
Returns {:ok, setting} on success, {:error, changeset} on failure.
Examples
iex> PhoenixKit.Module.Languages.disable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enable_language(code)



        
          
        

    

  


  

Enables a specific language.
Examples
iex> PhoenixKit.Module.Languages.enable_language("es")
{:ok, updated_config}

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the language module and creates default configuration.
Creates the initial module configuration with English as the default language.
Updates both the enabled flag and the JSON configuration.
Returns {:ok, config} on success, {:error, reason} on failure.
Examples
iex> PhoenixKit.Module.Languages.enable_system()
{:ok, %{"languages" => [%{"code" => "en", ...}]}}

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if the language module is enabled.
Returns true if the module is enabled, false otherwise.
Examples
iex> PhoenixKit.Module.Languages.enabled?()
false

  



  
    
      
    
    
      enabled_locale_codes()



        
          
        

    

  


  

Gets enabled language codes for locale-based routing.
Returns a list of enabled language codes that can be used in URL routing.
Falls back to ["en"] when the language module is disabled.
Examples
iex> PhoenixKit.Module.Languages.enabled_locale_codes()
["en", "es", "fr"]

# When system is disabled:
iex> PhoenixKit.Module.Languages.enabled_locale_codes()
["en"]

  



  
    
      
    
    
      get_available_languages()



        
          
        

    

  


  

Gets all available predefined languages.
Returns the complete list of languages that can be added to the system.
This list is used to populate dropdown selections.
Examples
iex> PhoenixKit.Module.Languages.get_available_languages()
[%{code: "en", name: "English", native: "English", flag: "🇺🇸"}, ...]

  



  
    
      
    
    
      get_available_languages_for_selection()



        
          
        

    

  


  

Gets available languages for selection (excludes already added languages).
Returns languages that can be added to the system, filtered to exclude
languages that have already been configured.
Examples
iex> PhoenixKit.Module.Languages.get_available_languages_for_selection()
[%{code: "es", name: "Spanish", native: "Español", flag: "🇪🇸"}, ...]

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the complete language module configuration.
Returns a map with module status and language configuration.
Examples
iex> PhoenixKit.Module.Languages.get_config()
%{
  enabled: true,
  languages: [%{"code" => "en", "name" => "English", ...}],
  language_count: 1,
  enabled_count: 1,
  default_language: %{"code" => "en", "name" => "English", ...}
}

  



  
    
      
    
    
      get_default_language()



        
          
        

    

  


  

Gets the default language.
Returns the language map marked as default, or nil if none found.
Examples
iex> PhoenixKit.Module.Languages.get_default_language()
%{"code" => "en", "name" => "English", "is_default" => true, ...}

# When system is disabled:
iex> PhoenixKit.Module.Languages.get_default_language()
nil

  



  
    
      
    
    
      get_enabled_language_codes()



        
          
        

    

  


  

Gets a list of enabled language codes, sorted by position.
Returns a list of enabled language code strings.
Examples
iex> PhoenixKit.Module.Languages.get_enabled_language_codes()
["en", "es"]

  



  
    
      
    
    
      get_enabled_languages()



        
          
        

    

  


  

Gets only enabled languages, sorted by position.
Returns a list of enabled language maps.
Examples
iex> PhoenixKit.Module.Languages.get_enabled_languages()
[%{"code" => "en", "name" => "English", ...}]

  



  
    
      
    
    
      get_language(code)



        
          
        

    

  


  

Gets a specific language by its code.
Returns the language map if found, or nil if not found.
Examples
iex> PhoenixKit.Module.Languages.get_language("es")
%{"code" => "es", "name" => "Spanish", "is_enabled" => true}

iex> PhoenixKit.Module.Languages.get_language("invalid")
nil

  



  
    
      
    
    
      get_language_codes()



        
          
        

    

  


  

Gets a list of all language codes.
Returns a list of language code strings.
Examples
iex> PhoenixKit.Module.Languages.get_language_codes()
["en", "es", "fr"]

  



  
    
      
    
    
      get_languages()



        
          
        

    

  


  

Gets all configured languages from the JSON setting.
Returns a list of language maps, or empty list if not configured.
Examples
iex> PhoenixKit.Module.Languages.get_languages()
[%{"code" => "en", "name" => "English", "is_default" => true, ...}]

# When system is disabled:
iex> PhoenixKit.Module.Languages.get_languages()
[]

  



  
    
      
    
    
      get_predefined_language(code)



        
          
        

    

  


  

Gets a predefined language by code.
Returns the language definition from the available languages list.
Examples
iex> PhoenixKit.Module.Languages.get_predefined_language("es")
%{code: "es", name: "Spanish", native: "Español", flag: "🇪🇸"}

iex> PhoenixKit.Module.Languages.get_predefined_language("invalid")
nil

  



  
    
      
    
    
      language_enabled?(code)



        
          
        

    

  


  

Checks if a language is enabled.
Returns true if the language exists and is enabled, false otherwise.
Examples
iex> PhoenixKit.Module.Languages.language_enabled?("es")
true

iex> PhoenixKit.Module.Languages.language_enabled?("disabled_lang")
false

  



  
    
      
    
    
      move_language_down(code)



        
          
        

    

  


  

Moves a language down one position in the array.
Moves the language one index later in the languages array. Cannot move the last language down.
Examples
iex> PhoenixKit.Module.Languages.move_language_down("en")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.move_language_down("es")  # if last in array
{:error, "Language is already at the bottom"}

  



  
    
      
    
    
      move_language_up(code)



        
          
        

    

  


  

Moves a language up one position in the array.
Moves the language one index earlier in the languages array. Cannot move the first language up.
Examples
iex> PhoenixKit.Module.Languages.move_language_up("es")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.move_language_up("en")  # if first in array
{:error, "Language is already at the top"}

  



  
    
      
    
    
      remove_language(code)



        
          
        

    

  


  

Removes a language from the system.
Cannot remove the default language or the last remaining language.
Examples
iex> PhoenixKit.Module.Languages.remove_language("es")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.remove_language("en")  # if it's default
{:error, "Cannot remove default language"}

  



  
    
      
    
    
      set_default_language(code)



        
          
        

    

  


  

Sets a new default language.
Removes default status from all other languages and sets the specified language as default.
Examples
iex> PhoenixKit.Module.Languages.set_default_language("es")
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.set_default_language("nonexistent")
{:error, "Language not found"}

  



  
    
      
    
    
      update_language(code, attrs)



        
          
        

    

  


  

Updates an existing language in the system.
Takes a language code and map of attributes to update.
Examples
iex> PhoenixKit.Module.Languages.update_language("es", %{name: "Español"})
{:ok, updated_config}

iex> PhoenixKit.Module.Languages.update_language("nonexistent", %{name: "Test"})
{:error, "Language not found"}

  



  
    
      
    
    
      valid_language?(code)



        
          
        

    

  


  

Checks if a language code is valid (exists in configuration).
Returns true if the language exists, false otherwise.
Examples
iex> PhoenixKit.Module.Languages.valid_language?("es")
true

iex> PhoenixKit.Module.Languages.valid_language?("invalid")
false

  


        

      


  

    
PhoenixKit.Modules.Maintenance 
    



      
Maintenance Mode module for PhoenixKit.
This module provides a system-wide maintenance mode that shows a
maintenance page to all non-admin users while allowing
admins and owners to access the site normally.
Settings
The module uses the following settings stored in the database:
	maintenance_module_enabled - Boolean to enable/disable the module settings page (default: false)
	maintenance_enabled - Boolean to enable/disable maintenance mode (default: false)
	maintenance_header - Main heading text (default: "Maintenance Mode")
	maintenance_subtext - Descriptive subtext (default: "We'll be back soon")

Usage
# Check if module is enabled (settings page accessible)
if PhoenixKit.Modules.Maintenance.module_enabled?() do
  # Show settings page
end

# Check if maintenance mode is enabled
if PhoenixKit.Modules.Maintenance.enabled?() do
  # Show maintenance page to non-admin users
end

# Enable module (makes settings page accessible)
PhoenixKit.Modules.Maintenance.enable_module()

# Enable maintenance mode (shows maintenance page to users)
PhoenixKit.Modules.Maintenance.enable_system()

# Get module configuration
config = PhoenixKit.Modules.Maintenance.get_config()
# => %{module_enabled: true, enabled: true, header: "...", subtext: "..."}

      


      
        Summary


  
    Functions
  


    
      
        disable_module()

      


        Disables the Maintenance module (hides settings page).



    


    
      
        disable_system()

      


        Disables the Maintenance mode.



    


    
      
        enable_module()

      


        Enables the Maintenance module (makes settings page accessible).



    


    
      
        enable_system()

      


        Enables the Maintenance mode.



    


    
      
        enabled?()

      


        Checks if Maintenance mode is enabled.



    


    
      
        get_config()

      


        Gets the configuration for the Maintenance module.



    


    
      
        get_header()

      


        Gets the header text for the maintenance page.



    


    
      
        get_subtext()

      


        Gets the subtext for the maintenance page.



    


    
      
        module_enabled?()

      


        Checks if the Maintenance module is enabled (settings page accessible).



    


    
      
        update_header(header)

      


        Updates the header text for the maintenance page.



    


    
      
        update_subtext(subtext)

      


        Updates the subtext for the maintenance page.



    





      


      
        Functions


        


  
    
      
    
    
      disable_module()



        
          
        

    

  


  

Disables the Maintenance module (hides settings page).

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the Maintenance mode.
When disabled, all users can access the site normally.

  



  
    
      
    
    
      enable_module()



        
          
        

    

  


  

Enables the Maintenance module (makes settings page accessible).

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the Maintenance mode.
When enabled, all non-admin users will see the maintenance page.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if Maintenance mode is enabled.
Examples
iex> PhoenixKit.Modules.Maintenance.enabled?()
false

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the configuration for the Maintenance module.
Returns a map with:
	module_enabled - Boolean indicating if module settings page is accessible
	enabled - Boolean indicating if maintenance mode is enabled
	header - Main heading text
	subtext - Descriptive subtext

Examples
iex> PhoenixKit.Modules.Maintenance.get_config()
%{
  module_enabled: false,
  enabled: false,
  header: "Maintenance Mode",
  subtext: "We'll be back soon..."
}

  



  
    
      
    
    
      get_header()



        
          
        

    

  


  

Gets the header text for the maintenance page.
Examples
iex> PhoenixKit.Modules.Maintenance.get_header()
"Maintenance Mode"

  



  
    
      
    
    
      get_subtext()



        
          
        

    

  


  

Gets the subtext for the maintenance page.
Examples
iex> PhoenixKit.Modules.Maintenance.get_subtext()
"We'll be back soon..."

  



  
    
      
    
    
      module_enabled?()



        
          
        

    

  


  

Checks if the Maintenance module is enabled (settings page accessible).
Examples
iex> PhoenixKit.Modules.Maintenance.module_enabled?()
false

  



  
    
      
    
    
      update_header(header)



        
          
        

    

  


  

Updates the header text for the maintenance page.

  



  
    
      
    
    
      update_subtext(subtext)



        
          
        

    

  


  

Updates the subtext for the maintenance page.

  


        

      


  

    
PhoenixKit.Pages 
    



      
Pages module for file-based content management.
Provides filesystem operations for creating, editing, and organizing
files and folders in a web-based interface.

      


      
        Summary


  
    Functions
  


    
      
        disable_system()

      


        Disables the Pages module.



    


    
      
        enable_system()

      


        Enables the Pages module.



    


    
      
        enabled?()

      


        Checks if Pages module is enabled.



    


    
      
        root_path()

      


        Gets the root directory path for pages.



    





      


      
        Functions


        


  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the Pages module.

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the Pages module.

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if Pages module is enabled.
Examples
iex> PhoenixKit.Pages.enabled?()
true

  



  
    
      
    
    
      root_path()



        
          
        

    

  


  

Gets the root directory path for pages.
Creates the directory if it doesn't exist.
Uses the parent application's directory, not PhoenixKit's dependency directory.
Examples
iex> PhoenixKit.Pages.root_path()
"/path/to/app/priv/static/pages"

  


        

      


  

    
PhoenixKit.Pages.FileOperations 
    



      
Filesystem operations for Pages module.
Handles reading, writing, listing files and folders.

      


      
        Summary


  
    Functions
  


    
      
        copy(source_path, dest_path)

      


        Copies a file to a new location.



    


    
      
        count_contents(relative_path)

      


        Counts files and folders inside a directory recursively.



    


    
      
        create_directory(relative_path)

      


        Creates a new directory.



    


    
      
        delete(relative_path)

      


        Deletes a file or directory.



    


    
      
        directory_exists?(relative_path)

      


        Checks if a directory exists at the path.



    


    
      
        exists?(relative_path)

      


        Checks if a path exists (file or folder).



    


    
      
        file_exists?(relative_path)

      


        Checks if a file (not folder) exists at the path.



    


    
      
        file_info(relative_path)

      


        Gets file info (size, modified time, etc).



    


    
      
        generate_unique_name(relative_path)

      


        Generates a unique filename by adding a number suffix if needed.



    


    
      
        list_directory(relative_path \\ "/")

      


        Lists all files and folders in a directory.



    


    
      
        move(source_path, dest_path)

      


        Moves a file or directory to a new location.



    


    
      
        read_file(relative_path)

      


        Reads file content.



    


    
      
        write_file(relative_path, content)

      


        Writes content to a file.



    





      


      
        Functions


        


  
    
      
    
    
      copy(source_path, dest_path)



        
          
        

    

  


  

Copies a file to a new location.
Creates parent directories if they don't exist.
Examples
iex> FileOperations.copy("/hello.md", "/blog/hello.md")
:ok

  



  
    
      
    
    
      count_contents(relative_path)



        
          
        

    

  


  

Counts files and folders inside a directory recursively.
Returns a map with :files and :folders counts.
Examples
iex> FileOperations.count_contents("/blog")
%{files: 5, folders: 2}

  



  
    
      
    
    
      create_directory(relative_path)



        
          
        

    

  


  

Creates a new directory.
Examples
iex> FileOperations.create_directory("/blog")
:ok

  



  
    
      
    
    
      delete(relative_path)



        
          
        

    

  


  

Deletes a file or directory.
Directories are deleted recursively.
Examples
iex> FileOperations.delete("/hello.md")
:ok

iex> FileOperations.delete("/blog")
:ok

  



  
    
      
    
    
      directory_exists?(relative_path)



        
          
        

    

  


  

Checks if a directory exists at the path.
Examples
iex> FileOperations.directory_exists?("/blog")
true

iex> FileOperations.directory_exists?("/hello.md")
false

  



  
    
      
    
    
      exists?(relative_path)



        
          
        

    

  


  

Checks if a path exists (file or folder).
Examples
iex> FileOperations.exists?("/hello.md")
true

  



  
    
      
    
    
      file_exists?(relative_path)



        
          
        

    

  


  

Checks if a file (not folder) exists at the path.
Examples
iex> FileOperations.file_exists?("/hello.md")
true

iex> FileOperations.file_exists?("/blog")
false

  



  
    
      
    
    
      file_info(relative_path)



        
          
        

    

  


  

Gets file info (size, modified time, etc).
Examples
iex> FileOperations.file_info("/hello.md")
{:ok, %{size: 1024, mtime: ~U[2025-01-01 00:00:00Z]}}

  



  
    
      
    
    
      generate_unique_name(relative_path)



        
          
        

    

  


  

Generates a unique filename by adding a number suffix if needed.
Examples
iex> FileOperations.generate_unique_name("/hello.md")
"/hello-2.md"  # if /hello.md exists

iex> FileOperations.generate_unique_name("/blog")
"/blog-2"  # if /blog exists

  



    

  
    
      
    
    
      list_directory(relative_path \\ "/")



        
          
        

    

  


  

Lists all files and folders in a directory.
Returns a list of maps with name, type (:file or :folder), and path.
Examples
iex> FileOperations.list_directory("/")
{:ok, [
  %{name: "blog", type: :folder, path: "/blog"},
  %{name: "hello.md", type: :file, path: "/hello.md"}
]}

  



  
    
      
    
    
      move(source_path, dest_path)



        
          
        

    

  


  

Moves a file or directory to a new location.
Creates parent directories if they don't exist.
Examples
iex> FileOperations.move("/hello.md", "/blog/hello.md")
:ok

  



  
    
      
    
    
      read_file(relative_path)



        
          
        

    

  


  

Reads file content.
Examples
iex> FileOperations.read_file("/hello.md")
{:ok, "# Hello World"}

  



  
    
      
    
    
      write_file(relative_path, content)



        
          
        

    

  


  

Writes content to a file.
Creates parent directories if they don't exist.
Examples
iex> FileOperations.write_file("/hello.md", "# Hello World")
:ok

  


        

      


  

    
PhoenixKit.Pages.Metadata 
    



      
Metadata management for Pages module.
Handles parsing and serialization of metadata stored in HTML comment blocks
with YAML content.
Format
<!-- METADATA
status: published
title: My Page Title
description: A brief description
slug: custom-url
author: John Doe
created_at: 2025-01-15T10:00:00Z
updated_at: 2025-01-15T10:00:00Z
-->
Fields
	status - draft | published | archived (default: draft)

	title - Page title (optional, defaults to filename)
	description - SEO description (optional)
	slug - Custom URL slug (optional)
	author - Content author (optional)
	created_at - ISO 8601 datetime (auto-generated)
	updated_at - ISO 8601 datetime (auto-updated)


      


      
        Summary


  
    Types
  


    
      
        metadata()

      


    





  
    Functions
  


    
      
        default_metadata()

      


        Returns default metadata for new files.



    


    
      
        merge_metadata(user_data, defaults)

      


        Merges user-provided metadata with defaults.



    


    
      
        parse(content)

      


        Parses metadata from file content.



    


    
      
        serialize(metadata)

      


        Serializes metadata to HTML comment format.



    


    
      
        strip_metadata(content)

      


        Strips metadata block from content.



    


    
      
        update_metadata(content, metadata)

      


        Updates metadata in content.



    





      


      
        Types


        


  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          @type metadata() :: %{
  status: String.t(),
  title: String.t() | nil,
  description: String.t() | nil,
  slug: String.t() | nil,
  author: String.t() | nil,
  created_at: DateTime.t(),
  updated_at: DateTime.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      default_metadata()



        
          
        

    

  


  

      

          @spec default_metadata() :: metadata()


      


Returns default metadata for new files.
Examples
iex> metadata = Metadata.default_metadata()
iex> metadata.status
"draft"

  



  
    
      
    
    
      merge_metadata(user_data, defaults)



        
          
        

    

  


  

      

          @spec merge_metadata(map(), metadata()) :: metadata()


      


Merges user-provided metadata with defaults.
Preserves custom fields that aren't in the standard set.
Examples
iex> user_data = %{"status" => "published", "custom_field" => "value"}
iex> metadata = Metadata.merge_metadata(user_data, default_metadata())
iex> metadata.status
"published"

  



  
    
      
    
    
      parse(content)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: {:ok, metadata(), String.t()} | {:error, :no_metadata}


      


Parses metadata from file content.
Searches for metadata block in first 20 lines (optimization),
then searches entire file if not found.
Returns metadata map and content without metadata block.
Examples
iex> content = """
...> <!-- METADATA
...> status: published
...> title: My Page
...> -->
...> # Content
...> """
iex> {:ok, metadata, content} = Metadata.parse(content)
iex> metadata.status
"published"

  



  
    
      
    
    
      serialize(metadata)



        
          
        

    

  


  

      

          @spec serialize(metadata()) :: String.t()


      


Serializes metadata to HTML comment format.
Examples
iex> metadata = %{
...>   status: "published",
...>   title: "My Page",
...>   created_at: ~U[2025-01-15 10:00:00Z],
...>   updated_at: ~U[2025-01-15 10:00:00Z]
...> }
iex> Metadata.serialize(metadata)
"<!-- METADATA\nstatus: published\n...\n-->"

  



  
    
      
    
    
      strip_metadata(content)



        
          
        

    

  


  

      

          @spec strip_metadata(String.t()) :: String.t()


      


Strips metadata block from content.
Returns content without the metadata block.
Examples
iex> content = "<!-- METADATA\nstatus: draft\n-->\n\n# Content"
iex> Metadata.strip_metadata(content)
"# Content"

  



  
    
      
    
    
      update_metadata(content, metadata)



        
          
        

    

  


  

      

          @spec update_metadata(String.t(), metadata()) :: String.t()


      


Updates metadata in content.
If metadata exists, replaces it. If not, prepends it.
Examples
iex> content = "# Content"
iex> metadata = default_metadata()
iex> updated = Metadata.update_metadata(content, metadata)
iex> updated =~ "<!-- METADATA"
true

  


        

      


  

    
PhoenixKit.Pages.Renderer 
    



      
Simple markdown rendering for Pages module.
Converts markdown files to HTML with metadata extraction.

      


      
        Summary


  
    Functions
  


    
      
        render_file(relative_path)

      


        Renders a markdown file to HTML.



    


    
      
        render_file_with_metadata(relative_path)

      


        Renders a markdown file to HTML with metadata extraction.



    


    
      
        render_markdown(content)

      


        Converts markdown content to HTML.



    





      


      
        Functions


        


  
    
      
    
    
      render_file(relative_path)



        
          
        

    

  


  

Renders a markdown file to HTML.
Examples
iex> Renderer.render_file("/test.md")
{:ok, "<h1>Hello World</h1>"}

iex> Renderer.render_file("/missing.md")
{:error, :enoent}

  



  
    
      
    
    
      render_file_with_metadata(relative_path)



        
          
        

    

  


  

Renders a markdown file to HTML with metadata extraction.
Returns both the rendered HTML and the parsed metadata.
Examples
iex> Renderer.render_file_with_metadata("/test.md")
{:ok, "<h1>Hello World</h1>", %{status: "published", ...}}

iex> Renderer.render_file_with_metadata("/missing.md")
{:error, :enoent}

  



  
    
      
    
    
      render_markdown(content)



        
          
        

    

  


  

Converts markdown content to HTML.
Examples
iex> Renderer.render_markdown("# Hello")
"<h1>Hello</h1>"

  


        

      


  

    
PhoenixKit.PubSub.Manager 
    



      
PubSub Manager for PhoenixKit admin live updates.
Manages its own PubSub system independent of parent applications.
Automatically starts when needed and provides simple broadcast/subscribe API.

      


      
        Summary


  
    Functions
  


    
      
        broadcast(topic, message)

      


        Broadcasts a message to a topic.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts the PubSub manager.



    


    
      
        subscribe(topic)

      


        Subscribes to a topic.



    


    
      
        unsubscribe(topic)

      


        Unsubscribes from a topic.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast(topic, message)



        
          
        

    

  


  

Broadcasts a message to a topic.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the PubSub manager.

  



  
    
      
    
    
      subscribe(topic)



        
          
        

    

  


  

Subscribes to a topic.

  



  
    
      
    
    
      unsubscribe(topic)



        
          
        

    

  


  

Unsubscribes from a topic.

  


        

      


  

    
PhoenixKit.ReferralCodeUsage 
    



      
ReferralCodeUsage schema for tracking referral code usage in PhoenixKit.
This schema records when and by whom referral codes are used.
It provides an audit trail for code usage and helps with analytics.
Fields
	code_id: Foreign key to the referral code that was used
	used_by: User ID of the user who used the code
	date_used: Timestamp when the code was used

Associations
	referral_code: Belongs to the referral code that was used
	user: Belongs to the User who used the code (via used_by field)

Usage Examples
# Record a code usage
%ReferralCodeUsage{}
|> ReferralCodeUsage.changeset(%{
  code_id: referral_code.id,
  used_by: user.id
})
|> Repo.insert()

# Get all usage records for a code
from(usage in ReferralCodeUsage, where: usage.code_id == ^code_id)
|> Repo.all()

      


      
        Summary


  
    Functions
  


    
      
        changeset(usage_record, attrs)

      


        Creates a changeset for referral code usage records.



    


    
      
        for_code(code_id)

      


        Gets all usage records for a specific referral code.



    


    
      
        for_user(user_id)

      


        Gets all usage records for a specific user.



    


    
      
        get_usage_stats(code_id)

      


        Gets usage statistics for a referral code.



    


    
      
        user_used_code?(user_id, code_id)

      


        Checks if a user has already used a specific referral code.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(usage_record, attrs)



        
          
        

    

  


  

Creates a changeset for referral code usage records.
Validates that all required fields are present and automatically
sets date_used on new records.

  



  
    
      
    
    
      for_code(code_id)



        
          
        

    

  


  

Gets all usage records for a specific referral code.
Returns a query that can be executed to get usage records ordered by date_used (most recent first).
Examples
iex> ReferralCodeUsage.for_code(code_id) |> Repo.all()
[%ReferralCodeUsage{}, ...]

  



  
    
      
    
    
      for_user(user_id)



        
          
        

    

  


  

Gets all usage records for a specific user.
Returns a query that can be executed to get usage records ordered by date_used (most recent first).
Examples
iex> ReferralCodeUsage.for_user(user_id) |> Repo.all()
[%ReferralCodeUsage{}, ...]

  



  
    
      
    
    
      get_usage_stats(code_id)



        
          
        

    

  


  

Gets usage statistics for a referral code.
Returns a map with usage counts and recent activity information.
Examples
iex> ReferralCodeUsage.get_usage_stats(code_id)
%{
  total_uses: 5,
  unique_users: 3,
  last_used: ~U[2024-01-15 10:30:00.000000Z],
  recent_users: [user_id1, user_id2]
}

  



  
    
      
    
    
      user_used_code?(user_id, code_id)



        
          
        

    

  


  

Checks if a user has already used a specific referral code.
Returns true if the user has used the code before, false otherwise.
Examples
iex> ReferralCodeUsage.user_used_code?(user_id, code_id)
false

  


        

      


  

    
PhoenixKit.ReferralCodes 
    



      
Referral code system for PhoenixKit - complete management in a single module.
This module provides both the Ecto schema definition and business logic for 
managing referral codes. It includes code creation, validation, usage tracking,
and system configuration.
Schema Fields
	code: The referral code string (unique, required)
	description: Human-readable description of the code
	status: Boolean indicating if the code is active
	number_of_uses: Current number of times the code has been used
	max_uses: Maximum number of times the code can be used
	created_by: User ID of the admin who created the code
	beneficiary: User ID who benefits when this code is used (optional)
	date_created: When the code was created
	expiration_date: When the code expires

Core Functions
Code Management
	list_codes/0 - Get all referral codes
	get_code!/1 - Get a referral code by ID (raises if not found)
	get_code_by_string/1 - Get a referral code by its string value
	create_code/1 - Create a new referral code
	update_code/2 - Update an existing referral code
	delete_code/1 - Delete a referral code
	generate_random_code/0 - Generate a random code string

Usage Tracking
	use_code/2 - Record usage of a referral code by a user
	get_usage_stats/1 - Get usage statistics for a code
	list_usage_for_code/1 - Get all usage records for a code
	user_used_code?/2 - Check if user has used a specific code

System Settings
	enabled?/0 - Check if referral codes system is enabled
	required?/0 - Check if referral codes are required for registration
	enable_system/0 - Enable the referral codes system
	disable_system/0 - Disable the referral codes system
	set_required/1 - Set whether referral codes are required

Usage Examples
# Check if system is enabled
if PhoenixKit.ReferralCodes.enabled?() do
  # System is active
end

# Create a new referral code
{:ok, code} = PhoenixKit.ReferralCodes.create_code(%{
  code: "WELCOME2024",
  description: "Welcome promotion",
  max_uses: 100,
  created_by: admin_user.id,
  expiration_date: ~U[2024-12-31 23:59:59.000000Z]
})

# Use a referral code during registration
case PhoenixKit.ReferralCodes.use_code("WELCOME2024", user.id) do
  {:ok, usage} -> # Code used successfully
  {:error, reason} -> # Handle error
end

      


      
        Summary


  
    Functions
  


    
      
        change_code(referral_code, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for tracking referral code changes.



    


    
      
        changeset(referral_code, attrs)

      


        Creates a changeset for referral code creation and updates.



    


    
      
        count_user_codes(user_id)

      


        Counts the total number of referral codes created by a user.



    


    
      
        create_code(attrs \\ %{})

      


        Creates a referral code.



    


    
      
        delete_code(referral_code)

      


        Deletes a referral code.



    


    
      
        disable_system()

      


        Disables the referral codes system.



    


    
      
        enable_system()

      


        Enables the referral codes system.



    


    
      
        enabled?()

      


        Checks if the referral codes system is enabled.



    


    
      
        expired?(code)

      


        Checks if a referral code has expired.



    


    
      
        generate_random_code()

      


        Generates a random 5-character alphanumeric referral code.



    


    
      
        get_code!(id)

      


        Gets a single referral code by ID.



    


    
      
        get_code_by_string(code_string)

      


        Gets a single referral code by its string value.



    


    
      
        get_config()

      


        Gets the current referral codes system configuration.



    


    
      
        get_max_codes_per_user()

      


        Gets the maximum number of referral codes a single user can create.



    


    
      
        get_max_uses_per_code()

      


        Gets the maximum number of uses allowed per referral code.



    


    
      
        get_system_stats()

      


        Gets summary statistics for the referral codes system.



    


    
      
        get_usage_stats(code_id)

      


        Gets usage statistics for a referral code.



    


    
      
        list_codes()

      


        Returns the list of referral codes ordered by creation date.



    


    
      
        list_usage_for_code(code_id)

      


        Lists all usage records for a referral code.



    


    
      
        list_valid_codes()

      


        Gets codes that are currently valid for use.



    


    
      
        required?()

      


        Checks if referral codes are required for user registration.



    


    
      
        set_max_codes_per_user(max_codes)

      


        Sets the maximum number of referral codes a single user can create.



    


    
      
        set_max_uses_per_code(max_uses)

      


        Sets the maximum number of uses allowed per referral code.



    


    
      
        set_required(required)

      


        Sets whether referral codes are required for registration.



    


    
      
        update_code(referral_code, attrs)

      


        Updates a referral code.



    


    
      
        usage_limit_reached?(code)

      


        Checks if a referral code has reached its usage limit.



    


    
      
        use_code(code_string, user_id)

      


        Records usage of a referral code by a user.



    


    
      
        user_used_code?(user_id, code_id)

      


        Checks if a user has already used a specific referral code.



    


    
      
        valid_for_use?(code)

      


        Checks if a referral code is currently valid for use.



    


    
      
        validate_user_code_limit(user_id)

      


        Validates that a user hasn't exceeded their referral code creation limit.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_code(referral_code, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking referral code changes.
Examples
iex> PhoenixKit.ReferralCodes.change_code(code)
%Ecto.Changeset{data: %PhoenixKit.ReferralCodes{}}

  



  
    
      
    
    
      changeset(referral_code, attrs)



        
          
        

    

  


  

Creates a changeset for referral code creation and updates.
Validates that code is unique and all required fields are present.
Automatically sets date_created on new records.

  



  
    
      
    
    
      count_user_codes(user_id)



        
          
        

    

  


  

Counts the total number of referral codes created by a user.
Examples
iex> PhoenixKit.ReferralCodes.count_user_codes(1)
5

  



    

  
    
      
    
    
      create_code(attrs \\ %{})



        
          
        

    

  


  

Creates a referral code.
Examples
iex> PhoenixKit.ReferralCodes.create_code(%{code: "TEST123", max_uses: 10})
{:ok, %PhoenixKit.ReferralCodes{}}

iex> PhoenixKit.ReferralCodes.create_code(%{code: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_code(referral_code)



        
          
        

    

  


  

Deletes a referral code.
Examples
iex> PhoenixKit.ReferralCodes.delete_code(code)
{:ok, %PhoenixKit.ReferralCodes{}}

iex> PhoenixKit.ReferralCodes.delete_code(code)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      disable_system()



        
          
        

    

  


  

Disables the referral codes system.
Sets the "referral_codes_enabled" setting to false.
Examples
iex> PhoenixKit.ReferralCodes.disable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enable_system()



        
          
        

    

  


  

Enables the referral codes system.
Sets the "referral_codes_enabled" setting to true.
Examples
iex> PhoenixKit.ReferralCodes.enable_system()
{:ok, %Setting{}}

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if the referral codes system is enabled.
Returns true if the "referral_codes_enabled" setting is true.
Examples
iex> PhoenixKit.ReferralCodes.enabled?()
false

  



  
    
      
    
    
      expired?(code)



        
          
        

    

  


  

Checks if a referral code has expired.
Examples
iex> PhoenixKit.ReferralCodes.expired?(code)
false

  



  
    
      
    
    
      generate_random_code()



        
          
        

    

  


  

Generates a random 5-character alphanumeric referral code.
Returns a string with uppercase letters and numbers, excluding
potentially confusing characters (0, O, I, 1).
Examples
iex> PhoenixKit.ReferralCodes.generate_random_code()
"A7B2K"

  



  
    
      
    
    
      get_code!(id)



        
          
        

    

  


  

Gets a single referral code by ID.
Raises Ecto.NoResultsError if the code does not exist.
Examples
iex> PhoenixKit.ReferralCodes.get_code!(123)
%PhoenixKit.ReferralCodes{}

iex> PhoenixKit.ReferralCodes.get_code!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_code_by_string(code_string)



        
          
        

    

  


  

Gets a single referral code by its string value.
Returns the referral code if found, nil otherwise.
Examples
iex> PhoenixKit.ReferralCodes.get_code_by_string("WELCOME2024")
%PhoenixKit.ReferralCodes{}

iex> PhoenixKit.ReferralCodes.get_code_by_string("INVALID")
nil

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the current referral codes system configuration.
Returns a map with the current settings.
Examples
iex> PhoenixKit.ReferralCodes.get_config()
%{enabled: false, required: false}

  



  
    
      
    
    
      get_max_codes_per_user()



        
          
        

    

  


  

Gets the maximum number of referral codes a single user can create.
Returns the system-wide limit for referral code creation per user.
Defaults to 10 if not set.
Examples
iex> PhoenixKit.ReferralCodes.get_max_codes_per_user()
10

  



  
    
      
    
    
      get_max_uses_per_code()



        
          
        

    

  


  

Gets the maximum number of uses allowed per referral code.
Returns the system-wide limit for how many times a single referral code can be used.
Defaults to 100 if not set.
Examples
iex> PhoenixKit.ReferralCodes.get_max_uses_per_code()
100

  



  
    
      
    
    
      get_system_stats()



        
          
        

    

  


  

Gets summary statistics for the referral codes system.
Returns counts and metrics useful for admin dashboards.
Examples
iex> PhoenixKit.ReferralCodes.get_system_stats()
%{total_codes: 10, active_codes: 8, total_usage: 150, codes_with_usage: 6}

  



  
    
      
    
    
      get_usage_stats(code_id)



        
          
        

    

  


  

Gets usage statistics for a referral code.
Examples
iex> PhoenixKit.ReferralCodes.get_usage_stats(code_id)
%{total_uses: 5, unique_users: 3, last_used: ~U[...], recent_users: [...]}

  



  
    
      
    
    
      list_codes()



        
          
        

    

  


  

Returns the list of referral codes ordered by creation date.
Examples
iex> PhoenixKit.ReferralCodes.list_codes()
[%PhoenixKit.ReferralCodes{}, ...]

  



  
    
      
    
    
      list_usage_for_code(code_id)



        
          
        

    

  


  

Lists all usage records for a referral code.
Examples
iex> PhoenixKit.ReferralCodes.list_usage_for_code(code_id)
[%PhoenixKit.ReferralCodeUsage{}, ...]

  



  
    
      
    
    
      list_valid_codes()



        
          
        

    

  


  

Gets codes that are currently valid for use.
Returns codes that are active, not expired, and haven't reached usage limits.
Examples
iex> PhoenixKit.ReferralCodes.list_valid_codes()
[%PhoenixKit.ReferralCodes{}, ...]

  



  
    
      
    
    
      required?()



        
          
        

    

  


  

Checks if referral codes are required for user registration.
Returns true if the "referral_codes_required" setting is true.
Examples
iex> PhoenixKit.ReferralCodes.required?()
false

  



  
    
      
    
    
      set_max_codes_per_user(max_codes)



        
          
        

    

  


  

Sets the maximum number of referral codes a single user can create.
Updates the system-wide limit for referral code creation per user.
Examples
iex> PhoenixKit.ReferralCodes.set_max_codes_per_user(5)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_max_uses_per_code(max_uses)



        
          
        

    

  


  

Sets the maximum number of uses allowed per referral code.
Updates the system-wide limit for referral code usage.
Examples
iex> PhoenixKit.ReferralCodes.set_max_uses_per_code(50)
{:ok, %Setting{}}

  



  
    
      
    
    
      set_required(required)



        
          
        

    

  


  

Sets whether referral codes are required for registration.
Examples
iex> PhoenixKit.ReferralCodes.set_required(true)
{:ok, %Setting{}}

iex> PhoenixKit.ReferralCodes.set_required(false)
{:ok, %Setting{}}

  



  
    
      
    
    
      update_code(referral_code, attrs)



        
          
        

    

  


  

Updates a referral code.
Examples
iex> PhoenixKit.ReferralCodes.update_code(code, %{description: "Updated"})
{:ok, %PhoenixKit.ReferralCodes{}}

iex> PhoenixKit.ReferralCodes.update_code(code, %{code: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      usage_limit_reached?(code)



        
          
        

    

  


  

Checks if a referral code has reached its usage limit.
Examples
iex> PhoenixKit.ReferralCodes.usage_limit_reached?(code)
false

  



  
    
      
    
    
      use_code(code_string, user_id)



        
          
        

    

  


  

Records usage of a referral code by a user.
Validates that the code is valid for use before recording the usage.
Updates the code's number_of_uses counter.
Examples
iex> PhoenixKit.ReferralCodes.use_code("WELCOME2024", user_id)
{:ok, %PhoenixKit.ReferralCodeUsage{}}

iex> PhoenixKit.ReferralCodes.use_code("EXPIRED", user_id)
{:error, :code_not_found}

  



  
    
      
    
    
      user_used_code?(user_id, code_id)



        
          
        

    

  


  

Checks if a user has already used a specific referral code.
Examples
iex> PhoenixKit.ReferralCodes.user_used_code?(user_id, code_id)
false

  



  
    
      
    
    
      valid_for_use?(code)



        
          
        

    

  


  

Checks if a referral code is currently valid for use.
A code is valid if:
	It exists and is active (status: true)
	It has not exceeded its maximum uses
	It has not expired

Examples
iex> PhoenixKit.ReferralCodes.valid_for_use?(code)
true

  



  
    
      
    
    
      validate_user_code_limit(user_id)



        
          
        

    

  


  

Validates that a user hasn't exceeded their referral code creation limit.
Checks the current number of codes created by the user against the system limit.
Returns {:ok, :valid} if within limits, {:error, reason} if limit exceeded.
Examples
iex> PhoenixKit.ReferralCodes.validate_user_code_limit(1)
{:ok, :valid}

iex> PhoenixKit.ReferralCodes.validate_user_code_limit(1)
{:error, "You have reached the maximum limit of 10 referral codes"}

  


        

      


  

    
PhoenixKit.RepoHelper 
    



      
Helper for dynamically resolving the repository to use.
This module provides functions to get the appropriate repository
based on configuration. It will use the configured repo from
the parent application if available, otherwise fall back to
the built-in PhoenixKit.Repo for development/testing.

      


      
        Summary


  
    Functions
  


    
      
        aggregate(queryable, aggregate, field, opts \\ [])

      


        Delegates to the configured repo's aggregate function.



    


    
      
        all(queryable, opts \\ [])

      


        Delegates to the configured repo's all function.



    


    
      
        delete(struct_or_changeset, opts \\ [])

      


        Delegates to the configured repo's delete function.



    


    
      
        delete_all(queryable, opts \\ [])

      


        Delegates to the configured repo's delete_all function.



    


    
      
        exists?(queryable, opts \\ [])

      


        Delegates to the configured repo's exists? function.



    


    
      
        get(queryable, id, opts \\ [])

      


        Delegates to the configured repo's get function.



    


    
      
        get!(queryable, id, opts \\ [])

      


        Delegates to the configured repo's get! function.



    


    
      
        get_by(queryable, clauses, opts \\ [])

      


        Delegates to the configured repo's get_by function.



    


    
      
        insert(struct_or_changeset, opts \\ [])

      


        Delegates to the configured repo's insert function.



    


    
      
        insert!(struct_or_changeset, opts \\ [])

      


        Delegates to the configured repo's insert! function.



    


    
      
        one(queryable, opts \\ [])

      


        Delegates to the configured repo's one function.



    


    
      
        preload(struct_or_structs, preloads, opts \\ [])

      


        Delegates to the configured repo's preload function.



    


    
      
        query(sql, params \\ [], opts \\ [])

      


        Delegates to the configured repo's query function.



    


    
      
        query!(sql, params \\ [], opts \\ [])

      


        Delegates to the configured repo's query! function.



    


    
      
        repo()

      


        Gets the repository module to use.



    


    
      
        rollback(value)

      


        Delegates to the configured repo's rollback function.



    


    
      
        transaction(fun_or_multi, opts \\ [])

      


        Delegates to the configured repo's transaction function.



    


    
      
        update(changeset, opts \\ [])

      


        Delegates to the configured repo's update function.



    





      


      
        Functions


        


    

  
    
      
    
    
      aggregate(queryable, aggregate, field, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's aggregate function.

  



    

  
    
      
    
    
      all(queryable, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's all function.

  



    

  
    
      
    
    
      delete(struct_or_changeset, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's delete function.

  



    

  
    
      
    
    
      delete_all(queryable, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's delete_all function.

  



    

  
    
      
    
    
      exists?(queryable, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's exists? function.

  



    

  
    
      
    
    
      get(queryable, id, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's get function.

  



    

  
    
      
    
    
      get!(queryable, id, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's get! function.

  



    

  
    
      
    
    
      get_by(queryable, clauses, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's get_by function.

  



    

  
    
      
    
    
      insert(struct_or_changeset, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's insert function.

  



    

  
    
      
    
    
      insert!(struct_or_changeset, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's insert! function.

  



    

  
    
      
    
    
      one(queryable, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's one function.

  



    

  
    
      
    
    
      preload(struct_or_structs, preloads, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's preload function.

  



    

    

  
    
      
    
    
      query(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's query function.

  



    

    

  
    
      
    
    
      query!(sql, params \\ [], opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's query! function.

  



  
    
      
    
    
      repo()



        
          
        

    

  


  

Gets the repository module to use.
Expects repo to be configured via PhoenixKit.Config.get(:repo).
Raises an error if no repo is configured.

  



  
    
      
    
    
      rollback(value)



        
          
        

    

  


  

Delegates to the configured repo's rollback function.
This function is used within transactions to rollback and return an error value.

  



    

  
    
      
    
    
      transaction(fun_or_multi, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's transaction function.

  



    

  
    
      
    
    
      update(changeset, opts \\ [])



        
          
        

    

  


  

Delegates to the configured repo's update function.

  


        

      


  

    
PhoenixKit.Settings 
    



      
The Settings context for system configuration management.
This module provides functions for managing system-wide settings in PhoenixKit.
Settings are stored in the database and can be updated through the admin panel.
Core Functions
Settings Management
	get_setting/1 - Get a setting value by key
	get_setting/2 - Get a setting value with default fallback
	update_setting/2 - Update or create a setting
	list_all_settings/0 - Get all settings as a map

JSON Settings Management
	get_json_setting/1 - Get a JSON setting value by key
	get_json_setting/2 - Get a JSON setting value with default fallback
	update_json_setting/2 - Update or create a JSON setting
	get_json_setting_cached/2 - Get cached JSON setting with fallback

Default Settings
The system includes core settings:
	project_title: Application/project title
	site_url: Website URL for the application (optional)
	allow_registration: Allow public user registration (default: true)
	oauth_enabled: Enable OAuth authentication (default: false)
	time_zone: System timezone offset
	date_format: Date display format
	time_format: Time display format
	track_registration_geolocation: Enable IP geolocation tracking during registration (default: false)

Usage Examples
# Get a simple string setting with default
timezone = PhoenixKit.Settings.get_setting("time_zone", "0")

# Update a simple string setting
{:ok, setting} = PhoenixKit.Settings.update_setting("time_zone", "+1")

# Get a JSON setting with default
config = PhoenixKit.Settings.get_json_setting("app_config", %{})

# Update a JSON setting
app_config = %{
  "theme" => %{"primary" => "#3b82f6", "secondary" => "#64748b"},
  "features" => ["notifications", "dark_mode"],
  "limits" => %{"max_users" => 1000}
}
{:ok, setting} = PhoenixKit.Settings.update_json_setting("app_config", app_config)

# Get all settings as a map
settings = PhoenixKit.Settings.list_all_settings()
# => %{"time_zone" => "0", "date_format" => "Y-m-d", "time_format" => "H:i"}
Configuration
The context uses PhoenixKit's configured repository and respects table prefixes
set during installation.

      


      
        Summary


  
    Functions
  


    
      
        change_settings(settings \\ %{})

      


        Creates a changeset for settings form validation.



    


    
      
        get_boolean_setting(key, default \\ false)

      


        Gets a boolean setting value by key with a default fallback.



    


    
      
        get_content_language()

      


        Gets the site content language.



    


    
      
        get_content_language_details()

      


        Gets content language with full details.



    


    
      
        get_defaults()

      


        Gets default values for all settings.



    


    
      
        get_integer_setting(key, default \\ 0)

      


        Gets an integer setting value by key, with fallback to default.



    


    
      
        get_json_setting(key)

      


        Gets a JSON setting value by key.



    


    
      
        get_json_setting(key, default)

      


        Gets a JSON setting value by key with a default fallback.



    


    
      
        get_json_setting_cached(key, default \\ nil)

      


        Gets a JSON setting value from cache with fallback to database.



    


    
      
        get_oauth_credentials(provider)

      


        Gets OAuth credentials for a specific provider.



    


    
      
        get_option_label(value, options)

      


        Gets the display label for a setting option value.



    


    
      
        get_role_options()

      


        Gets the available role options for the new user default role setting.



    


    
      
        get_setting(key)

      


        Gets a setting value by key.



    


    
      
        get_setting(key, default)

      


        Gets a setting value by key with a default fallback.



    


    
      
        get_setting_cached(key, default \\ nil)

      


        Gets a setting value from cache with fallback to database.



    


    
      
        get_setting_options()

      


        Gets the available options for each setting type.



    


    
      
        get_settings_cached(keys, defaults \\ %{})

      


        Gets multiple settings from cache in a single operation.



    


    
      
        get_timezone_label(value, setting_options)

      


        Gets the display label for a timezone value.



    


    
      
        has_oauth_credentials?(provider)

      


        Checks if OAuth credentials are configured for a provider.



    


    
      
        list_all_settings()

      


        Lists all settings as a map with keys as setting names and values as setting values.



    


    
      
        list_settings()

      


        Gets all settings with their full details (including timestamps).



    


    
      
        set_content_language(language_code)

      


        Sets the site content language.



    


    
      
        update_boolean_setting(key, boolean_value)

      


        Updates or creates a boolean setting with the given key and boolean value.



    


    
      
        update_boolean_setting_with_module(key, boolean_value, module)

      


        Updates or creates a boolean setting with module association.



    


    
      
        update_json_setting(key, json_value)

      


        Updates or creates a JSON setting with the given key and value.



    


    
      
        update_json_setting_with_module(key, json_value, module)

      


        Updates or creates a JSON setting with module association.



    


    
      
        update_setting(key, value)

      


        Updates or creates a setting with the given key and value.



    


    
      
        update_setting_with_module(key, value, module)

      


        Updates or creates a setting with module association.



    


    
      
        update_settings(settings_params)

      


        Updates multiple settings at once using form parameters.



    


    
      
        update_settings_batch(settings_map)

      


        Updates or creates multiple settings in a single transaction.



    


    
      
        validate_settings(settings)

      


        Validates settings parameters and returns a changeset.



    


    
      
        warm_cache_data()

      


        Warms the cache by loading all settings from database.



    





      


      
        Functions


        


    

  
    
      
    
    
      change_settings(settings \\ %{})



        
          
        

    

  


  

Creates a changeset for settings form validation.
Takes a map of settings and returns a changeset that can be used in Phoenix forms.
This function handles the conversion from string keys to atoms and creates the proper
embedded schema structure for form validation.
Examples
iex> settings = %{"project_title" => "My App", "time_zone" => "0"}
iex> PhoenixKit.Settings.change_settings(settings)
%Ecto.Changeset{data: %SettingsForm{}, valid?: true}

iex> PhoenixKit.Settings.change_settings(%{})
%Ecto.Changeset{data: %SettingsForm{}, valid?: false}

  



    

  
    
      
    
    
      get_boolean_setting(key, default \\ false)



        
          
        

    

  


  

Gets a boolean setting value by key with a default fallback.
Converts string values "true"/"false" to actual boolean values.
Returns the default if the setting is not found or has an invalid value.
Examples
iex> PhoenixKit.Settings.get_boolean_setting("feature_enabled", false)
false

iex> PhoenixKit.Settings.get_boolean_setting("feature_enabled", true)
true

  



  
    
      
    
    
      get_content_language()



        
          
        

    

  


  

Gets the site content language.
This represents the primary language of website content (not UI language).
Falls back to "en" if not configured or Languages module is disabled.
Examples
iex> PhoenixKit.Settings.get_content_language()
"en"

iex> PhoenixKit.Settings.get_content_language()
"es"  # if configured as Spanish

  



  
    
      
    
    
      get_content_language_details()



        
          
        

    

  


  

Gets content language with full details.
Returns a map with code, name, and native name if Languages module is enabled.
Examples
iex> PhoenixKit.Settings.get_content_language_details()
%{
  code: "en",
  name: "English",
  native: "English",
  from_languages_module: false
}

  



  
    
      
    
    
      get_defaults()



        
          
        

    

  


  

Gets default values for all settings.
Returns a map with setting keys and their default values.
These defaults match the ones defined in the V03 migration.
Examples
iex> PhoenixKit.Settings.get_defaults()
%{
  "time_zone" => "0",
  "date_format" => "Y-m-d",
  "time_format" => "H:i"
}

  



    

  
    
      
    
    
      get_integer_setting(key, default \\ 0)



        
          
        

    

  


  

Gets an integer setting value by key, with fallback to default.
Converts the stored string value to an integer. If the setting doesn't exist
or cannot be converted to an integer, returns the default value.
Examples
iex> PhoenixKit.Settings.get_integer_setting("max_items", 10)
10

iex> PhoenixKit.Settings.get_integer_setting("existing_number", 5)
25  # if "25" is stored in database

  



  
    
      
    
    
      get_json_setting(key)



        
          
        

    

  


  

Gets a JSON setting value by key.
Returns the JSON value as a map/list/primitive, or nil if not found.
Examples
iex> PhoenixKit.Settings.get_json_setting("app_config")
%{"theme" => "dark", "features" => ["auth", "admin"]}

iex> PhoenixKit.Settings.get_json_setting("non_existent")
nil

  



  
    
      
    
    
      get_json_setting(key, default)



        
          
        

    

  


  

Gets a JSON setting value by key with a default fallback.
Returns the JSON value as a map/list/primitive, or the default if not found.
Examples
iex> PhoenixKit.Settings.get_json_setting("app_config", %{})
%{"theme" => "dark", "features" => ["auth", "admin"]}

iex> PhoenixKit.Settings.get_json_setting("non_existent", %{"default" => true})
%{"default" => true}

  



    

  
    
      
    
    
      get_json_setting_cached(key, default \\ nil)



        
          
        

    

  


  

Gets a JSON setting value from cache with fallback to database.
This is the preferred method for getting JSON settings as it provides
significant performance improvements over direct database queries.
Examples
iex> PhoenixKit.Settings.get_json_setting_cached("app_config", %{})
%{"theme" => "dark", "features" => ["auth", "admin"]}

iex> PhoenixKit.Settings.get_json_setting_cached("non_existent", %{"default" => true})
%{"default" => true}

  



  
    
      
    
    
      get_oauth_credentials(provider)



        
          
        

    

  


  

Gets OAuth credentials for a specific provider.
Returns a map with all credentials for the given provider.
Examples
iex> PhoenixKit.Settings.get_oauth_credentials(:google)
%{client_id: "google-client-id", client_secret: "google-client-secret"}

iex> PhoenixKit.Settings.get_oauth_credentials(:apple)
%{
  client_id: "apple-client-id",
  team_id: "apple-team-id",
  key_id: "apple-key-id",
  private_key: "-----BEGIN PRIVATE KEY-----..."
}

  



  
    
      
    
    
      get_option_label(value, options)



        
          
        

    

  


  

Gets the display label for a setting option value.
Examples
iex> options = [{"YYYY-MM-DD", "Y-m-d"}, {"MM/DD/YYYY", "m/d/Y"}]
iex> PhoenixKit.Settings.get_option_label("Y-m-d", options)
"YYYY-MM-DD"

  



  
    
      
    
    
      get_role_options()



        
          
        

    

  


  

Gets the available role options for the new user default role setting.
Returns all roles from database except Owner, ordered by system roles first, then custom roles.
Examples
iex> PhoenixKit.Settings.get_role_options()
[{"User", "User"}, {"Admin", "Admin"}, {"Manager", "Manager"}]

  



  
    
      
    
    
      get_setting(key)



        
          
        

    

  


  

Gets a setting value by key.
Returns the setting value as a string, or nil if not found.
Examples
iex> PhoenixKit.Settings.get_setting("time_zone")
"0"

iex> PhoenixKit.Settings.get_setting("non_existent")
nil

  



  
    
      
    
    
      get_setting(key, default)



        
          
        

    

  


  

Gets a setting value by key with a default fallback.
Returns the setting value as a string, or the default if not found.
Examples
iex> PhoenixKit.Settings.get_setting("time_zone", "0")
"0"

iex> PhoenixKit.Settings.get_setting("non_existent", "default")
"default"

  



    

  
    
      
    
    
      get_setting_cached(key, default \\ nil)



        
          
        

    

  


  

Gets a setting value from cache with fallback to database.
This is the preferred method for getting settings as it provides
significant performance improvements over direct database queries.
Examples
iex> PhoenixKit.Settings.get_setting_cached("date_format", "Y-m-d")
"F j, Y"

iex> PhoenixKit.Settings.get_setting_cached("non_existent", "default")
"default"

  



  
    
      
    
    
      get_setting_options()



        
          
        

    

  


  

Gets the available options for each setting type.
Returns a map with setting keys and their available options as {label, value} tuples.
Used to populate dropdown menus in the admin interface.
Examples
iex> PhoenixKit.Settings.get_setting_options()
%{
  "time_zone" => [{"UTC-12", "-12"}, {"UTC+0 (GMT)", "0"}, {"UTC+8", "8"}],
  "date_format" => [{"YYYY-MM-DD", "Y-m-d"}, {"MM/DD/YYYY", "m/d/Y"}],
  "time_format" => [{"24 Hour (15:30)", "H:i"}, {"12 Hour (3:30 PM)", "h:i A"}]
}

  



    

  
    
      
    
    
      get_settings_cached(keys, defaults \\ %{})



        
          
        

    

  


  

Gets multiple settings from cache in a single operation.
More efficient than multiple individual get_setting_cached/2 calls
when you need several settings at once.
Examples
iex> PhoenixKit.Settings.get_settings_cached(["date_format", "time_format"])
%{"date_format" => "F j, Y", "time_format" => "h:i A"}

iex> defaults = %{"date_format" => "Y-m-d", "time_format" => "H:i"}
iex> PhoenixKit.Settings.get_settings_cached(["date_format", "time_format"], defaults)
%{"date_format" => "F j, Y", "time_format" => "h:i A"}

  



  
    
      
    
    
      get_timezone_label(value, setting_options)



        
          
        

    

  


  

Gets the display label for a timezone value.
Examples
iex> PhoenixKit.Settings.get_timezone_label("0", get_setting_options())
"UTC+0 (GMT/London)"

  



  
    
      
    
    
      has_oauth_credentials?(provider)



        
          
        

    

  


  

Checks if OAuth credentials are configured for a provider.
Examples
iex> PhoenixKit.Settings.has_oauth_credentials?(:google)
true

  



  
    
      
    
    
      list_all_settings()



        
          
        

    

  


  

Lists all settings as a map with keys as setting names and values as setting values.
Returns a map where keys are setting names and values are setting values.
Useful for loading all settings at once for forms or configuration.
Examples
iex> PhoenixKit.Settings.list_all_settings()
%{
  "time_zone" => "0",
  "date_format" => "Y-m-d",
  "time_format" => "H:i"
}

  



  
    
      
    
    
      list_settings()



        
          
        

    

  


  

Gets all settings with their full details (including timestamps).
Returns a list of Setting structs. Useful for admin interfaces
that need to show when settings were created/updated.
Examples
iex> PhoenixKit.Settings.list_settings()
[
  %Setting{key: "time_zone", value: "0", date_added: ~U[2024-01-01 00:00:00.000000Z]},
  %Setting{key: "date_format", value: "Y-m-d", date_added: ~U[2024-01-01 00:00:00.000000Z]}
]

  



  
    
      
    
    
      set_content_language(language_code)



        
          
        

    

  


  

Sets the site content language.
Validates against enabled languages if Languages module is active.
Broadcasts change event for live updates to connected admin sessions.
Examples
iex> PhoenixKit.Settings.set_content_language("es")
{:ok, %Setting{}}

iex> PhoenixKit.Settings.set_content_language("invalid")
{:error, "Language not enabled"}

  



  
    
      
    
    
      update_boolean_setting(key, boolean_value)



        
          
        

    

  


  

Updates or creates a boolean setting with the given key and boolean value.
Converts boolean values to "true"/"false" strings for storage.
If the setting exists, updates its value and timestamp.
If the setting doesn't exist, creates a new one.
Returns {:ok, setting} on success, {:error, changeset} on failure.
Examples
iex> PhoenixKit.Settings.update_boolean_setting("feature_enabled", true)
{:ok, %Setting{key: "feature_enabled", value: "true"}}

iex> PhoenixKit.Settings.update_boolean_setting("feature_enabled", false)
{:ok, %Setting{key: "feature_enabled", value: "false"}}

  



  
    
      
    
    
      update_boolean_setting_with_module(key, boolean_value, module)



        
          
        

    

  


  

Updates or creates a boolean setting with module association.
Combines boolean handling with module organization.
Examples
iex> PhoenixKit.Settings.update_boolean_setting_with_module("feature_enabled", true, "referral_codes")
{:ok, %Setting{key: "feature_enabled", value: "true", module: "referral_codes"}}

  



  
    
      
    
    
      update_json_setting(key, json_value)



        
          
        

    

  


  

Updates or creates a JSON setting with the given key and value.
If the setting exists, updates its value_json and timestamp.
If the setting doesn't exist, creates a new one.
Clears any existing string value when setting JSON value.
Returns {:ok, setting} on success, {:error, changeset} on failure.
Examples
iex> config = %{"theme" => "dark", "features" => ["auth"]}
iex> PhoenixKit.Settings.update_json_setting("app_config", config)
{:ok, %Setting{key: "app_config", value_json: %{"theme" => "dark", "features" => ["auth"]}}}

iex> PhoenixKit.Settings.update_json_setting("", %{})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_json_setting_with_module(key, json_value, module)



        
          
        

    

  


  

Updates or creates a JSON setting with module association.
Similar to update_json_setting/2 but allows specifying which module the setting belongs to.
Useful for organizing feature-specific JSON settings.
Examples
iex> config = %{"enabled" => true, "options" => ["email", "sms"]}
iex> PhoenixKit.Settings.update_json_setting_with_module("notifications", config, "messaging")
{:ok, %Setting{key: "notifications", value_json: config, module: "messaging"}}

  



  
    
      
    
    
      update_setting(key, value)



        
          
        

    

  


  

Updates or creates a setting with the given key and value.
If the setting exists, updates its value and timestamp.
If the setting doesn't exist, creates a new one.
Returns {:ok, setting} on success, {:error, changeset} on failure.
Examples
iex> PhoenixKit.Settings.update_setting("time_zone", "+1")
{:ok, %Setting{key: "time_zone", value: "+1"}}

iex> PhoenixKit.Settings.update_setting("", "invalid")
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_setting_with_module(key, value, module)



        
          
        

    

  


  

Updates or creates a setting with module association.
Similar to update_setting/2 but allows specifying which module the setting belongs to.
Useful for organizing feature-specific settings.
Examples
iex> PhoenixKit.Settings.update_setting_with_module("codes_enabled", "true", "referral_codes")
{:ok, %Setting{key: "codes_enabled", value: "true", module: "referral_codes"}}

  



  
    
      
    
    
      update_settings(settings_params)



        
          
        

    

  


  

Updates multiple settings at once using form parameters.
Takes a map of settings parameters, validates them, and if valid, updates
all settings in the database. This is typically used from the settings form
in the admin panel.
Returns {:ok, updated_settings_map} on success or {:error, changeset} on failure.
Examples
iex> params = %{"project_title" => "My App", "time_zone" => "+1"}
iex> PhoenixKit.Settings.update_settings(params)
{:ok, %{"project_title" => "My App", "time_zone" => "+1"}}

iex> PhoenixKit.Settings.update_settings(%{"time_zone" => "invalid"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_settings_batch(settings_map)



        
          
        

    

  


  

Updates or creates multiple settings in a single transaction.
More efficient version for batch updating settings.
Loads all settings in a single query and updates them in a transaction.
Accepts a map of key-value settings to update.
Returns {:ok, results} on success, where results is a list of results.
Returns {:error, reason} on transaction error.
Examples
iex> settings = %{"aws_region" => "eu-north-1", "aws_access_key_id" => "AKIAIOSFODNN7EXAMPLE"}
iex> PhoenixKit.Settings.update_settings_batch(settings)
{:ok, [ok: %Setting{}, ok: %Setting{}]}

iex> PhoenixKit.Settings.update_settings_batch(%{})
{:ok, []}

  



  
    
      
    
    
      validate_settings(settings)



        
          
        

    

  


  

Validates settings parameters and returns a changeset.
Similar to change_settings/1 but sets the action to :validate to trigger
error display in forms.
Examples
iex> settings = %{"project_title" => "", "time_zone" => "invalid"}
iex> changeset = PhoenixKit.Settings.validate_settings(settings)
iex> changeset.action
:validate
iex> changeset.valid?
false

  



  
    
      
    
    
      warm_cache_data()



        
          
        

    

  


  

Warms the cache by loading all settings from database.
Called by PhoenixKit.Cache to pre-populate cache with all existing settings.
Prioritizes JSON values over string values for cache storage.

  


        

      


  

    
PhoenixKit.Settings.Events 
    



      
PubSub helpers for broadcasting settings updates in real-time.
Allows multiple admins viewing Settings to see changes immediately
without page refresh, similar to how Entities work.

      


      
        Summary


  
    Functions
  


    
      
        broadcast_content_language_changed(new_language)

      


        Broadcast that content language setting was changed.



    


    
      
        broadcast_setting_changed(key, value)

      


        Broadcast that any setting was changed (generic).



    


    
      
        subscribe_to_settings()

      


        Subscribe to settings change events.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_content_language_changed(new_language)



        
          
        

    

  


  

Broadcast that content language setting was changed.

  



  
    
      
    
    
      broadcast_setting_changed(key, value)



        
          
        

    

  


  

Broadcast that any setting was changed (generic).

  



  
    
      
    
    
      subscribe_to_settings()



        
          
        

    

  


  

Subscribe to settings change events.

  


        

      


  

    
PhoenixKit.Settings.Setting 
    



      
Setting schema for PhoenixKit system settings.
This schema defines system-wide settings that can be configured through
the admin panel. Settings are stored as key-value pairs with timestamps.
Fields
	key: Setting identifier (unique, required)
	value: Setting value (string format, for simple settings)
	value_json: Setting value (JSONB format, for complex data structures)
	module: Module/feature identifier for organization (optional)
	date_added: When the setting was first created
	date_updated: When the setting was last modified

Value Storage Strategy
Settings can use either value (string) OR value_json (JSONB), but not both:
	Use value for simple string settings (themes, toggles, simple config)
	Use value_json for complex data (objects, arrays, nested structures)
	When both are present, value_json takes precedence

Default Settings
PhoenixKit includes three default system settings:
	time_zone: System timezone offset (default: "0" for UTC)
	date_format: Date display format (default: "Y-m-d")
	time_format: Time display format (default: "H:i" for 24-hour)

Usage Examples
# Create a simple string setting
%Setting{}
|> Setting.changeset(%{key: "theme", value: "dark"})
|> Repo.insert()

# Create a complex JSON setting
%Setting{}
|> Setting.changeset(%{key: "app_config", value_json: %{"theme" => "dark", "features" => ["auth", "admin"]}})
|> Repo.insert()

# Update existing setting
setting
|> Setting.changeset(%{value: "light"})
|> Repo.update()

      


      
        Summary


  
    Functions
  


    
      
        changeset(setting, attrs)

      


        Creates a changeset for setting creation and updates.



    


    
      
        update_changeset(setting, attrs)

      


        Creates a changeset for updating only the value field.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(setting, attrs)



        
          
        

    

  


  

Creates a changeset for setting creation and updates.
Validates that key and value are present and key is unique.
Automatically sets date_updated to current time on updates.

  



  
    
      
    
    
      update_changeset(setting, attrs)



        
          
        

    

  


  

Creates a changeset for updating only the value field.
This is used when updating existing settings through the admin panel.
Automatically updates the date_updated timestamp.

  


        

      


  

    
PhoenixKit.Settings.Setting.SettingsForm 
    



      
Settings form schema for PhoenixKit system settings validation.
This embedded schema provides validation for the settings form in the admin panel.
It handles validation for core system settings like timezone, date format, and time format.
Fields
	project_title: Application/project title
	site_url: Website URL for the application (optional)
	allow_registration: Allow public user registration (true/false)
	time_zone: System timezone offset (-12 to +12)
	date_format: Date display format (Y-m-d, m/d/Y, etc.)
	time_format: Time display format (H:i for 24-hour, h:i A for 12-hour)
	track_registration_geolocation: Enable IP geolocation tracking during registration (true/false)

Usage Examples
# Create a changeset for validation
%PhoenixKit.Settings.Setting.SettingsForm{}
|> PhoenixKit.Settings.Setting.SettingsForm.changeset(%{
  project_title: "My App",
  time_zone: "0", 
  date_format: "Y-m-d",
  time_format: "H:i"
})

# Validate existing settings
form_data = struct(PhoenixKit.Settings.Setting.SettingsForm, %{project_title: "My App", ...})
PhoenixKit.Settings.Setting.SettingsForm.changeset(form_data, %{time_zone: "+5"})

      


      
        Summary


  
    Functions
  


    
      
        changeset(form, attrs)

      


        Creates a changeset for settings form validation.



    





      


      
        Functions


        


  
    
      
    
    
      changeset(form, attrs)



        
          
        

    

  


  

Creates a changeset for settings form validation.
Validates that all required fields are present and have valid values.
Validations
	All fields are required
	project_title: 1-100 characters
	time_zone: Must be a valid timezone offset (-12 to +12)
	date_format: Must be one of the supported formats
	time_format: Must be one of the supported formats

Examples
iex> PhoenixKit.Settings.Setting.SettingsForm.changeset(%PhoenixKit.Settings.Setting.SettingsForm{}, %{project_title: "My App"})
%Ecto.Changeset{valid?: false} # Missing required fields

iex> valid_attrs = %{
...>   project_title: "My App",
...>   time_zone: "0",
...>   date_format: "Y-m-d", 
...>   time_format: "H:i"
...> }
iex> PhoenixKit.Settings.Setting.SettingsForm.changeset(%PhoenixKit.Settings.Setting.SettingsForm{}, valid_attrs)
%Ecto.Changeset{valid?: true}

  


        

      


  

    
PhoenixKit.Supervisor 
    



      
Supervisor for all PhoenixKit workers.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(init_arg)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start_link(init_arg)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.ThemeConfig 
    



      
Theme configuration utilities for PhoenixKit's DaisyUI integration.
This module centralises the theme metadata used across the admin UI so that
PhoenixKit and the consuming application stay in sync. Updating or adding a
theme requires changing this module and the shared CSS asset only.

      


      
        Summary


  
    Functions
  


    
      
        all_theme_names()

      


        Returns all theme names recognised by PhoenixKit.



    


    
      
        base_map()

      


        Returns a map of theme names to their base variant ("light" or "dark").



    


    
      
        custom_theme_css()

      


        Returns the custom PhoenixKit theme definitions as a CSS string.



    


    
      
        custom_theme_variables()

      


        Returns the raw custom theme variable map.



    


    
      
        default_html_theme()

      


        Returns the initial theme applied to the <html> element on first render.



    


    
      
        default_theme()

      


        Returns the logical default theme name stored in the user's preferences.



    


    
      
        dropdown_themes()

      


        Returns the ordered list of themes displayed in dropdown selectors.



    


    
      
        get_theme()

      


        Fetches the current theme (alias for default_theme/0).



    


    
      
        label_map()

      


        Returns a map of theme names to user-facing labels.



    


    
      
        modern_css_variables()

      


        Returns modern CSS variables for the theme system.



    


    
      
        slider_primary_map()

      


        Returns the theme slot metadata used by slider buttons.



    


    
      
        slider_primary_theme(group)

      


        Returns the canonical theme dispatched when a slider button is pressed.



    


    
      
        slider_target_map()

      


        Returns the slider target configuration map with string keys.
Suitable for encoding to JSON for client-side usage.



    


    
      
        slider_targets(group)

      


        Returns the list of target aliases used by the slider buttons for the given
group ("system", "light", or "dark").



    


    
      
        theme_data_attributes()

      


        Returns theme data attributes for HTML elements.



    


    
      
        theme_enabled?()

      


        Returns true when the theme system is enabled for PhoenixKit.



    





      


      
        Functions


        


  
    
      
    
    
      all_theme_names()



        
          
        

    

  


  

Returns all theme names recognised by PhoenixKit.

  



  
    
      
    
    
      base_map()



        
          
        

    

  


  

Returns a map of theme names to their base variant ("light" or "dark").

  



  
    
      
    
    
      custom_theme_css()



        
          
        

    

  


  

Returns the custom PhoenixKit theme definitions as a CSS string.
Only custom PhoenixKit themes are included here; DaisyUI-built themes are
shipped with the DaisyUI plugin.

  



  
    
      
    
    
      custom_theme_variables()



        
          
        

    

  


  

Returns the raw custom theme variable map.

  



  
    
      
    
    
      default_html_theme()



        
          
        

    

  


  

Returns the initial theme applied to the <html> element on first render.

  



  
    
      
    
    
      default_theme()



        
          
        

    

  


  

Returns the logical default theme name stored in the user's preferences.

  



  
    
      
    
    
      dropdown_themes()



        
          
        

    

  


  

Returns the ordered list of themes displayed in dropdown selectors.

  



  
    
      
    
    
      get_theme()



        
          
        

    

  


  

Fetches the current theme (alias for default_theme/0).

  



  
    
      
    
    
      label_map()



        
          
        

    

  


  

Returns a map of theme names to user-facing labels.

  



  
    
      
    
    
      modern_css_variables()



        
          
        

    

  


  

Returns modern CSS variables for the theme system.
Currently unused but kept for backwards compatibility with previous helper
implementations.

  



  
    
      
    
    
      slider_primary_map()



        
          
        

    

  


  

Returns the theme slot metadata used by slider buttons.

  



  
    
      
    
    
      slider_primary_theme(group)



        
          
        

    

  


  

Returns the canonical theme dispatched when a slider button is pressed.

  



  
    
      
    
    
      slider_target_map()



        
          
        

    

  


  

Returns the slider target configuration map with string keys.
Suitable for encoding to JSON for client-side usage.

  



  
    
      
    
    
      slider_targets(group)



        
          
        

    

  


  

Returns the list of target aliases used by the slider buttons for the given
group ("system", "light", or "dark").

  



  
    
      
    
    
      theme_data_attributes()



        
          
        

    

  


  

Returns theme data attributes for HTML elements.

  



  
    
      
    
    
      theme_enabled?()



        
          
        

    

  


  

Returns true when the theme system is enabled for PhoenixKit.
Defaults to true but can be overridden via config :phoenix_kit, :theme_enabled.

  


        

      


  

    
PhoenixKit.Users.Auth 
    



      
The Auth context for user authentication and management.
This module provides functions for user registration, authentication, password management,
and email confirmation. It serves as the main interface for all user-related operations
in PhoenixKit.
Core Functions
User Registration and Authentication
	register_user/1 - Register a new user with email and password
	get_user_by_email_and_password/2 - Authenticate user credentials
	get_user_by_email/1 - Find user by email address

Password Management
	change_user_password/2 - Update user password
	reset_user_password/2 - Reset password with token
	deliver_user_reset_password_instructions/1 - Send password reset email

Email Confirmation
	deliver_user_confirmation_instructions/1 - Send confirmation email
	confirm_user/1 - Confirm user account with token
	update_user_email/2 - Change user email with confirmation

Session Management
	generate_user_session_token/1 - Create session token for login
	get_user_by_session_token/1 - Get user from session token
	delete_user_session_token/1 - Logout user session

Usage Examples
# Register a new user
{:ok, user} = PhoenixKit.Users.Auth.register_user(%{
  email: "user@example.com",
  password: "secure_password123"
})

# Authenticate user
case PhoenixKit.Users.Auth.get_user_by_email_and_password(email, password) do
  %User{} = user -> {:ok, user}
  nil -> {:error, :invalid_credentials}
end

# Send confirmation email
PhoenixKit.Users.Auth.deliver_user_confirmation_instructions(user)
Security Features
	Passwords are hashed using bcrypt
	Email confirmation prevents unauthorized account creation
	Session tokens provide secure authentication
	Password reset tokens expire for security
	All sensitive operations are logged


      


      
        Summary


  
    Functions
  


    
      
        admin_confirm_user(user)

      


        Manually confirms a user account (admin function).



    


    
      
        admin_unconfirm_user(user)

      


        Manually unconfirms a user account (admin function).



    


    
      
        admin_update_user_password(user, attrs)

      


        Updates the user password as an admin (bypasses current password validation).



    


    
      
        apply_user_email(user, password, attrs)

      


        Emulates that the email will change without actually changing
it in the database.



    


    
      
        assign_role(user, role_name, assigned_by \\ nil, opts \\ [])

      


        Assigns a role to a user.



    


    
      
        assign_roles_to_existing_users(opts \\ [])

      


        Assigns roles to existing users who don't have any PhoenixKit roles.



    


    
      
        change_user_email(user, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for changing the user email.



    


    
      
        change_user_password(user, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for changing the user password.



    


    
      
        change_user_profile(user, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for changing the user profile.



    


    
      
        change_user_registration(user, attrs \\ %{})

      


        Returns an %Ecto.Changeset{} for tracking user changes.



    


    
      
        confirm_user(token)

      


        Confirms a user by the given token.



    


    
      
        delete_all_user_session_tokens(user)

      


        Deletes all session tokens for the given user.



    


    
      
        delete_user_custom_field(user, key)

      


        Deletes a specific custom field for a user.



    


    
      
        delete_user_session_token(token)

      


        Deletes the signed token with the given context.



    


    
      
        deliver_user_confirmation_instructions(user, confirmation_url_fun)

      


        Delivers the confirmation email instructions to the given user.



    


    
      
        deliver_user_reset_password_instructions(user, reset_password_url_fun)

      


        Delivers the reset password email to the given user.



    


    
      
        deliver_user_update_email_instructions(user, current_email, update_email_url_fun)

      


        Delivers the update email instructions to the given user.



    


    
      
        demote_to_user(user)

      


        Demotes an admin user to regular user role.



    


    
      
        generate_user_session_token(user)

      


        Generates a session token.



    


    
      
        get_all_user_session_tokens(user)

      


        Gets all active session tokens for the given user.



    


    
      
        get_role_stats()

      


        Gets role statistics for dashboard display.



    


    
      
        get_user(id)

      


        Gets a single user.



    


    
      
        get_user!(id)

      


        Gets a single user.



    


    
      
        get_user_by_email(email)

      


        Gets a user by email.



    


    
      
        get_user_by_email_and_password(email, password)

      


        Gets a user by email and password.



    


    
      
        get_user_by_reset_password_token(token)

      


        Gets the user by reset password token.



    


    
      
        get_user_by_session_token(token)

      


        Gets the user with the given signed token.



    


    
      
        get_user_custom_field(user, key)

      


        Gets a specific custom field value for a user.



    


    
      
        get_user_field(user, field)

      


        Gets a user field value from either schema fields or custom fields.



    


    
      
        get_user_for_selection(user_id)

      


        Gets a user by ID with minimal fields for selection interfaces.



    


    
      
        get_user_roles(user)

      


        Gets all active roles for a user.



    


    
      
        get_user_with_roles(id)

      


        Gets a user by ID with preloaded roles.



    


    
      
        list_roles()

      


        Lists all roles.



    


    
      
        list_users_paginated(opts \\ [])

      


        Lists users with pagination and optional role filtering.



    


    
      
        promote_to_admin(user, assigned_by \\ nil)

      


        Promotes a user to admin role.



    


    
      
        register_user(attrs)

      


        Registers a user with automatic role assignment.



    


    
      
        register_user_with_geolocation(attrs, ip_address)

      


        Registers a user with IP geolocation data.



    


    
      
        remove_role(user, role_name, opts \\ [])

      


        Removes a role from a user.



    


    
      
        reset_user_password(user, attrs)

      


        Resets the user password.



    


    
      
        search_users(search_term)

      


        Searches users by email or name for selection interfaces.



    


    
      
        set_user_custom_field(user, key, value)

      


        Sets a specific custom field value for a user.



    


    
      
        toggle_user_confirmation(user)

      


        Toggles user confirmation status (admin function).



    


    
      
        update_user_custom_fields(user, custom_fields)

      


        Updates user custom fields.



    


    
      
        update_user_email(user, token)

      


        Updates the user email using the given token.



    


    
      
        update_user_password(user, password, attrs)

      


        Updates the user password.



    


    
      
        update_user_profile(user, attrs)

      


        Updates a user's profile information.



    


    
      
        update_user_status(user, attrs)

      


        Updates user status with Owner protection.



    


    
      
        user_has_role?(user, role_name)

      


        Checks if a user has a specific role.



    


    
      
        users_with_role(role_name)

      


        Gets all users who have a specific role.



    





      


      
        Functions


        


  
    
      
    
    
      admin_confirm_user(user)



        
          
        

    

  


  

Manually confirms a user account (admin function).
Examples
iex> admin_confirm_user(user)
{:ok, %User{}}

iex> admin_confirm_user(invalid_user)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      admin_unconfirm_user(user)



        
          
        

    

  


  

Manually unconfirms a user account (admin function).
Examples
iex> admin_unconfirm_user(user)
{:ok, %User{}}

iex> admin_unconfirm_user(invalid_user)
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      admin_update_user_password(user, attrs)



        
          
        

    

  


  

Updates the user password as an admin (bypasses current password validation).
Examples
iex> admin_update_user_password(user, %{password: "new_password", password_confirmation: "new_password"})
{:ok, %User{}}

iex> admin_update_user_password(user, %{password: "short"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      apply_user_email(user, password, attrs)



        
          
        

    

  


  

Emulates that the email will change without actually changing
it in the database.
Examples
iex> apply_user_email(user, "valid password", %{email: ...})
{:ok, %User{}}

iex> apply_user_email(user, "invalid password", %{email: ...})
{:error, %Ecto.Changeset{}}

  



    

    

  
    
      
    
    
      assign_role(user, role_name, assigned_by \\ nil, opts \\ [])



        
          
        

    

  


  

Assigns a role to a user.
Examples
iex> assign_role(user, "Admin")
{:ok, %RoleAssignment{}}

iex> assign_role(user, "Admin", assigned_by_user)
{:ok, %RoleAssignment{}}

iex> assign_role(user, "NonexistentRole")
{:error, :role_not_found}

  



    

  
    
      
    
    
      assign_roles_to_existing_users(opts \\ [])



        
          
        

    

  


  

Assigns roles to existing users who don't have any PhoenixKit roles.
This is useful for migration scenarios where PhoenixKit is installed
into an existing application with users.
Examples
iex> assign_roles_to_existing_users()
{:ok, %{assigned_owner: 1, assigned_users: 5, total_processed: 6}}

  



    

  
    
      
    
    
      change_user_email(user, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for changing the user email.
Examples
iex> change_user_email(user)
%Ecto.Changeset{data: %User{}}

  



    

  
    
      
    
    
      change_user_password(user, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for changing the user password.
Examples
iex> change_user_password(user)
%Ecto.Changeset{data: %User{}}

  



    

  
    
      
    
    
      change_user_profile(user, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for changing the user profile.
Examples
iex> change_user_profile(user)
%Ecto.Changeset{data: %User{}}

  



    

  
    
      
    
    
      change_user_registration(user, attrs \\ %{})



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking user changes.
Examples
iex> change_user_registration(user)
%Ecto.Changeset{data: %User{}}

  



  
    
      
    
    
      confirm_user(token)



        
          
        

    

  


  

Confirms a user by the given token.
If the token matches, the user account is marked as confirmed
and the token is deleted.

  



  
    
      
    
    
      delete_all_user_session_tokens(user)



        
          
        

    

  


  

Deletes all session tokens for the given user.
This function is useful when you need to force logout a user from all sessions,
for example when their roles change and they need fresh authentication.

  



  
    
      
    
    
      delete_user_custom_field(user, key)



        
          
        

    

  


  

Deletes a specific custom field for a user.
Removes the key from the custom_fields map.
Examples
iex> delete_user_custom_field(user, "phone")
{:ok, %User{}}

  



  
    
      
    
    
      delete_user_session_token(token)



        
          
        

    

  


  

Deletes the signed token with the given context.

  



  
    
      
    
    
      deliver_user_confirmation_instructions(user, confirmation_url_fun)



        
          
        

    

  


  

Delivers the confirmation email instructions to the given user.
Examples
iex> deliver_user_confirmation_instructions(user, &PhoenixKit.Utils.Routes.url("/users/confirm/#{&1}"))
{:ok, %{to: ..., body: ...}}

iex> deliver_user_confirmation_instructions(confirmed_user, &PhoenixKit.Utils.Routes.url("/users/confirm/#{&1}"))
{:error, :already_confirmed}

  



  
    
      
    
    
      deliver_user_reset_password_instructions(user, reset_password_url_fun)



        
          
        

    

  


  

Delivers the reset password email to the given user.
Examples
iex> deliver_user_reset_password_instructions(user, &PhoenixKit.Utils.Routes.url("/users/reset-password/#{&1}"))
{:ok, %{to: ..., body: ...}}

  



  
    
      
    
    
      deliver_user_update_email_instructions(user, current_email, update_email_url_fun)



        
          
        

    

  


  

Delivers the update email instructions to the given user.
Examples
iex> deliver_user_update_email_instructions(user, current_email, &PhoenixKit.Utils.Routes.url("/users/settings/confirm_email/#{&1}"))
{:ok, %{to: ..., body: ...}}

  



  
    
      
    
    
      demote_to_user(user)



        
          
        

    

  


  

Demotes an admin user to regular user role.
Examples
iex> demote_to_user(user)
{:ok, %RoleAssignment{}}

  



  
    
      
    
    
      generate_user_session_token(user)



        
          
        

    

  


  

Generates a session token.

  



  
    
      
    
    
      get_all_user_session_tokens(user)



        
          
        

    

  


  

Gets all active session tokens for the given user.
This is useful for finding all active sessions to broadcast logout messages.

  



  
    
      
    
    
      get_role_stats()



        
          
        

    

  


  

Gets role statistics for dashboard display.
Examples
iex> get_role_stats()
%{
  total_users: 10,
  owner_count: 1,
  admin_count: 2,
  user_count: 7
}

  



  
    
      
    
    
      get_user(id)



        
          
        

    

  


  

Gets a single user.
Returns nil if the user does not exist.
Examples
iex> get_user(123)
%User{}

iex> get_user(456)
nil

  



  
    
      
    
    
      get_user!(id)



        
          
        

    

  


  

Gets a single user.
Raises Ecto.NoResultsError if the User does not exist.
Examples
iex> get_user!(123)
%User{}

iex> get_user!(456)
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_user_by_email(email)



        
          
        

    

  


  

Gets a user by email.
Examples
iex> get_user_by_email("foo@example.com")
%User{}

iex> get_user_by_email("unknown@example.com")
nil

  



  
    
      
    
    
      get_user_by_email_and_password(email, password)



        
          
        

    

  


  

Gets a user by email and password.
Examples
iex> get_user_by_email_and_password("foo@example.com", "correct_password")
%User{}

iex> get_user_by_email_and_password("foo@example.com", "invalid_password")
nil

  



  
    
      
    
    
      get_user_by_reset_password_token(token)



        
          
        

    

  


  

Gets the user by reset password token.
Examples
iex> get_user_by_reset_password_token("validtoken")
%User{}

iex> get_user_by_reset_password_token("invalidtoken")
nil

  



  
    
      
    
    
      get_user_by_session_token(token)



        
          
        

    

  


  

Gets the user with the given signed token.

  



  
    
      
    
    
      get_user_custom_field(user, key)



        
          
        

    

  


  

Gets a specific custom field value for a user.
Returns the value if the key exists, or nil otherwise.
Examples
iex> get_user_custom_field(user, "phone")
"555-1234"

iex> get_user_custom_field(user, "nonexistent")
nil

  



  
    
      
    
    
      get_user_field(user, field)



        
          
        

    

  


  

Gets a user field value from either schema fields or custom fields.
This unified accessor provides O(1) performance by checking struct fields
first using Map.has_key?/2, then falling back to custom_fields JSONB.
Certain sensitive fields are excluded for security:
	password, current_password (virtual fields)
	hashed_password (use authentication functions instead)

Examples
# Standard schema fields (O(1) struct access)
iex> get_user_field(user, "email")
"user@example.com"

iex> get_user_field(user, :first_name)
"John"

# Custom fields (O(1) JSONB lookup)
iex> get_user_field(user, "phone")
"555-1234"

# Nonexistent returns nil
iex> get_user_field(user, "nonexistent")
nil

# Excluded sensitive fields return nil
iex> get_user_field(user, "hashed_password")
nil
Performance
	Standard fields: ~0.5μs (direct struct access)
	Custom fields: ~1-2μs (JSONB lookup)
	No performance penalty from checking both locations


  



  
    
      
    
    
      get_user_for_selection(user_id)



        
          
        

    

  


  

Gets a user by ID with minimal fields for selection interfaces.
Returns a user map with id, email, first_name, and last_name fields.
Returns nil if user is not found.
Examples
iex> PhoenixKit.Users.Auth.get_user_for_selection(123)
%{id: 123, email: "user@example.com", first_name: "John", last_name: "Doe"}

iex> PhoenixKit.Users.Auth.get_user_for_selection(999)
nil

  



  
    
      
    
    
      get_user_roles(user)



        
          
        

    

  


  

Gets all active roles for a user.
Examples
iex> get_user_roles(user)
["Admin", "User"]

iex> get_user_roles(user_with_no_roles)
[]

  



  
    
      
    
    
      get_user_with_roles(id)



        
          
        

    

  


  

Gets a user by ID with preloaded roles.
Examples
iex> get_user_with_roles(123)
%User{roles: [%Role{}, %Role{}]}

iex> get_user_with_roles(999)
nil

  



  
    
      
    
    
      list_roles()



        
          
        

    

  


  

Lists all roles.
Examples
iex> list_roles()
[%Role{}, %Role{}, %Role{}]

  



    

  
    
      
    
    
      list_users_paginated(opts \\ [])



        
          
        

    

  


  

Lists users with pagination and optional role filtering.
Examples
iex> list_users_paginated(page: 1, page_size: 10)
%{users: [%User{}], total_count: 50, total_pages: 5}

iex> list_users_paginated(page: 1, page_size: 10, role: "Admin")
%{users: [%User{}], total_count: 3, total_pages: 1}

  



    

  
    
      
    
    
      promote_to_admin(user, assigned_by \\ nil)



        
          
        

    

  


  

Promotes a user to admin role.
Examples
iex> promote_to_admin(user)
{:ok, %RoleAssignment{}}

iex> promote_to_admin(user, assigned_by_user)
{:ok, %RoleAssignment{}}

  



  
    
      
    
    
      register_user(attrs)



        
          
        

    

  


  

Registers a user with automatic role assignment.
Role assignment is handled by Elixir application logic:
	First user receives Owner role
	Subsequent users receive User role
	Uses database transactions to prevent race conditions

Examples
iex> register_user(%{field: value})
{:ok, %User{}}

iex> register_user(%{field: bad_value})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      register_user_with_geolocation(attrs, ip_address)



        
          
        

    

  


  

Registers a user with IP geolocation data.
This function attempts to look up geographical location information
based on the provided IP address and includes it in the user registration.
If geolocation lookup fails, the user is still registered with just the IP address.
Examples
iex> register_user_with_geolocation(%{email: "user@example.com", password: "password"}, "192.168.1.1")
{:ok, %User{registration_ip: "192.168.1.1", registration_country: "United States"}}

iex> register_user_with_geolocation(%{email: "invalid"}, "192.168.1.1")
{:error, %Ecto.Changeset{}}

  



    

  
    
      
    
    
      remove_role(user, role_name, opts \\ [])



        
          
        

    

  


  

Removes a role from a user.
Examples
iex> remove_role(user, "Admin")
{:ok, %RoleAssignment{}}

iex> remove_role(user, "NonexistentRole")
{:error, :assignment_not_found}

  



  
    
      
    
    
      reset_user_password(user, attrs)



        
          
        

    

  


  

Resets the user password.
Examples
iex> reset_user_password(user, %{password: "new long password", password_confirmation: "new long password"})
{:ok, %User{}}

iex> reset_user_password(user, %{password: "valid", password_confirmation: "not the same"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      search_users(search_term)



        
          
        

    

  


  

Searches users by email or name for selection interfaces.
Returns a list of users matching the search term, limited to 10 results
for performance. Useful for autocomplete/typeahead interfaces.
Examples
iex> PhoenixKit.Users.Auth.search_users("john")
[%User{email: "john@example.com", first_name: "John"}, ...]

iex> PhoenixKit.Users.Auth.search_users("")
[]

  



  
    
      
    
    
      set_user_custom_field(user, key, value)



        
          
        

    

  


  

Sets a specific custom field value for a user.
Updates a single key in the custom_fields map while preserving other fields.
Examples
iex> set_user_custom_field(user, "phone", "555-1234")
{:ok, %User{}}

iex> set_user_custom_field(user, "department", "Product")
{:ok, %User{}}

  



  
    
      
    
    
      toggle_user_confirmation(user)



        
          
        

    

  


  

Toggles user confirmation status (admin function).
Examples
iex> toggle_user_confirmation(confirmed_user)
{:ok, %User{confirmed_at: nil}}

iex> toggle_user_confirmation(unconfirmed_user)
{:ok, %User{confirmed_at: ~N[2023-01-01 12:00:00]}}

  



  
    
      
    
    
      update_user_custom_fields(user, custom_fields)



        
          
        

    

  


  

Updates user custom fields.
Custom fields are stored as JSONB and can contain arbitrary key-value pairs
for extending user data without schema changes.
Examples
iex> update_user_custom_fields(user, %{"phone" => "555-1234", "department" => "Engineering"})
{:ok, %User{}}

iex> update_user_custom_fields(user, "invalid")
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_user_email(user, token)



        
          
        

    

  


  

Updates the user email using the given token.
If the token matches, the user email is updated and the token is deleted.
The confirmed_at date is also updated to the current time.

  



  
    
      
    
    
      update_user_password(user, password, attrs)



        
          
        

    

  


  

Updates the user password.
Examples
iex> update_user_password(user, "valid password", %{password: ...})
{:ok, %User{}}

iex> update_user_password(user, "invalid password", %{password: ...})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_user_profile(user, attrs)



        
          
        

    

  


  

Updates a user's profile information.
Examples
iex> update_user_profile(user, %{first_name: "John", last_name: "Doe"})
{:ok, %User{}}

iex> update_user_profile(user, %{first_name: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      update_user_status(user, attrs)



        
          
        

    

  


  

Updates user status with Owner protection.
Prevents deactivation of the last Owner to maintain system security.
Parameters
	user: User to update
	attrs: Status attributes (typically %{"is_active" => true/false})

Examples
iex> update_user_status(user, %{"is_active" => false})
{:ok, %User{}}

iex> update_user_status(last_owner, %{"is_active" => false})
{:error, :cannot_deactivate_last_owner}

  



  
    
      
    
    
      user_has_role?(user, role_name)



        
          
        

    

  


  

Checks if a user has a specific role.
Examples
iex> user_has_role?(user, "Admin")
true

iex> user_has_role?(user, "Owner")
false

  



  
    
      
    
    
      users_with_role(role_name)



        
          
        

    

  


  

Gets all users who have a specific role.
Examples
iex> users_with_role("Admin")
[%User{}, %User{}]

iex> users_with_role("NonexistentRole")
[]

  


        

      


  

    
PhoenixKit.Users.Auth.Scope 
    



      
Scope module for encapsulating PhoenixKit authentication state.
This module provides a structured way to handle user authentication context
throughout your Phoenix application, similar to Phoenix's built-in authentication
patterns but with PhoenixKit prefixing to avoid conflicts.
Usage
# Create scope for authenticated user
scope = Scope.for_user(user)

# Create scope for anonymous user
scope = Scope.for_user(nil)

# Check authentication status
Scope.authenticated?(scope)  # true or false

# Get user information
Scope.user(scope)        # %User{} or nil
Scope.user_id(scope)     # user.id or nil
Scope.user_email(scope)  # user.email or nil
Struct Fields
	:user - The current user struct or nil
	:authenticated? - Boolean indicating if user is authenticated


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        admin?(scope)

      


        Checks if the user is an admin or owner.



    


    
      
        anonymous?(scope)

      


        Checks if the scope represents an anonymous (non-authenticated) user.



    


    
      
        authenticated?(scope)

      


        Checks if the scope represents an authenticated user.



    


    
      
        for_user(user)

      


        Creates a new scope for the given user.



    


    
      
        has_role?(scope, role_name)

      


        Checks if the user has a specific role.



    


    
      
        owner?(scope)

      


        Checks if the user is an owner.



    


    
      
        to_map(scope)

      


        Converts scope to a map for debugging or logging purposes.



    


    
      
        user(scope)

      


        Gets the user from the scope.



    


    
      
        user_active?(scope)

      


        Checks if the user is active.



    


    
      
        user_email(scope)

      


        Gets the user email from the scope.



    


    
      
        user_full_name(scope)

      


        Gets the user's full name.



    


    
      
        user_id(scope)

      


        Gets the user ID from the scope.



    


    
      
        user_roles(scope)

      


        Gets all roles for the user.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Users.Auth.Scope{
  authenticated?: boolean(),
  cached_roles: [String.t()] | nil,
  user: PhoenixKit.Users.Auth.User.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      admin?(scope)



        
          
        

    

  


  

      

          @spec admin?(t()) :: boolean()


      


Checks if the user is an admin or owner.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.admin?(scope)
true

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.admin?(scope)
false

  



  
    
      
    
    
      anonymous?(scope)



        
          
        

    

  


  

      

          @spec anonymous?(t()) :: boolean()


      


Checks if the scope represents an anonymous (non-authenticated) user.
Examples
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.anonymous?(scope)
true

iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.anonymous?(scope)
false

  



  
    
      
    
    
      authenticated?(scope)



        
          
        

    

  


  

      

          @spec authenticated?(t()) :: boolean()


      


Checks if the scope represents an authenticated user.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.authenticated?(scope)
true

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.authenticated?(scope)
false

  



  
    
      
    
    
      for_user(user)



        
          
        

    

  


  

      

          @spec for_user(PhoenixKit.Users.Auth.User.t() | nil) :: t()


      


Creates a new scope for the given user.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1, email: "user@example.com"}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> scope.authenticated?
true
iex> scope.user.email
"user@example.com"

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> scope.authenticated?
false
iex> scope.user
nil

  



  
    
      
    
    
      has_role?(scope, role_name)



        
          
        

    

  


  

      

          @spec has_role?(t(), String.t()) :: boolean()


      


Checks if the user has a specific role.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.has_role?(scope, "Admin")
true

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.has_role?(scope, "Admin")
false

  



  
    
      
    
    
      owner?(scope)



        
          
        

    

  


  

      

          @spec owner?(t()) :: boolean()


      


Checks if the user is an owner.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.owner?(scope)
true

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.owner?(scope)
false

  



  
    
      
    
    
      to_map(scope)



        
          
        

    

  


  

      

          @spec to_map(t()) :: map()


      


Converts scope to a map for debugging or logging purposes.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1, email: "user@example.com"}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.to_map(scope)
%{
  authenticated?: true,
  user_id: 1,
  user_email: "user@example.com",
  user_roles: ["Admin", "User"],
  owner?: false,
  admin?: true
}

  



  
    
      
    
    
      user(scope)



        
          
        

    

  


  

      

          @spec user(t()) :: PhoenixKit.Users.Auth.User.t() | nil


      


Gets the user from the scope.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1, email: "user@example.com"}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user(scope)
%PhoenixKit.Users.Auth.User{id: 1, email: "user@example.com"}

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user(scope)
nil

  



  
    
      
    
    
      user_active?(scope)



        
          
        

    

  


  

      

          @spec user_active?(t()) :: boolean()


      


Checks if the user is active.
Examples
iex> user = %PhoenixKit.Users.Auth.User{is_active: true}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user_active?(scope)
true

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user_active?(scope)
false

  



  
    
      
    
    
      user_email(scope)



        
          
        

    

  


  

      

          @spec user_email(t()) :: String.t() | nil


      


Gets the user email from the scope.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1, email: "user@example.com"}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user_email(scope)
"user@example.com"

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user_email(scope)
nil

  



  
    
      
    
    
      user_full_name(scope)



        
          
        

    

  


  

      

          @spec user_full_name(t()) :: String.t() | nil


      


Gets the user's full name.
Examples
iex> user = %PhoenixKit.Users.Auth.User{first_name: "John", last_name: "Doe"}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user_full_name(scope)
"John Doe"

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user_full_name(scope)
nil

  



  
    
      
    
    
      user_id(scope)



        
          
        

    

  


  

      

          @spec user_id(t()) :: integer() | nil


      


Gets the user ID from the scope.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 123}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user_id(scope)
123

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user_id(scope)
nil

  



  
    
      
    
    
      user_roles(scope)



        
          
        

    

  


  

      

          @spec user_roles(t()) :: [String.t()]


      


Gets all roles for the user.
Examples
iex> user = %PhoenixKit.Users.Auth.User{id: 1}
iex> scope = PhoenixKit.Users.Auth.Scope.for_user(user)
iex> PhoenixKit.Users.Auth.Scope.user_roles(scope)
["Admin", "User"]

iex> scope = PhoenixKit.Users.Auth.Scope.for_user(nil)
iex> PhoenixKit.Users.Auth.Scope.user_roles(scope)
[]

  


        

      


  

    
PhoenixKit.Users.Auth.User 
    



      
User schema for PhoenixKit authentication system.
This schema defines the core user entity with email-based authentication and account management features.
Fields
	email: User's email address (unique, required for authentication)
	password: Virtual field for password input (redacted in logs)
	hashed_password: Bcrypt-hashed password stored in database (redacted)
	current_password: Virtual field for password confirmation (redacted)
	confirmed_at: Timestamp when email was confirmed (nil for unconfirmed accounts)

Security Features
	Password hashing with bcrypt
	Email uniqueness enforcement
	Password strength validation
	Sensitive field redaction in logs
	Email confirmation workflow support


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        admin?(user)

      


        Checks if a user is an admin or owner.



    


    
      
        confirm_changeset(user)

      


        Confirms the account by setting confirmed_at.



    


    
      
        custom_fields_changeset(user, attrs)

      


        A user changeset for updating custom fields.



    


    
      
        email_changeset(user, attrs, opts \\ [])

      


        A user changeset for changing the email.



    


    
      
        excluded_fields()

      


        Returns list of fields excluded from get_user_field for security.



    


    
      
        full_name(user)

      


        Gets the user's full name by combining first and last name.



    


    
      
        generate_username_from_email(email)

      


        Generate a username from an email address.



    


    
      
        get_roles(user)

      


        Gets all roles for a user.



    


    
      
        has_role?(user, role_name)

      


        Checks if a user has a specific role.



    


    
      
        owner?(user)

      


        Checks if a user is an owner.



    


    
      
        password_changeset(user, attrs, opts \\ [])

      


        A user changeset for changing the password.



    


    
      
        profile_changeset(user, attrs, opts \\ [])

      


        A user changeset for updating profile information.



    


    
      
        registration_changeset(user, attrs, opts \\ [])

      


        A user changeset for registration.



    


    
      
        status_changeset(user, attrs)

      


        A user changeset for updating active status.



    


    
      
        timezone_changeset(user, attrs)

      


        A user changeset for updating timezone preference.



    


    
      
        unconfirm_changeset(user)

      


        Unconfirms the account by setting confirmed_at to nil.



    


    
      
        valid_password?(arg1, password)

      


        Verifies the password.



    


    
      
        validate_current_password(changeset, password)

      


        Validates the current password otherwise adds an error to the changeset.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Users.Auth.User{
  __meta__: term(),
  confirmed_at: NaiveDateTime.t() | nil,
  current_password: String.t() | nil,
  custom_fields: map() | nil,
  email: String.t(),
  first_name: String.t() | nil,
  hashed_password: String.t(),
  id: integer() | nil,
  inserted_at: NaiveDateTime.t(),
  is_active: boolean(),
  last_name: String.t() | nil,
  password: String.t() | nil,
  registration_city: String.t() | nil,
  registration_country: String.t() | nil,
  registration_ip: String.t() | nil,
  registration_region: String.t() | nil,
  role_assignments: term(),
  roles: term(),
  updated_at: NaiveDateTime.t(),
  user_timezone: String.t() | nil,
  username: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      admin?(user)



        
          
        

    

  


  

Checks if a user is an admin or owner.
Examples
iex> admin?(user)
true

  



  
    
      
    
    
      confirm_changeset(user)



        
          
        

    

  


  

Confirms the account by setting confirmed_at.

  



  
    
      
    
    
      custom_fields_changeset(user, attrs)



        
          
        

    

  


  

A user changeset for updating custom fields.
Custom fields are stored as JSONB and can contain arbitrary key-value pairs.
Examples
iex> custom_fields_changeset(user, %{custom_fields: %{"phone" => "555-1234"}})
%Ecto.Changeset{valid?: true}

iex> custom_fields_changeset(user, %{custom_fields: "invalid"})
%Ecto.Changeset{valid?: false}

  



    

  
    
      
    
    
      email_changeset(user, attrs, opts \\ [])



        
          
        

    

  


  

A user changeset for changing the email.
It requires the email to change otherwise an error is added.

  



  
    
      
    
    
      excluded_fields()



        
          
        

    

  


  

Returns list of fields excluded from get_user_field for security.
These fields contain sensitive or internal data and should not be
accessed via the generic field accessor.
Examples
iex> excluded_fields()
[:password, :current_password, :hashed_password, :__meta__, :__struct__]

  



  
    
      
    
    
      full_name(user)



        
          
        

    

  


  

Gets the user's full name by combining first and last name.
Examples
iex> full_name(%User{first_name: "John", last_name: "Doe"})
"John Doe"

iex> full_name(%User{first_name: "John", last_name: nil})
"John"

iex> full_name(%User{first_name: nil, last_name: nil})
nil

  



  
    
      
    
    
      generate_username_from_email(email)



        
          
        

    

  


  

Generate a username from an email address.
Takes the part before @ symbol, converts to lowercase, replaces dots with underscores,
and ensures it meets validation requirements.
Examples
iex> generate_username_from_email("john.doe@example.com")
"john_doe"

iex> generate_username_from_email("user@example.com")
"user"

  



  
    
      
    
    
      get_roles(user)



        
          
        

    

  


  

Gets all roles for a user.
Examples
iex> get_roles(user)
["Admin", "User"]

  



  
    
      
    
    
      has_role?(user, role_name)



        
          
        

    

  


  

Checks if a user has a specific role.
Examples
iex> has_role?(user, "Admin")
true

iex> has_role?(user, "Owner")
false

  



  
    
      
    
    
      owner?(user)



        
          
        

    

  


  

Checks if a user is an owner.
Examples
iex> owner?(user)
true

  



    

  
    
      
    
    
      password_changeset(user, attrs, opts \\ [])



        
          
        

    

  


  

A user changeset for changing the password.
Options
	:hash_password - Hashes the password so it can be stored securely
in the database and ensures the password field is cleared to prevent
leaks in the logs. If password hashing is not needed and clearing the
password field is not desired (like when using this changeset for
validations on a LiveView form), this option can be set to false.
Defaults to true.


  



    

  
    
      
    
    
      profile_changeset(user, attrs, opts \\ [])



        
          
        

    

  


  

A user changeset for updating profile information.
Options
	:validate_email - Validates the uniqueness of the email, in case
you don't want to validate the uniqueness of the email (like when
using this changeset for validations on a LiveView form before
submitting the form), this option can be set to false.
Defaults to true.


  



    

  
    
      
    
    
      registration_changeset(user, attrs, opts \\ [])



        
          
        

    

  


  

A user changeset for registration.
It is important to validate the length of both email and password.
Otherwise databases may truncate the email without warnings, which
could lead to unpredictable or insecure behaviour. Long passwords may
also be very expensive to hash for certain algorithms.
Options
	:hash_password - Hashes the password so it can be stored securely
in the database and ensures the password field is cleared to prevent
leaks in the logs. If password hashing is not needed and clearing the
password field is not desired (like when using this changeset for
validations on a LiveView form), this option can be set to false.
Defaults to true.

	:validate_email - Validates the uniqueness of the email, in case
you don't want to validate the uniqueness of the email (like when
using this changeset for validations on a LiveView form before
submitting the form), this option can be set to false.
Defaults to true.



  



  
    
      
    
    
      status_changeset(user, attrs)



        
          
        

    

  


  

A user changeset for updating active status.

  



  
    
      
    
    
      timezone_changeset(user, attrs)



        
          
        

    

  


  

A user changeset for updating timezone preference.
Examples
iex> timezone_changeset(user, %{"user_timezone" => "+5"})
%Ecto.Changeset{valid?: true}

iex> timezone_changeset(user, %{"user_timezone" => "invalid"})
%Ecto.Changeset{valid?: false}

  



  
    
      
    
    
      unconfirm_changeset(user)



        
          
        

    

  


  

Unconfirms the account by setting confirmed_at to nil.

  



  
    
      
    
    
      valid_password?(arg1, password)



        
          
        

    

  


  

Verifies the password.
If there is no user or the user doesn't have a password, we call
Bcrypt.no_user_verify/0 to avoid timing attacks.

  



  
    
      
    
    
      validate_current_password(changeset, password)



        
          
        

    

  


  

Validates the current password otherwise adds an error to the changeset.

  


        

      


  

    
PhoenixKit.Users.Auth.UserNotifier 
    



      
User notification system for PhoenixKit authentication workflows.
This module handles email delivery for user authentication and account management workflows,
including account confirmation, password reset, and email change notifications.
Email Types
	Confirmation instructions: Sent during user registration
	Password reset instructions: Sent when user requests password reset
	Email update instructions: Sent when user changes their email address

Configuration
Configure your mailer in your application config:
config :phoenix_kit, PhoenixKit.Mailer,
  adapter: Swoosh.Adapters.SMTP,
  # ... other adapter configuration
Customization
Override this module in your application to customize email templates
and delivery behavior while maintaining the same function signatures.

      


      
        Summary


  
    Functions
  


    
      
        deliver_confirmation_instructions(user, url)

      


        Deliver instructions to confirm account.



    


    
      
        deliver_magic_link_registration(user_or_email, url)

      


        Deliver magic link registration instructions.



    


    
      
        deliver_reset_password_instructions(user, url)

      


        Deliver instructions to reset a user password.



    


    
      
        deliver_update_email_instructions(user, url)

      


        Deliver instructions to update a user email.



    





      


      
        Functions


        


  
    
      
    
    
      deliver_confirmation_instructions(user, url)



        
          
        

    

  


  

Deliver instructions to confirm account.
Uses the 'register' template from the database if available,
falls back to hardcoded template if not found.

  



  
    
      
    
    
      deliver_magic_link_registration(user_or_email, url)



        
          
        

    

  


  

Deliver magic link registration instructions.
Uses the 'magic_link_registration' template from the database if available,
falls back to hardcoded template if not found.

  



  
    
      
    
    
      deliver_reset_password_instructions(user, url)



        
          
        

    

  


  

Deliver instructions to reset a user password.
Uses the 'reset_password' template from the database if available,
falls back to hardcoded template if not found.

  



  
    
      
    
    
      deliver_update_email_instructions(user, url)



        
          
        

    

  


  

Deliver instructions to update a user email.
Uses the 'update_email' template from the database if available,
falls back to hardcoded template if not found.

  


        

      


  

    
PhoenixKit.Users.Auth.UserToken 
    



      
User token schema for PhoenixKit authentication system.
This schema handles various types of tokens used for user authentication and verification:
Token Types
	Session tokens: For maintaining user sessions (60 days validity)
	Email confirmation tokens: For account verification (7 days validity)
	Password reset tokens: For secure password recovery (1 day validity)
	Email change tokens: For confirming new email addresses (7 days validity)
	Magic link tokens: For passwordless authentication (15 minutes validity)

Security Features
	Tokens are hashed using SHA256 before storage
	Different expiry policies for different token types
	Secure random token generation (32 bytes)
	Context-based token management for isolation


      


      
        Summary


  
    Functions
  


    
      
        build_email_token(user, context)

      


        Builds a token and its hash to be delivered to the user's email.



    


    
      
        build_email_token_for_context(email, context)

      


        Generates a token for email-based operations without requiring a user struct.



    


    
      
        build_session_token(user)

      


        Generates a token that will be stored in a signed place,
such as session or cookie. As they are signed, those
tokens do not need to be hashed.



    


    
      
        by_token_and_context_query(token, context)

      


        Returns the token struct for the given token value and context.



    


    
      
        by_user_and_contexts_query(user, contexts)

      


        Gets all tokens for the given user for the given contexts.



    


    
      
        verify_change_email_token_query(token, context)

      


        Checks if the token is valid and returns its underlying lookup query.



    


    
      
        verify_email_token_query(token, context)

      


        Checks if the token is valid and returns its underlying lookup query.



    


    
      
        verify_session_token_query(token)

      


        Checks if the token is valid and returns its underlying lookup query.



    





      


      
        Functions


        


  
    
      
    
    
      build_email_token(user, context)



        
          
        

    

  


  

Builds a token and its hash to be delivered to the user's email.
The non-hashed token is sent to the user email while the
hashed part is stored in the database. The original token cannot be reconstructed,
which means anyone with read-only access to the database cannot directly use
the token in the application to gain access. Furthermore, if the user changes
their email in the system, the tokens sent to the previous email are no longer
valid.
Users can easily adapt the existing code to provide other types of delivery methods,
for example, by phone numbers.

  



  
    
      
    
    
      build_email_token_for_context(email, context)



        
          
        

    

  


  

Generates a token for email-based operations without requiring a user struct.
This is useful for pre-registration flows like magic link registration where
the user doesn't exist yet.
Examples
iex> build_email_token_for_context("user@example.com", "magic_link_registration")
{"encoded_token", %UserToken{}}

  



  
    
      
    
    
      build_session_token(user)



        
          
        

    

  


  

Generates a token that will be stored in a signed place,
such as session or cookie. As they are signed, those
tokens do not need to be hashed.
The reason why we store session tokens in the database, even
though Phoenix already provides a session cookie, is because
Phoenix' default session cookies are not persisted, they are
simply signed and potentially encrypted. This means they are
valid indefinitely, unless you change the signing/encryption
salt.
Therefore, storing them allows individual user
sessions to be expired. The token system can also be extended
to store additional data, such as the device used for logging in.
You could then use this information to display all valid sessions
and devices in the UI and allow users to explicitly expire any
session they deem invalid.

  



  
    
      
    
    
      by_token_and_context_query(token, context)



        
          
        

    

  


  

Returns the token struct for the given token value and context.

  



  
    
      
    
    
      by_user_and_contexts_query(user, contexts)



        
          
        

    

  


  

Gets all tokens for the given user for the given contexts.

  



  
    
      
    
    
      verify_change_email_token_query(token, context)



        
          
        

    

  


  

Checks if the token is valid and returns its underlying lookup query.
The query returns the user found by the token, if any.
This is used to validate requests to change the user
email. It is different from verify_email_token_query/2 precisely because
verify_email_token_query/2 validates the email has not changed, which is
the starting point by this function.
The given token is valid if it matches its hashed counterpart in the
database and if it has not expired (after @change_email_validity_in_days).
The context must always start with "change:".

  



  
    
      
    
    
      verify_email_token_query(token, context)



        
          
        

    

  


  

Checks if the token is valid and returns its underlying lookup query.
The query returns the user found by the token, if any.
The given token is valid if it matches its hashed counterpart in the
database and the user email has not changed. This function also checks
if the token is being used within a certain period, depending on the
context. The default contexts supported by this function are either
"confirm", for account confirmation emails, and "reset_password",
for resetting the password. For verifying requests to change the email,
see verify_change_email_token_query/2.

  



  
    
      
    
    
      verify_session_token_query(token)



        
          
        

    

  


  

Checks if the token is valid and returns its underlying lookup query.
The query returns the user found by the token, if any.
The token is valid if it matches the value in the database and it has
not expired (after @session_validity_in_days).

  


        

      


  

    
PhoenixKit.Users.CustomFields 
    



      
Context for managing custom user field definitions.
This module provides functionality to define, manage, and validate custom fields
that can be added to user profiles. Field definitions are stored as JSON in the
settings table, and actual field values are stored in the user's custom_fields
JSONB column.
Field Definition Structure
Each field definition is a map with the following keys:
	key - Unique identifier for the field (string)
	label - Display label for the field (string)
	type - Field type: text, textarea, number, boolean, date, email, url, select, radio, checkbox
	required - Whether the field is required (boolean)
	position - Display order (integer)
	enabled - Whether the field is active (boolean)
	validation - Optional validation rules (map)
	default - Default value (string)
	options - For select/radio/checkbox types (list of strings)

Examples
# Get all field definitions
CustomFields.list_field_definitions()

# Add a new field
CustomFields.add_field_definition(%{
  "key" => "phone",
  "label" => "Phone Number",
  "type" => "text",
  "required" => false,
  "position" => 1,
  "enabled" => true
})

# Get system configuration
CustomFields.get_config()

      


      
        Summary


  
    Functions
  


    
      
        add_field_definition(field_def)

      


        Adds a new field definition.



    


    
      
        delete_field_definition(key)

      


        Deletes a field definition by key.



    


    
      
        get_config()

      


        Gets the current custom fields system configuration.



    


    
      
        get_field_definition(key)

      


        Gets a single field definition by key.



    


    
      
        list_enabled_field_definitions()

      


        Returns only enabled field definitions, sorted by position.



    


    
      
        list_field_definitions()

      


        Returns the list of all custom field definitions.



    


    
      
        reorder_field_definitions(ordered_keys)

      


        Reorders field definitions by updating their position values.



    


    
      
        save_field_definitions(definitions)

      


        Saves the complete list of field definitions.



    


    
      
        update_field_definition(key, updates)

      


        Updates an existing field definition.



    


    
      
        validate_custom_field_value(field_def, value)

      


        Validates a user's custom field value against a field definition.



    


    
      
        validate_field_definition(field_def)

      


        Validates a field definition structure.



    


    
      
        validate_user_custom_fields(user)

      


        Validates all custom fields for a user against field definitions.



    





      


      
        Functions


        


  
    
      
    
    
      add_field_definition(field_def)



        
          
        

    

  


  

Adds a new field definition.
Validates the field structure and ensures the key is unique.
Examples
iex> add_field_definition(%{"key" => "phone", "label" => "Phone", "type" => "text"})
{:ok, _setting}

iex> add_field_definition(%{"key" => "phone"})
{:error, "Field with key 'phone' already exists"}

  



  
    
      
    
    
      delete_field_definition(key)



        
          
        

    

  


  

Deletes a field definition by key.
Examples
iex> delete_field_definition("phone")
{:ok, _setting}

  



  
    
      
    
    
      get_config()



        
          
        

    

  


  

Gets the current custom fields system configuration.
Returns a map with field counts.
Examples
iex> get_config()
%{
  field_count: 5,
  enabled_field_count: 3
}

  



  
    
      
    
    
      get_field_definition(key)



        
          
        

    

  


  

Gets a single field definition by key.
Returns nil if not found.
Examples
iex> get_field_definition("phone")
%{"key" => "phone", "label" => "Phone Number", ...}

iex> get_field_definition("nonexistent")
nil

  



  
    
      
    
    
      list_enabled_field_definitions()



        
          
        

    

  


  

Returns only enabled field definitions, sorted by position.
Examples
iex> list_enabled_field_definitions()
[%{"key" => "phone", "enabled" => true, ...}]

  



  
    
      
    
    
      list_field_definitions()



        
          
        

    

  


  

Returns the list of all custom field definitions.
Examples
iex> list_field_definitions()
[
  %{
    "key" => "phone",
    "label" => "Phone Number",
    "type" => "text",
    ...
  }
]

  



  
    
      
    
    
      reorder_field_definitions(ordered_keys)



        
          
        

    

  


  

Reorders field definitions by updating their position values.
Accepts a list of keys in the desired order.
Examples
iex> reorder_field_definitions(["email", "phone", "department"])
{:ok, _setting}

  



  
    
      
    
    
      save_field_definitions(definitions)



        
          
        

    

  


  

Saves the complete list of field definitions.
Examples
iex> save_field_definitions([%{"key" => "phone", ...}])
{:ok, _setting}

  



  
    
      
    
    
      update_field_definition(key, updates)



        
          
        

    

  


  

Updates an existing field definition.
Examples
iex> update_field_definition("phone", %{"label" => "Mobile Number"})
{:ok, _setting}

iex> update_field_definition("nonexistent", %{})
{:error, "Field with key 'nonexistent' not found"}

  



  
    
      
    
    
      validate_custom_field_value(field_def, value)



        
          
        

    

  


  

Validates a user's custom field value against a field definition.
Examples
iex> validate_custom_field_value(%{"type" => "email", "required" => true}, "test@example.com")
:ok

iex> validate_custom_field_value(%{"type" => "email", "required" => true}, nil)
{:error, "Field is required"}

  



  
    
      
    
    
      validate_field_definition(field_def)



        
          
        

    

  


  

Validates a field definition structure.
Checks for required keys, valid types, and proper structure.
Examples
iex> validate_field_definition(%{"key" => "phone", "type" => "text"})
:ok

iex> validate_field_definition(%{"key" => "phone", "type" => "invalid"})
{:error, "Invalid field type: invalid"}

  



  
    
      
    
    
      validate_user_custom_fields(user)



        
          
        

    

  


  

Validates all custom fields for a user against field definitions.
Returns :ok if valid, or {:error, errors} with a map of field keys to error messages.
Examples
iex> validate_user_custom_fields(%User{custom_fields: %{"phone" => "555-1234"}})
:ok

iex> validate_user_custom_fields(%User{custom_fields: %{"email" => "invalid"}})
{:error, %{"email" => "Invalid email format"}}

  


        

      


  

    
PhoenixKit.Users.CustomFields.Events 
    



      
PubSub event broadcasting for custom field changes.
Allows different parts of the application to react to custom field
modifications in real-time.

      


      
        Summary


  
    Functions
  


    
      
        broadcast_field_deleted(field_key)

      


        Broadcast that a custom field was deleted.



    


    
      
        broadcast_fields_changed()

      


        Broadcast that custom fields have changed (added, updated, reordered).



    


    
      
        subscribe()

      


        Subscribe to custom field change events.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_field_deleted(field_key)



        
          
        

    

  


  

Broadcast that a custom field was deleted.

  



  
    
      
    
    
      broadcast_fields_changed()



        
          
        

    

  


  

Broadcast that custom fields have changed (added, updated, reordered).

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

Subscribe to custom field change events.

  


        

      


  

    
PhoenixKit.Users.MagicLink 
    



      
Magic Link authentication system for PhoenixKit.
Magic Link provides passwordless authentication where users receive a secure
link via email that allows them to log in without entering a password.
Features
	Passwordless Authentication: Users log in with just their email
	Secure Token System: Uses existing UserToken infrastructure
	Time-Limited Links: Magic links expire after a configurable period
	Optional Integration: Works alongside existing password authentication
	Email Verification: Links are sent to the user's email address

Usage
# Generate and send magic link
case PhoenixKit.Users.MagicLink.generate_magic_link(email) do
  {:ok, user, token} ->
    # Send email with magic link
    PhoenixKit.Mailer.send_magic_link_email(user, token)
    {:ok, user}

  {:error, :user_not_found} ->
    # Handle unknown email
    {:error, :invalid_email}
end

# Verify magic link token
case PhoenixKit.Users.MagicLink.verify_magic_link(token) do
  {:ok, user} ->
    # Log user in
    {:ok, user}

  {:error, :invalid_token} ->
    # Handle invalid/expired token
    {:error, :expired_link}
end
Security Considerations
	Magic link tokens are single-use (automatically deleted after use)
	Short expiry time (default: 15 minutes) to minimize exposure
	Tokens are hashed before storage in database
	Email address verification ensures link goes to correct recipient
	Integration with existing user session management

Configuration
Magic link expiry can be configured in your application:
# config/config.exs
config :phoenix_kit, PhoenixKit.Users.MagicLink,
  expiry_minutes: 15  # Default: 15 minutes

      


      
        Summary


  
    Functions
  


    
      
        active_magic_links_count(user)

      


        Gets the number of active magic link tokens for a user.



    


    
      
        cleanup_expired_tokens()

      


        Cleans up expired magic link tokens.



    


    
      
        enabled?()

      


        Checks if magic link authentication is enabled for the application.



    


    
      
        generate_magic_link(email)

      


        Generates a magic link for the given email address.



    


    
      
        magic_link_url(token)

      


        Generates a magic link URL for the given token.



    


    
      
        revoke_magic_links(user)

      


        Revokes all active magic link tokens for a user.



    


    
      
        verify_magic_link(token)

      


        Verifies a magic link token and returns the associated user.



    





      


      
        Functions


        


  
    
      
    
    
      active_magic_links_count(user)



        
          
        

    

  


  

Gets the number of active magic link tokens for a user.
Useful for debugging or administrative interfaces.
Examples
iex> PhoenixKit.Users.MagicLink.active_magic_links_count(user)
1

  



  
    
      
    
    
      cleanup_expired_tokens()



        
          
        

    

  


  

Cleans up expired magic link tokens.
This function can be called periodically (e.g., via a scheduled job) to
remove expired tokens from the database.
Returns the number of tokens deleted.
Examples
iex> PhoenixKit.Users.MagicLink.cleanup_expired_tokens()
5  # 5 expired tokens were deleted

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

Checks if magic link authentication is enabled for the application.
This can be used in controllers and views to conditionally show magic link UI.
Examples
iex> PhoenixKit.Users.MagicLink.enabled?()
true

  



  
    
      
    
    
      generate_magic_link(email)



        
          
        

    

  


  

Generates a magic link for the given email address.
Returns {:ok, user, token} if the user exists, or {:error, :user_not_found}
if no user is found with that email.
Examples
iex> PhoenixKit.Users.MagicLink.generate_magic_link("user@example.com")
{:ok, %User{}, "magic_link_token_here"}

iex> PhoenixKit.Users.MagicLink.generate_magic_link("nonexistent@example.com")
{:error, :user_not_found}

  



  
    
      
    
    
      magic_link_url(token)



        
          
        

    

  


  

Generates a magic link URL for the given token.
This is a convenience function to construct the full URL that should be
included in magic link emails.
Examples
iex> PhoenixKit.Users.MagicLink.magic_link_url("token123")
"http://localhost:4000{prefix}/users/magic-link/token123"

# Where {prefix} is the configured PhoenixKit URL prefix

  



  
    
      
    
    
      revoke_magic_links(user)



        
          
        

    

  


  

Revokes all active magic link tokens for a user.
This is useful when:
	Generating a new magic link (only one should be active)
	User logs in via other means (invalidate pending magic links)
	Security concerns require invalidating all passwordless access

Examples
iex> PhoenixKit.Users.MagicLink.revoke_magic_links(user)
:ok

  



  
    
      
    
    
      verify_magic_link(token)



        
          
        

    

  


  

Verifies a magic link token and returns the associated user.
The token is automatically deleted after successful verification (single-use).
Returns {:ok, user} if the token is valid, or {:error, :invalid_token}
if the token is invalid, expired, or already used.
Examples
iex> PhoenixKit.Users.MagicLink.verify_magic_link("valid_token")
{:ok, %User{}}

iex> PhoenixKit.Users.MagicLink.verify_magic_link("invalid_token")
{:error, :invalid_token}

  


        

      


  

    
PhoenixKit.Users.MagicLinkRegistration 
    



      
Two-step user registration via Magic Link email.
Flow:
	User enters email
	Receives magic link via email
	Clicks link to complete registration with profile details


      


      
        Summary


  
    Functions
  


    
      
        cleanup_expired_tokens()

      


        Cleans up expired registration tokens.



    


    
      
        complete_registration(token, attrs, ip_address \\ nil)

      


        Completes user registration using a magic link token.



    


    
      
        delete_registration_token(token)

      


        Deletes a registration token.



    


    
      
        registration_link_url(token)

      


        Generates a registration magic link URL.



    


    
      
        send_registration_link(email)

      


        Sends a registration magic link to the specified email address.



    


    
      
        verify_registration_token(token)

      


        Verifies a magic link registration token.



    





      


      
        Functions


        


  
    
      
    
    
      cleanup_expired_tokens()



        
          
        

    

  


  

Cleans up expired registration tokens.

  



    

  
    
      
    
    
      complete_registration(token, attrs, ip_address \\ nil)



        
          
        

    

  


  

Completes user registration using a magic link token.

  



  
    
      
    
    
      delete_registration_token(token)



        
          
        

    

  


  

Deletes a registration token.

  



  
    
      
    
    
      registration_link_url(token)



        
          
        

    

  


  

Generates a registration magic link URL.

  



  
    
      
    
    
      send_registration_link(email)



        
          
        

    

  


  

Sends a registration magic link to the specified email address.

  



  
    
      
    
    
      verify_registration_token(token)



        
          
        

    

  


  

Verifies a magic link registration token.

  


        

      


  

    
PhoenixKit.Users.OAuth 
    



      
OAuth authentication context for PhoenixKit.
Handles OAuth authentication flows for external providers like Google, Apple, GitHub.
This module requires the Ueberauth library to be installed. If Ueberauth is not available,
a fallback module with basic functionality will be used instead.

      


      
        Summary


  
    Functions
  


    
      
        find_or_create_user(oauth_data, track_geolocation \\ false, ip_address \\ nil)

      


        Finds an existing user by email or creates a new one from OAuth data.



    


    
      
        get_user_oauth_providers(user_id)

      


        Gets all OAuth providers for a user.



    


    
      
        handle_oauth_callback(auth, opts \\ [])

      


        Handles OAuth callback from Ueberauth.



    


    
      
        link_oauth_provider(user, oauth_data)

      


        Links an OAuth provider to a user account.



    


    
      
        unlink_oauth_provider(user_id, provider)

      


        Unlinks an OAuth provider from a user.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      find_or_create_user(oauth_data, track_geolocation \\ false, ip_address \\ nil)



        
          
        

    

  


  

Finds an existing user by email or creates a new one from OAuth data.

  



  
    
      
    
    
      get_user_oauth_providers(user_id)



        
          
        

    

  


  

Gets all OAuth providers for a user.

  



    

  
    
      
    
    
      handle_oauth_callback(auth, opts \\ [])



        
          
        

    

  


  

Handles OAuth callback from Ueberauth.

  



  
    
      
    
    
      link_oauth_provider(user, oauth_data)



        
          
        

    

  


  

Links an OAuth provider to a user account.

  



  
    
      
    
    
      unlink_oauth_provider(user_id, provider)



        
          
        

    

  


  

Unlinks an OAuth provider from a user.

  


        

      


  

    
PhoenixKit.Users.OAuthAvailability 
    



      
Checks OAuth availability and configured providers.
This module provides runtime checks to determine if OAuth dependencies are loaded
and which providers are properly configured. It enables graceful degradation when
OAuth dependencies are not installed.

      


      
        Summary


  
    Functions
  


    
      
        configured_providers()

      


        Gets list of configured OAuth providers.



    


    
      
        oauth_available?()

      


        Checks if OAuth is available (enabled in settings, Ueberauth loaded, and at least one provider configured).



    


    
      
        oauth_enabled_in_settings?()

      


        Checks if OAuth is enabled in settings.



    


    
      
        provider_configured?(provider)

      


        Checks if a specific provider is configured.



    


    
      
        provider_enabled?(provider)

      


        Checks if a specific OAuth provider is enabled in settings.



    


    
      
        status()

      


        Gets OAuth status information for debugging and admin interfaces.



    


    
      
        ueberauth_loaded?()

      


        Checks if Ueberauth library is loaded and available.



    





      


      
        Functions


        


  
    
      
    
    
      configured_providers()



        
          
        

    

  


  

      

          @spec configured_providers() :: [atom()]


      


Gets list of configured OAuth providers.
Returns a list of provider names (as atoms) that have both:
	Credentials configured in the database
	Provider enabled in settings

Returns an empty list if Ueberauth is not loaded or no providers are properly configured.
Examples
iex> PhoenixKit.Users.OAuthAvailability.configured_providers()
[:google, :apple]

iex> PhoenixKit.Users.OAuthAvailability.configured_providers()
[]

  



  
    
      
    
    
      oauth_available?()



        
          
        

    

  


  

      

          @spec oauth_available?() :: boolean()


      


Checks if OAuth is available (enabled in settings, Ueberauth loaded, and at least one provider configured).
Examples
iex> PhoenixKit.Users.OAuthAvailability.oauth_available?()
true

iex> PhoenixKit.Users.OAuthAvailability.oauth_available?()
false

  



  
    
      
    
    
      oauth_enabled_in_settings?()



        
          
        

    

  


  

      

          @spec oauth_enabled_in_settings?() :: boolean()


      


Checks if OAuth is enabled in settings.
Returns true if OAuth is explicitly enabled in settings, defaults to false.
Examples
iex> PhoenixKit.Users.OAuthAvailability.oauth_enabled_in_settings?()
true

  



  
    
      
    
    
      provider_configured?(provider)



        
          
        

    

  


  

      

          @spec provider_configured?(atom() | String.t()) :: boolean()


      


Checks if a specific provider is configured.
A provider is considered configured if:
	It's enabled in settings
	It has valid credentials in the database
	Ueberauth is loaded

Examples
iex> PhoenixKit.Users.OAuthAvailability.provider_configured?(:google)
true

iex> PhoenixKit.Users.OAuthAvailability.provider_configured?(:github)
false

  



  
    
      
    
    
      provider_enabled?(provider)



        
          
        

    

  


  

      

          @spec provider_enabled?(atom()) :: boolean()


      


Checks if a specific OAuth provider is enabled in settings.
Returns true if both the master OAuth switch and the individual provider are enabled.
Requires the master oauth_enabled setting to be true.
Examples
iex> PhoenixKit.Users.OAuthAvailability.provider_enabled?(:google)
true

iex> PhoenixKit.Users.OAuthAvailability.provider_enabled?(:apple)
false

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: map()


      


Gets OAuth status information for debugging and admin interfaces.
Examples
iex> PhoenixKit.Users.OAuthAvailability.status()
%{
  enabled_in_settings: true,
  ueberauth_loaded: true,
  providers: [:google, :apple],
  available: true
}

  



  
    
      
    
    
      ueberauth_loaded?()



        
          
        

    

  


  

      

          @spec ueberauth_loaded?() :: boolean()


      


Checks if Ueberauth library is loaded and available.
Returns true if the Ueberauth module is available, false otherwise.
Examples
iex> PhoenixKit.Users.OAuthAvailability.ueberauth_loaded?()
true

iex> PhoenixKit.Users.OAuthAvailability.ueberauth_loaded?()
false

  


        

      


  

    
PhoenixKit.Users.OAuthConfig 
    



      
Runtime OAuth configuration management using database credentials.
This module provides functions to configure OAuth providers at runtime
by reading credentials from the database and updating the application
configuration dynamically.

      


      
        Summary


  
    Functions
  


    
      
        configure_provider(provider)

      


        Configures a specific OAuth provider from database settings.



    


    
      
        configure_providers()

      


        Configures all OAuth providers from database settings.



    


    
      
        test_connection(provider)

      


        Tests OAuth connection for a specific provider.



    


    
      
        validate_credentials(provider)

      


        Validates OAuth credentials for a specific provider.



    





      


      
        Functions


        


  
    
      
    
    
      configure_provider(provider)



        
          
        

    

  


  

Configures a specific OAuth provider from database settings.
Examples
iex> PhoenixKit.Users.OAuthConfig.configure_provider(:google)
:ok

  



  
    
      
    
    
      configure_providers()



        
          
        

    

  


  

Configures all OAuth providers from database settings.
This function reads OAuth credentials from the database and updates
the application configuration at runtime. It should be called:
	On application startup
	After updating OAuth credentials via admin UI

Skips configuration if OAuth is disabled in settings (oauth_enabled = false).
Examples
iex> PhoenixKit.Users.OAuthConfig.configure_providers()
:ok

  



  
    
      
    
    
      test_connection(provider)



        
          
        

    

  


  

Tests OAuth connection for a specific provider.
This function validates the credentials format but does not make actual API calls.
For true connection testing, OAuth flow needs to be initiated through the browser.
Examples
iex> PhoenixKit.Users.OAuthConfig.test_connection(:google)
{:ok, "Google OAuth credentials are properly formatted"}

  



  
    
      
    
    
      validate_credentials(provider)



        
          
        

    

  


  

Validates OAuth credentials for a specific provider.
Returns {:ok, provider} if credentials are valid, or {:error, reason} if not.
Examples
iex> PhoenixKit.Users.OAuthConfig.validate_credentials(:google)
{:ok, :google}

iex> PhoenixKit.Users.OAuthConfig.validate_credentials(:apple)
{:error, "Missing Apple private key"}

  


        

      


  

    
PhoenixKit.Users.OAuthProvider 
    



      
OAuth Provider schema for external authentication providers.
This schema stores OAuth authentication provider information for users,
allowing them to authenticate through services like Google, Apple, GitHub, etc.

      


      
        Summary


  
    Functions
  


    
      
        changeset(oauth_provider, attrs)

      


        Changeset for creating or updating an OAuth provider association.



    


    
      
        supported_providers()

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(oauth_provider, attrs)



        
          
        

    

  


  

Changeset for creating or updating an OAuth provider association.

  



  
    
      
    
    
      supported_providers()



        
          
        

    

  


  


  


        

      


  

    
PhoenixKit.Users.Role 
    



      
Role schema for PhoenixKit authorization system.
This schema defines user roles that can be assigned to users for authorization purposes.
Fields
	name: Role name (unique, required for identification)
	description: Human-readable description of the role
	is_system_role: Whether this is a system-defined role that shouldn't be deleted

System Roles
PhoenixKit includes three built-in system roles:
	Owner: System owner with full access (assigned to first user automatically)
	Admin: Administrator with elevated privileges
	User: Standard user with basic access (default for new users)

Security Features
	System roles cannot be deleted
	Role names are unique
	Automatic assignment of User role to new registrations
	Automatic assignment of Owner role to first user


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(role, attrs)

      


        A role changeset for creating and updating roles.



    


    
      
        system_role?(role_name)

      


        Checks if a role name is a system role.



    


    
      
        system_roles()

      


        Returns the map of system role names.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Users.Role{
  __meta__: term(),
  description: String.t() | nil,
  id: integer() | nil,
  inserted_at: NaiveDateTime.t(),
  is_system_role: boolean(),
  name: String.t(),
  role_assignments: term(),
  updated_at: NaiveDateTime.t(),
  users: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(role, attrs)



        
          
        

    

  


  

A role changeset for creating and updating roles.
Parameters
	role: The role struct to modify
	attrs: Attributes to update

Examples
iex> changeset(%Role{}, %{name: "Manager", description: "Department manager"})
%Ecto.Changeset{valid?: true}

iex> changeset(%Role{}, %{name: ""})
%Ecto.Changeset{valid?: false}

  



  
    
      
    
    
      system_role?(role_name)



        
          
        

    

  


  

Checks if a role name is a system role.
Examples
iex> system_role?(system_roles().owner)
true

iex> system_role?("Owner")
true

iex> system_role?("Manager")
false

  



  
    
      
    
    
      system_roles()



        
          
        

    

  


  

Returns the map of system role names.
Examples
iex> system_roles()
%{owner: "Owner", admin: "Admin", user: "User"}

  


        

      


  

    
PhoenixKit.Users.RoleAssignment 
    



      
Role assignment schema for PhoenixKit authorization system.
This schema represents the many-to-many relationship between users and roles,
with additional metadata about when and by whom the role was assigned.
Fields
	user_id: Reference to the user who has the role
	role_id: Reference to the role being assigned
	assigned_by: Reference to the user who assigned this role (can be nil for system assignments)
	assigned_at: Timestamp when the role was assigned

Features
	Tracks role assignment history
	Supports bulk role management
	Audit trail for security purposes
	Direct deletion for role removal


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(role_assignment, attrs)

      


        A role assignment changeset for creating role assignments.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PhoenixKit.Users.RoleAssignment{
  __meta__: term(),
  assigned_at: NaiveDateTime.t(),
  assigned_by: integer() | nil,
  assigned_by_user: term(),
  id: integer() | nil,
  inserted_at: NaiveDateTime.t(),
  role: term(),
  role_id: integer(),
  user: term(),
  user_id: integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(role_assignment, attrs)



        
          
        

    

  


  

A role assignment changeset for creating role assignments.
Parameters
	role_assignment: The role assignment struct to modify
	attrs: Attributes to update

Examples
iex> changeset(%RoleAssignment{}, %{user_id: 1, role_id: 2})
%Ecto.Changeset{valid?: true}

iex> changeset(%RoleAssignment{}, %{})
%Ecto.Changeset{valid?: false}

  


        

      


  

    
PhoenixKit.Users.Roles 
    



      
API for managing user roles in PhoenixKit.
This module provides functions for assigning, removing, and querying user roles.
It works with the role system to provide authorization capabilities.
Role Management
	Assign and remove roles from users
	Query users by role
	Check user permissions
	Bulk role operations

System Roles
PhoenixKit includes three built-in system roles:
	Owner: System owner with full access (assigned automatically to first user)
	Admin: Administrator with elevated privileges
	User: Standard user with basic access (default for new users)

Examples
# Check if user has a role
iex> user_has_role?(user, "Admin")
true

# Get all user roles
iex> get_user_roles(user)
["Admin", "User"]

# Assign a role to user
iex> assign_role(user, "Admin")
{:ok, %RoleAssignment{}}

# Get all users with a specific role
iex> users_with_role("Admin")
[%User{}, %User{}]

      


      
        Summary


  
    Functions
  


    
      
        assign_role(user, role_name, assigned_by \\ nil, opts \\ [])

      


        Assigns a role to a user.



    


    
      
        assign_roles_to_existing_users(opts \\ [])

      


        Assigns roles to existing users who don't have any PhoenixKit roles.



    


    
      
        can_deactivate_user?(user)

      


        Checks if user can be deactivated safely.



    


    
      
        count_active_owners()

      


        Counts active users with Owner role.



    


    
      
        count_users_with_role(role_name)

      


        Counts users with a specific role.



    


    
      
        create_role(attrs \\ %{})

      


        Creates a new role.



    


    
      
        delete_role(role)

      


        Deletes a role safely.



    


    
      
        demote_to_user(user)

      


        Safely demotes a user from Admin or Owner role with protection.



    


    
      
        ensure_first_user_is_owner(user)

      


        Safely assigns Owner role to first user using database transaction.



    


    
      
        get_custom_roles()

      


        Gets only custom (non-system) roles.



    


    
      
        get_extended_stats()

      


        Gets comprehensive user statistics including activity and confirmation status.



    


    
      
        get_role_by_name(name)

      


        Gets a role by its name.



    


    
      
        get_role_stats()

      


        Gets role statistics for dashboard display.



    


    
      
        get_user_roles(user)

      


        Gets all active roles for a user.



    


    
      
        list_roles()

      


        Lists all roles.



    


    
      
        promote_to_admin(user, assigned_by \\ nil)

      


        Promotes a user to admin role.



    


    
      
        remove_role(user, role_name, opts \\ [])

      


        Removes a role from a user by deleting the assignment.



    


    
      
        safely_remove_role(user, role_name)

      


        Safely removes role with Owner protection.



    


    
      
        sync_user_roles(user, role_names)

      


        Synchronizes user roles with a given list of role names.



    


    
      
        update_role(role, attrs)

      


        Updates a role.



    


    
      
        user_has_role?(user, role_name)

      


        Checks if a user has a specific role.



    


    
      
        user_has_role_admin?(user)

      


        Checks if a user has an "Admin" role.



    


    
      
        user_has_role_owner?(user)

      


        Checks if a user has an "Owner" role.



    


    
      
        users_with_role(role_name)

      


        Gets all users who have a specific role.



    





      


      
        Functions


        


    

    

  
    
      
    
    
      assign_role(user, role_name, assigned_by \\ nil, opts \\ [])



        
          
        

    

  


  

Assigns a role to a user.
Security
The Owner role cannot be assigned through this function to maintain system security.
Only one Owner is automatically assigned during initialization.
Parameters
	user: The user to assign the role to
	role_name: The name of the role to assign
	assigned_by (optional): The user who is assigning the role

Examples
iex> assign_role(user, "Admin")
{:ok, %RoleAssignment{}}

iex> assign_role(user, "Admin", assigned_by_user)
{:ok, %RoleAssignment{}}

iex> assign_role(user, "Owner")
{:error, :owner_role_protected}

iex> assign_role(user, "NonexistentRole")
{:error, :role_not_found}

  



    

  
    
      
    
    
      assign_roles_to_existing_users(opts \\ [])



        
          
        

    

  


  

Assigns roles to existing users who don't have any PhoenixKit roles.
This is useful for migration scenarios where PhoenixKit is installed
into an existing application with users.
Parameters
	opts: Options for role assignment	:make_first_owner (default: true) - Make first user without roles an Owner



Returns
	{:ok, stats} with assignment statistics
	{:error, reason} on failure

Examples
iex> assign_roles_to_existing_users()
{:ok, %{assigned_owner: 1, assigned_users: 5, total_processed: 6}}

  



  
    
      
    
    
      can_deactivate_user?(user)



        
          
        

    

  


  

Checks if user can be deactivated safely.
Prevents deactivation of last active Owner.
Parameters
	user: User to check for deactivation

Examples
iex> can_deactivate_user?(last_owner)
{:error, :cannot_deactivate_last_owner}

iex> can_deactivate_user?(regular_user)
:ok

  



  
    
      
    
    
      count_active_owners()



        
          
        

    

  


  

Counts active users with Owner role.
Critical security function - ensures we never have zero owners.
Examples
iex> count_active_owners()
1

  



  
    
      
    
    
      count_users_with_role(role_name)



        
          
        

    

  


  

Counts users with a specific role.
Parameters
	role_name: The name of the role to count

Examples
iex> count_users_with_role("Admin")
3

  



    

  
    
      
    
    
      create_role(attrs \\ %{})



        
          
        

    

  


  

Creates a new role.
Parameters
	attrs: Attributes for the new role

Examples
iex> create_role(%{name: "Manager", description: "Department manager"})
{:ok, %Role{}}

iex> create_role(%{name: ""})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      delete_role(role)



        
          
        

    

  


  

Deletes a role safely.
Prevents deletion of system roles and roles currently assigned to users.
Parameters
	role: The role to delete

Examples
iex> delete_role(custom_role)
{:ok, %Role{}}

iex> delete_role(system_role)
{:error, :system_role_protected}

iex> delete_role(role_with_users)
{:error, :role_in_use}

  



  
    
      
    
    
      demote_to_user(user)



        
          
        

    

  


  

Safely demotes a user from Admin or Owner role with protection.
Prevents demotion of last Owner to maintain system security.
Parameters
	user: The user to demote

Examples
iex> demote_to_user(admin_user)
{:ok, %RoleAssignment{}}

iex> demote_to_user(last_owner)
{:error, :cannot_demote_last_owner}

  



  
    
      
    
    
      ensure_first_user_is_owner(user)



        
          
        

    

  


  

Safely assigns Owner role to first user using database transaction.
This function prevents race conditions by using FOR UPDATE lock.
Parameters
	user: The user to potentially make Owner

Returns
	{:ok, :owner} if user became Owner
	{:ok, :user} if user became regular User
	{:error, reason} on failure

Examples
iex> ensure_first_user_is_owner(user)
{:ok, :owner}

  



  
    
      
    
    
      get_custom_roles()



        
          
        

    

  


  

Gets only custom (non-system) roles.
Examples
iex> get_custom_roles()
[%Role{name: "Manager"}, %Role{name: "Editor"}]

  



  
    
      
    
    
      get_extended_stats()



        
          
        

    

  


  

Gets comprehensive user statistics including activity and confirmation status.
Examples
iex> get_extended_stats()
%{
  total_users: 10,
  owner_count: 1,
  admin_count: 2,
  user_count: 7,
  active_users: 8,
  inactive_users: 2,
  confirmed_users: 9,
  pending_users: 1
}

  



  
    
      
    
    
      get_role_by_name(name)



        
          
        

    

  


  

Gets a role by its name.
Parameters
	name: The name of the role

Examples
iex> get_role_by_name("Admin")
%Role{name: "Admin"}

iex> get_role_by_name("NonexistentRole")
nil

  



  
    
      
    
    
      get_role_stats()



        
          
        

    

  


  

Gets role statistics for dashboard display.
Examples
iex> get_role_stats()
%{
  total_users: 10,
  owner_count: 1,
  admin_count: 2,
  user_count: 7
}

  



  
    
      
    
    
      get_user_roles(user)



        
          
        

    

  


  

Gets all active roles for a user.
Parameters
	user: The user to get roles for

Examples
iex> get_user_roles(user)
["Admin", "User"]

iex> get_user_roles(user_with_no_roles)
[]

  



  
    
      
    
    
      list_roles()



        
          
        

    

  


  

Lists all roles.
Examples
iex> list_roles()
[%Role{}, %Role{}, %Role{}]

  



    

  
    
      
    
    
      promote_to_admin(user, assigned_by \\ nil)



        
          
        

    

  


  

Promotes a user to admin role.
Parameters
	user: The user to promote
	assigned_by (optional): The user who is doing the promotion

Examples
iex> promote_to_admin(user)
{:ok, %RoleAssignment{}}

  



    

  
    
      
    
    
      remove_role(user, role_name, opts \\ [])



        
          
        

    

  


  

Removes a role from a user by deleting the assignment.
Parameters
	user: The user to remove the role from
	role_name: The name of the role to remove

Examples
iex> remove_role(user, "Admin")
{:ok, %RoleAssignment{}}

iex> remove_role(user, "NonexistentRole")
{:error, :assignment_not_found}

  



  
    
      
    
    
      safely_remove_role(user, role_name)



        
          
        

    

  


  

Safely removes role with Owner protection.
Prevents removal of Owner role if it would leave system without owners.
Parameters
	user: User to remove role from
	role_name: Name of role to remove

Examples
iex> safely_remove_role(owner_user, "Owner")
{:error, :cannot_remove_last_owner}

iex> safely_remove_role(admin_user, "Admin")
{:ok, %RoleAssignment{}}

  



  
    
      
    
    
      sync_user_roles(user, role_names)



        
          
        

    

  


  

Synchronizes user roles with a given list of role names.
This function ensures the user has exactly the specified roles.
Parameters
	user: The user to synchronize roles for
	role_names: List of role names the user should have

Examples
iex> sync_user_roles(user, ["Admin", "Manager"])
{:ok, [%RoleAssignment{}, %RoleAssignment{}]}

  



  
    
      
    
    
      update_role(role, attrs)



        
          
        

    

  


  

Updates a role.
Parameters
	role: The role to update
	attrs: Attributes to update

Examples
iex> update_role(role, %{description: "Updated description"})
{:ok, %Role{}}

iex> update_role(system_role, %{name: "NewName"})
{:error, %Ecto.Changeset{}}

  



  
    
      
    
    
      user_has_role?(user, role_name)



        
          
        

    

  


  

Checks if a user has a specific role.
Parameters
	user: The user to check
	role_name: The name of the role to check for

Examples
iex> user_has_role?(user, "Admin")
true

iex> user_has_role?(user, "Owner")
false

  



  
    
      
    
    
      user_has_role_admin?(user)



        
          
        

    

  


  

Checks if a user has an "Admin" role.
Parameters
	user: The user to check

Examples
iex> user_has_role_admin?(user)
true

  



  
    
      
    
    
      user_has_role_owner?(user)



        
          
        

    

  


  

Checks if a user has an "Owner" role.
Parameters
	user: The user to check

Examples
iex> user_has_role_owner?(user)
true

  



  
    
      
    
    
      users_with_role(role_name)



        
          
        

    

  


  

Gets all users who have a specific role.
Parameters
	role_name: The name of the role to search for

Examples
iex> users_with_role("Admin")
[%User{}, %User{}]

iex> users_with_role("NonexistentRole")
[]

  


        

      


  

    
PhoenixKit.Users.ScopeNotifier 
    



      
Handles PubSub notifications for user scope refreshes.
When a user's roles change, we broadcast a message on a user-specific topic
so any connected LiveViews can refresh their cached authentication scope
without requiring a full reconnect.

      


      
        Summary


  
    Functions
  


    
      
        broadcast_roles_updated(user_id)

      


        Broadcasts a scope refresh notification for the given user.



    


    
      
        subscribe(user_id)

      


        Subscribes the current process to scope refresh notifications for the user.



    


    
      
        unsubscribe(user_id)

      


        Unsubscribes the current process from scope refresh notifications.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast_roles_updated(user_id)



        
          
        

    

  


  

      

          @spec broadcast_roles_updated(PhoenixKit.Users.Auth.User.t() | integer() | nil) :: :ok


      


Broadcasts a scope refresh notification for the given user.

  



  
    
      
    
    
      subscribe(user_id)



        
          
        

    

  


  

      

          @spec subscribe(PhoenixKit.Users.Auth.User.t() | integer()) :: :ok | {:error, term()}


      


Subscribes the current process to scope refresh notifications for the user.

  



  
    
      
    
    
      unsubscribe(user_id)



        
          
        

    

  


  

      

          @spec unsubscribe(PhoenixKit.Users.Auth.User.t() | integer() | nil) :: :ok


      


Unsubscribes the current process from scope refresh notifications.

  


        

      


  

    
PhoenixKit.Users.Sessions 
    



      
Context for managing user sessions in PhoenixKit.
This module provides functions for listing, viewing, and managing active user sessions.
It's primarily used by the admin interface to monitor and control user sessions.
Functions
	list_active_sessions/0 - Get all currently active sessions
	list_user_sessions/1 - Get all active sessions for a specific user
	get_session_info/1 - Get detailed information about a specific session
	revoke_session/1 - Revoke a specific session token
	revoke_user_sessions/1 - Revoke all sessions for a specific user
	count_active_sessions/0 - Get total count of active sessions

Session Information
Each session includes:
	User information (id, email, status)
	Session creation time
	Session token (first 8 chars for identification)
	Session age and validity status


      


      
        Summary


  
    Functions
  


    
      
        count_active_sessions()

      


        Counts the total number of active sessions.



    


    
      
        get_session_info(token_id)

      


        Gets detailed information about a specific session by token ID.



    


    
      
        get_session_stats()

      


        Gets session statistics including total, unique users, expired sessions etc.



    


    
      
        list_active_sessions()

      


        Lists all currently active sessions with user information.



    


    
      
        list_user_sessions(user)

      


        Lists all active sessions for a specific user.



    


    
      
        revoke_session(token_id)

      


        Revokes a specific session by token ID.



    


    
      
        revoke_user_sessions(user)

      


        Revokes all sessions for a specific user.



    





      


      
        Functions


        


  
    
      
    
    
      count_active_sessions()



        
          
        

    

  


  

Counts the total number of active sessions.
Examples
iex> count_active_sessions()
15

  



  
    
      
    
    
      get_session_info(token_id)



        
          
        

    

  


  

Gets detailed information about a specific session by token ID.
Examples
iex> get_session_info(123)
%{token_id: 123, user: %User{}, created_at: ~N[...], ...}

iex> get_session_info(999)
nil

  



  
    
      
    
    
      get_session_stats()



        
          
        

    

  


  

Gets session statistics including total, unique users, expired sessions etc.
Examples
iex> get_session_stats()
%{
  total_active: 15,
  unique_users: 8,
  expired_sessions: 5,
  sessions_today: 3
}

  



  
    
      
    
    
      list_active_sessions()



        
          
        

    

  


  

Lists all currently active sessions with user information.
Returns a list of maps containing session and user details.
Examples
iex> list_active_sessions()
[
  %{
    token_id: 123,
    token_preview: "abc12345",
    user: %User{id: 1, email: "user@example.com"},
    created_at: ~N[2024-01-01 12:00:00],
    expires_at: ~N[2024-03-02 12:00:00],
    is_current: false
  }
]

  



  
    
      
    
    
      list_user_sessions(user)



        
          
        

    

  


  

Lists all active sessions for a specific user.
Examples
iex> list_user_sessions(%User{id: 1})
[%{token_id: 123, user: %User{}, created_at: ~N[...], ...}]

  



  
    
      
    
    
      revoke_session(token_id)



        
          
        

    

  


  

Revokes a specific session by token ID.
Returns :ok if successful, {:error, :not_found} if session doesn't exist.
Examples
iex> revoke_session(123)
:ok

iex> revoke_session(999)
{:error, :not_found}

  



  
    
      
    
    
      revoke_user_sessions(user)



        
          
        

    

  


  

Revokes all sessions for a specific user.
Returns the number of sessions revoked.
Examples
iex> revoke_user_sessions(%User{id: 1})
3

  


        

      


  

    
PhoenixKit.Users.TableColumns 
    



      
Table column configuration for user management dashboard.
Provides dynamic column selection including standard user fields and custom fields
from the V17 custom fields system. Manages column metadata, ordering, and persistence
through the settings system.

      


      
        Summary


  
    Functions
  


    
      
        column_required?(column_id)

      


        Checks if a column is required (cannot be hidden).



    


    
      
        get_all_available_column_ids()

      


        Gets all available column IDs from both standard and custom fields.



    


    
      
        get_available_columns()

      


        Gets all available columns for the user table.



    


    
      
        get_column_metadata(column_id)

      


        Gets metadata for a specific column.



    


    
      
        get_default_columns()

      


        Gets the default column configuration.



    


    
      
        get_user_table_columns()

      


        Gets the current user table columns from settings.



    


    
      
        reorder_columns(new_order, current_selected)

      


        Reorders columns based on user drag-and-drop interaction.



    


    
      
        update_user_table_columns(columns)

      


        Updates the user table columns in settings.



    


    
      
        validate_columns(column_ids)

      


        Validates a list of column IDs against available columns.



    





      


      
        Functions


        


  
    
      
    
    
      column_required?(column_id)



        
          
        

    

  


  

Checks if a column is required (cannot be hidden).
Examples
iex> PhoenixKit.Users.TableColumns.column_required?("email")
true
iex> PhoenixKit.Users.TableColumns.column_required?("username")
false

  



  
    
      
    
    
      get_all_available_column_ids()



        
          
        

    

  


  

Gets all available column IDs from both standard and custom fields.

  



  
    
      
    
    
      get_available_columns()



        
          
        

    

  


  

Gets all available columns for the user table.
Returns a map combining standard columns with active custom fields.
Each column includes metadata like label, field path, and rendering information.
Examples
iex> PhoenixKit.Users.TableColumns.get_available_columns()
%{
  "email" => %{label: "Email", field: "email", required: true},
  "username" => %{label: "Username", field: "username", required: false},
  "custom_123" => %{label: "Department", field: "custom_data.department", field_id: 123, field_type: "select", required: false}
}

  



  
    
      
    
    
      get_column_metadata(column_id)



        
          
        

    

  


  

Gets metadata for a specific column.
Examples
iex> PhoenixKit.Users.TableColumns.get_column_metadata("email")
%{label: "Email", field: "email", required: true}

  



  
    
      
    
    
      get_default_columns()



        
          
        

    

  


  

Gets the default column configuration.
Returns the list of columns that should be visible by default
if no user preference is saved in settings.

  



  
    
      
    
    
      get_user_table_columns()



        
          
        

    

  


  

Gets the current user table columns from settings.
Returns the user's saved column preference, or the default configuration
if no preference is saved.
Examples
iex> PhoenixKit.Users.TableColumns.get_user_table_columns()
["email", "username", "role", "status", "registered"]

  



  
    
      
    
    
      reorder_columns(new_order, current_selected)



        
          
        

    

  


  

Reorders columns based on user drag-and-drop interaction.
Takes the new order from the frontend and ensures it's valid and complete.
Actions column is always appended at the end.
Examples
iex> PhoenixKit.Users.TableColumns.reorder_columns(["username", "email"], ["email", "username", "actions"])
["username", "email", "actions"]

  



  
    
      
    
    
      update_user_table_columns(columns)



        
          
        

    

  


  

Updates the user table columns in settings.
Saves the user's column preference to the settings table for persistence
across page reloads and sessions.
Examples
iex> PhoenixKit.Users.TableColumns.update_user_table_columns(["email", "role", "status"])
{:ok, %Setting{}}

  



  
    
      
    
    
      validate_columns(column_ids)



        
          
        

    

  


  

Validates a list of column IDs against available columns.
Returns only the valid column IDs from the input list.
Examples
iex> PhoenixKit.Users.TableColumns.validate_columns(["email", "invalid_id", "role"])
["email", "role"]

  


        

      


  

    
PhoenixKit.Utils.Date 
    



      
Date and time formatting utilities for PhoenixKit.
This module provides robust date and time formatting functionality using Timex,
supporting various format codes used throughout the PhoenixKit system.
Core Functions
Date Formatting
	format_date/2 - Format a date using PHP-style format codes
	format_time/2 - Format a time using PHP-style format codes
	get_date_examples/1 - Generate example formatted dates
	get_time_examples/1 - Generate example formatted times

Format Support
The module supports the following format codes:
Date Formats:
	Y-m-d - 2025-09-02 (ISO format)
	m/d/Y - 09/02/2025 (US format)
	d/m/Y - 02/09/2025 (European format)
	d.m.Y - 02.09.2025 (German format)
	d-m-Y - 02-09-2025 (Alternative European)
	F j, Y - September 2, 2025 (Long format)

Time Formats:
	H:i - 15:30 (24-hour format)
	h:i A - 3:30 PM (12-hour format with AM/PM)

Usage Examples
# Format a date
date = Date.utc_today()
PhoenixKit.Utils.Date.format_date(date, "F j, Y")
# => "September 2, 2025"

# Format a time
time = Time.utc_now()
PhoenixKit.Utils.Date.format_time(time, "h:i A")
# => "3:30 PM"

# Get examples for all date formats
PhoenixKit.Utils.Date.get_date_examples(Date.utc_today())
# => %{"Y-m-d" => "2025-09-02", "F j, Y" => "September 2, 2025", ...}
Implementation
This module uses Timex for robust internationalized date/time formatting
with extensive format support and proper locale handling.

      


      
        Summary


  
    Functions
  


    
      
        format_date(date, format)

      


        Formats a date according to the specified format string.



    


    
      
        format_date_with_cached_settings(date, settings)

      


        Formats a date using pre-loaded date format settings (cache-optimized).



    


    
      
        format_date_with_user_format(date)

      


        Formats a date using the user's date format preference from Settings.



    


    
      
        format_date_with_user_timezone(date, user)

      


        Formats a date using the user's timezone and date format preferences.



    


    
      
        format_date_with_user_timezone_cached(date, user, settings)

      


        Formats a date with timezone using pre-loaded settings (cache-optimized).



    


    
      
        format_datetime(datetime, format)

      


        Formats a datetime (NaiveDateTime) according to the specified date format.



    


    
      
        format_datetime_full(datetime, date_format, time_format)

      


        Formats a datetime (NaiveDateTime or DateTime) showing both date and time
according to the specified date and time formats.



    


    
      
        format_datetime_full_with_user_format(datetime)

      


        Formats a datetime showing both date and time using user preferences from Settings.



    


    
      
        format_datetime_with_cached_settings(datetime, settings)

      


        Formats a datetime using pre-loaded date format settings (cache-optimized).



    


    
      
        format_datetime_with_user_format(datetime)

      


        Formats a datetime using the user's date format preference from Settings.



    


    
      
        format_datetime_with_user_timezone(datetime, user)

      


        Formats a datetime using the user's timezone and date format preferences.



    


    
      
        format_datetime_with_user_timezone_cached(datetime, user, settings)

      


        Formats a datetime with timezone using pre-loaded settings (cache-optimized).



    


    
      
        format_time(time, format)

      


        Formats a time according to the specified format string.



    


    
      
        format_time_with_cached_settings(time, settings)

      


        Formats a time using pre-loaded time format settings (cache-optimized).



    


    
      
        format_time_with_user_format(time)

      


        Formats a time using the user's time format preference from Settings.
Automatically loads the time_format setting and applies it to the time.



    


    
      
        format_time_with_user_timezone(time, user)

      


        Formats a time using the user's timezone and time format preferences.



    


    
      
        format_time_with_user_timezone_cached(time, user, settings)

      


        Formats a time with timezone using pre-loaded settings (cache-optimized).



    


    
      
        get_date_examples(date)

      


        Generates example formatted dates for all supported formats.



    


    
      
        get_date_format_options()

      


        Gets all supported date format options with dynamic examples.



    


    
      
        get_time_examples(time)

      


        Generates example formatted times for all supported formats.



    


    
      
        get_time_format_options()

      


        Gets all supported time format options with dynamic examples.



    


    
      
        get_user_timezone(user)

      


        Gets the effective timezone for a user.



    


    
      
        get_user_timezone_cached(user, settings)

      


        Gets the effective timezone for a user using cached system timezone.



    





      


      
        Functions


        


  
    
      
    
    
      format_date(date, format)



        
          
        

    

  


  

Formats a date according to the specified format string.
Uses Timex for robust date formatting with extensive format support.
Examples
iex> PhoenixKit.Utils.Date.format_date(~D[2024-01-15], "Y-m-d")
"2024-01-15"

iex> PhoenixKit.Utils.Date.format_date(~D[2024-01-15], "m/d/Y")
"01/15/2024"

iex> PhoenixKit.Utils.Date.format_date(~D[2024-01-15], "F j, Y")
"January 15, 2024"

  



  
    
      
    
    
      format_date_with_cached_settings(date, settings)



        
          
        

    

  


  

Formats a date using pre-loaded date format settings (cache-optimized).
Examples
iex> settings = %{"date_format" => "F j, Y"}
iex> PhoenixKit.Utils.Date.format_date_with_cached_settings(~D[2024-01-15], settings)
"January 15, 2024"

  



  
    
      
    
    
      format_date_with_user_format(date)



        
          
        

    

  


  

Formats a date using the user's date format preference from Settings.
Automatically loads the date_format setting and applies it to the date.
Examples
iex> PhoenixKit.Utils.Date.format_date_with_user_format(~D[2024-01-15])
"January 15, 2024"  # If user has "F j, Y" format selected

  



  
    
      
    
    
      format_date_with_user_timezone(date, user)



        
          
        

    

  


  

Formats a date using the user's timezone and date format preferences.
Takes a user struct and uses their personal timezone preference if set,
otherwise falls back to system timezone.
Examples
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_date_with_user_timezone(~D[2024-01-15], user)
"January 15, 2024"  # If user has "F j, Y" format selected

  



  
    
      
    
    
      format_date_with_user_timezone_cached(date, user, settings)



        
          
        

    

  


  

Formats a date with timezone using pre-loaded settings (cache-optimized).
Examples
iex> settings = %{"date_format" => "F j, Y"}
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_date_with_user_timezone_cached(~D[2024-01-15], user, settings)
"January 15, 2024"

  



  
    
      
    
    
      format_datetime(datetime, format)



        
          
        

    

  


  

Formats a datetime (NaiveDateTime) according to the specified date format.
Extracts the date part and formats it using format_date/2.
Returns "Never" for nil values.
Examples
iex> PhoenixKit.Utils.Date.format_datetime(~N[2024-01-15 15:30:00], "F j, Y")
"January 15, 2024"

iex> PhoenixKit.Utils.Date.format_datetime(nil, "Y-m-d")
"Never"

  



  
    
      
    
    
      format_datetime_full(datetime, date_format, time_format)



        
          
        

    

  


  

Formats a datetime (NaiveDateTime or DateTime) showing both date and time
according to the specified date and time formats.
Returns "Never" for nil values.
Examples
iex> PhoenixKit.Utils.Date.format_datetime_full(~N[2024-01-15 15:30:00], "F j, Y", "h:i A")
"January 15, 2024 3:30 PM"

iex> PhoenixKit.Utils.Date.format_datetime_full(nil, "Y-m-d", "H:i")
"Never"

  



  
    
      
    
    
      format_datetime_full_with_user_format(datetime)



        
          
        

    

  


  

Formats a datetime showing both date and time using user preferences from Settings.
Automatically loads date_format and time_format settings and applies them.
Returns "Never" for nil values.
Examples
iex> PhoenixKit.Utils.Date.format_datetime_full_with_user_format(~N[2024-01-15 15:30:00])
"January 15, 2024 3:30 PM"  # If user has "F j, Y" and "h:i A" formats selected

iex> PhoenixKit.Utils.Date.format_datetime_full_with_user_format(nil)
"Never"

  



  
    
      
    
    
      format_datetime_with_cached_settings(datetime, settings)



        
          
        

    

  


  

Formats a datetime using pre-loaded date format settings (cache-optimized).
This function accepts pre-loaded settings to avoid database queries,
providing significant performance improvements when formatting many dates.
Examples
iex> settings = %{"date_format" => "F j, Y"}
iex> PhoenixKit.Utils.Date.format_datetime_with_cached_settings(~N[2024-01-15 15:30:00], settings)
"January 15, 2024"

iex> PhoenixKit.Utils.Date.format_datetime_with_cached_settings(nil, %{})
"Never"

  



  
    
      
    
    
      format_datetime_with_user_format(datetime)



        
          
        

    

  


  

Formats a datetime using the user's date format preference from Settings.
Automatically loads the date_format setting and applies it to the datetime.
Returns "Never" for nil values.
Examples
iex> PhoenixKit.Utils.Date.format_datetime_with_user_format(~N[2024-01-15 15:30:00])
"January 15, 2024"  # If user has "F j, Y" format selected

iex> PhoenixKit.Utils.Date.format_datetime_with_user_format(nil)
"Never"

  



  
    
      
    
    
      format_datetime_with_user_timezone(datetime, user)



        
          
        

    

  


  

Formats a datetime using the user's timezone and date format preferences.
Takes a user struct and uses their personal timezone preference if set,
otherwise falls back to system timezone, and finally UTC as last resort.
Examples
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_datetime_with_user_timezone(~N[2024-01-15 15:30:00], user)
"January 15, 2024"  # If user has "F j, Y" format selected

iex> user = %User{user_timezone: nil}  # Falls back to system timezone
iex> PhoenixKit.Utils.Date.format_datetime_with_user_timezone(~N[2024-01-15 15:30:00], user)
"2024-01-15"  # System default format

  



  
    
      
    
    
      format_datetime_with_user_timezone_cached(datetime, user, settings)



        
          
        

    

  


  

Formats a datetime with timezone using pre-loaded settings (cache-optimized).
This function combines timezone conversion with cached date/time formatting
for optimal performance when processing multiple users' data.
Examples
iex> settings = %{"date_format" => "F j, Y"}
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_datetime_with_user_timezone_cached(~N[2024-01-15 15:30:00], user, settings)
"January 15, 2024"

  



  
    
      
    
    
      format_time(time, format)



        
          
        

    

  


  

Formats a time according to the specified format string.
Uses Timex for robust time formatting with extensive format support.
Examples
iex> PhoenixKit.Utils.Date.format_time(~T[15:30:00], "H:i")
"15:30"

iex> PhoenixKit.Utils.Date.format_time(~T[15:30:00], "h:i A")
"3:30 PM"

  



  
    
      
    
    
      format_time_with_cached_settings(time, settings)



        
          
        

    

  


  

Formats a time using pre-loaded time format settings (cache-optimized).
Examples
iex> settings = %{"time_format" => "h:i A"}
iex> PhoenixKit.Utils.Date.format_time_with_cached_settings(~T[15:30:00], settings)
"3:30 PM"

  



  
    
      
    
    
      format_time_with_user_format(time)



        
          
        

    

  


  

Formats a time using the user's time format preference from Settings.
Automatically loads the time_format setting and applies it to the time.
Examples
iex> PhoenixKit.Utils.Date.format_time_with_user_format(~T[15:30:00])
"3:30 PM"  # If user has "h:i A" format selected

  



  
    
      
    
    
      format_time_with_user_timezone(time, user)



        
          
        

    

  


  

Formats a time using the user's timezone and time format preferences.
Takes a user struct and uses their personal timezone preference if set,
otherwise falls back to system timezone.
Examples
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_time_with_user_timezone(~T[15:30:00], user)
"3:30 PM"  # If user has "h:i A" format selected

  



  
    
      
    
    
      format_time_with_user_timezone_cached(time, user, settings)



        
          
        

    

  


  

Formats a time with timezone using pre-loaded settings (cache-optimized).
Examples
iex> settings = %{"time_format" => "h:i A"}
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.format_time_with_user_timezone_cached(~T[15:30:00], user, settings)
"8:30 PM"

  



  
    
      
    
    
      get_date_examples(date)



        
          
        

    

  


  

Generates example formatted dates for all supported formats.
Returns a map with format codes as keys and formatted examples as values.
Useful for generating dropdown options and previews.
Examples
iex> PhoenixKit.Utils.Date.get_date_examples(~D[2024-01-15])
%{
  "Y-m-d" => "2024-01-15",
  "m/d/Y" => "01/15/2024",
  "d/m/Y" => "15/01/2024",
  "d.m.Y" => "15.01.2024",
  "d-m-Y" => "15-01-2024",
  "F j, Y" => "January 15, 2024"
}

  



  
    
      
    
    
      get_date_format_options()



        
          
        

    

  


  

Gets all supported date format options with dynamic examples.
Returns a list of {label, format_code} tuples suitable for dropdown menus.
Each label includes the format description and a current date example.
Examples
iex> PhoenixKit.Utils.Date.get_date_format_options()
[
  {"YYYY-MM-DD (2025-09-02)", "Y-m-d"},
  {"MM/DD/YYYY (09/02/2025)", "m/d/Y"},
  # ... more formats
]

  



  
    
      
    
    
      get_time_examples(time)



        
          
        

    

  


  

Generates example formatted times for all supported formats.
Returns a map with format codes as keys and formatted examples as values.
Useful for generating dropdown options and previews.
Examples
iex> PhoenixKit.Utils.Date.get_time_examples(~T[15:30:00])
%{
  "H:i" => "15:30",
  "h:i A" => "3:30 PM"
}

  



  
    
      
    
    
      get_time_format_options()



        
          
        

    

  


  

Gets all supported time format options with dynamic examples.
Returns a list of {label, format_code} tuples suitable for dropdown menus.
Each label includes the format description and a current time example.
Examples
iex> PhoenixKit.Utils.Date.get_time_format_options()
[
  {"24 Hour (15:30)", "H:i"},
  {"12 Hour (3:30 PM)", "h:i A"}
]

  



  
    
      
    
    
      get_user_timezone(user)



        
          
        

    

  


  

Gets the effective timezone for a user.
Returns the user's personal timezone if set, otherwise falls back to
system timezone, and finally UTC as last resort.
Examples
iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.get_user_timezone(user)
"+5"

iex> user = %User{user_timezone: nil}
iex> PhoenixKit.Utils.Date.get_user_timezone(user)
"0"  # System default

  



  
    
      
    
    
      get_user_timezone_cached(user, settings)



        
          
        

    

  


  

Gets the effective timezone for a user using cached system timezone.
Optimized version that accepts pre-loaded system timezone setting.
Examples
iex> settings = %{"time_zone" => "+1"}
iex> user = %User{user_timezone: nil}
iex> PhoenixKit.Utils.Date.get_user_timezone_cached(user, settings)
"+1"

iex> user = %User{user_timezone: "+5"}
iex> PhoenixKit.Utils.Date.get_user_timezone_cached(user, %{})
"+5"

  


        

      


  

    
PhoenixKit.Utils.Geolocation 
    



      
IP Geolocation utilities for PhoenixKit.
Provides functionality to extract IP addresses from Phoenix LiveView sockets
and look up geographical location data using free IP geolocation APIs.
Features
	Extract IP addresses from Phoenix LiveView sockets
	Primary API: IP-API.com (45 requests/minute)
	Fallback API: ipapi.co (1000 requests/day)
	Graceful error handling with fallback to IP-only tracking
	Privacy-first design (disabled by default)

Usage
# Extract IP from socket
ip_address = PhoenixKit.Utils.Geolocation.extract_ip_from_socket(socket)

# Lookup location data
case PhoenixKit.Utils.Geolocation.lookup_location(ip_address) do
  {:ok, location} ->
    # Process location data
  {:error, reason} ->
    # Handle error, fall back to IP-only
end

      


      
        Summary


  
    Functions
  


    
      
        extract_ip_from_socket(socket)

      


        Extracts IP address from a Phoenix LiveView socket.



    


    
      
        lookup_location(ip_address)

      


        Looks up geographical location data for an IP address.



    





      


      
        Functions


        


  
    
      
    
    
      extract_ip_from_socket(socket)



        
          
        

    

  


  

Extracts IP address from a Phoenix LiveView socket.
Examples
iex> extract_ip_from_socket(socket)
"192.168.1.1"

iex> extract_ip_from_socket(socket_with_no_peer_data)
"unknown"

  



  
    
      
    
    
      lookup_location(ip_address)



        
          
        

    

  


  

Looks up geographical location data for an IP address.
Uses IP-API.com as primary service (45 requests/minute) with ipapi.co
as fallback (1000 requests/day).
Examples
iex> lookup_location("8.8.8.8")
{:ok, %{
  "country" => "United States",
  "region" => "California",
  "city" => "Mountain View"
}}

iex> lookup_location("invalid-ip")
{:error, "Invalid IP address"}

  


        

      


  

    
PhoenixKit.Utils.HeroIcons 
    



      
Curated list of Heroicons for use in the application.
Icons are grouped by category for easy browsing.

      


      
        Summary


  
    Functions
  


    
      
        list_all_icons()

      


        Returns a flat list of all available icons.



    


    
      
        list_categories()

      


        Returns all category names.



    


    
      
        list_icons_by_category()

      


        Returns all available icons grouped by category.



    


    
      
        search_icons(query)

      


        Searches for icons by name or display name.



    





      


      
        Functions


        


  
    
      
    
    
      list_all_icons()



        
          
        

    

  


  

Returns a flat list of all available icons.

  



  
    
      
    
    
      list_categories()



        
          
        

    

  


  

Returns all category names.

  



  
    
      
    
    
      list_icons_by_category()



        
          
        

    

  


  

Returns all available icons grouped by category.

  



  
    
      
    
    
      search_icons(query)



        
          
        

    

  


  

Searches for icons by name or display name.

  


        

      


  

    
PhoenixKit.Utils.PhoenixVersion 
    



      
Utilities for detecting and working with Phoenix framework versions.
This module provides functions to detect the Phoenix version in use
and determine compatibility strategies for different Phoenix versions,
particularly for layout integration between v1.7- and v1.8+.
Usage
iex> PhoenixKit.Utils.PhoenixVersion.get_version()
"1.8.2"

iex> PhoenixKit.Utils.PhoenixVersion.get_strategy()
:modern

iex> PhoenixKit.Utils.PhoenixVersion.supports_function_components?()
true
Version Strategies
	:legacy - Phoenix < 1.8.0, uses router-level layout configuration
	:modern - Phoenix >= 1.8.0, supports function component layouts


      


      
        Summary


  
    Functions
  


    
      
        get_strategy()

      


        Gets the compatibility strategy for the current Phoenix version.



    


    
      
        get_version()

      


        Gets the current Phoenix framework version as a string.



    


    
      
        get_version_info()

      


        Gets version information for debugging and diagnostics.



    


    
      
        modern_version?(version_string)

      


        Checks if a specific version string represents a modern Phoenix version.



    


    
      
        requires_legacy_config?()

      


        Checks if the current Phoenix version requires legacy layout configuration.



    


    
      
        supports_function_components?()

      


        Checks if the current Phoenix version supports function component layouts.



    





      


      
        Functions


        


  
    
      
    
    
      get_strategy()



        
          
        

    

  


  

      

          @spec get_strategy() :: :legacy | :modern


      


Gets the compatibility strategy for the current Phoenix version.
Returns either :legacy for Phoenix < 1.8.0 or :modern for Phoenix >= 1.8.0.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.get_strategy()
:modern

  



  
    
      
    
    
      get_version()



        
          
        

    

  


  

      

          @spec get_version() :: String.t()


      


Gets the current Phoenix framework version as a string.
Returns the version from the Phoenix application specification,
or a fallback version if Phoenix is not found.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.get_version()
"1.8.2"

  



  
    
      
    
    
      get_version_info()



        
          
        

    

  


  

      

          @spec get_version_info() :: map()


      


Gets version information for debugging and diagnostics.
Returns a map with detailed version information including the raw version
from the application spec and the normalized version used for comparisons.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.get_version_info()
%{
  raw_version: '1.8.2',
  normalized_version: "1.8.2",
  strategy: :modern,
  supports_function_components: true,
  threshold_version: "1.8.0"
}

  



  
    
      
    
    
      modern_version?(version_string)



        
          
        

    

  


  

      

          @spec modern_version?(String.t()) :: boolean()


      


Checks if a specific version string represents a modern Phoenix version.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.modern_version?("1.8.0")
true

iex> PhoenixKit.Utils.PhoenixVersion.modern_version?("1.7.14")
false

  



  
    
      
    
    
      requires_legacy_config?()



        
          
        

    

  


  

      

          @spec requires_legacy_config?() :: boolean()


      


Checks if the current Phoenix version requires legacy layout configuration.
Legacy layout configuration is required for Phoenix < 1.8.0.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.requires_legacy_config?()
false

  



  
    
      
    
    
      supports_function_components?()



        
          
        

    

  


  

      

          @spec supports_function_components?() :: boolean()


      


Checks if the current Phoenix version supports function component layouts.
Function component layouts were introduced in Phoenix 1.8.0.
Examples
iex> PhoenixKit.Utils.PhoenixVersion.supports_function_components?()
true

  


        

      


  

    
PhoenixKit.Utils.Routes 
    



      
Utility functions for working with PhoenixKit routes and URLs.
This module provides helpers for constructing URLs with the correct
PhoenixKit prefix configured in the application.

      


      
        Summary


  
    Functions
  


    
      
        locale_aware_path(assigns, url_path)

      


        Returns a locale-aware path using locale from assigns.



    


    
      
        path(url_path, opts \\ [])

      


    


    
      
        url(url_path)

      


        Returns a full url with preconfigured prefix.



    





      


      
        Functions


        


  
    
      
    
    
      locale_aware_path(assigns, url_path)



        
          
        

    

  


  

Returns a locale-aware path using locale from assigns.
This function is specifically designed for use in component templates
where the locale needs to be passed explicitly via assigns.

  



    

  
    
      
    
    
      path(url_path, opts \\ [])



        
          
        

    

  


  


  



  
    
      
    
    
      url(url_path)



        
          
        

    

  


  

Returns a full url with preconfigured prefix.
This function first checks for a configured site URL in Settings,
then automatically detects the correct URL from the running Phoenix
application endpoint when possible, falling back to static configuration.
This ensures that magic links and other email links work correctly in both
development and production environments, with full control over the base URL
through the Settings admin panel.

  


        

      


  

    
PhoenixKitWeb 
    



      
The web interface for PhoenixKit.
This module provides the base functionality for web components
including controllers, live views, and components used for
user authentication and management.

      


      
        Summary


  
    Functions
  


    
      
        __using__(which)

      


        When used, dispatch to the appropriate controller/view/etc.



    


    
      
        channel()

      


    


    
      
        controller()

      


    


    
      
        core_components()

      


    


    
      
        html()

      


    


    
      
        live_component()

      


    


    
      
        live_view()

      


    


    
      
        router()

      


    


    
      
        static_paths()

      


    


    
      
        verified_routes()

      


    





      


      
        Functions


        


  
    
      
    
    
      __using__(which)


        (macro)


        
          
        

    

  


  

When used, dispatch to the appropriate controller/view/etc.

  



  
    
      
    
    
      channel()



        
          
        

    

  


  


  



  
    
      
    
    
      controller()



        
          
        

    

  


  


  



  
    
      
    
    
      core_components()



        
          
        

    

  


  


  



  
    
      
    
    
      html()



        
          
        

    

  


  


  



  
    
      
    
    
      live_component()



        
          
        

    

  


  


  



  
    
      
    
    
      live_view()



        
          
        

    

  


  


  



  
    
      
    
    
      router()



        
          
        

    

  


  


  



  
    
      
    
    
      static_paths()



        
          
        

    

  


  


  



  
    
      
    
    
      verified_routes()



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.AuthRouter 
    



      
Legacy authentication router for PhoenixKit.
DEPRECATED: This module is kept for backward compatibility.
Use PhoenixKitWeb.Integration.phoenix_kit_routes/0 macro instead.
This router provides basic forwarding to authentication routes but lacks
the advanced features and proper pipeline configuration of the Integration module.
Migration Path
Replace usage of this router with the Integration macro:
# Instead of:
forward "/auth", PhoenixKitWeb.AuthRouter

# Use:
import PhoenixKitWeb.Integration
phoenix_kit_routes()

      


      
        Summary


  
    Functions
  


    
      
        browser(conn, _)

      


    


    
      
        call(conn, opts)

      


        Callback invoked by Plug on every request.



    


    
      
        formatted_routes(_)

      


        Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.



    


    
      
        init(opts)

      


        Callback required by Plug that initializes the router
for serving web requests.



    


    
      
        phoenix_kit_redirect_if_authenticated(conn, _)

      


    


    
      
        require_authenticated(conn, _)

      


    


    
      
        verified_route?(_, split_path)

      


        Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.



    





      


      
        Functions


        


  
    
      
    
    
      browser(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback invoked by Plug on every request.

  



  
    
      
    
    
      formatted_routes(_)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback required by Plug that initializes the router
for serving web requests.

  



  
    
      
    
    
      phoenix_kit_redirect_if_authenticated(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      require_authenticated(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      verified_route?(_, split_path)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.

  


        

      


  

    
PhoenixKitWeb.Components.AdminNav 
    



      
Admin navigation components for the PhoenixKit admin panel.
Provides consistent navigation elements for both desktop sidebar and mobile drawer.

      


      
        Summary


  
    Functions
  


    
      
        admin_language_dropdown(assigns)

      


        Renders language dropdown for top bar navigation.
Shows globe icon with dropdown menu for language selection.



    


    
      
        admin_nav_icon(assigns)

      


        Renders an icon for admin navigation items.



    


    
      
        admin_nav_item(assigns)

      


        Renders an admin navigation item with proper active state styling.



    


    
      
        admin_theme_controller(assigns)

      


        Renders theme controller for admin panel.
Based on EZNews theme system with DaisyUI integration.



    


    
      
        admin_user_dropdown(assigns)

      


        Renders user dropdown for top bar navigation.
Shows user avatar with dropdown menu containing email, role, settings and logout.



    


    
      
        admin_user_info(assigns)

      


        Renders user information section for admin panel sidebar.
Shows current user email and role information.



    





      


      
        Functions


        


  
    
      
    
    
      admin_language_dropdown(assigns)



        
          
        

    

  


  

Renders language dropdown for top bar navigation.
Shows globe icon with dropdown menu for language selection.
Attributes
	current_path (:string) - Defaults to "".
	current_locale (:string) - Defaults to "en".


  



  
    
      
    
    
      admin_nav_icon(assigns)



        
          
        

    

  


  

Renders an icon for admin navigation items.
Attributes
	icon (:string) (required)
	active (:boolean) - Defaults to false.


  



  
    
      
    
    
      admin_nav_item(assigns)



        
          
        

    

  


  

Renders an admin navigation item with proper active state styling.
Examples
<.admin_nav_item
  href={Routes.locale_aware_path(assigns,"/admin/dashboard")}
  icon="dashboard"
  label="Dashboard"
  current_path={Routes.locale_aware_path(assigns,"/admin/dashboard")}
/>

<.admin_nav_item
  href={Routes.locale_aware_path(assigns,"/admin/users")}
  icon="users"
  label="Users"
  current_path={Routes.locale_aware_path(assigns,"/admin/dashboard")}
  mobile={true}
/>
Attributes
	href (:string) (required)
	icon (:string) (required)
	label (:string) (required)
	description (:string) - Defaults to nil.
	current_path (:string) (required)
	mobile (:boolean) - Defaults to false.
	nested (:boolean) - Defaults to false.
	disable_active (:boolean) - Defaults to false.


  



  
    
      
    
    
      admin_theme_controller(assigns)



        
          
        

    

  


  

Renders theme controller for admin panel.
Based on EZNews theme system with DaisyUI integration.
Attributes
	mobile (:boolean) - Defaults to false.


  



  
    
      
    
    
      admin_user_dropdown(assigns)



        
          
        

    

  


  

Renders user dropdown for top bar navigation.
Shows user avatar with dropdown menu containing email, role, settings and logout.
Attributes
	scope (:any) - Defaults to nil.
	current_path (:string) - Defaults to "".
	current_locale (:string) - Defaults to "en".


  



  
    
      
    
    
      admin_user_info(assigns)



        
          
        

    

  


  

Renders user information section for admin panel sidebar.
Shows current user email and role information.
Attributes
	scope (:any) - Defaults to nil.


  


        

      


  

    
PhoenixKitWeb.Components.Core.Badge 
    



      
Provides badge UI components for status, roles, and labels.
Supports different variants for system roles, user statuses, and custom labels.
All badge components follow daisyUI badge styling conventions.

      


      
        Summary


  
    Functions
  


    
      
        category_badge(assigns)

      


        Renders a category badge for email templates.



    


    
      
        code_status_badge(assigns)

      


        Renders a code status badge for referral codes.



    


    
      
        role_badge(assigns)

      


        Renders a role badge with appropriate styling based on role type.



    


    
      
        template_status_badge(assigns)

      


        Renders a status badge for email templates.



    


    
      
        user_status_badge(assigns)

      


        Renders a user status badge (active/inactive/unconfirmed).



    





      


      
        Functions


        


  
    
      
    
    
      category_badge(assigns)



        
          
        

    

  


  

Renders a category badge for email templates.
Attributes
	category - Template category: "system", "marketing", "transactional"
	size - Badge size (default: :sm)
	class - Additional CSS classes

Examples
<.category_badge category="system" />
<.category_badge category="marketing" size={:md} />
Attributes
	category (:string) (required)
	size (:atom) - Defaults to :sm. Must be one of :xs, :sm, :md, or :lg.
	class (:string) - Defaults to "".


  



  
    
      
    
    
      code_status_badge(assigns)



        
          
        

    

  


  

Renders a code status badge for referral codes.
Attributes
	code - Code struct with uses_count, max_uses, and expiration_date fields
	size - Badge size (default: :md)

Examples
<.code_status_badge code={referral_code} />
<.code_status_badge code={code} size={:sm} />
Attributes
	code (:map) (required)
	size (:atom) - Defaults to :md. Must be one of :xs, :sm, :md, or :lg.


  



  
    
      
    
    
      role_badge(assigns)



        
          
        

    

  


  

Renders a role badge with appropriate styling based on role type.
Attributes
	role - Role struct with name and is_system_role fields
	size - Badge size: :xs, :sm, :md, :lg (default: :md)
	class - Additional CSS classes

Examples
<.role_badge role={user.role} />
<.role_badge role={role} size={:sm} />
<.role_badge role={custom_role} class="ml-2" />
Attributes
	role (:map) (required)
	size (:atom) - Defaults to :md. Must be one of :xs, :sm, :md, or :lg.
	class (:string) - Defaults to "".


  



  
    
      
    
    
      template_status_badge(assigns)



        
          
        

    

  


  

Renders a status badge for email templates.
Attributes
	status - Template status: "active", "draft", "archived"
	size - Badge size (default: :sm)
	class - Additional CSS classes

Examples
<.template_status_badge status="active" />
<.template_status_badge status="draft" size={:md} />
Attributes
	status (:string) (required)
	size (:atom) - Defaults to :sm. Must be one of :xs, :sm, :md, or :lg.
	class (:string) - Defaults to "".


  



  
    
      
    
    
      user_status_badge(assigns)



        
          
        

    

  


  

Renders a user status badge (active/inactive/unconfirmed).
Attributes
	is_active - Boolean user active status
	confirmed_at - DateTime of email confirmation or nil
	size - Badge size (default: :md)

Examples
<.user_status_badge is_active={user.is_active} confirmed_at={user.confirmed_at} />
<.user_status_badge is_active={false} confirmed_at={nil} size={:sm} />
Attributes
	is_active (:boolean) (required)
	confirmed_at (:any) - Defaults to nil.
	size (:atom) - Defaults to :md. Must be one of :xs, :sm, :md, or :lg.


  


        

      


  

    
PhoenixKitWeb.Components.Core.Button 
    



      
Provides a button UI component.

      


      
        Summary


  
    Functions
  


    
      
        button(assigns)

      


        Renders a button.



    





      


      
        Functions


        


  
    
      
    
    
      button(assigns)



        
          
        

    

  


  

Renders a button.
Examples
<.button>Send!</.button>
<.button phx-click="go" class="ml-2">Send!</.button>
Attributes
	type (:string) - Defaults to nil.
	class (:string) - Defaults to nil.
	Global attributes are accepted. Supports all globals plus: ["disabled", "form", "name", "value"].

Slots
	inner_block (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.Checkbox 
    



      
Provides a default checkbox UI component.

      


      
        Summary


  
    Functions
  


    
      
        checkbox(assigns)

      


        Renders a checkbox.



    





      


      
        Functions


        


  
    
      
    
    
      checkbox(assigns)



        
          
        

    

  


  

Renders a checkbox.
Attributes
	field (Phoenix.HTML.FormField)
	id (:any) - Defaults to nil.
	name (:any)
	label (:string) - Defaults to nil.
	errors (:list) - Defaults to [].
	checked (:boolean) - Defaults to false.
	Global attributes are accepted. Supports all globals plus: ["readonly", "required"].

Slots
	inner_block


  


        

      


  

    
PhoenixKitWeb.Components.Core.FileDisplay 
    



      
Components for displaying file-related information.
Provides status badges, file size formatting, and modification time display.

      


      
        Summary


  
    Functions
  


    
      
        file_mtime(assigns)

      


        Displays formatted modification time (relative or absolute).



    


    
      
        file_size(assigns)

      


        Displays formatted file size.



    


    
      
        page_status_badge(assigns)

      


        Displays a status badge for pages.



    





      


      
        Functions


        


  
    
      
    
    
      file_mtime(assigns)



        
          
        

    

  


  

Displays formatted modification time (relative or absolute).
Examples
<.file_mtime mtime={~N[2025-01-15 10:00:00]} />
Attributes
	mtime (:any) (required)
	class (:string) - Defaults to "".


  



  
    
      
    
    
      file_size(assigns)



        
          
        

    

  


  

Displays formatted file size.
Examples
<.file_size bytes={1024} />  <%!-- 1.0 KB --%>
<.file_size bytes={1_048_576} />  <%!-- 1.0 MB --%>
Attributes
	bytes (:integer) (required)
	class (:string) - Defaults to "".


  



  
    
      
    
    
      page_status_badge(assigns)



        
          
        

    

  


  

Displays a status badge for pages.
Examples
<.page_status_badge status="published" />
<.page_status_badge status="draft" />
<.page_status_badge status="archived" />
Attributes
	status (:string) (required)
	class (:string) - Defaults to "".


  


        

      


  

    
PhoenixKitWeb.Components.Core.Flash 
    



      
Provides flash UI components.

      


      
        Summary


  
    Functions
  


    
      
        flash(assigns)

      


        Renders flash notices.



    


    
      
        flash_group(assigns)

      


        Shows the flash group with all flash messages.



    





      


      
        Functions


        


  
    
      
    
    
      flash(assigns)



        
          
        

    

  


  

Renders flash notices.
Examples
<.flash kind={:info} flash={@flash} />
<.flash kind={:info} phx-mounted={show("#flash")}>Welcome Back!</.flash>
Attributes
	id (:string) - the optional id of flash container.
	flash (:map) - the map of flash messages to display. Defaults to %{}.
	title (:string) - Defaults to nil.
	kind (:atom) - used for styling and flash lookup. Must be one of :info, or :error.
	Global attributes are accepted. the arbitrary HTML attributes to add to the flash container.

Slots
	inner_block - the optional inner block that renders the flash message.


  



  
    
      
    
    
      flash_group(assigns)



        
          
        

    

  


  

Shows the flash group with all flash messages.
Examples
<.flash_group flash={@flash} />
Attributes
	flash (:map) (required) - the map of flash messages.
	id (:string) - the optional id of flash container. Defaults to "flash-group".


  


        

      


  

    
PhoenixKitWeb.Components.Core.FormFieldError 
    



      
Provides an error UI component for form components.

      


      
        Summary


  
    Functions
  


    
      
        error(assigns)

      


        Generates a generic error message.



    





      


      
        Functions


        


  
    
      
    
    
      error(assigns)



        
          
        

    

  


  

Generates a generic error message.
Slots
	inner_block (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.FormFieldLabel 
    



      
Provides a label UI component for form components.

      


      
        Summary


  
    Functions
  


    
      
        label(assigns)

      


        Renders a label.



    





      


      
        Functions


        


  
    
      
    
    
      label(assigns)



        
          
        

    

  


  

Renders a label.
Attributes
	for (:string) - Defaults to nil.
	class (:string) - Defaults to nil.

Slots
	inner_block (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.Header 
    



      
Provides a header UI component.

      


      
        Summary


  
    Functions
  


    
      
        header(assigns)

      


        Renders a header with title.



    





      


      
        Functions


        


  
    
      
    
    
      header(assigns)



        
          
        

    

  


  

Renders a header with title.
Attributes
	class (:string) - Defaults to nil.

Slots
	inner_block (required)
	subtitle
	actions


  


        

      


  

    
PhoenixKitWeb.Components.Core.HeroStatCard 
    



      
Provides a large hero statistics card UI component for prominent dashboard metrics.
This component renders a large gradient card with decorative background circle,
icon with title side-by-side, and a prominent statistic value. Used for key
metrics like System Owners, Administrators, and Total Users.

      


      
        Summary


  
    Functions
  


    
      
        hero_stat_card(assigns)

      


        Renders a large hero statistics card with decorative background.



    





      


      
        Functions


        


  
    
      
    
    
      hero_stat_card(assigns)



        
          
        

    

  


  

Renders a large hero statistics card with decorative background.
Examples
<.hero_stat_card
  circle_size="20"
  value={@stats.owner_count}
  title="System Owners"
  subtitle="Complete system authority"
>
  <:icon>
    <PhoenixKitWeb.Components.Core.Icons.icon_crown />
  </:icon>
</.hero_stat_card>

<.hero_stat_card
  circle_size="16"
  value={@stats.admin_count}
  title="Administrators"
  subtitle="Management privileges"
>
  <:icon>
    <PhoenixKitWeb.Components.Core.Icons.icon_star />
  </:icon>
</.hero_stat_card>
Attributes
	circle_size (:string) (required) - Decorative circle size in rem (e.g., '20', '16', '24').
	value (:any) (required) - The main statistic value to display.
	title (:string) (required) - The card title text (displayed next to icon).
	subtitle (:string) (required) - The smaller descriptive text.

Slots
	icon (required) - Icon to display next to the title.


  


        

      


  

    
PhoenixKitWeb.Components.Core.Icon 
    



      
Provides a hero icon UI component.

      


      
        Summary


  
    Functions
  


    
      
        icon(assigns)

      


        Renders an icon.



    





      


      
        Functions


        


  
    
      
    
    
      icon(assigns)



        
          
        

    

  


  

Renders an icon.
Attributes
	name (:string) (required)
	class (:string) - Defaults to nil.


  


        

      


  

    
PhoenixKitWeb.Components.Core.Icons 
    



      
Provides icons for other components and interfaces.

      


      
        Summary


  
    Functions
  


    
      
        icon_activity(assigns)

      


        Activity/Sessions icon component.



    


    
      
        icon_apple(assigns)

      


        Apple icon component.



    


    
      
        icon_arrow_left(assigns)

      


        A component for an arrow to left.



    


    
      
        icon_auto_refresh_off(assigns)

      


        Auto-refresh OFF icon component (arrows in opposite directions).



    


    
      
        icon_auto_refresh_on(assigns)

      


        Auto-refresh ON icon component (clock with arrow).



    


    
      
        icon_ban(assigns)

      


        Ban/disable icon component (X with strikethrough).



    


    
      
        icon_check(assigns)

      


        Check icon component.



    


    
      
        icon_check_circle_filled(assigns)

      


        Check circle filled icon component.



    


    
      
        icon_check_circle_outline(assigns)

      


        Check circle outline icon component.



    


    
      
        icon_clock(assigns)

      


        Clock icon component with hands.



    


    
      
        icon_clock_expired(assigns)

      


        Expired clock icon component.



    


    
      
        icon_copy(assigns)

      


        Copy icon component (document with plus).



    


    
      
        icon_crown(assigns)

      


        Crown icon component for system owners.



    


    
      
        icon_dark(assigns)

      


        Dark theme icon component (moon).



    


    
      
        icon_dashboard(assigns)

      


        Dashboard icon component.



    


    
      
        icon_default(assigns)

      


        Default icon component for unknown icon types.



    


    
      
        icon_document(assigns)

      


        Document/Pages icon component for pages module.



    


    
      
        icon_download(assigns)

      


        Download icon component (arrow down with cloud).



    


    
      
        icon_duplicate(assigns)

      


        Duplicate icon component (two overlapping documents).



    


    
      
        icon_edit(assigns)

      


        Edit icon component (pencil for editing).



    


    
      
        icon_email(assigns)

      


        Email icon component.



    


    
      
        icon_empty_inbox(assigns)

      


        Empty inbox icon component.



    


    
      
        icon_entities(assigns)

      


        Entities icon component for entities module.



    


    
      
        icon_error_circle(assigns)

      


        Error circle icon component with X.



    


    
      
        icon_eye(assigns)

      


        Eye icon component for viewing/visibility.



    


    
      
        icon_facebook(assigns)

      


        Facebook icon component.



    


    
      
        icon_folder(assigns)

      


        Folder icon component.



    


    
      
        icon_github(assigns)

      


        GitHub icon component.



    


    
      
        icon_google(assigns)

      


        Google icon component.



    


    
      
        icon_info(assigns)

      


        Info icon component.



    


    
      
        icon_info_circle_filled(assigns)

      


        Info filled icon component (filled circle with exclamation).



    


    
      
        icon_info_filled(assigns)

      


        Info filled icon component.



    


    
      
        icon_language(assigns)

      


        Language/Globe icon component for language module.



    


    
      
        icon_light(assigns)

      


        Light theme icon component (sun).



    


    
      
        icon_link(assigns)

      


        Link icon component for connected accounts.



    


    
      
        icon_live_sessions(assigns)

      


        Live sessions icon component.



    


    
      
        icon_lock(assigns)

      


        Lock icon component (padlock for security).



    


    
      
        icon_login(assigns)

      


        Login icon component (arrow entering a door).



    


    
      
        icon_logout(assigns)

      


        Logout icon component.



    


    
      
        icon_menu(assigns)

      


        Menu icon component (hamburger).



    


    
      
        icon_modules(assigns)

      


        Modules icon component.



    


    
      
        icon_move(assigns)

      


        Move icon component (arrows in/out).



    


    
      
        icon_plus(assigns)

      


        Plus icon component (add/create action).



    


    
      
        icon_referral_codes(assigns)

      


        Referral codes icon component.



    


    
      
        icon_refresh(assigns)

      


        Refresh/Reload icon component.



    


    
      
        icon_roles(assigns)

      


        Roles icon component.



    


    
      
        icon_search(assigns)

      


        Search icon component (magnifying glass).



    


    
      
        icon_sessions(assigns)

      


        Sessions icon component.



    


    
      
        icon_settings(assigns)

      


        Settings icon component.



    


    
      
        icon_shield(assigns)

      


        Shield icon component.



    


    
      
        icon_sort_asc(assigns)

      


        Sort ascending icon component (arrow up).



    


    
      
        icon_sort_desc(assigns)

      


        Sort descending icon component (arrow down).



    


    
      
        icon_star(assigns)

      


        Star icon component for administrators.



    


    
      
        icon_system(assigns)

      


        System theme icon component (monitor).



    


    
      
        icon_trash(assigns)

      


        Trash icon component (delete action).



    


    
      
        icon_user_add(assigns)

      


        User add icon component (user with plus sign).



    


    
      
        icon_user_anonymous(assigns)

      


        Anonymous user icon component.



    


    
      
        icon_user_profile(assigns)

      


        User profile icon component.



    


    
      
        icon_user_simple(assigns)

      


        Simple user icon component.



    


    
      
        icon_users(assigns)

      


        Users icon component.



    


    
      
        icon_users_multiple(assigns)

      


        Multiple users icon component.



    


    
      
        icon_warning(assigns)

      


        Warning triangle icon component.



    


    
      
        icon_warning_filled(assigns)

      


        Warning icon component (filled triangle).



    


    
      
        icon_x(assigns)

      


        X/Close icon component.



    


    
      
        icon_x_circle_filled(assigns)

      


        X circle filled icon component.



    


    
      
        icon_x_thin(assigns)

      


        X thin icon component for closing/canceling.



    





      


      
        Functions


        


  
    
      
    
    
      icon_activity(assigns)



        
          
        

    

  


  

Activity/Sessions icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_apple(assigns)



        
          
        

    

  


  

Apple icon component.
Attributes
	class (:string) - Defaults to "h-5 w-5".


  



  
    
      
    
    
      icon_arrow_left(assigns)



        
          
        

    

  


  

A component for an arrow to left.
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-2".


  



  
    
      
    
    
      icon_auto_refresh_off(assigns)



        
          
        

    

  


  

Auto-refresh OFF icon component (arrows in opposite directions).
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-1".


  



  
    
      
    
    
      icon_auto_refresh_on(assigns)



        
          
        

    

  


  

Auto-refresh ON icon component (clock with arrow).
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-1".


  



  
    
      
    
    
      icon_ban(assigns)



        
          
        

    

  


  

Ban/disable icon component (X with strikethrough).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_check(assigns)



        
          
        

    

  


  

Check icon component.
Attributes
	class (:string) - Defaults to "w-4 h-4 inline mr-1".
	data-theme-active-indicator (:boolean) - Defaults to false.


  



  
    
      
    
    
      icon_check_circle_filled(assigns)



        
          
        

    

  


  

Check circle filled icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_check_circle_outline(assigns)



        
          
        

    

  


  

Check circle outline icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_clock(assigns)



        
          
        

    

  


  

Clock icon component with hands.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_clock_expired(assigns)



        
          
        

    

  


  

Expired clock icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_copy(assigns)



        
          
        

    

  


  

Copy icon component (document with plus).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_crown(assigns)



        
          
        

    

  


  

Crown icon component for system owners.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_dark(assigns)



        
          
        

    

  


  

Dark theme icon component (moon).
Attributes
	class (:string) - Defaults to "size-4 opacity-75 hover:opacity-100".


  



  
    
      
    
    
      icon_dashboard(assigns)



        
          
        

    

  


  

Dashboard icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_default(assigns)



        
          
        

    

  


  

Default icon component for unknown icon types.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_document(assigns)



        
          
        

    

  


  

Document/Pages icon component for pages module.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_download(assigns)



        
          
        

    

  


  

Download icon component (arrow down with cloud).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_duplicate(assigns)



        
          
        

    

  


  

Duplicate icon component (two overlapping documents).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_edit(assigns)



        
          
        

    

  


  

Edit icon component (pencil for editing).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_email(assigns)



        
          
        

    

  


  

Email icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_empty_inbox(assigns)



        
          
        

    

  


  

Empty inbox icon component.
Attributes
	class (:string) - Defaults to "w-16 h-16 mx-auto mb-4".


  



  
    
      
    
    
      icon_entities(assigns)



        
          
        

    

  


  

Entities icon component for entities module.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_error_circle(assigns)



        
          
        

    

  


  

Error circle icon component with X.
Attributes
	class (:string) - Defaults to "stroke-current shrink-0 h-6 w-6".


  



  
    
      
    
    
      icon_eye(assigns)



        
          
        

    

  


  

Eye icon component for viewing/visibility.
Attributes
	class (:string) - Defaults to "w-8 h-8 mr-3".


  



  
    
      
    
    
      icon_facebook(assigns)



        
          
        

    

  


  

Facebook icon component.
Attributes
	class (:string) - Defaults to "h-5 w-5".


  



  
    
      
    
    
      icon_folder(assigns)



        
          
        

    

  


  

Folder icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_github(assigns)



        
          
        

    

  


  

GitHub icon component.
Attributes
	class (:string) - Defaults to "h-5 w-5".


  



  
    
      
    
    
      icon_google(assigns)



        
          
        

    

  


  

Google icon component.
Attributes
	class (:string) - Defaults to "h-5 w-5".


  



  
    
      
    
    
      icon_info(assigns)



        
          
        

    

  


  

Info icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5 mt-0.5 text-info".


  



  
    
      
    
    
      icon_info_circle_filled(assigns)



        
          
        

    

  


  

Info filled icon component (filled circle with exclamation).
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_info_filled(assigns)



        
          
        

    

  


  

Info filled icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_language(assigns)



        
          
        

    

  


  

Language/Globe icon component for language module.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_light(assigns)



        
          
        

    

  


  

Light theme icon component (sun).
Attributes
	class (:string) - Defaults to "size-4 opacity-75 hover:opacity-100".


  



  
    
      
    
    
      icon_link(assigns)



        
          
        

    

  


  

Link icon component for connected accounts.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_live_sessions(assigns)



        
          
        

    

  


  

Live sessions icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_lock(assigns)



        
          
        

    

  


  

Lock icon component (padlock for security).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_login(assigns)



        
          
        

    

  


  

Login icon component (arrow entering a door).
Attributes
	class (:string) - Defaults to "w-5 h-5 mr-2".


  



  
    
      
    
    
      icon_logout(assigns)



        
          
        

    

  


  

Logout icon component.
Attributes
	class (:string) - Defaults to "w-3 h-3".


  



  
    
      
    
    
      icon_menu(assigns)



        
          
        

    

  


  

Menu icon component (hamburger).
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_modules(assigns)



        
          
        

    

  


  

Modules icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_move(assigns)



        
          
        

    

  


  

Move icon component (arrows in/out).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_plus(assigns)



        
          
        

    

  


  

Plus icon component (add/create action).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_referral_codes(assigns)



        
          
        

    

  


  

Referral codes icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_refresh(assigns)



        
          
        

    

  


  

Refresh/Reload icon component.
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-1".


  



  
    
      
    
    
      icon_roles(assigns)



        
          
        

    

  


  

Roles icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_search(assigns)



        
          
        

    

  


  

Search icon component (magnifying glass).
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_sessions(assigns)



        
          
        

    

  


  

Sessions icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_settings(assigns)



        
          
        

    

  


  

Settings icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_shield(assigns)



        
          
        

    

  


  

Shield icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5 text-primary-content".


  



  
    
      
    
    
      icon_sort_asc(assigns)



        
          
        

    

  


  

Sort ascending icon component (arrow up).
Attributes
	class (:string) - Defaults to "w-3 h-3".


  



  
    
      
    
    
      icon_sort_desc(assigns)



        
          
        

    

  


  

Sort descending icon component (arrow down).
Attributes
	class (:string) - Defaults to "w-3 h-3".


  



  
    
      
    
    
      icon_star(assigns)



        
          
        

    

  


  

Star icon component for administrators.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_system(assigns)



        
          
        

    

  


  

System theme icon component (monitor).
Attributes
	class (:string) - Defaults to "size-4 opacity-75 hover:opacity-100".


  



  
    
      
    
    
      icon_trash(assigns)



        
          
        

    

  


  

Trash icon component (delete action).
Attributes
	class (:string) - Defaults to "w-4 h-4".


  



  
    
      
    
    
      icon_user_add(assigns)



        
          
        

    

  


  

User add icon component (user with plus sign).
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-2".


  



  
    
      
    
    
      icon_user_anonymous(assigns)



        
          
        

    

  


  

Anonymous user icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_user_profile(assigns)



        
          
        

    

  


  

User profile icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_user_simple(assigns)



        
          
        

    

  


  

Simple user icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_users(assigns)



        
          
        

    

  


  

Users icon component.
Attributes
	class (:string) - Defaults to "w-5 h-5".


  



  
    
      
    
    
      icon_users_multiple(assigns)



        
          
        

    

  


  

Multiple users icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_warning(assigns)



        
          
        

    

  


  

Warning triangle icon component.
Attributes
	class (:string) - Defaults to "stroke-current shrink-0 h-5 w-5".


  



  
    
      
    
    
      icon_warning_filled(assigns)



        
          
        

    

  


  

Warning icon component (filled triangle).
Attributes
	class (:string) - Defaults to "w-6 h-6 text-yellow-600 dark:text-warning mt-0.5".


  



  
    
      
    
    
      icon_x(assigns)



        
          
        

    

  


  

X/Close icon component.
Attributes
	class (:string) - Defaults to "w-4 h-4 mr-2".


  



  
    
      
    
    
      icon_x_circle_filled(assigns)



        
          
        

    

  


  

X circle filled icon component.
Attributes
	class (:string) - Defaults to "w-6 h-6".


  



  
    
      
    
    
      icon_x_thin(assigns)



        
          
        

    

  


  

X thin icon component for closing/canceling.
Attributes
	class (:string) - Defaults to "w-3 h-3".


  


        

      


  

    
PhoenixKitWeb.Components.Core.Input 
    



      
Provides inputs UI components.

      


      
        Summary


  
    Functions
  


    
      
        input(assigns)

      


        Renders an input with label and error messages.



    


    
      
        translate_error(msg)

      


        Translates an error message using gettext.



    





      


      
        Functions


        


  
    
      
    
    
      input(assigns)



        
          
        

    

  


  

Renders an input with label and error messages.
A Phoenix.HTML.FormField may be passed as argument,
which is used to retrieve the input name, ID, and values.
Otherwise all attributes may be passed explicitly.
Types
This function accepts all HTML input types, considering that:
	For live file uploads, see Phoenix.Component.live_file_input/1

See https://developer.mozilla.org/en-US/docs/Web/HTML/Element/input
for more information.
Examples
<.input field={@form[:email]} type="email" />
<.input name="my-input" errors={["oh no!"]} />
Attributes
	id (:any) - Defaults to nil.
	name (:any)
	label (:string) - Defaults to nil.
	value (:any)
	type (:string) - Defaults to "text". Must be one of "color", "date", "datetime-local", "email", "file", "hidden", "month", "number", "password", "range", "search", "tel", "text", "time", "url", or "week".
	class (:string) - Defaults to nil.
	field (Phoenix.HTML.FormField) - a form field struct retrieved from the form, for example: @form[:email].
	errors (:list) - Defaults to [].
	checked (:boolean) - the checked flag for checkbox inputs.
	prompt (:string) - the prompt for select inputs. Defaults to nil.
	options (:list) - the options to pass to Phoenix.HTML.Form.options_for_select/2.
	multiple (:boolean) - the multiple flag for select inputs. Defaults to false.
	Global attributes are accepted. Supports all globals plus: ["accept", "autocomplete", "capture", "cols", "disabled", "form", "list", "max", "maxlength", "min", "minlength", "multiple", "pattern", "placeholder", "readonly", "required", "rows", "size", "step"].

Slots
	inner_block
	icon - the icon to display next to the label.


  



  
    
      
    
    
      translate_error(msg)



        
          
        

    

  


  

Translates an error message using gettext.

  


        

      


  

    
PhoenixKitWeb.Components.Core.MaintenancePage 
    



      
Displays a full-page maintenance message.
This component is shown to non-admin users when the Maintenance
module is enabled, replacing the normal page content.

      


      
        Summary


  
    Functions
  


    
      
        maintenance_page(assigns)

      


        Renders a full-page maintenance message.



    





      


      
        Functions


        


  
    
      
    
    
      maintenance_page(assigns)



        
          
        

    

  


  

Renders a full-page maintenance message.
Attributes
	header - Main heading text (default: loaded from settings)
	subtext - Descriptive text (default: loaded from settings)

Examples
<.maintenance_page />
<.maintenance_page header="Coming Soon" subtext="Check back later!" />
Attributes
	header (:string) - Defaults to nil.
	subtext (:string) - Defaults to nil.


  


        

      


  

    
PhoenixKitWeb.Components.Core.ModuleCard 
    



      
Provides a module card UI component for the Modules Overview page.
This component renders a card displaying a system module with a toggle switch,
status badges, action buttons, and optional configuration stats. Each module
can have custom badges, buttons, and stats displayed through slots.

      


      
        Summary


  
    Functions
  


    
      
        module_card(assigns)

      


        Renders a module card with header, toggle, status, actions, and optional stats.



    





      


      
        Functions


        


  
    
      
    
    
      module_card(assigns)



        
          
        

    

  


  

Renders a module card with header, toggle, status, actions, and optional stats.
Examples
<.module_card
  title="Referral Codes"
  description="Manage referral codes for user registration and monitoring"
  icon="🎫"
  enabled={assigns.module_enabled}
  toggle_event="toggle_module"
>
  <:status_badges>
    <span class="badge badge-success">
      Enabled
    </span>
    <span class="badge badge-outline ml-2">
      Optional
    </span>
  </:status_badges>

  <:action_buttons>
    <.link navigate="/admin/settings/module" class="btn btn-primary btn-sm">
      Configure
    </.link>
  </:action_buttons>

  <:stats>
    <div class="grid grid-cols-2 gap-2 text-xs">
      <div>
        <span class="text-base-content/70">Max per user:</span>
        <span class="font-medium">5</span>
      </div>
    </div>
  </:stats>
</.module_card>
Attributes
	title (:string) (required) - Module title.
	description (:string) (required) - Module description text.
	icon (:string) (required) - Emoji icon for the module.
	enabled (:boolean) (required) - Whether the module is enabled.
	toggle_event (:string) (required) - Phoenix event name for the toggle switch.

Slots
	status_badges (required) - Status badges to display (left side of actions row).
	action_buttons (required) - Action buttons to display (right side of actions row).
	stats - Optional stats/configuration section (shown when enabled).


  


        

      


  

    
PhoenixKitWeb.Components.Core.OAuthCheckbox 
    



      
Reusable component for OAuth provider checkboxes with conditional styling.

      


      
        Summary


  
    Functions
  


    
      
        oauth_provider_checkbox(assigns)

      


        Renders an OAuth provider checkbox with conditional disable styling.



    





      


      
        Functions


        


  
    
      
    
    
      oauth_provider_checkbox(assigns)



        
          
        

    

  


  

Renders an OAuth provider checkbox with conditional disable styling.
Attributes
	provider - The provider name (:google, :apple, :github, :facebook)
	provider_label - Display label for the provider (e.g., "Google Sign-In")
	master_enabled - Boolean indicating if OAuth master switch is enabled
	provider_enabled - Boolean indicating if this specific provider is enabled

Attributes
	provider (:atom) (required)
	provider_label (:string) (required)
	master_enabled (:boolean) (required)
	provider_enabled (:boolean) (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.OAuthProvider 
    



      
Reusable component for OAuth provider credential forms.

      


      
        Summary


  
    Functions
  


    
      
        oauth_provider_credentials(assigns)

      


        Renders an OAuth provider credential form with fields, test button, and setup instructions.



    





      


      
        Functions


        


  
    
      
    
    
      oauth_provider_credentials(assigns)



        
          
        

    

  


  

Renders an OAuth provider credential form with fields, test button, and setup instructions.
Attributes
	provider - The provider name (:google, :apple, :github, :facebook)
	enabled - Boolean indicating if this provider is enabled
	settings - Map of current settings values
	callback_url - The OAuth callback URL for this provider

Attributes
	provider (:atom) (required)
	enabled (:boolean) (required)
	settings (:map) (required)
	callback_url (:string) (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.OAuthUtils 
    



      
Utility components for OAuth functionality.

      


      
        Summary


  
    Functions
  


    
      
        callback_url_copy(assigns)

      


        Displays a callback URL with a copy-to-clipboard button.



    


    
      
        reverse_proxy_notice(assigns)

      


        Displays reverse proxy notice for OAuth providers.



    





      


      
        Functions


        


  
    
      
    
    
      callback_url_copy(assigns)



        
          
        

    

  


  

Displays a callback URL with a copy-to-clipboard button.
Attributes
	url (:string) (required)
	provider_name (:string) (required)
	class (:string) - Defaults to nil.


  



  
    
      
    
    
      reverse_proxy_notice(assigns)



        
          
        

    

  


  

Displays reverse proxy notice for OAuth providers.
Attributes
	class (:string) - Defaults to "text-xs text-base-content/60 mt-2".


  


        

      


  

    
PhoenixKitWeb.Components.Core.Pagination 
    



      
Pagination components for list views in PhoenixKit.
Provides pagination controls and information display following daisyUI design patterns.

      


      
        Summary


  
    Functions
  


    
      
        pagination_controls(assigns)

      


        Displays pagination controls with page numbers and navigation buttons.



    


    
      
        pagination_info(assigns)

      


        Displays pagination information showing result range.



    





      


      
        Functions


        


  
    
      
    
    
      pagination_controls(assigns)



        
          
        

    

  


  

Displays pagination controls with page numbers and navigation buttons.
Attributes
	page - Current page number (required)
	total_pages - Total number of pages (required)
	build_url - Function that takes page number and returns URL (required)
	class - Additional CSS classes

Examples
<.pagination_controls
  page={@page}
  total_pages={@total_pages}
  build_url={&build_page_url(&1, assigns)}
/>
Attributes
	page (:integer) (required)
	total_pages (:integer) (required)
	build_url (:any) (required)
	class (:string) - Defaults to "".


  



  
    
      
    
    
      pagination_info(assigns)



        
          
        

    

  


  

Displays pagination information showing result range.
Attributes
	page - Current page number (required)
	per_page - Items per page (required)
	total_count - Total number of items (required)
	class - Additional CSS classes

Examples
<.pagination_info
  page={@page}
  per_page={@per_page}
  total_count={@total_count}
/>

# Renders: "Showing 1 to 25 of 100 results"
Attributes
	page (:integer) (required)
	per_page (:integer) (required)
	total_count (:integer) (required)
	class (:string) - Defaults to "".


  


        

      


  

    
PhoenixKitWeb.Components.Core.Select 
    



      
Provides a default select UI component.

      


      
        Summary


  
    Functions
  


    
      
        select(assigns)

      


        


    





      


      
        Functions


        


  
    
      
    
    
      select(assigns)



        
          
        

    

  


  

Attributes
	field (Phoenix.HTML.FormField)
	id (:any) - Defaults to nil.
	name (:any)
	label (:string) - Defaults to nil.
	value (:any)
	options (:list)
	multiple (:boolean) - Defaults to false.
	prompt (:string) - Defaults to nil.
	errors (:list) - Defaults to [].
	Global attributes are accepted. Supports all globals plus: ["autocomplete", "cols", "maxlength", "disabled", "placeholder", "readonly", "required", "rows"].


  


        

      


  

    
PhoenixKitWeb.Components.Core.SimpleForm 
    



      
Provides a simple form UI component.

      


      
        Summary


  
    Functions
  


    
      
        simple_form(assigns)

      


        Renders a simple form.



    





      


      
        Functions


        


  
    
      
    
    
      simple_form(assigns)



        
          
        

    

  


  

Renders a simple form.
Examples
<.simple_form for={@form} phx-submit="save">
  <.input field={@form[:email]} type="email" label="Email"/>
  <.input field={@form[:password]} type="password" label="Password" />
  <:actions>
    <.button>Save</.button>
  </:actions>
</.simple_form>
Attributes
	for (:any) (required) - the datastructure for the form.
	as (:any) - the server side parameter to collect all input under. Defaults to nil.
	Global attributes are accepted. the arbitrary HTML attributes to apply to the form tag. Supports all globals plus: ["autocomplete", "name", "rel", "action", "enctype", "method", "novalidate", "target", "multipart"].

Slots
	inner_block (required)
	actions - the slot for form actions, such as a submit button.


  


        

      


  

    
PhoenixKitWeb.Components.Core.StatCard 
    



      
Provides a statistics card UI component for dashboard metrics.
This component renders a gradient card with an icon, main statistic value,
title, and subtitle. Commonly used in admin dashboards to display KPIs
and real-time statistics.

      


      
        Summary


  
    Functions
  


    
      
        stat_card(assigns)

      


        Renders a statistics card with semantic background color.



    





      


      
        Functions


        


  
    
      
    
    
      stat_card(assigns)



        
          
        

    

  


  

Renders a statistics card with semantic background color.
Examples
<.stat_card
  value={@session_stats.total_active}
  title="Active Sessions"
  subtitle="Currently logged in"
>
  <:icon>
    <PhoenixKitWeb.Components.Core.Icons.icon_activity />
  </:icon>
</.stat_card>

<.stat_card
  rounded="2xl"
  value={@stats.active_users}
  title="Active Users"
  subtitle="Currently online"
>
  <:icon>
    <PhoenixKitWeb.Components.Core.Icons.icon_check_circle_filled />
  </:icon>
</.stat_card>

<.stat_card
  compact={true}
  value={@stats.total_users}
  title="Total Users"
  subtitle="Registered accounts"
>
  <:icon>
    <.icon name="hero-users" class="w-5 h-5" />
  </:icon>
</.stat_card>
Attributes
	rounded (:string) - Border radius size (xl, 2xl, etc.). Defaults to "xl".
	compact (:boolean) - Use compact layout with reduced height. Defaults to false.
	value (:any) (required) - The main statistic value to display.
	title (:string) (required) - The card title text.
	subtitle (:string) (required) - The smaller descriptive text.

Slots
	icon (required) - Icon to display in the card header.


  


        

      


  

    
PhoenixKitWeb.Components.Core.TableDefault 
    



      
A basic table component with daisyUI styling.
Examples
<.table_default>
  <.table_default_header>
    <.table_default_row>
      <.table_default_header_cell>Name</.table_default_header_cell>
      <.table_default_header_cell>Email</.table_default_header_cell>
      <.table_default_header_cell>Role</.table_default_header_cell>
      <.table_default_header_cell>Actions</.table_default_header_cell>
    </.table_default_row>
  </.table_default_header>
  <.table_default_body>
    <.table_default_row>
      <.table_default_cell>John Doe</.table_default_cell>
      <.table_default_cell>john@example.com</.table_default_cell>
      <.table_default_cell><.badge>Admin</.badge></.table_default_cell>
      <.table_default_cell>
        <.button>Edit</.button>
      </.table_default_cell>
    </.table_default_row>
    <.table_default_row>
      <.table_default_cell>Jane Smith</.table_default_cell>
      <.table_default_cell>jane@example.com</.table_default_cell>
      <.table_default_cell>
        <.badge color="ghost">User</.badge>
      </.table_default_cell>
      <.table_default_cell>
        <.button>Edit</.button>
      </.table_default_cell>
    </.table_default_row>
  </.table_default_body>
</.table_default>

<.table_default variant="zebra">
  <!-- Table content with striped rows -->
</.table_default>

<.table_default size="sm" class="table-compact">
  <!-- Compact small table -->
</.table_default>

      


      
        Summary


  
    Functions
  


    
      
        table_default(assigns)

      


        Renders a table with daisyUI styling.



    


    
      
        table_default_body(assigns)

      


        Renders a table body section.



    


    
      
        table_default_cell(assigns)

      


        Renders a table data cell.



    


    
      
        table_default_footer(assigns)

      


        Renders a table footer section.



    


    
      
        table_default_header(assigns)

      


        Renders a table header section.



    


    
      
        table_default_header_cell(assigns)

      


        Renders a table header cell.



    


    
      
        table_default_row(assigns)

      


        Renders a table row.



    





      


      
        Functions


        


  
    
      
    
    
      table_default(assigns)



        
          
        

    

  


  

Renders a table with daisyUI styling.
Attributes
	class - Additional CSS classes (optional)
	variant - Table variant: "default", "zebra", "pin-rows", "pin-cols" (optional, default: "default")
	size - Table size: "xs", "sm", "md", "lg" (optional, default: "md")
	rest - Additional HTML attributes (optional)

Attributes
	class (:string) - Defaults to "".
	variant (:string) - Defaults to "default". Must be one of "default", "zebra", "pin-rows", or "pin-cols".
	size (:string) - Defaults to "md". Must be one of "xs", "sm", "md", or "lg".
	Global attributes are accepted.

Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_body(assigns)



        
          
        

    

  


  

Renders a table body section.
Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_cell(assigns)



        
          
        

    

  


  

Renders a table data cell.
Attributes
	class - Additional CSS classes (optional)
	colspan - Number of columns to span (optional)
	rowspan - Number of rows to span (optional)
	rest - Additional HTML attributes (optional)

Attributes
	class (:string) - Defaults to "".
	colspan (:integer) - Defaults to nil.
	rowspan (:integer) - Defaults to nil.
	Global attributes are accepted.

Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_footer(assigns)



        
          
        

    

  


  

Renders a table footer section.
Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_header(assigns)



        
          
        

    

  


  

Renders a table header section.
Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_header_cell(assigns)



        
          
        

    

  


  

Renders a table header cell.
Attributes
	class - Additional CSS classes (optional)
	rest - Additional HTML attributes (optional)

Attributes
	class (:string) - Defaults to "".
	Global attributes are accepted.

Slots
	inner_block (required)


  



  
    
      
    
    
      table_default_row(assigns)



        
          
        

    

  


  

Renders a table row.
Attributes
	class - Additional CSS classes (optional)
	hover - Enable hover effect: true/false (optional, default: true)
	rest - Additional HTML attributes (optional)

Attributes
	class (:string) - Defaults to "".
	hover (:boolean) - Defaults to true.
	Global attributes are accepted.

Slots
	inner_block (required)


  


        

      


  

    
PhoenixKitWeb.Components.Core.Textarea 
    



      
Provides a default textarea UI component.

      


      
        Summary


  
    Functions
  


    
      
        textarea(assigns)

      


        


    





      


      
        Functions


        


  
    
      
    
    
      textarea(assigns)



        
          
        

    

  


  

Attributes
	field (Phoenix.HTML.FormField)
	id (:any) - Defaults to nil.
	name (:any)
	label (:string) - Defaults to nil.
	value (:any)
	errors (:list) - Defaults to [].
	Global attributes are accepted. Supports all globals plus: ["autocomplete", "cols", "maxlength", "disabled", "placeholder", "readonly", "required", "rows"].


  


        

      


  

    
PhoenixKitWeb.Components.Core.ThemeSwitcher 
    



      
Provides a theme switcher UI component.

      


      
        Summary


  
    Functions
  


    
      
        theme_switcher(assigns)

      


        Renders a simple theme switcher placeholder.



    





      


      
        Functions


        


  
    
      
    
    
      theme_switcher(assigns)



        
          
        

    

  


  

Renders a simple theme switcher placeholder.
Note: This is a placeholder implementation. The full theme system
requires the PhoenixKit.ThemeConfig module to be implemented.
Attributes
	size (:string) - Defaults to "medium". Must be one of "small", "medium", or "large".
	show_label (:boolean) - Defaults to true.
	class (:string) - Defaults to nil.
	Global attributes are accepted.


  


        

      


  

    
PhoenixKitWeb.Components.Core.TimeDisplay 
    



      
Provides time and date display components with relative and absolute formatting.
These components handle time formatting consistently across the application,
including relative time displays ("5m ago"), age badges with color coding,
and expiration date formatting.

      


      
        Summary


  
    Functions
  


    
      
        age_badge(assigns)

      


        Displays age badge with color coding based on age in days.



    


    
      
        expiration_date(assigns)

      


        Displays expiration date with formatting.



    


    
      
        time_ago(assigns)

      


        Displays relative time (e.g., "5m ago", "2h ago", "3d ago").



    





      


      
        Functions


        


  
    
      
    
    
      age_badge(assigns)



        
          
        

    

  


  

Displays age badge with color coding based on age in days.
Color coding:
	Green (success): Today (< 1 day)
	Blue (info): Recent (< 7 days)
	Yellow (warning): Week+ (< 30 days)
	Red (error): Month+ (>= 30 days)

Attributes
	days - Number of days (integer)
	class - Additional CSS classes

Examples
<.age_badge days={session.age_in_days} />
<.age_badge days={0} />  <!-- Shows "Today" in green -->
<.age_badge days={45} class="ml-2" />  <!-- Shows "45d" in red -->
Attributes
	days (:integer) (required)
	class (:string) - Defaults to "".


  



  
    
      
    
    
      expiration_date(assigns)



        
          
        

    

  


  

Displays expiration date with formatting.
Attributes
	date - DateTime or nil
	class - CSS classes

Examples
<.expiration_date date={code.expiration_date} />
<.expiration_date date={nil} />  <!-- Shows "No expiration" -->
Attributes
	date (:any) - Defaults to nil.
	class (:string) - Defaults to "text-sm".


  



  
    
      
    
    
      time_ago(assigns)



        
          
        

    

  


  

Displays relative time (e.g., "5m ago", "2h ago", "3d ago").
Attributes
	datetime - DateTime struct or nil
	class - CSS classes (default: "text-xs")

Examples
<.time_ago datetime={session.connected_at} />
<.time_ago datetime={user.last_seen} class="text-sm text-gray-500" />
<.time_ago datetime={nil} />  <!-- Shows "—" -->
Attributes
	datetime (:any) (required)
	class (:string) - Defaults to "text-xs".


  


        

      


  

    
PhoenixKitWeb.Components.Core.UserInfo 
    



      
Provides user information display components.
These components handle user-related data display including roles,
statistics, and user counts. All components are designed to work
with PhoenixKit's user and role system.

      


      
        Summary


  
    Functions
  


    
      
        primary_role(assigns)

      


        Displays user's primary role name.



    


    
      
        users_count(assigns)

      


        Displays users count for a specific role.



    





      


      
        Functions


        


  
    
      
    
    
      primary_role(assigns)



        
          
        

    

  


  

Displays user's primary role name.
The primary role is determined as the first role in the user's roles list.
If the user has no roles, displays "No role".
Attributes
	user - User struct with preloaded roles
	class - CSS classes

Examples
<.primary_role user={user} />
<.primary_role user={user} class="font-semibold" />
Attributes
	user (:map) (required)
	class (:string) - Defaults to "".


  



  
    
      
    
    
      users_count(assigns)



        
          
        

    

  


  

Displays users count for a specific role.
Retrieves the count from role statistics map and displays it.
If no count is found for the role, displays 0.
Attributes
	role - Role struct with id
	stats - Map with role statistics (role_id => count)

Examples
<.users_count role={role} stats={@role_stats} />
<.users_count role={role} stats={@role_stats} />
Attributes
	role (:map) (required)
	stats (:map) (required)


  


        

      


  

    
PhoenixKitWeb.Components.LayoutWrapper 
    



      
Dynamic layout wrapper component for Phoenix v1.7- and v1.8+ compatibility.
This component automatically detects the Phoenix version and layout configuration
to provide seamless integration with parent applications while maintaining
backward compatibility.
Usage
Replace direct layout calls with the wrapper:
<%!-- OLD (Phoenix v1.7-) --%>
<%!-- Templates relied on router-level layout config --%>

<%!-- NEW (Phoenix v1.8+) --%>
<PhoenixKitWeb.Components.LayoutWrapper.app_layout flash={@flash}>
  <%!-- content --%>
</PhoenixKitWeb.Components.LayoutWrapper.app_layout>
Configuration
Configure parent layout in config.exs:
config :phoenix_kit,
  layout: {MyAppWeb.Layouts, :app}

      


      
        Summary


  
    Functions
  


    
      
        app_layout(assigns)

      


        Renders content with the appropriate layout based on configuration and Phoenix version.



    


    
      
        generate_language_switch_url(current_path, new_locale)

      


    


    
      
        get_language_flag(code)

      


    





      


      
        Functions


        


  
    
      
    
    
      app_layout(assigns)



        
          
        

    

  


  

Renders content with the appropriate layout based on configuration and Phoenix version.
Automatically handles:
	Phoenix v1.8+ function component layouts
	Phoenix v1.7- legacy layout configuration
	Fallback to PhoenixKit layouts when no parent configured
	Parent layout compatibility with PhoenixKit assigns

Attributes
	flash - Flash messages (required)
	phoenix_kit_current_scope - Current authentication scope (optional)
	phoenix_kit_current_user - Current user (optional, for backwards compatibility)

Inner Block
	inner_block - Content to render within the layout

Attributes
	flash (:map) - Defaults to %{}.
	phoenix_kit_current_scope (:any) - Defaults to nil.
	phoenix_kit_current_user (:any) - Defaults to nil.
	page_title (:string) - Defaults to nil.
	current_path (:string) - Defaults to nil.
	inner_content (:string) - Defaults to nil.
	project_title (:string) - Defaults to "PhoenixKit".
	current_locale (:string) - Defaults to "en".

Slots
	inner_block


  



  
    
      
    
    
      generate_language_switch_url(current_path, new_locale)



        
          
        

    

  


  


  



  
    
      
    
    
      get_language_flag(code)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Components.OAuthButtons 
    



      
OAuth authentication buttons component for Google and Apple Sign-In.
This component automatically checks if OAuth is available and configured.
If OAuth is not available (dependencies not installed or not enabled in settings),
the buttons will not be rendered.

      


      
        Summary


  
    Functions
  


    
      
        oauth_buttons(assigns)

      


        Renders OAuth provider buttons for authentication.



    





      


      
        Functions


        


  
    
      
    
    
      oauth_buttons(assigns)



        
          
        

    

  


  

Renders OAuth provider buttons for authentication.
This component only renders buttons if:
	OAuth is enabled in settings (oauth_enabled = true)
	Ueberauth library is loaded
	At least one provider is configured

Examples
<.oauth_buttons />
<.oauth_buttons show_divider={false} />
<.oauth_buttons class="mt-6" />
Attributes
	class (:string) - Defaults to "".
	show_divider (:boolean) - Defaults to true.


  


        

      


  

    
PhoenixKitWeb.Controllers.EmailExportController 
    



      
Controller for exporting email tracking data to CSV format.
Provides server-side CSV export functionality for email logs, metrics,
and blocklist data. Supports filtered exports based on query parameters.
Features
	Email Logs Export: Export filtered email logs to CSV
	Metrics Export: Export email analytics and performance data
	Blocklist Export: Export blocked email addresses
	Single Email Export: Export individual email details
	Filter Support: Respects all filtering parameters from LiveViews
	Large Dataset Streaming: Efficient handling of large exports

Security
Access is restricted to users with admin or owner roles in PhoenixKit.
All exports require proper authentication and authorization.

      


      
        Summary


  
    Functions
  


    
      
        export_blocklist(conn, params)

      


        Export email blocklist to CSV.



    


    
      
        export_email_details(conn, map)

      


        Export single email details to CSV.



    


    
      
        export_logs(conn, params)

      


        Export email logs to CSV based on filter parameters.



    


    
      
        export_metrics(conn, params)

      


        Export email metrics data to CSV.



    





      


      
        Functions


        


  
    
      
    
    
      export_blocklist(conn, params)



        
          
        

    

  


  

Export email blocklist to CSV.
Parameters
	reason - Filter by block reason (rate_limit, manual, bounce, etc.)

Response
Returns CSV file with blocked email addresses and metadata.

  



  
    
      
    
    
      export_email_details(conn, map)



        
          
        

    

  


  

Export single email details to CSV.
Parameters
	id - Email log ID

Response
Returns CSV file with detailed email information and events.

  



  
    
      
    
    
      export_logs(conn, params)



        
          
        

    

  


  

Export email logs to CSV based on filter parameters.
Parameters
	search - Search query for recipient, subject, or campaign
	status - Filter by email status (sent, delivered, bounced, etc.)
	message_tag - Filter by message type (authentication, marketing, etc.)
	campaign_id - Filter by campaign ID
	from_date - Start date filter (YYYY-MM-DD)
	to_date - End date filter (YYYY-MM-DD)

Response
Returns CSV file with appropriate headers for browser download.

  



  
    
      
    
    
      export_metrics(conn, params)



        
          
        

    

  


  

Export email metrics data to CSV.
Parameters
	period - Time period (last_7_days, last_30_days, last_90_days, etc.)
	group_by - Grouping option (day, week, month, campaign, provider)

Response
Returns CSV file with email metrics and analytics data.

  


        

      


  

    
PhoenixKitWeb.Controllers.EmailWebhookController 
    



      
Secure webhook controller for AWS SNS email events.
Handles incoming webhook notifications from AWS Simple Notification Service (SNS)
for email events like bounces, complaints, deliveries, opens, and clicks.
Security Features
	SNS Signature Verification: Validates authentic AWS requests
	IP Whitelist: Restricts access to AWS IP ranges
	Rate Limiting: Prevents abuse with configurable limits
	Replay Attack Protection: Timestamp verification (max 5 minutes)
	Request Size Limits: Prevents oversized payloads
	Automatic Subscription Confirmation: Handles SNS subscription setup

Supported Event Types
	Bounce: Hard and soft bounces with detailed reasons
	Complaint: Spam complaints and feedback loops
	Delivery: Successful delivery confirmations
	Send: Send confirmations from SES
	Open: Email open detection (AWS SES)
	Click: Link click tracking

Configuration
Set these environment variables for security:
# Enable/disable specific security features
PHOENIX_KIT_WEBHOOK_VERIFY_SNS_SIGNATURE=true
PHOENIX_KIT_WEBHOOK_CHECK_AWS_IP=true
PHOENIX_KIT_WEBHOOK_RATE_LIMIT_ENABLED=true
PHOENIX_KIT_WEBHOOK_MAX_AGE_SECONDS=300
Usage
Add to your router:
# Public webhook endpoint (no authentication)
post "{prefix}/webhooks/email", PhoenixKitWeb.Controllers.EmailWebhookController, :handle

# Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit)
AWS SNS Setup
	Create SNS topic for SES events
	Subscribe this endpoint to the topic
	Configure SES to publish events to the topic
	The controller will automatically confirm subscriptions

Example Webhook Payload
%{
  "Type" => "Notification",
  "Message" => Jason.encode!(%{
    "eventType" => "bounce",
    "mail" => %{"messageId" => "abc123"},
    "bounce" => %{
      "bounceType" => "Permanent", 
      "bouncedRecipients" => [%{"emailAddress" => "user@example.com"}]
    }
  })
}

      


      
        Summary


  
    Functions
  


    
      
        handle(conn, params)

      


        Main webhook handler for AWS SNS notifications.



    





      


      
        Functions


        


  
    
      
    
    
      handle(conn, params)



        
          
        

    

  


  

Main webhook handler for AWS SNS notifications.
Processes all incoming webhook requests with full security validation.

  


        

      


  

    
PhoenixKitWeb.Endpoint 
    




      
        Summary


  
    Functions
  


    
      
        broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast/3.



    


    
      
        broadcast!(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast!/3.



    


    
      
        broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from/4.



    


    
      
        broadcast_from!(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from!/4.



    


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        child_spec(opts)

      


        Returns the child specification to start the endpoint
under a supervision tree.



    


    
      
        config(key, default \\ nil)

      


        Returns the endpoint configuration for key



    


    
      
        config_change(changed, removed)

      


        Reloads the configuration given the application environment changes.



    


    
      
        host()

      


        Returns the host for the given endpoint.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    


    
      
        local_broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast/3.



    


    
      
        local_broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.



    


    
      
        path(path)

      


        Generates the path information when routing to this endpoint.



    


    
      
        script_name()

      


        Generates the script name.



    


    
      
        server_info(scheme)

      


        Returns the address and port that the server is running on



    


    
      
        start_link(opts \\ [])

      


        Starts the endpoint supervision tree.



    


    
      
        static_integrity(path)

      


        Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.



    


    
      
        static_lookup(path)

      


        Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.



    


    
      
        static_path(path)

      


        Generates a route to a static file in priv/static.



    


    
      
        static_url()

      


        Generates the static URL without any path information.



    


    
      
        struct_url()

      


        Generates the endpoint base URL but as a URI struct.



    


    
      
        subscribe(topic, opts \\ [])

      


        Callback implementation for Phoenix.Endpoint.subscribe/2.



    


    
      
        unsubscribe(topic)

      


        Callback implementation for Phoenix.Endpoint.unsubscribe/1.



    


    
      
        url()

      


        Generates the endpoint base URL without any path information.



    





      


      
        Functions


        


  
    
      
    
    
      broadcast(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast/3.

  



  
    
      
    
    
      broadcast!(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast!/3.

  



  
    
      
    
    
      broadcast_from(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast_from/4.

  



  
    
      
    
    
      broadcast_from!(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.broadcast_from!/4.

  



  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  

Returns the child specification to start the endpoint
under a supervision tree.

  



    

  
    
      
    
    
      config(key, default \\ nil)



        
          
        

    

  


  

Returns the endpoint configuration for key
Returns default if the key does not exist.

  



  
    
      
    
    
      config_change(changed, removed)



        
          
        

    

  


  

Reloads the configuration given the application environment changes.

  



  
    
      
    
    
      host()



        
          
        

    

  


  

Returns the host for the given endpoint.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  



  
    
      
    
    
      local_broadcast(topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast/3.

  



  
    
      
    
    
      local_broadcast_from(from, topic, event, msg)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.

  



  
    
      
    
    
      path(path)



        
          
        

    

  


  

Generates the path information when routing to this endpoint.

  



  
    
      
    
    
      script_name()



        
          
        

    

  


  

Generates the script name.

  



  
    
      
    
    
      server_info(scheme)



        
          
        

    

  


  

Returns the address and port that the server is running on

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the endpoint supervision tree.
All other options are merged into the endpoint configuration.

  



  
    
      
    
    
      static_integrity(path)



        
          
        

    

  


  

Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.

  



  
    
      
    
    
      static_lookup(path)



        
          
        

    

  


  

Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.

  



  
    
      
    
    
      static_path(path)



        
          
        

    

  


  

Generates a route to a static file in priv/static.

  



  
    
      
    
    
      static_url()



        
          
        

    

  


  

Generates the static URL without any path information.
It uses the configuration under :static_url to generate
such. It falls back to :url if :static_url is not set.

  



  
    
      
    
    
      struct_url()



        
          
        

    

  


  

Generates the endpoint base URL but as a URI struct.
It uses the configuration under :url to generate such.
Useful for manipulating the URL data and passing it to
URL helpers.

  



    

  
    
      
    
    
      subscribe(topic, opts \\ [])



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.subscribe/2.

  



  
    
      
    
    
      unsubscribe(topic)



        
          
        

    

  


  

Callback implementation for Phoenix.Endpoint.unsubscribe/1.

  



  
    
      
    
    
      url()



        
          
        

    

  


  

Generates the endpoint base URL without any path information.
It uses the configuration under :url to generate such.

  


        

      


  

    
PhoenixKitWeb.ErrorHTML 
    



      
This module is invoked by your endpoint in case of errors on HTML requests.
See config/config.exs.

      


      
        Summary


  
    Functions
  


    
      
        render(template, assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      render(template, assigns)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.ErrorJSON 
    



      
This module is invoked by your endpoint in case of errors on JSON requests.
See config/config.exs.

      


      
        Summary


  
    Functions
  


    
      
        render(template, assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      render(template, assigns)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Gettext 
    



      
A module providing Internationalization with a gettext-based API.
By using Gettext,
your module gains a set of macros for translations, for example:
import PhoenixKitWeb.Gettext

# Simple translation
gettext("Here is the string to translate")

# Plural translation
ngettext("Here is the string to translate",
         "Here are the strings to translate",
         3)

# Domain-based translation
dgettext("errors", "Here is the error message to translate")
See the Gettext Docs for detailed usage.

      


      
        Summary


  
    Functions
  


    
      
        handle_missing_bindings(exception, incomplete)

      


        Callback implementation for Gettext.Backend.handle_missing_bindings/2.



    


    
      
        handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.



    


    
      
        handle_missing_translation(locale, domain, msgctxt, msgid, bindings)

      


        Callback implementation for Gettext.Backend.handle_missing_translation/5.



    





      


      
        Functions


        


  
    
      
    
    
      handle_missing_bindings(exception, incomplete)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_bindings/2.

  



  
    
      
    
    
      handle_missing_plural_translation(locale, domain, msgctxt, msgid, msgid_plural, n, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_plural_translation/7.

  



  
    
      
    
    
      handle_missing_translation(locale, domain, msgctxt, msgid, bindings)



        
          
        

    

  


  

Callback implementation for Gettext.Backend.handle_missing_translation/5.

  


        

      


  

    
PhoenixKitWeb.Integration 
    



      
Integration helpers for adding PhoenixKit to Phoenix applications.
Basic Usage
Add to your router:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  import PhoenixKitWeb.Integration

  # Add PhoenixKit routes
  phoenix_kit_routes()  # Default: /phoenix_kit prefix
end
Automatic Integration
When you run mix phoenix_kit.install, the following is automatically added to your
:browser pipeline:
plug PhoenixKitWeb.Plugs.Integration
This plug handles all PhoenixKit features including maintenance mode, and ensures
they work across your entire application
Layout Integration
Configure parent layouts in config.exs:
config :phoenix_kit,
  repo: MyApp.Repo,
  layout: {MyAppWeb.Layouts, :app},
  root_layout: {MyAppWeb.Layouts, :root}
Authentication Callbacks
Use in your app's live_sessions:
	:phoenix_kit_mount_current_scope - Mounts user and scope (recommended)
	:phoenix_kit_ensure_authenticated_scope - Requires authentication
	:phoenix_kit_redirect_if_authenticated_scope - Redirects if logged in

Routes Created
Authentication routes:
	/users/register, /users/log-in, /users/magic-link
	/users/settings, /users/reset-password, /users/confirm
	/users/log-out (GET/DELETE)

Admin routes (Owner/Admin only):
	/admin/dashboard, /admin/users, /admin/users/roles
	/admin/users/live_sessions, /admin/users/sessions
	/admin/settings, /admin/modules

Public pages routes (if Pages module enabled):
	/pages/* (explicit prefix)
	/* (catch-all at root level)
	Example: /test2 renders test2.md

DaisyUI Setup
	Install: npm install daisyui@latest
	Add to tailwind.config.js:	Content: "../../deps/phoenix_kit"
	Plugin: require('daisyui')



Layout Templates
Use {@inner_content} not render_slot(@inner_block):
<%!-- Correct --%>
<main>{@inner_content}</main>
Scope Usage in Templates
<%= if PhoenixKit.Users.Auth.Scope.authenticated?(@phoenix_kit_current_scope) do %>
  Welcome, {PhoenixKit.Users.Auth.Scope.user_email(@phoenix_kit_current_scope)}!
<% end %>

      


      
        Summary


  
    Functions
  


    
      
        call(conn, atom)

      


    


    
      
        init(opts)

      


    


    
      
        locale_scope(opts \\ [], list)

      


        Creates locale-aware routing scopes based on enabled languages.



    


    
      
        phoenix_kit_routes()

      


    





      


      
        Functions


        


  
    
      
    
    
      call(conn, atom)



        
          
        

    

  


  


  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  


  



    

  
    
      
    
    
      locale_scope(opts \\ [], list)


        (macro)


        
          
        

    

  


  

Creates locale-aware routing scopes based on enabled languages.
This macro generates both a localized scope (e.g., /en/) and a non-localized
scope for backward compatibility. The locale pattern is dynamically generated
from the database-stored enabled language codes.
Examples
locale_scope do
  live "/admin/dashboard", DashboardLive, :index
end

# Generates routes like:
# /phoenix_kit/en/admin/dashboard (with locale)
# /phoenix_kit/admin/dashboard (without locale, defaults to "en")

  



  
    
      
    
    
      phoenix_kit_routes()


        (macro)


        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Layouts 
    



      
This module holds different layouts used by your application.
See the layouts directory for all templates available.
The "root" layout is a skeleton rendered as part of the
application router. The "app" layout is set as the default
layout on both use PhoenixKitWeb, :controller and
use PhoenixKitWeb, :live_view.

      


      
        Summary


  
    Functions
  


    
      
        app(assigns)

      


    


    
      
        root(assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      app(assigns)



        
          
        

    

  


  


  



  
    
      
    
    
      root(assigns)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Live.Dashboard 
    



      
Admin dashboard LiveView for PhoenixKit.
Provides real-time system statistics, user metrics, and session monitoring.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules 
    



      
Admin modules management LiveView for PhoenixKit.
Displays available system modules and their configuration status.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Blocklist 
    



      
LiveView for managing email blocklist and blocked addresses.
Provides comprehensive management of blocked email addresses, including:
	Blocklist Viewing: List all blocked email addresses with filtering
	Block Management: Add/remove email addresses from blocklist
	Bulk Operations: Import/export blocklists, bulk add/remove
	Temporary Blocks: Set expiration dates for temporary blocks
	Block Reasons: Categorize blocks by reason (spam, bounce, manual, etc.)
	Search & Filter: Find blocked addresses by email, reason, or date

Features
	Real-time Updates: Live updates when blocks are added/removed
	CSV Import/Export: Bulk management through CSV files
	Automatic Blocking: Integration with rate limiter for auto-blocks
	Audit Trail: Track who blocked addresses and when
	Expiration Management: Automatic cleanup of expired blocks
	Statistics: Analytics on blocked addresses and reasons

Route
This LiveView is mounted at {prefix}/admin/emails/blocklist and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/email-blocklist", PhoenixKitWeb.Live.Modules.Emails.EmailBlocklistLive, :index
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Details 
    



      
LiveView for displaying detailed information about a specific email log.
Provides comprehensive view of email metadata, delivery status, events timeline,
and performance analytics for individual emails.
Features
	Complete Email Metadata: Headers, size, attachments, template info
	Events Timeline: Chronological view of all email events
	Delivery Status: Real-time status tracking and updates
	Geographic Data: Location info for opens and clicks
	Performance Metrics: Individual email analytics
	Debugging Info: Technical details for troubleshooting
	Related Emails: Other emails in same campaign/template

Route
This LiveView is mounted at {prefix}/admin/emails/:id and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/email-logs/:id", PhoenixKitWeb.Live.Modules.Emails.EmailDetailsLive, :show
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.EmailTracking 
    



      
LiveView for email tracking system settings and configuration.
This module provides a simplified interface for managing core email tracking
settings, offering quick toggles for essential email system features.
Features
	System Toggle: Enable/disable email tracking system
	Body Storage: Control whether full email bodies are saved
	SES Events: Toggle AWS SES event processing
	Retention Settings: Configure data retention periods

Route
This LiveView is mounted at {prefix}/admin/settings/email-tracking and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
This is a focused settings page for common email tracking configurations.
For advanced settings (AWS infrastructure, compression, archival, etc.),
see the main Emails settings page.
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Emails 
    



      
LiveView for displaying and managing emails in PhoenixKit admin panel.
Provides comprehensive email interface with filtering, searching,
and detailed analytics for sent emails.
Features
	Real-time Log List: Live updates of emails
	Advanced Filtering: By status, date range, recipient, campaign, template
	Search Functionality: Search across recipients, subjects, campaigns
	Pagination: Handle large volumes of emails
	Export: CSV export functionality
	Quick Actions: Resend, view details, mark as reviewed
	Statistics Summary: Key metrics at the top of the page

Route
This LiveView is mounted at {prefix}/admin/emails and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/admin/emails", PhoenixKitWeb.Live.Modules.Emails.Emails, :index
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Metrics 
    



      
LiveView for email metrics and analytics dashboard.
Provides comprehensive analytics visualization for email campaigns including:
	Key Performance Indicators: Send, delivery, bounce, complaint rates
	Trend Analysis: Time-series charts for performance tracking
	Geographic Distribution: Map showing engagement by location
	Provider Performance: Comparison of different email providers
	Campaign Analytics: Performance breakdown by campaign and template
	Real-time Updates: Live metrics refreshing every 30 seconds

Features
	Interactive Charts: Built with Chart.js for responsive visualizations
	Date Range Filtering: Custom date ranges for detailed analysis
	Export Functionality: Download charts and data as PNG/CSV
	Responsive Design: Mobile-friendly dashboard layout
	Performance Metrics: Delivery rates, open rates, click-through rates
	Bounce Analysis: Hard vs soft bounce categorization
	Complaint Tracking: Spam complaint monitoring and alerts

Route
This LiveView is mounted at {prefix}/admin/emails/dashboard and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/email-metrics", PhoenixKitWeb.Live.Modules.Emails.EmailMetricsLive, :index
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Queue 
    



      
LiveView for email queue monitoring and rate limit management.
Provides real-time monitoring of email sending activity, rate limiting status,
and queue management functionality for the email system.
Features
	Real-time Activity: Live updates of recent email sending activity
	Rate Limit Monitoring: Current rate limit status and usage
	Failed Email Management: Retry and management of failed emails
	Bulk Operations: Pause/resume email sending, bulk retry
	Provider Status: Monitor email provider health and performance
	Alert Management: Configure alerts for rate limits and failures

Route
This LiveView is mounted at {prefix}/admin/emails/queue and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/email-queue", PhoenixKitWeb.Live.Modules.Emails.EmailQueueLive, :index
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Settings 
    



      
LiveView for email system configuration and settings management.
This module provides a comprehensive interface for managing all aspects
of the PhoenixKit email system, including:
	System Control: Enable/disable the entire email system
	Storage Settings: Configure email body and header storage
	AWS SES Integration: Manage SES event tracking and configuration
	Data Management: Set retention periods and sampling rates
	Advanced Features: Configure compression and S3 archival
	SQS Configuration: Control SQS polling and message processing

Route
This LiveView is mounted at {prefix}/admin/settings/emails and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Features
	Real-time settings updates with immediate effect
	AWS infrastructure configuration (SES, SNS, SQS)
	Data lifecycle management (retention, compression, archival)
	Performance tuning (sampling rate, polling intervals)
	Validation with user-friendly error messages

Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.TemplateEditor 
    



      
LiveView for creating and editing email templates in PhoenixKit admin panel.
Provides a comprehensive template editor with live preview, variable management,
test sending functionality, and template validation.
Features
	Live Preview: Real-time HTML and text preview with variable substitution
	Variable Management: Define and validate template variables
	Template Validation: Real-time validation of template content
	Test Send: Send test emails using the template
	Version Control: Track template versions and changes
	Syntax Highlighting: Basic HTML syntax awareness

Routes
	/admin/modules/emails/templates/new - Create new template
	/admin/modules/emails/templates/:id/edit - Edit existing template

Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Emails.Templates 
    



      
LiveView for displaying and managing email templates in PhoenixKit admin panel.
Provides comprehensive template management interface with filtering, searching,
creation, editing, and analytics for email templates.
Features
	Real-time Template List: Live updates of templates
	Advanced Filtering: By category, status, system vs custom
	Search Functionality: Search across template names, descriptions
	Template Management: Create, edit, clone, archive templates
	Usage Analytics: View template usage statistics
	Test Send: Send test emails using templates
	System Templates: Manage core system templates

Route
This LiveView is mounted at {prefix}/admin/modules/emails/templates and requires
appropriate admin permissions.
Note: {prefix} is your configured PhoenixKit URL prefix (default: /phoenix_kit).
Usage
# In your Phoenix router
live "/email-templates", PhoenixKitWeb.Live.Modules.Emails.EmailTemplatesLive, :index
Permissions
Access is restricted to users with admin or owner roles in PhoenixKit.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.DataForm 
    



      
LiveView for creating and editing entity data records.
Provides dynamic form interface based on entity schema definition.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.DataNavigator 
    



      
LiveView for browsing and managing entity data records.
Provides table view with pagination, search, filtering, and bulk operations.

      


      
        Summary


  
    Functions
  


    
      
        format_data_preview(data)

      


    


    
      
        get_entity_name(entities, entity_id)

      


    


    
      
        get_entity_slug(entities, entity_id)

      


    


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        status_badge_class(status)

      


    


    
      
        status_icon(status)

      


    


    
      
        status_label(status)

      


    


    
      
        truncate_text(text, length \\ 100)

      


    





      


      
        Functions


        


  
    
      
    
    
      format_data_preview(data)



        
          
        

    

  


  


  



  
    
      
    
    
      get_entity_name(entities, entity_id)



        
          
        

    

  


  


  



  
    
      
    
    
      get_entity_slug(entities, entity_id)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      status_badge_class(status)



        
          
        

    

  


  


  



  
    
      
    
    
      status_icon(status)



        
          
        

    

  


  


  



  
    
      
    
    
      status_label(status)



        
          
        

    

  


  


  



    

  
    
      
    
    
      truncate_text(text, length \\ 100)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.Entities 
    



      
LiveView for listing and managing all entities.
Provides interface for viewing, publishing, and deleting entity schemas.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.EntitiesSettings 
    



      
LiveView for managing entities system settings and configuration.
Provides interface for enabling/disabling entities module and viewing statistics.

      


      
        Summary


  
    Functions
  


    
      
        format_retention_period(days)

      


    


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        setting_status_class(enabled)

      


    


    
      
        setting_status_text(enabled)

      


    





      


      
        Functions


        


  
    
      
    
    
      format_retention_period(days)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      setting_status_class(enabled)



        
          
        

    

  


  


  



  
    
      
    
    
      setting_status_text(enabled)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.EntityForm 
    



      
LiveView for creating and editing entity schemas.
Provides form interface for defining entity fields, types, and validation rules.

      


      
        Summary


  
    Functions
  


    
      
        field_category_label(other)

      


    


    
      
        field_type_icon(type_name)

      


    


    
      
        field_type_label(type_name)

      


    


    
      
        icon_category_label(category)

      


    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        requires_options?(type_name)

      


    





      


      
        Functions


        


  
    
      
    
    
      field_category_label(other)



        
          
        

    

  


  


  



  
    
      
    
    
      field_type_icon(type_name)



        
          
        

    

  


  


  



  
    
      
    
    
      field_type_label(type_name)



        
          
        

    

  


  


  



  
    
      
    
    
      icon_category_label(category)



        
          
        

    

  


  


  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      requires_options?(type_name)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Live.Modules.Entities.Hooks 
    



      
LiveView hooks for entity module pages.
Provides common setup and subscriptions for all entity-related LiveViews.

      


      
        Summary


  
    Functions
  


    
      
        on_mount(atom, params, session, socket)

      


        Subscribes to entity events and tracks user presence when the LiveView is connected.



    





      


      
        Functions


        


  
    
      
    
    
      on_mount(atom, params, session, socket)



        
          
        

    

  


  

Subscribes to entity events and tracks user presence when the LiveView is connected.
Add this to your entity LiveView with:
on_mount PhoenixKitWeb.Live.Modules.Entities.Hooks
This automatically:
	Subscribes to entity creation, update, and deletion events
	Tracks authenticated user presence for dashboard statistics


  


        

      


  

    
PhoenixKitWeb.Live.Modules.Languages 
    



      
Languages module settings LiveView for PhoenixKit admin panel.
Provides interface for managing available languages and localization settings.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Maintenance.Settings 
    



      
Settings page for the Maintenance module.
Allows admins to customize the maintenance page header and subtext.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(atom, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Renders the maintenance settings LiveView.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(atom, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Renders the maintenance settings LiveView.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Pages.Editor 
    



      
Full-screen editor for Pages files.
Provides a dedicated page for editing markdown content with metadata.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_params(arg1, uri, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_params(arg1, uri, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Pages.Pages 
    



      
LiveView for Pages file management interface.
Provides tree-based navigation and file editing.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_params(params, uri, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_params(params, uri, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.Pages.View 
    



      
Rendered view for Pages markdown files.
Displays markdown content with GitHub-style formatting.

      


      
        Summary


  
    Functions
  


    
      
        handle_params(arg1, uri, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_params(arg1, uri, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Modules.ReferralCodes 
    



      
Referral codes module settings LiveView for PhoenixKit admin panel.
Provides module-level configuration and management for the referral codes system.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Settings 
    



      
Admin settings management LiveView for PhoenixKit.
Provides interface for managing system-wide settings including timezone, date/time formats.

      


      
        Summary


  
    Functions
  


    
      
        get_current_date_example(format)

      


    


    
      
        get_current_time_example(format)

      


    


    
      
        get_oauth_callback_url(settings, provider)

      


    


    
      
        get_option_label(value, options)

      


    


    
      
        get_timezone_label(value, setting_options)

      


    


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      get_current_date_example(format)



        
          
        

    

  


  


  



  
    
      
    
    
      get_current_time_example(format)



        
          
        

    

  


  


  



  
    
      
    
    
      get_oauth_callback_url(settings, provider)



        
          
        

    

  


  


  



  
    
      
    
    
      get_option_label(value, options)



        
          
        

    

  


  


  



  
    
      
    
    
      get_timezone_label(value, setting_options)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Settings.Users 
    



      
User-related settings management LiveView for PhoenixKit.
Consolidates user configuration including:
	Registration settings
	New user defaults (role and status)
	Custom user fields management


      


      
        Summary


  
    Functions
  


    
      
        get_option_label(value, options)

      


    


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      get_option_label(value, options)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.LiveSessions 
    



      
Real-time session monitoring dashboard for the PhoenixKit admin panel.
This module provides comprehensive real-time monitoring of:
	All active sessions (anonymous + authenticated)
	Live session statistics and metrics
	Real-time connection/disconnection events
	Session geographic distribution
	Page activity heatmaps
	User behavior patterns

Features real-time updates via Phoenix LiveView and WebSocket connectivity.
Only accessible to users with Owner or Admin roles.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg1, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg1, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.ReferralCodeForm 
    



      
Referral code form LiveView for PhoenixKit admin panel.
Provides form interface for creating and editing user referral codes.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.ReferralCodes 
    



      
User referral codes management LiveView for PhoenixKit admin panel.
Displays and manages referral codes associated with users.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.Roles 
    



      
Role management LiveView for PhoenixKit admin panel.
Provides interface for viewing and managing user roles and permissions.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.Sessions 
    



      
Live component for managing active user sessions in the PhoenixKit admin panel.
This module provides functionality to:
	View all active sessions across the system
	See session details including user info, creation time, and age
	Revoke individual sessions
	Revoke all sessions for a specific user
	View session statistics

Only accessible to users with Owner or Admin roles.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Live.Users.Users 
    



      
User management LiveView for PhoenixKit admin panel.
Provides comprehensive user management including listing, search, role assignment, and status updates.

      


      
        Summary


  
    Functions
  


    
      
        get_available_fields_count(available_columns, selected_columns)

      


    


    
      
        get_primary_role_name_unsafe(user)

      


    


    
      
        get_valid_columns(columns)

      


    


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg1, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        handle_params(params, url, socket)

      


        Callback implementation for Phoenix.LiveView.handle_params/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        render_column_cell(user, column_id, current_user, date_time_settings)

      


    


    
      
        render_column_header(column_id)

      


    


    
      
        should_render_column?(column_id)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_available_fields_count(available_columns, selected_columns)



        
          
        

    

  


  


  



  
    
      
    
    
      get_primary_role_name_unsafe(user)



        
          
        

    

  


  


  



  
    
      
    
    
      get_valid_columns(columns)



        
          
        

    

  


  


  



  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg1, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      handle_params(params, url, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_params/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      render_column_cell(user, column_id, current_user, date_time_settings)



        
          
        

    

  


  


  



  
    
      
    
    
      render_column_header(column_id)



        
          
        

    

  


  


  



  
    
      
    
    
      should_render_column?(column_id)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.PagesController 
    




      
        Summary


  
    Functions
  


    
      
        show(conn, map)

      


        Renders a public page from the pages directory.



    





      


      
        Functions


        


  
    
      
    
    
      show(conn, map)



        
          
        

    

  


  

Renders a public page from the pages directory.
Only renders pages with status "published". Draft and archived pages return 404.
Path examples:
  /pages/test2 -> renders test2.md (if published)
  /pages/blog/hello -> renders blog/hello.md (if published)

  


        

      


  

    
PhoenixKitWeb.PagesHTML 
    



      
Renders public pages from markdown files.

      


      
        Summary


  
    Functions
  


    
      
        show(assigns)

      


    





      


      
        Functions


        


  
    
      
    
    
      show(assigns)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Plugs.EnsureOAuthScheme 
    



      
Ensures correct HTTPS scheme for OAuth callback URL generation behind reverse proxies.
This plug checks (in order):
	X-Forwarded-Proto header (nginx/apache standard)
	Explicit :phoenix_kit, :oauth_base_url config
	Endpoint URL configuration

Usage
Automatically included in OAuth controller. No manual setup required.
Configuration (Optional)
For edge cases where headers aren't available:
config :phoenix_kit,
  oauth_base_url: "https://example.com"

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


    


    
      
        init(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  


  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Plugs.Integration 
    



      
Central integration plug for PhoenixKit.
This plug serves as a single entry point for all PhoenixKit plugs that need to run
in the parent application's browser pipeline. It coordinates multiple sub-plugs and
ensures they run in the correct order.
Current Features
	Maintenance Mode: Intercepts requests when maintenance mode is enabled

Future Extensions
This plug can be extended to include additional PhoenixKit features such as:
	Rate limiting
	Security headers
	Analytics tracking
	Custom middleware

Usage
This plug is automatically added to your :browser pipeline during installation:
pipeline :browser do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :fetch_live_flash
  plug :put_root_layout, html: {MyAppWeb.Layouts, :root}
  plug :protect_from_forgery
  plug :put_secure_browser_headers
  plug PhoenixKitWeb.Plugs.Integration  # ← Added automatically
end
Performance
Each sub-plug is optimized to be a no-op when its feature is disabled, ensuring
zero performance impact when features are not in use.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Runs all PhoenixKit integration plugs in sequence.



    


    
      
        init(opts)

      


        Initializes the plug with options.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Runs all PhoenixKit integration plugs in sequence.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Initializes the plug with options.

  


        

      


  

    
PhoenixKitWeb.Plugs.MaintenanceMode 
    



      
Plug that enforces maintenance mode for non-admin users.
When the Maintenance module is enabled, this plug will:
	Allow admins and owners to access the site normally
	Show maintenance page to all other users
	Work for both LiveView and regular controller routes

Usage
This plug is automatically called by PhoenixKitWeb.Plugs.Integration which is
added to your browser pipeline during installation. No manual setup required.
Internal Usage
The Integration plug calls this plug internally to check maintenance mode status.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Checks if maintenance mode is enabled and renders maintenance page for non-admin users.



    


    
      
        init(opts)

      


        Initializes the plug with options.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Checks if maintenance mode is enabled and renders maintenance page for non-admin users.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Initializes the plug with options.

  


        

      


  

    
PhoenixKitWeb.Router 
    



      
PhoenixKit library router.
This router is used only for development and testing purposes.
In production, parent applications should use phoenix_kit_routes() macro
to integrate PhoenixKit routes into their own router.
Usage in Parent Application
defmodule MyAppWeb.Router do
  use MyAppWeb, :router
  import PhoenixKitWeb.Integration

  # Add PhoenixKit routes
  phoenix_kit_routes()
end

      


      
        Summary


  
    Functions
  


    
      
        browser(conn, _)

      


    


    
      
        call(conn, opts)

      


        Callback invoked by Plug on every request.



    


    
      
        formatted_routes(_)

      


        Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.



    


    
      
        init(opts)

      


        Callback required by Plug that initializes the router
for serving web requests.



    


    
      
        phoenix_kit_admin_only(conn, _)

      


    


    
      
        phoenix_kit_auto_setup(conn, _)

      


    


    
      
        phoenix_kit_locale_validation(conn, _)

      


    


    
      
        phoenix_kit_redirect_if_authenticated(conn, _)

      


    


    
      
        phoenix_kit_require_authenticated(conn, _)

      


    


    
      
        verified_route?(_, split_path)

      


        Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.



    





      


      
        Functions


        


  
    
      
    
    
      browser(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback invoked by Plug on every request.

  



  
    
      
    
    
      formatted_routes(_)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback required by Plug that initializes the router
for serving web requests.

  



  
    
      
    
    
      phoenix_kit_admin_only(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      phoenix_kit_auto_setup(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      phoenix_kit_locale_validation(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      phoenix_kit_redirect_if_authenticated(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      phoenix_kit_require_authenticated(conn, _)



        
          
        

    

  


  


  



  
    
      
    
    
      verified_route?(_, split_path)



        
          
        

    

  


  

Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.

  


        

      


  

    
PhoenixKitWeb.Users.Auth 
    



      
Authentication and authorization plugs for PhoenixKit user management.
This module provides plugs and functions for handling user authentication,
session management, and access control in Phoenix applications using PhoenixKit.
Key Features
	User authentication with email and password
	Remember me functionality with secure cookies
	Session-based authentication
	Route protection and access control
	Integration with Phoenix LiveView on_mount callbacks

Usage
The plugs in this module are automatically configured when using
PhoenixKitWeb.Integration.phoenix_kit_routes/0 macro in your router.

      


      
        Summary


  
    Functions
  


    
      
        fetch_phoenix_kit_current_scope(conn, opts)

      


        Fetches the current user and creates a scope for authentication context.



    


    
      
        fetch_phoenix_kit_current_user(conn, opts)

      


        Authenticates the user by looking into the session
and remember me token.



    


    
      
        log_in_user(conn, user, params \\ %{})

      


        Logs the user in.



    


    
      
        log_out_user(conn)

      


        Logs the user out.



    


    
      
        log_out_user_from_all_sessions(user)

      


        Logs out a specific user by invalidating all their session tokens and broadcasting disconnect to their LiveView sessions.



    


    
      
        on_mount(atom, params, session, socket)

      


        Handles mounting and authenticating the phoenix_kit_current_user in LiveViews.



    


    
      
        redirect_if_user_is_authenticated(conn, opts)

      


        Used for routes that require the user to not be authenticated.



    


    
      
        redirect_invalid_locale(conn, invalid_locale)

      


        Redirects invalid locale URLs to the default locale.



    


    
      
        require_admin(conn, opts)

      


        Used for routes that require the user to be an admin or owner.



    


    
      
        require_authenticated_scope(conn, opts)

      


        Used for routes that require the user to be authenticated via scope.



    


    
      
        require_authenticated_user(conn, opts)

      


        Used for routes that require the user to be authenticated.



    


    
      
        require_owner(conn, opts)

      


        Used for routes that require the user to be an owner.



    


    
      
        require_role(conn, role_name)

      


        Used for routes that require the user to have a specific role.



    


    
      
        validate_and_set_locale(conn, opts)

      


        Validates and sets the locale from the URL path parameter.



    





      


      
        Functions


        


  
    
      
    
    
      fetch_phoenix_kit_current_scope(conn, opts)



        
          
        

    

  


  

Fetches the current user and creates a scope for authentication context.
This plug combines user fetching with scope creation, providing a
structured way to handle authentication state in your application.
The scope is assigned to :phoenix_kit_current_scope and includes
both the user and authentication status.

  



  
    
      
    
    
      fetch_phoenix_kit_current_user(conn, opts)



        
          
        

    

  


  

Authenticates the user by looking into the session
and remember me token.

  



    

  
    
      
    
    
      log_in_user(conn, user, params \\ %{})



        
          
        

    

  


  

Logs the user in.
It renews the session ID and clears the whole session
to avoid fixation attacks. See the renew_session
function to customize this behaviour.
It also sets a :live_socket_id key in the session,
so LiveView sessions are identified and automatically
disconnected on log out. The line can be safely removed
if you are not using LiveView.

  



  
    
      
    
    
      log_out_user(conn)



        
          
        

    

  


  

Logs the user out.
It clears all session data for safety. See renew_session.

  



  
    
      
    
    
      log_out_user_from_all_sessions(user)



        
          
        

    

  


  

Logs out a specific user by invalidating all their session tokens and broadcasting disconnect to their LiveView sessions.
This function is useful when user roles or permissions change and you need to force re-authentication
to ensure the user gets updated permissions in their session.
Parameters
	user: The user to log out from all sessions

Examples
iex> log_out_user_from_all_sessions(user)
:ok

  



  
    
      
    
    
      on_mount(atom, params, session, socket)



        
          
        

    

  


  

Handles mounting and authenticating the phoenix_kit_current_user in LiveViews.
on_mount arguments
	:phoenix_kit_mount_current_user - Assigns phoenix_kit_current_user
to socket assigns based on user_token, or nil if
there's no user_token or no matching user.

	:phoenix_kit_mount_current_scope - Assigns both phoenix_kit_current_user
and phoenix_kit_current_scope to socket assigns. The scope provides
structured access to authentication state.

	:phoenix_kit_ensure_authenticated - Authenticates the user from the session,
and assigns the phoenix_kit_current_user to socket assigns based
on user_token.
Redirects to login page if there's no logged user.

	:phoenix_kit_ensure_authenticated_scope - Authenticates the user via scope system,
assigns both phoenix_kit_current_user and phoenix_kit_current_scope.

	:phoenix_kit_ensure_owner - Ensures the user has owner role,
and redirects to the home page if not.

	:phoenix_kit_ensure_admin - Ensures the user has admin or owner role,
and redirects to the home page if not.
Redirects to login page if there's no logged user.

	:phoenix_kit_redirect_if_user_is_authenticated - Authenticates the user from the session.
Redirects to signed_in_path if there's a logged user.

	:phoenix_kit_redirect_if_authenticated_scope - Checks authentication via scope system.
Redirects to signed_in_path if there's a logged user.


Examples
Use the on_mount lifecycle macro in LiveViews to mount or authenticate
the current_user:
defmodule PhoenixKitWeb.PageLive do
  use PhoenixKitWeb, :live_view

  on_mount {PhoenixKitWeb.Users.Auth, :phoenix_kit_mount_current_user}
  ...
end
Or use the scope system for better encapsulation:
defmodule PhoenixKitWeb.PageLive do
  use PhoenixKitWeb, :live_view

  on_mount {PhoenixKitWeb.Users.Auth, :phoenix_kit_mount_current_scope}
  ...
end
Or use the live_session of your router to invoke the on_mount callback:
live_session :authenticated, on_mount: [{PhoenixKitWeb.Users.Auth, :phoenix_kit_ensure_authenticated_scope}] do
  live "/profile", ProfileLive, :index
end

  



  
    
      
    
    
      redirect_if_user_is_authenticated(conn, opts)



        
          
        

    

  


  

Used for routes that require the user to not be authenticated.

  



  
    
      
    
    
      redirect_invalid_locale(conn, invalid_locale)



        
          
        

    

  


  

Redirects invalid locale URLs to the default locale.
Takes the current URL path and replaces the invalid locale with the default
locale ("en"), then redirects the user to the corrected URL.

  



  
    
      
    
    
      require_admin(conn, opts)



        
          
        

    

  


  

Used for routes that require the user to be an admin or owner.
If you want to enforce the admin requirement without
redirecting to the login page, consider using
:phoenix_kit_require_authenticated_scope instead.

  



  
    
      
    
    
      require_authenticated_scope(conn, opts)



        
          
        

    

  


  

Used for routes that require the user to be authenticated via scope.
This function checks authentication status through the scope system,
providing a more structured approach to authentication checks.
If you want to enforce the user email is confirmed before
they use the application at all, here would be a good place.

  



  
    
      
    
    
      require_authenticated_user(conn, opts)



        
          
        

    

  


  

Used for routes that require the user to be authenticated.
If you want to enforce the user email is confirmed before
they use the application at all, here would be a good place.

  



  
    
      
    
    
      require_owner(conn, opts)



        
          
        

    

  


  

Used for routes that require the user to be an owner.
If you want to enforce the owner requirement without
redirecting to the login page, consider using
:phoenix_kit_require_authenticated_scope instead.

  



  
    
      
    
    
      require_role(conn, role_name)



        
          
        

    

  


  

Used for routes that require the user to have a specific role.

  



  
    
      
    
    
      validate_and_set_locale(conn, opts)



        
          
        

    

  


  

Validates and sets the locale from the URL path parameter.
Extracts the locale from the :locale path parameter, validates it against
enabled language codes from the database, and either sets the locale or
redirects to the default locale URL if invalid.
Examples
# Valid locale in URL
conn = validate_and_set_locale(conn, [])  # Sets Gettext locale

# Invalid locale in URL
conn = validate_and_set_locale(conn, [])  # Redirects to default locale URL

  


        

      


  

    
PhoenixKitWeb.Users.Confirmation 
    



      
LiveView for email confirmation.
Handles the email confirmation flow after a user clicks the confirmation link
from their registration email. Validates the confirmation token and confirms
the user account.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(map, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(map, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.ConfirmationInstructions 
    



      
LiveView for resending email confirmation instructions.
Allows users to request a new confirmation email if they didn't receive
the original or if the link expired. Only sends if the account exists
and is not already confirmed.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.ForgotPassword 
    



      
LiveView for password reset request.
Allows users to request a password reset by providing their email address.
Sends password reset instructions via email if the account exists.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.Login 
    



      
LiveView for user authentication.
Provides login functionality with support for both traditional password-based
authentication and magic link login. Tracks anonymous visitor sessions and
respects system authentication settings.

      


      
        Summary


  
    Functions
  


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.MagicLink 
    



      
LiveView for magic link authentication.
This LiveView handles the magic link authentication flow:
	User enters their email address
	System sends magic link to their email
	User clicks link to authenticate

The magic link verification is handled by the controller, this LiveView
handles the email input and confirmation flow.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.MagicLinkRegistration 
    



      
LiveView for magic link registration completion form.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.MagicLinkRegistrationRequest 
    



      
LiveView for requesting magic link registration.
Allows users to enter their email and receive a magic link to complete registration.

      


      
        Summary


  
    Functions
  


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.MagicLinkRegistrationVerify 
    



      
Controller for handling magic link registration verification.

      


      
        Summary


  
    Functions
  


    
      
        verify(conn, arg2)

      


        Verifies a magic link registration token and redirects to completion form.



    





      


      
        Functions


        


  
    
      
    
    
      verify(conn, arg2)



        
          
        

    

  


  

Verifies a magic link registration token and redirects to completion form.

  


        

      


  

    
PhoenixKitWeb.Users.MagicLinkVerify 
    



      
Controller for handling magic link verification and authentication.
This controller handles the server-side verification of magic link tokens
when users click on the links received via email.

      


      
        Summary


  
    Functions
  


    
      
        verify(conn, arg2)

      


        Verifies a magic link token and logs the user in.



    





      


      
        Functions


        


  
    
      
    
    
      verify(conn, arg2)



        
          
        

    

  


  

Verifies a magic link token and logs the user in.
This is the endpoint that magic link URLs point to. It:
	Verifies the token is valid and not expired
	Logs the user in by creating a session
	Redirects to the appropriate post-login destination
	Handles invalid/expired tokens gracefully


  


        

      


  

    
PhoenixKitWeb.Users.OAuth 
    



      
OAuth authentication controller using Ueberauth.
This controller requires the following optional dependencies to be installed:
	ueberauth
	ueberauth_google (for Google Sign-In)
	ueberauth_apple (for Apple Sign-In)

If these dependencies are not installed, a fallback controller will be used instead.

      


      
        Summary


  
    Functions
  


    
      
        callback(conn, params)

      


        Handles OAuth callback from provider.



    


    
      
        request(conn, params)

      


        Initiates OAuth authentication flow.



    





      


      
        Functions


        


  
    
      
    
    
      callback(conn, params)



        
          
        

    

  


  

Handles OAuth callback from provider.

  



  
    
      
    
    
      request(conn, params)



        
          
        

    

  


  

Initiates OAuth authentication flow.

  


        

      


  

    
PhoenixKitWeb.Users.Registration 
    



      
LiveView for user registration.
Provides a registration form for new users to create an account.
Supports referral codes and respects the allow_registration setting.
Tracks anonymous visitor sessions during registration.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.ResetPassword 
    



      
LiveView for password reset functionality.
Handles the password reset flow after a user clicks the reset link from their email.
Validates the reset token and allows the user to set a new password.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, map, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, map, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.Session 
    



      
Controller for handling user session management.
This controller manages user login and logout operations, including:
	Creating new sessions via email/password authentication
	Handling post-registration and password update flows
	Session termination (logout)
	GET-based logout for direct URL access

Security Features
	Prevents user enumeration by not disclosing whether an email is registered
	Supports remember me functionality via UserAuth module
	Session renewal on login/logout to prevent fixation attacks


      


      
        Summary


  
    Functions
  


    
      
        create(conn, params)

      


    


    
      
        delete(conn, params)

      


    


    
      
        get_logout(conn, params)

      


    





      


      
        Functions


        


  
    
      
    
    
      create(conn, params)



        
          
        

    

  


  


  



  
    
      
    
    
      delete(conn, params)



        
          
        

    

  


  


  



  
    
      
    
    
      get_logout(conn, params)



        
          
        

    

  


  


  


        

      


  

    
PhoenixKitWeb.Users.Settings 
    



      
LiveView for user account settings management.
Allows authenticated users to update their email, password, profile information,
and personal preferences such as timezone, date format, and time format.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(arg1, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(arg1, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
PhoenixKitWeb.Users.UserForm 
    



      
LiveView for creating and editing users in the admin interface.
Provides a form for managing user data including email, password, roles,
and profile information. Supports both creation of new users and editing
existing users.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, params, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        mount(params, session, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, params, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      mount(params, session, socket)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      render(assigns)



        
          
        

    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  


        

      


  

    
mix phoenix_kit.assets.rebuild 
    



      
Rebuilds assets for PhoenixKit using standard Phoenix asset pipeline.
This task rebuilds assets using the Phoenix asset build system by trying
multiple commands in order of preference:
	mix assets.build - Phoenix 1.8+ standard asset pipeline
	mix esbuild and mix tailwind - Individual asset builders
	npm run build - NPM build script fallback

Usage
$ mix phoenix_kit.assets.rebuild
$ mix phoenix_kit.assets.rebuild --check
$ mix phoenix_kit.assets.rebuild --force

Options
	--check - Only check if rebuild is needed, don't execute
	--force - Force rebuild even if not detected as needed
	--verbose - Show detailed output during process (default: true)
	--silent - Suppress all output except errors

When to use
This task is automatically called by:
	mix phoenix_kit.install (after successful installation)
	mix phoenix_kit.update (after successful update, unless --skip-assets)

You may need to run it manually when:
	CSS integration was manually modified
	Tailwind/daisyUI configuration was changed
	PhoenixKit assets are not displaying correctly
	After updating Phoenix asset configuration

Examples
# Check if rebuild is needed
mix phoenix_kit.assets.rebuild --check

# Force rebuild all assets
mix phoenix_kit.assets.rebuild --force

# Silent rebuild (only show errors)
mix phoenix_kit.assets.rebuild --silent
Asset Build Pipeline
This task uses the standard Phoenix asset pipeline to ensure compatibility
with your application's build process. It automatically detects and uses
the appropriate build commands available in your project.

      




  

    
mix phoenix_kit.configure_aws_ses 
    



      
Mix task to configure AWS SES integration for PhoenixKit email system.
This task helps set up AWS SES configuration set, SNS topics, and SQS queues
for tracking email delivery events and processing email status updates.
Usage
# Check current configuration status
mix phoenix_kit.configure_aws_ses --status

# Configure basic SES settings
mix phoenix_kit.configure_aws_ses --config-set my-app-tracking

# Set up SNS topic for events
mix phoenix_kit.configure_aws_ses --sns-topic arn:aws:sns:eu-north-1:123456789012:email-events

# Configure SQS queue for processing
mix phoenix_kit.configure_aws_ses --sqs-queue https://sqs.eu-north-1.amazonaws.com/123456789012/email-events

# Set DLQ URL for failed messages
mix phoenix_kit.configure_aws_ses --dlq-url https://sqs.eu-north-1.amazonaws.com/123456789012/email-events-dlq

# Specify AWS region
mix phoenix_kit.configure_aws_ses --region eu-north-1

# Reset configuration
mix phoenix_kit.configure_aws_ses --reset

# Show help
mix phoenix_kit.configure_aws_ses --help

      




  

    
mix phoenix_kit.email.cleanup 
    



      
Mix task to clean up old email system logs and optimize storage.
Usage
# Clean logs older than default retention period (90 days)
mix phoenix_kit.email.cleanup

# Clean logs older than specific number of days
mix phoenix_kit.email.cleanup --older-than 30d

# Show what would be deleted without actually deleting
mix phoenix_kit.email.cleanup --dry-run

# Compress old bodies instead of deleting
mix phoenix_kit.email.cleanup --compress-only

# Archive to S3 before deleting
mix phoenix_kit.email.cleanup --archive
Options
--older-than PERIOD   Delete logs older than period (e.g., 30d, 60d, 90d)
--dry-run             Show what would be deleted without deleting
--compress-only       Only compress old email bodies, don't delete
--archive             Archive logs to S3 before deleting
--force               Skip confirmation prompts
Examples
# Safe dry run to see what would be cleaned
mix phoenix_kit.email.cleanup --dry-run

# Clean logs older than 30 days with archive
mix phoenix_kit.email.cleanup --older-than 30d --archive

# Compress bodies for logs older than 7 days
mix phoenix_kit.email.cleanup --older-than 7d --compress-only

      




  

    
mix phoenix_kit.email.debug_sqs 
    



      
Mix task to debug SQS queue messages and analyze message ID matching issues.
This task helps diagnose problems with email status updates by:
	Retrieving all messages from the SQS queue
	Analyzing message IDs from AWS SES events
	Comparing with existing EmailLog records in the database
	Identifying mismatches and providing recommendations

Usage
# Basic debug - analyze all messages in queue
mix phoenix_kit.email.debug_sqs

# Retrieve and analyze specific number of messages
mix phoenix_kit.email.debug_sqs --max-messages 20

# Include DLQ analysis
mix phoenix_kit.email.debug_sqs --include-dlq

# Process and delete messages after analysis
mix phoenix_kit.email.debug_sqs --process --delete

# Verbose output with full message details
mix phoenix_kit.email.debug_sqs --verbose
Options
--max-messages N      Maximum number of messages to retrieve (default: 50)
--include-dlq        Also analyze Dead Letter Queue
--process            Process messages through SQSProcessor
--delete             Delete messages after processing (requires --process)
--verbose            Show detailed message content
--message-id ID      Focus on specific message ID
Output
The task provides detailed analysis including:
	Total messages found in queue
	Message ID format analysis
	EmailLog matching statistics
	Specific mismatch details
	Recommendations for fixing issues

Examples
# Quick analysis
mix phoenix_kit.email.debug_sqs

# Full analysis with DLQ
mix phoenix_kit.email.debug_sqs --include-dlq --verbose

# Process and clean up queue
mix phoenix_kit.email.debug_sqs --process --delete --max-messages 10

      




  

    
mix phoenix_kit.email.export 
    



      
Mix task to export email tracking data to various formats.
Usage
# Export all logs to CSV
mix phoenix_kit.email.export --format csv

# Export specific campaign to JSON
mix phoenix_kit.email.export --format json --campaign newsletter

# Export logs from date range
mix phoenix_kit.email.export --from 2025-01-01 --to 2025-01-31

# Export with custom filters
mix phoenix_kit.email.export --status delivered --tag authentication --provider aws_ses
Options
--format FORMAT       Export format: csv, json (default: csv)
--output FILE         Output file path (default: stdout)
--from DATE           Start date (YYYY-MM-DD)
--to DATE             End date (YYYY-MM-DD)
--campaign ID         Filter by campaign ID
--status STATUS       Filter by status (sent, delivered, bounced, etc.)
--tag TAG             Filter by message tag/type (authentication, marketing, etc.)
--provider PROVIDER   Filter by email provider (aws_ses, smtp, local, etc.)
--limit NUMBER        Limit number of records (default: no limit)
--include-events      Include email events (opens, clicks) in export
Output Formats
CSV Format
Exports logs with columns: id, message_id, to, from, subject, status, sent_at, delivered_at, provider, campaign_id
JSON Format
Exports complete log objects with all fields and optional events array
Examples
# Basic CSV export
mix phoenix_kit.email.export --format csv > email_logs.csv

# Campaign analysis with events
mix phoenix_kit.email.export --campaign welcome-series --include-events --format json > campaign_analysis.json

# Recent bounced emails for investigation
mix phoenix_kit.email.export --status bounced --from $(date -d '7 days ago' '+%Y-%m-%d') --format csv > recent_bounces.csv

# Authentication emails analysis
mix phoenix_kit.email.export --tag authentication --from 2025-01-01 --include-events > auth_emails.csv

# Provider performance comparison
mix phoenix_kit.email.export --provider aws_ses --from 2025-01-01 --include-events > ses_performance.csv

      




  

    
mix phoenix_kit.email.process_dlq 
    



      
Process accumulated messages from AWS SQS Dead Letter Queue (DLQ).
This task retrieves all messages from the DLQ, processes them through
the SQS processor to update email statuses, and optionally deletes
successfully processed messages.
Usage
mix phoenix_kit.email.process_dlq [--batch-size 10] [--delete-after] [--dry-run]
Options
	--batch-size - Number of messages to process in each batch (default: 10)
	--delete-after - Delete successfully processed messages from DLQ (default: false)
	--dry-run - Show what would be processed without making changes (default: false)

Examples
# Process all DLQ messages without deleting them
mix phoenix_kit.email.process_dlq

# Process in small batches and delete successful ones
mix phoenix_kit.email.process_dlq --batch-size 5 --delete-after

# See what would be processed (no changes)
mix phoenix_kit.email.process_dlq --dry-run
Requirements
	Email system must be enabled
	AWS credentials must be configured
	DLQ URL must be set in settings


      




  

    
mix phoenix_kit.email.send_test 
    



      
Mix task to send a test email to verify email system functionality.
This task sends a test email to a specific address without requiring
email system system configuration. Useful for basic email delivery testing.
Usage
# Send to specific email address
mix phoenix_kit.email.send_test --to admin@example.com

# Send to multiple addresses
mix phoenix_kit.email.send_test --to admin@example.com,user@example.com

# Send with custom subject
mix phoenix_kit.email.send_test --to admin@example.com --subject "Custom Test Subject"

# Include system (requires configured repo)
mix phoenix_kit.email.send_test --to admin@example.com --track
Options
--to EMAIL           Email address to send to (required)
--subject SUBJECT    Custom email subject (optional)
--track              Enable email system (requires repo configuration)
--from EMAIL         From email address (optional)
Examples
# Basic test email
mix phoenix_kit.email.send_test --to admin@example.com

# Multiple recipients with custom subject
mix phoenix_kit.email.send_test --to "admin@example.com,user@example.com" --subject "PhoenixKit Test Email"

# Test with system enabled
mix phoenix_kit.email.send_test --to test@example.com --track

      




  

    
mix phoenix_kit.email.stats 
    



      
Mix task to display comprehensive email system statistics.
Usage
# Show default stats (last 30 days)
mix phoenix_kit.email.stats

# Show stats for specific date range
mix phoenix_kit.email.stats --from 2025-01-01 --to 2025-01-31

# Show stats for specific campaign
mix phoenix_kit.email.stats --campaign welcome-series

# Show detailed breakdown
mix phoenix_kit.email.stats --detailed
Options
--from DATE           Start date (YYYY-MM-DD format)
--to DATE             End date (YYYY-MM-DD format)  
--campaign ID         Show stats for specific campaign
--detailed            Show detailed breakdown by provider/template
--format FORMAT       Output format: table (default), csv, json
Examples
# Last 7 days summary
mix phoenix_kit.email.stats --from $(date -d '7 days ago' '+%Y-%m-%d')

# Export campaign stats to CSV
mix phoenix_kit.email.stats --campaign newsletter --format csv > campaign_stats.csv

# Detailed breakdown with provider performance
mix phoenix_kit.email.stats --detailed

      




  

    
mix phoenix_kit.email.test_webhook 
    



      
Mix task to test email webhook functionality with sample events.
Usage
# Test bounce event
mix phoenix_kit.email.test_webhook --event bounce

# Test open event with specific message ID
mix phoenix_kit.email.test_webhook --event open --message-id abc123

# Test delivery event
mix phoenix_kit.email.test_webhook --event delivery

# Test all event types
mix phoenix_kit.email.test_webhook --all
Options
--event TYPE          Event type to test: bounce, delivery, send, open, click, complaint
--message-id ID       Use specific message ID (uses random if not provided)
--all                 Test all event types
--endpoint URL        Custom webhook endpoint URL
--no-verify           Skip signature verification (for testing)
Event Types
send         - Email send confirmation
delivery     - Successful delivery
bounce       - Hard/soft bounce
complaint    - Spam complaint
open         - Email opened (AWS SES)
click        - Link clicked
Examples
# Test bounce handling
mix phoenix_kit.email.test_webhook --event bounce --message-id test-123

# Test all events with custom endpoint
mix phoenix_kit.email.test_webhook --all --endpoint {prefix}/webhooks/email

# Where {prefix} is your configured PhoenixKit URL prefix

# Quick delivery test
mix phoenix_kit.email.test_webhook --event delivery

      




  

    
mix phoenix_kit.email.verify_config 
    



      
Mix task to verify email tracking system configuration.
Usage
# Verify basic configuration
mix phoenix_kit.email.verify_config

# Verify AWS SES setup
mix phoenix_kit.email.verify_aws_ses

# Detailed verification with connectivity tests
mix phoenix_kit.email.verify_config --detailed

# Check specific configuration aspect
mix phoenix_kit.email.verify_config --check database
mix phoenix_kit.email.verify_config --check mailer
mix phoenix_kit.email.verify_config --check settings
Options
--detailed            Run detailed checks including connectivity
--check ASPECT        Check specific aspect: database, mailer, settings, aws
--fix-issues          Attempt to fix common configuration issues
--quiet               Only show errors and warnings
Checks Performed
Basic Checks
	Email tracking system enabled/disabled status
	Database tables and schemas exist
	Required settings are configured
	Mailer configuration is valid

AWS SES Checks (with --detailed)
	AWS credentials are configured
	SES configuration set exists
	SNS topic and subscriptions are set up
	Webhook endpoint is accessible

Database Checks
	Tables exist and have correct schema
	Indexes are properly created
	Sample data can be inserted and retrieved

Examples
# Quick config check
mix phoenix_kit.email.verify_config

# Full AWS SES verification
mix phoenix_kit.email.verify_config --detailed --check aws

# Database-only check with fix attempt
mix phoenix_kit.email.verify_config --check database --fix-issues

      




  

    
mix phoenix_kit.gen.migration 
    



      
Generate PhoenixKit migration in parent application.
This task generates a new migration file with PhoenixKit tables
that can be customized before running.
Usage
mix phoenix_kit.gen.migration
Options
	--table-prefix - Custom prefix for tables (default: "phoenix_kit")

Examples
# Generate with default phoenix_kit_users prefix
mix phoenix_kit.gen.migration

# Generate with custom prefix
mix phoenix_kit.gen.migration --table-prefix users

      




  

    
mix phoenix_kit.install 
    



      
Igniter installer for PhoenixKit.
This task automatically installs PhoenixKit into a Phoenix application by:
	Auto-detecting and configuring Ecto repo
	Setting up mailer configuration for development and production
	Modifying the router to include PhoenixKit routes

Usage
mix phoenix_kit.install

With custom options:
mix phoenix_kit.install --repo MyApp.Repo --router-path lib/my_app_web/router.ex

Options
	--repo - Specify Ecto repo module (auto-detected if not provided)
	--router-path - Specify custom path to router.ex file
	--prefix - Specify PostgreSQL schema prefix (defaults to "public")
	--create-schema - Create schema if using custom prefix (default: true for non-public prefixes)
	--theme-enabled - Enable modern daisyUI 5 + Tailwind CSS 4 theme system with 35+ themes

Auto-detection
The installer will automatically:
	Detect Ecto repo from :ecto_repos config or common naming patterns (MyApp.Repo)
	Find main router using Phoenix conventions (MyAppWeb.Router)
	Configure Swoosh.Adapters.Local for development in config/dev.exs
	Provide production mailer setup instructions

Note about warnings
You may see a compiler warning about "unused import PhoenixKitWeb.Integration".
This is normal behavior for Elixir macros and can be safely ignored.
The phoenix_kit_routes() macro is properly used and will expand correctly.

      




  

    
mix phoenix_kit.modernize_layouts 
    



      
Modernizes PhoenixKit layout integration for Phoenix v1.8+ compatibility.
This task performs automatic migration of existing PhoenixKit installations
to support both Phoenix v1.7- and v1.8+ layout systems seamlessly.
What it does
	Detects Phoenix version - Automatically detects your Phoenix version
	Updates configuration - Modernizes layout configuration in config.exs
	Migrates templates - Updates any existing PhoenixKit templates
	Adds LayoutWrapper - Ensures LayoutWrapper component is available
	Validates compatibility - Tests the new setup

Usage
mix phoenix_kit.modernize_layouts
Options
--dry-run         Show what would be changed without making changes
--force           Force migration even if already modernized
--verbose         Show detailed output during migration
--backup          Create backup of modified files
--skip-templates  Skip template migration (config only)
Examples
# Standard migration with backup
mix phoenix_kit.modernize_layouts --backup

# See what would be changed without modifying files
mix phoenix_kit.modernize_layouts --dry-run

# Force re-migration with detailed output
mix phoenix_kit.modernize_layouts --force --verbose
The migration is idempotent - safe to run multiple times.

      




  

    
mix phoenix_kit.process_dlq 
    



      
Mix task to process failed email events from AWS SQS Dead Letter Queue (DLQ).
This task retrieves messages that failed to process in the main queue and attempts
to reprocess them. Useful for recovering from temporary failures or processing
issues that sent messages to the DLQ.
Usage
# Process up to 100 messages (default)
mix phoenix_kit.process_dlq

# Process specific number of messages
mix phoenix_kit.process_dlq --limit 50

# Process with verbose logging
mix phoenix_kit.process_dlq --verbose

# Delete processed messages from DLQ
mix phoenix_kit.process_dlq --delete

# Show summary of DLQ contents
mix phoenix_kit.process_dlq --summary

# Force processing of all messages
mix phoenix_kit.process_dlq --force

      




  

    
mix phoenix_kit.process_sqs_queue 
    



      
Mix task to process email events from AWS SQS queue.
This task polls the configured SQS queue for email status updates from AWS SES
and processes them to update email tracking records in the database.
Usage
# Process up to 50 messages (default)
mix phoenix_kit.process_sqs_queue

# Process specific number of messages
mix phoenix_kit.process_sqs_queue --limit 100

# Process with verbose logging
mix phoenix_kit.process_sqs_queue --verbose

# Delete processed messages from queue
mix phoenix_kit.process_sqs_queue --delete

# Filter by event type
mix phoenix_kit.process_sqs_queue --filter delivery

# Dry run (don't actually process)
mix phoenix_kit.process_sqs_queue --dry-run

      




  

    
mix phoenix_kit.seed_templates 
    



      
Seeds the database with system email templates.
This task creates the default system templates for authentication and core functionality.
It's safe to run multiple times as it will not create duplicate templates.
Usage
mix phoenix_kit.seed_templates
Options
--force    Force recreation of existing templates (will update content)
--quiet    Run without output
Examples
# Seed templates normally
mix phoenix_kit.seed_templates

# Force update existing templates
mix phoenix_kit.seed_templates --force

# Run quietly without output
mix phoenix_kit.seed_templates --quiet
System Templates
This task will create the following system templates:
	magic_link - Magic link authentication email
	register - User registration confirmation email
	reset_password - Password reset email
	test_email - Test email for tracking verification
	update_email - Email change confirmation

All templates are marked as system templates and cannot be deleted through the UI.

      




  

    
mix phoenix_kit.status 
    



      
Shows comprehensive status of PhoenixKit installation.
This task provides a detailed overview of your PhoenixKit installation status,
including version information, database connectivity, assets status, and
suggested next actions.
Usage
$ mix phoenix_kit.status
$ mix phoenix_kit.status --prefix=myapp

Options
	--prefix - Database schema prefix (default: "public")
	--verbose - Show detailed diagnostic information

Examples
# Show status for default installation
mix phoenix_kit.status

# Show status for custom schema prefix
mix phoenix_kit.status --prefix=auth

# Show detailed diagnostic information
mix phoenix_kit.status --verbose
Sample Output
PhoenixKit v1.2.1
├── Installed: V03 ✅
├── Database: Connected ✅
├── Assets: Built ✅
└── Status: Ready to use

      




  

    
mix phoenix_kit.sync_email_status 
    



      
Mix task to manually sync email status by AWS SES message ID.
This task searches for a specific email by message ID and synchronizes
its delivery status by fetching events from AWS SQS queues.
Usage
# Sync status for specific message ID
mix phoenix_kit.sync_email_status MESSAGE_ID

# With verbose output
mix phoenix_kit.sync_email_status MESSAGE_ID --verbose
Examples
# Sync email with AWS SES message ID
mix phoenix_kit.sync_email_status "01000189971abc123-fed456-4e89-b012-defg345678hi"

# With detailed logging
mix phoenix_kit.sync_email_status "01000189971abc123-fed456-4e89-b012-defg345678hi" --verbose
What this task does:
	Find Email Log: Searches for email log by message_id
	Check SQS Queue: Looks for events in main SQS queue
	Check DLQ: Looks for events in Dead Letter Queue
	Process Events: Updates email status based on found events
	Report Results: Shows summary of synchronization

Output
The task will show:
	Email log found/not found status
	Number of events found in SQS
	Number of events found in DLQ
	Processing results
	Final email status

Requirements
	Email system must be enabled
	AWS SES integration must be configured
	SQS queue configuration must be set up


      




  

    
mix phoenix_kit.update 
    



      
Updates PhoenixKit to the latest version.
This task handles updating an existing PhoenixKit installation to the latest version
by creating upgrade migrations that preserve existing data while adding new features.
The update process also automatically:
	Updates CSS configuration (enables daisyUI themes if disabled)
	Rebuilds assets using the Phoenix asset pipeline
	Applies database migrations (with optional interactive prompt)

Usage
$ mix phoenix_kit.update
$ mix phoenix_kit.update --prefix=myapp
$ mix phoenix_kit.update --status
$ mix phoenix_kit.update --skip-assets
$ mix phoenix_kit.update -y

Options
	--prefix - Database schema prefix (default: "public")
	--status - Show current installation status and available updates
	--force - Force update even if already up to date
	--skip-assets - Skip automatic asset rebuild check
	--yes / -y - Skip confirmation prompts and run migrations automatically

Examples
# Update PhoenixKit to latest version
mix phoenix_kit.update

# Check what version is installed and what updates are available
mix phoenix_kit.update --status

# Update with custom schema prefix
mix phoenix_kit.update --prefix=auth

# Update without prompts (useful for CI/CD)
mix phoenix_kit.update -y

# Force update with automatic migration
mix phoenix_kit.update --force -y
Version Management
PhoenixKit uses a versioned migration system similar to Oban. Each version
contains specific database schema changes that can be applied incrementally.
Current version: V07 (latest version with comprehensive features)
	V01: Basic authentication with role system
	V02: Remove is_active column from role assignments (direct deletion)
	V03-V07: Additional features and improvements (see migration files for details)

Safe Updates
All PhoenixKit updates are designed to be:
	Non-destructive (existing data is preserved)
	Backward compatible (existing code continues to work)
	Idempotent (safe to run multiple times)
	Rollback-capable (can be reverted if needed)


      




  

    
mix phoenix_kit_templates 
    



      
Template definitions for PhoenixKit demo pages.
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