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A Plug to protect against Cross-Site Request Forgery (CSRF) attacks using modern
header-based checks instead of tokens.
Based on Filippo Valsorda's blog post and the
Go 1.25 net/http CrossOriginProtection.
How it works
Modern browsers (since 2023) send the Sec-Fetch-Site header which reliably
indicates whether a request is same-origin, same-site, cross-site, or
user-initiated. This plug uses that header (with a fallback to Origin header
comparison) to reject cross-origin requests without requiring CSRF tokens.
	Safe methods (GET, HEAD, OPTIONS) are always allowed
	If Origin header matches a trusted origin, the request is allowed
	If Sec-Fetch-Site is same-origin or none, the request is allowed
	If Sec-Fetch-Site indicates cross-origin, the request is rejected
	If no headers are present, the request is allowed (non-browser client)
	If only Origin is present, it's compared against the Host header

Installation
Add plug_cross_origin_protection to your list of dependencies in mix.exs:
def deps do
  [
    {:plug_cross_origin_protection, "~> 0.1.0"}
  ]
end
Usage
Basic usage
If you're using Phoenix, PlugCrossOriginProtection is a direct replacement for
the protect_from_forgery helper which invokes
Plug.CSRFProtection.
# In your YourAppWeb.Router
- plug :protect_from_forgery
+ plug PlugCrossOriginProtection
With trusted origins
For SSO callbacks or partner integrations:
plug PlugCrossOriginProtection,
  trusted_origins: [
    "https://sso.example.com",
    "https://partner.example.com"
  ]
Security considerations
	Safe methods: Ensure your application never performs state-changing actions
on GET, HEAD, or OPTIONS requests
	HTTPS: Use HTTPS in production. The Sec-Fetch-Site header is only sent to
secure origins
	HSTS: Consider using HTTP Strict Transport Security to protect against
HTTP→HTTPS attacks on older browsers
	Browser support: Sec-Fetch-Site is supported in all major browsers since	Older browsers fall back to Origin/Host comparison



License
MIT License. See LICENSE for details.
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MIT License

Copyright (c) 2026 Tom Taylor

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Plug to protect from cross-site request forgery (CSRF) using header-based
checks.
Unlike token-based CSRF protection, this plug uses modern browser headers
(Sec-Fetch-Site and Origin) to detect and reject cross-origin requests.
This approach requires no session state or token management.
For this plug to be effective, state-changing actions must not be performed
on GET, HEAD, or OPTIONS requests, as these are always allowed.
How it works
	Safe methods (GET, HEAD, OPTIONS) are always allowed
	If Origin header matches a trusted origin, the request is allowed
	If Sec-Fetch-Site header is same-origin or none, the request is allowed
	If Sec-Fetch-Site indicates cross-origin, the request is rejected
	If no Sec-Fetch-Site or Origin headers are present, the request is allowed
(non-browser requests like curl or API clients)
	If only Origin is present, it's compared against the Host header

Options
	:trusted_origins - an optional list of trusted origin strings that bypass
protection. Origins must be in the format "scheme://host" or
"scheme://host:port".  Example: ["https://sso.example.com", "https://partner.example.com:8443"]

	:with - should be one of :exception or :forbidden. Defaults to :exception.
	:exception - raises PlugCrossOriginProtection.InvalidCrossOriginRequestError
	:forbidden - returns a 403 Forbidden response



Disabling
You may disable this plug by setting
Plug.Conn.put_private(conn, :plug_skip_cross_origin_protection, true).
This is useful for:
	SSO/OAuth callback endpoints
	Webhook endpoints that receive cross-origin requests
	Public API endpoints

Examples
# Basic usage
plug PlugCrossOriginProtection

# With trusted origins
plug PlugCrossOriginProtection,
  trusted_origins: ["https://sso.example.com"]

# Raise exception instead of 403
plug PlugCrossOriginProtection, with: :exception
Security Considerations
	Ensure state-changing actions are never performed on GET requests
	Use HTTPS - the Sec-Fetch-Site header is only sent to secure origins
	Consider using HSTS to protect against HTTP->HTTPS attacks on older browsers
	Sec-Fetch-Site is supported in all major browsers since 2023

References
	Cross-Site Request Forgery - Filippo Valsorda's blog post
	Go net/http CrossOriginProtection
	Sec-Fetch-Site MDN
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Error raised when a cross-origin request is detected.
This exception is raised when the :with option is set to :exception
and a cross-origin request is detected.
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