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    README

  
  


  Image server as a Plug, powered by libvips.
  


  
  
Usage
Installation
PlugImageProcessing is published on Hex. Add it to your list of dependencies in mix.exs:
# mix.exs
def deps do
  [
    {:plug_image_processing, ">= 0.0.1"}
  ]
end
Then run mix deps.get to install the package and its dependencies.
To expose a /imageproxy route, add the plug in your endpoint, before your router plug, but after Plug.Parsers:
# lib/my_app_web/endpoint.ex
plug(PlugImageProcessing.Web, path: "/imageproxy")
#...
plug(MyAppWeb.Router)
Features
Sources
A single source for image is supported for now: the url query parameter.
/imageproxy/resize?url=https://s3.ca-central-1.amazonaws.com/my_image.jpg&width=300

It will download the image from the remote location, modify it using libvips and return it to the client.
Operations
A number of operations exposed by libvips are supported by PlugImageProcessing. See the PlugImageProcessing.Operations.* module for more details.
Requests validations
Validations can be added so your endpoint is more secure.
Signature key
By adding a signature key in your config, a parameter sign needs to be included in the URL to validate the payload.
The signature prevent a client to forge a large number of unique requests that would go through the CDN and hitting our server.
plug(PlugImageProcessing.Web, url_signature_key: "1234")
Then a request path like:
/imageproxy/resize?url=https://s3.ca-central-1.amazonaws.com/my_image.jpg&width=300&quality=60

will fail because the sign parameter is not present.
The HMAC-SHA256 hash is created by taking the URL path (excluding the leading /), the request parameters (alphabetically-sorted and concatenated with & into a string). The hash is then base64url-encoded.
Base.url_encode64(:crypto.mac(:hmac, :sha256, "1234", "resize" <> "quality=60&url=https://s3.ca-central-1.amazonaws.com/my_image.jpg&width=300"))
# => "ku5SCH56vrsqEr-_VRDOFJHqa6AXslh3fpAelPAPoeI="
Now this request will succeed!
/imageproxy/resize?url=https://s3.ca-central-1.amazonaws.com/my_image.jpg&width=300&quality=60&sign=ku5SCH56vrsqEr-_VRDOFJHqa6AXslh3fpAelPAPoeI=

License
PlugImageProcessing is © 2022 Mirego and may be freely distributed under the New BSD license. See the LICENSE.md file.
About Mirego
Mirego is a team of passionate people who believe that work is a place where you can innovate and have fun. We’re a team of talented people who imagine and build beautiful Web and mobile applications. We come together to share ideas and change the world.
We also love open-source software and we try to give back to the community as much as we can.
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          @spec process(t()) :: {:ok, PlugImageProcessing.ImageMetadata.t()} | error()


      



  


        

      


  

    
PlugImageProcessing.Middleware protocol
    



      
Protocol for implementing middleware in the image processing pipeline.
Middleware can be used to add security checks, modify headers, validate
requests, or perform any other processing on the connection before or
after image operations.
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        run(middleware, conn)

      


        Executes the middleware logic on the connection.
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          @spec enabled?(t(), Plug.Conn.t() | nil) :: boolean()


      


Determines if this middleware should be enabled for the given connection.
This allows conditional activation of middleware based on configuration
or request parameters.
Parameters
	middleware - The middleware struct containing configuration
	conn - The Plug.Conn struct to check (may be nil during initialization)

Returns
	true if the middleware should run, false otherwise
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          @spec run(t(), Plug.Conn.t()) :: Plug.Conn.t()


      


Executes the middleware logic on the connection.
This function should process the connection and return a potentially
modified connection. It may halt the connection if validation fails.
Parameters
	middleware - The middleware struct containing configuration
	conn - The Plug.Conn struct to process

Returns
	Modified Plug.Conn struct (may be halted)


  


        

      


  

    
PlugImageProcessing.Middlewares.AllowedOrigins 
    



      
Middleware for validating that image URLs come from allowed origins.
This middleware provides security by restricting which domains can be used
as image sources. It validates the host of the provided URL against a
configured allowlist of origins.
Configuration
Set allowed_origins in your config to enable this middleware:
plug PlugImageProcessing.Web, allowed_origins: ["example.com", "cdn.example.com"]
Security
	Uses exact host matching to prevent subdomain bypass attacks
	Safely handles malformed URLs without crashing
	Returns 403 Forbidden for unauthorized origins


      




  

    
PlugImageProcessing.Middlewares.CacheHeaders 
    



      
Middleware for setting HTTP cache control headers on image responses.
This middleware manages client and CDN caching behavior for processed images,
helping to reduce server load and improve performance by leveraging browser
and CDN caches.
Configuration
Set http_cache_ttl in your config to enable this middleware:
# Cache images for 1 hour (3600 seconds)
plug PlugImageProcessing.Web, http_cache_ttl: 3600

# Disable caching
plug PlugImageProcessing.Web, http_cache_ttl: 0
Cache Behavior
	TTL > 0: Sets public caching with the specified max-age
	TTL = 0: Disables caching with no-cache, no-store directives
	Includes s-maxage for shared cache (CDN) control
	Sets no-transform to prevent CDN image modifications
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          @spec process(t(), PlugImageProcessing.Config.t()) ::
  {:ok, PlugImageProcessing.image()} | error()
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          @spec cast(
  struct(),
  map()
) :: struct() | boolean()


      



  



  
    
      
    
    
      get_image(source, operation_name, config)



        
          
        

    

  


  

      

          @spec get_image(struct(), String.t(), PlugImageProcessing.Config.t()) ::
  {:ok, PlugImageProcessing.image(), String.t() | nil, String.t()}
  | {:error, atom()}
  | {:redirect, String.t()}
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