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    erlang_qpack

QPACK header compression for HTTP/3 (RFC 9204) in pure Erlang.
Features
	Full RFC 9204 compliance
	Static table with O(1) map-based lookups (99 entries)
	Dynamic table with O(1) lookups and FIFO eviction
	Encoder/decoder stream support for HTTP/3
	Optional Huffman coding (RFC 7541 Appendix B)
	Stateless and stateful APIs
	Drop-in replacement for hackney_qpack/livery_qpack

Installation
Add to your rebar.config:
{deps, [
    {qpack, {git, "https://github.com/benoitc/erlang_qpack.git", {tag, "0.1.0"}}}
]}.
Quick Start
Stateless API (static table only)
%% Encode headers
Headers = [{<<":method">>, <<"GET">>}, {<<":path">>, <<"/">>}],
Encoded = qpack:encode(Headers).

%% Decode headers
{ok, Decoded} = qpack:decode(Encoded).
Stateful API (with dynamic table)
%% Create state with dynamic table
State0 = qpack:new(#{max_dynamic_size => 4096}),

%% Encode with state
{Encoded, State1} = qpack:encode(Headers, State0),

%% Decode with state
{{ok, Decoded}, State2} = qpack:decode(Encoded, State1).
HTTP/3 Stream Integration
%% Process encoder instructions from peer
{ok, State1} = qpack:process_encoder_instructions(Data, State0),

%% Get encoder instructions to send to peer
Instructions = qpack:get_encoder_instructions(State1),

%% Process decoder instructions from peer
{ok, State2} = qpack:process_decoder_instructions(AckData, State1).
API Reference
See Usage Guide for detailed documentation.
Benchmarks
Performance on Apple M3 Pro (Erlang/OTP 28):
	Operation	Time	Throughput
	Encode simple request (4 headers, static)	0.45 us	2.2M ops/s
	Encode typical request (8 headers)	1.25 us	800K ops/s
	Encode large (50 custom headers)	7.23 us	138K ops/s
	Decode simple request (4 headers)	0.14 us	7.0M ops/s
	Decode typical request (8 headers)	0.43 us	2.3M ops/s
	Huffman encode (15 bytes)	0.15 us	6.5M ops/s
	Huffman decode (15 bytes)	0.15 us	6.7M ops/s
	Process encoder instruction	0.07 us	14.9M ops/s

Run benchmarks:
rebar3 eunit && erl -pa _build/test/lib/qpack/ebin -pa _build/test/lib/qpack/test \
  -noshell -eval "qpack_bench:run(), halt()."

Development
Clone with submodules for interop test data:
git clone --recurse-submodules https://github.com/benoitc/erlang_qpack.git

Or initialize submodules after cloning:
git submodule update --init --recursive

Run tests:
rebar3 eunit           # Unit tests
rebar3 ct              # Common Test (includes interop tests)

Interoperability Testing
The test/qifs submodule contains QPACK Interop Files (QIFs) from the qpackers/qifs repository. These are used to verify compatibility with other QPACK implementations.
The interop test suite (qpack_interop_SUITE) tests:
	Decoding encoded data from other implementations (nghttp3, ls-qpack)
	Round-trip encoding/decoding of QIF test files

Run interop tests specifically:
rebar3 ct --suite=qpack_interop_SUITE

QIF files are tab-separated header blocks. Encoded files use the format:
	8 bytes: stream ID (big-endian)
	4 bytes: block length (big-endian)
	N bytes: encoded QPACK data

Build documentation:
rebar3 ex_doc

License
Apache License 2.0
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Overview
erlang_qpack provides QPACK header compression for HTTP/3 as specified in RFC 9204. It supports both stateless encoding (static table only) and stateful encoding with dynamic table management.
Stateless API
The simplest way to use qpack is with the stateless API, which only uses the static table:
%% Encode headers
Headers = [
    {<<":method">>, <<"GET">>},
    {<<":path">>, <<"/">>},
    {<<":scheme">>, <<"https">>},
    {<<":authority">>, <<"example.com">>}
],
Encoded = qpack:encode(Headers).

%% Decode headers
{ok, Decoded} = qpack:decode(Encoded).
Stateful API
For better compression, use the stateful API with a dynamic table:
%% Create state with 4KB dynamic table
State0 = qpack:new(#{max_dynamic_size => 4096}),

%% Encode headers - entries may be added to dynamic table
{Encoded, State1} = qpack:encode(Headers, State0),

%% Decode headers
{{ok, Decoded}, State2} = qpack:decode(Encoded, State1).
Stream Tracking
For HTTP/3 integration with section acknowledgment:
%% Encode with stream ID tracking
{Encoded, State1} = qpack:encode(Headers, StreamId, State0),

%% Get the Required Insert Count for this encoding
RIC = qpack:get_last_ric(State1).
Encoder Stream
The encoder generates instructions for the decoder's dynamic table:
%% Get pending encoder instructions to send to peer
Instructions = qpack:get_encoder_instructions(State),

%% Clear instructions after sending
State1 = qpack:clear_encoder_instructions(State).
Decoder Stream
Process instructions from the peer:
%% Process encoder instructions from peer (updates dynamic table)
{ok, State1} = qpack:process_encoder_instructions(Data, State0),

%% Handle incomplete data (streaming)
case qpack:process_encoder_instructions(Data, State0) of
    {ok, State1} ->
        %% All instructions processed
        State1;
    {incomplete, Remaining, State1} ->
        %% Buffer Remaining, wait for more data
        {Remaining, State1};
    {error, Reason} ->
        %% Protocol error
        error(Reason)
end.
Sending Acknowledgments
%% Acknowledge a decoded header section
Ack = qpack:encode_section_ack(StreamId),

%% Increment known received count
Increment = qpack:encode_insert_count_increment(Count).
Processing Acknowledgments
%% Process decoder instructions from peer
{ok, State1} = qpack:process_decoder_instructions(Data, State0).
Blocked Decoding
When a header block references dynamic table entries the decoder hasn't received yet:
case qpack:decode(Data, State) of
    {{ok, Headers}, State1} ->
        %% Successfully decoded
        {Headers, State1};
    {{blocked, RIC}, State1} ->
        %% Need to wait for encoder instructions up to RIC
        %% Buffer the header block and retry after processing more instructions
        {blocked, RIC, Data, State1};
    {{error, Reason}, State1} ->
        %% Decoding error
        error(Reason)
end.
Dynamic Table Management
%% Get current capacity
Capacity = qpack:get_dynamic_capacity(State),

%% Set new capacity (generates encoder instruction)
State1 = qpack:set_dynamic_capacity(NewCapacity, State),

%% Get insert count
InsertCount = qpack:get_insert_count(State),

%% Get known received count (acknowledged by peer)
KRC = qpack:get_known_received_count(State).
Huffman Encoding
The Huffman module can be used directly:
%% Encode
Encoded = qpack_huffman:encode(<<"www.example.com">>),

%% Decode
Decoded = qpack_huffman:decode(Encoded),

%% Decode with validation (RFC 7541 Section 5.2)
{ok, Decoded} = qpack_huffman:decode_safe(Encoded),

%% Check encoded size
Size = qpack_huffman:encoded_size(Data).
Error Handling
QPACK operations can return errors:
%% Decoding errors
{{error, incomplete}, State}           %% Truncated input
{{error, {invalid_static_index, N}}, State}
{{error, {invalid_dynamic_index, N}}, State}

%% Instruction processing errors
{error, {invalid_increment, N, InsertCount}}
{error, invalid_encoder_instruction}
{error, invalid_decoder_instruction}
Best Practices
	Reuse state - Create one state per connection and reuse it for all requests/responses
	Process instructions promptly - Process encoder/decoder stream data as it arrives
	Handle blocked decoding - Buffer blocked header blocks and retry after receiving more encoder instructions
	Size the dynamic table appropriately - 4KB-16KB is typical for most applications
	Send acknowledgments - Send section acknowledgments to allow the encoder to reference new entries
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Architecture
erlang_qpack consists of two main modules:
	qpack - Main QPACK encoder/decoder implementing RFC 9204
	qpack_huffman - Huffman coding implementation per RFC 7541 Appendix B

State Record
The internal state record tracks all encoding/decoding context:
-record(qpack, {
    use_dynamic,           %% boolean() - dynamic table enabled
    dyn_field_index,       %% #{header() => AbsIndex} - O(1) exact match
    dyn_name_index,        %% #{binary() => AbsIndex} - O(1) name match
    dyn_entries,           %% [{AbsIndex, Header, Size}] - FIFO list
    dyn_size,              %% Current dynamic table size in bytes
    dyn_max_size,          %% Maximum dynamic table capacity
    insert_count,          %% Next absolute index for insertion
    known_received_count,  %% Entries acknowledged by peer
    encoder_instructions,  %% Pending instructions to send
    last_ric,              %% Required Insert Count from last encode
    pending_sections       %% #{StreamId => queue(RIC)} - for section ack
}).
Static Table
The static table contains 99 pre-defined header fields (indices 0-98) from RFC 9204 Appendix A. It's implemented using three data structures for O(1) lookups:
	Tuple - Index to entry lookup: element(Index + 1, ?STATIC_TABLE)
	Field Map - Exact {Name, Value} to index lookup
	Name Map - Name-only to index lookup

Dynamic Table
The dynamic table uses a combination of:
	Maps for O(1) lookups by header or name
	List for FIFO eviction order

Absolute vs Relative Indexing
	Absolute Index - Monotonically increasing, starts at 0
	Relative Index - InsertCount - AbsIndex - 1 (most recent = 0)
	Post-Base Index - AbsIndex - Base (for entries after Base)

Entry Size
Per RFC 9204 Section 3.2.1:
entry_size = name_length + value_length + 32
Encoding Process
	Lookup - Check static table, then dynamic table
	Decision - Use indexed, literal with name ref, or literal
	Insertion - Optionally insert into dynamic table
	Instruction Generation - Create encoder stream instructions
	Prefix - Encode Required Insert Count and Base

Required Insert Count (RIC)
The RIC indicates the minimum dynamic table state needed to decode:
RIC = max(referenced_absolute_indices) + 1
Encoded as ERIC using modulo arithmetic:
ERIC = (RIC mod (2 * MaxEntries)) + 1
Base Encoding
Base indicates the reference point for relative indices:
	S=1, DeltaBase=0 means Base = RIC (used by this implementation)
	S=0 would indicate pre-base references

Decoding Process
	Prefix - Decode ERIC and reconstruct RIC using modulo arithmetic
	Blocked Check - If RIC > InsertCount, decoding is blocked
	Header Lines - Decode each field line using appropriate form
	Index Resolution - Convert relative/post-base indices to absolute

Encoder Stream Instructions
	Instruction	Pattern	Description
	Insert With Name Ref (static)	11xxxxxx	Reference static table name
	Insert With Name Ref (dynamic)	10xxxxxx	Reference dynamic table name
	Insert With Literal Name	01Hxxxxx	Literal name and value
	Duplicate	000xxxxx	Duplicate existing entry
	Set Dynamic Table Capacity	001xxxxx	Change table size

Decoder Stream Instructions
	Instruction	Pattern	Description
	Section Acknowledgment	1xxxxxxx	Acknowledge decoded section
	Stream Cancellation	01xxxxxx	Cancel stream
	Insert Count Increment	00xxxxxx	Increment known received count

Header Field Line Encodings
	Encoding	Pattern	Description
	Indexed (static)	11xxxxxx	Static table reference
	Indexed (dynamic)	10xxxxxx	Dynamic table reference (pre-base)
	Indexed (post-base)	0001xxxx	Dynamic table reference (post-base)
	Literal with name ref (static)	0101xxxx	Static name, literal value
	Literal with name ref (dynamic)	0100xxxx	Dynamic name, literal value
	Literal with post-base name ref	0000Nxxx	Post-base name reference
	Literal with literal name	001xHxxx	Literal name and value

Huffman Coding
The Huffman implementation uses a state machine decoder processing 4 bits at a time:
dec_huffman_lookup(State, Nibble) ->
    {ok | more, Char | undefined, NextState}
	State - Current decoder state (0-255)
	Nibble - 4-bit input value (0-15)
	Result - Whether symbol is complete, decoded character, next state

Validation
decode_safe/1 validates per RFC 7541 Section 5.2:
	Padding must be EOS prefix (all 1s)
	Padding must not exceed 7 bits
	EOS symbol must not appear in decoded output

Performance Considerations
	Static table lookups are O(1) using maps
	Dynamic table lookups are O(1) using maps
	Dynamic table eviction is O(n) but amortized across insertions
	Huffman uses a pre-computed lookup table for speed
	Binary pattern matching leverages Erlang/OTP optimizations



  

    
qpack 
    



      
QPACK header compression for HTTP/3 (RFC 9204).
This module provides QPACK encoding and decoding for HTTP/3 header compression. It supports both stateless (static table only) and stateful (with dynamic table) operation.
[bookmark: Quick_Start]Quick Start
Stateless encoding/decoding (static table only):
   Headers = [{<<":method">>, <<"GET">>}, {<<":path">>, <<"/">>}],
   Encoded = qpack:encode(Headers),
   {ok, Headers} = qpack:decode(Encoded).
Stateful encoding with dynamic table:
   State0 = qpack:new(#{max_dynamic_size => 4096}),
   {Encoded, State1} = qpack:encode(Headers, State0),
   {{ok, Headers}, State2} = qpack:decode(Encoded, State1).
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    Functions
  


    
      
        clear_encoder_instructions(State)

      


        Clear pending encoder instructions after sending.



    


    
      
        decode(Data)

      


        Decode QPACK-encoded headers (stateless).



    


    
      
        decode(Data, State)

      


        Decode QPACK-encoded headers with state.



    


    
      
        encode(Headers)

      


        Encode headers using QPACK (stateless, static table only).



    


    
      
        encode(Headers, State)

      


        Encode headers using QPACK with state.



    


    
      
        encode(Headers, StreamId, State)

      


        Encode headers with stream tracking for section acknowledgment. This variant tracks the RIC per stream for proper section_ack handling.



    


    
      
        encode_insert_count_increment(Increment)

      


        Encode an Insert Count Increment for the decoder stream.



    


    
      
        encode_section_ack(StreamId)

      


        Encode a Section Acknowledgment for the decoder stream. StreamId should be the stream where headers were decoded.



    


    
      
        get_dynamic_capacity(Qpack)

      


        Get dynamic table capacity.



    


    
      
        get_encoder_instructions(Qpack)

      


        Get pending encoder instructions. These should be sent on the encoder stream.



    


    
      
        get_insert_count(Qpack)

      


        Get current insert count.



    


    
      
        get_known_received_count(Qpack)

      


        Get known received count (acknowledged by decoder).



    


    
      
        get_last_ric(Qpack)

      


        Get last Required Insert Count from encoding.



    


    
      
        new()

      


        Initialize QPACK state (static-only mode).



    


    
      
        new(Opts)

      


        Initialize QPACK state with options. Options: max_dynamic_size - Enable dynamic table with given max size (default: 0 = disabled)



    


    
      
        process_decoder_instructions(Data, State)

      


        Process decoder instructions from the peer's decoder stream. Updates known_received_count based on acknowledgments. Returns {ok, State} when all data is processed, {incomplete, RemainingData, State} when more data is needed, or {error, Reason} on error.



    


    
      
        process_encoder_instructions(Data, State)

      


        Process encoder instructions from the peer's encoder stream. Updates the dynamic table based on received instructions. Returns {ok, State} when all data is processed, {incomplete, RemainingData, State} when more data is needed, or {error, Reason} on error.



    


    
      
        set_dynamic_capacity(Capacity, State)

      


        Set dynamic table capacity. This generates a Set Dynamic Table Capacity instruction for the encoder stream.
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          -type header() :: {Name :: binary(), Value :: binary()}.
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          -spec clear_encoder_instructions(state()) -> state().


      


Clear pending encoder instructions after sending.

  



  
    
      
    
    
      decode(Data)



        
          
        

    

  


  

      

          -spec decode(binary()) -> {ok, headers()} | {error, term()}.


      


Decode QPACK-encoded headers (stateless).

  



  
    
      
    
    
      decode(Data, State)



        
          
        

    

  


  

      

          -spec decode(binary(), state()) ->
                {{ok, headers()} | {blocked, non_neg_integer()} | {error, term()}, state()}.


      


Decode QPACK-encoded headers with state.

  



  
    
      
    
    
      encode(Headers)



        
          
        

    

  


  

      

          -spec encode(headers()) -> binary().


      


Encode headers using QPACK (stateless, static table only).

  



  
    
      
    
    
      encode(Headers, State)



        
          
        

    

  


  

      

          -spec encode(headers(), state()) -> {binary(), state()}.


      


Encode headers using QPACK with state.

  



  
    
      
    
    
      encode(Headers, StreamId, State)



        
          
        

    

  


  

      

          -spec encode(headers(), non_neg_integer(), state()) -> {binary(), state()}.


      


Encode headers with stream tracking for section acknowledgment. This variant tracks the RIC per stream for proper section_ack handling.

  



  
    
      
    
    
      encode_insert_count_increment(Increment)



        
          
        

    

  


  

      

          -spec encode_insert_count_increment(non_neg_integer()) -> binary().


      


Encode an Insert Count Increment for the decoder stream.

  



  
    
      
    
    
      encode_section_ack(StreamId)



        
          
        

    

  


  

      

          -spec encode_section_ack(non_neg_integer()) -> binary().


      


Encode a Section Acknowledgment for the decoder stream. StreamId should be the stream where headers were decoded.
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          -spec get_dynamic_capacity(state()) -> non_neg_integer().


      


Get dynamic table capacity.

  



  
    
      
    
    
      get_encoder_instructions(Qpack)



        
          
        

    

  


  

      

          -spec get_encoder_instructions(state()) -> binary().


      


Get pending encoder instructions. These should be sent on the encoder stream.

  



  
    
      
    
    
      get_insert_count(Qpack)



        
          
        

    

  


  

      

          -spec get_insert_count(state()) -> non_neg_integer().


      


Get current insert count.

  



  
    
      
    
    
      get_known_received_count(Qpack)



        
          
        

    

  


  

      

          -spec get_known_received_count(state()) -> non_neg_integer().


      


Get known received count (acknowledged by decoder).

  



  
    
      
    
    
      get_last_ric(Qpack)



        
          
        

    

  


  

      

          -spec get_last_ric(state()) -> non_neg_integer().


      


Get last Required Insert Count from encoding.

  



  
    
      
    
    
      new()



        
          
        

    

  


  

      

          -spec new() -> state().


      


Initialize QPACK state (static-only mode).

  



  
    
      
    
    
      new(Opts)



        
          
        

    

  


  

      

          -spec new(#{atom() => term()}) -> state().


      


Initialize QPACK state with options. Options: max_dynamic_size - Enable dynamic table with given max size (default: 0 = disabled)

  



  
    
      
    
    
      process_decoder_instructions(Data, State)



        
          
        

    

  


  

      

          -spec process_decoder_instructions(binary(), state()) ->
                                      {ok, state()} | {incomplete, binary(), state()} | {error, term()}.


      


Process decoder instructions from the peer's decoder stream. Updates known_received_count based on acknowledgments. Returns {ok, State} when all data is processed, {incomplete, RemainingData, State} when more data is needed, or {error, Reason} on error.

  



  
    
      
    
    
      process_encoder_instructions(Data, State)



        
          
        

    

  


  

      

          -spec process_encoder_instructions(binary(), state()) ->
                                      {ok, state()} | {incomplete, binary(), state()} | {error, term()}.


      


Process encoder instructions from the peer's encoder stream. Updates the dynamic table based on received instructions. Returns {ok, State} when all data is processed, {incomplete, RemainingData, State} when more data is needed, or {error, Reason} on error.

  



  
    
      
    
    
      set_dynamic_capacity(Capacity, State)



        
          
        

    

  


  

      

          -spec set_dynamic_capacity(non_neg_integer(), state()) -> state().


      


Set dynamic table capacity. This generates a Set Dynamic Table Capacity instruction for the encoder stream.
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Huffman encoding and decoding for QPACK (RFC 9204).
RFC 7541 Appendix B defines the Huffman code table used by both HPACK (HTTP/2) and QPACK (HTTP/3). This module provides encoding and decoding functions.
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        decode(Data)

      


        Decode a Huffman-encoded binary. Returns the decoded binary string. Note: This function does not validate EOS padding per RFC 7541 Section 5.2. Use decode_safe/1 for strict validation.



    


    
      
        decode_safe(Data)

      


        Decode a Huffman-encoded binary with strict validation. Returns {ok, Decoded} on success, {error, Reason} on failure. Per RFC 7541 Section 5.2: - Padding MUST be the most-significant bits of EOS symbol (all 1s) - Padding MUST NOT be more than 7 bits - A string literal containing EOS MUST be treated as decoding error



    


    
      
        encode(Data)

      


        Encode a binary string using Huffman coding. Returns the Huffman-encoded binary, padded with EOS bits.



    


    
      
        encoded_size(Data)

      


        Calculate the size in bytes of Huffman-encoded data. Useful for deciding whether Huffman encoding is beneficial.
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          -spec decode(binary()) -> binary().


      


Decode a Huffman-encoded binary. Returns the decoded binary string. Note: This function does not validate EOS padding per RFC 7541 Section 5.2. Use decode_safe/1 for strict validation.

  



  
    
      
    
    
      decode_safe(Data)



        
          
        

    

  


  

      

          -spec decode_safe(binary()) -> {ok, binary()} | {error, term()}.


      


Decode a Huffman-encoded binary with strict validation. Returns {ok, Decoded} on success, {error, Reason} on failure. Per RFC 7541 Section 5.2: - Padding MUST be the most-significant bits of EOS symbol (all 1s) - Padding MUST NOT be more than 7 bits - A string literal containing EOS MUST be treated as decoding error

  



  
    
      
    
    
      encode(Data)



        
          
        

    

  


  

      

          -spec encode(binary()) -> binary().


      


Encode a binary string using Huffman coding. Returns the Huffman-encoded binary, padded with EOS bits.

  



  
    
      
    
    
      encoded_size(Data)



        
          
        

    

  


  

      

          -spec encoded_size(binary()) -> non_neg_integer().


      


Calculate the size in bytes of Huffman-encoded data. Useful for deciding whether Huffman encoding is beneficial.
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