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A modern Elixir library for Google reCAPTCHA v3 integration with Phoenix applications.
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Features
	Complete reCAPTCHA v3 support - Full integration with Google's latest reCAPTCHA API
	Phoenix components - Ready-to-use UI components for seamless integration
	Plug middleware - Automatic server-side verification with structured error handling
	Flexible API client - Low-level HTTP client for custom verification workflows
	Optional dependencies - Works with or without Phoenix/Plug for maximum flexibility
	Comprehensive documentation - Detailed guides and examples for all use cases

Installation
Add recaptcha to your list of dependencies in mix.exs:
def deps do
  [
    {:recaptcha, "~> 0.1.0"}
  ]
end
Quick Start
1. Get reCAPTCHA Keys
	Visit the Google reCAPTCHA Admin Console
	Create a new site with reCAPTCHA v3
	Get your site key and secret key

2. Configure Your Application
Add your reCAPTCHA keys to your application configuration:
# config/config.exs
config :recaptcha,
  site_key: "your-site-key-here",
  secret: "your-secret-key-here"
3. Add JavaScript to Your Layout
Include the reCAPTCHA JavaScript library in your layout template:
<!-- lib/my_app_web/components/layouts/app.html.heex -->
<script src="https://www.google.com/recaptcha/api.js?render=<%= Recaptcha.site_key() %>"></script>
4. Use in Your Phoenix Application
With Phoenix Components
<.form for={@form} id="contact-form" phx-submit="submit">
  <.input field={@form[:email]} label="Email" />
  <.input field={@form[:message]} label="Message" />
  
  <.recaptcha form_id="contact-form" action="contact">
    <:inner_block :let={recaptcha}>
      <button type="submit" class="g-recaptcha" {recaptcha}>
        Send Message
      </button>
    </:inner_block>
  </.recaptcha>
</.form>
With Plug Middleware
# In your router or controller
plug Recaptcha.Verifier when action in [:create]

def create(%{assigns: %{recaptcha_response: response}} = conn, params) do
  # Token has been verified automatically
  %{score: score, action: action} = response
  
  if score >= 0.5 do
    # Process the request
  else
    # Handle low score
  end
end
Manual Verification
case Recaptcha.API.verify(token) do
  {:ok, %{success: true, score: score}} when score >= 0.5 ->
    # Verification successful
  {:ok, %{success: false, "error-codes": errors}} ->
    # Verification failed
  {:error, reason} ->
    # Network or API error
end
Usage Examples
Basic Form with Validation
defmodule MyAppWeb.ContactController do
  use MyAppWeb, :controller
  
  plug Recaptcha.Verifier when action in [:create]
  
  def new(conn, _params) do
    changeset = Contact.changeset(%Contact{}, %{})
    render(conn, "new.html", changeset: changeset)
  end
  
  def create(%{assigns: %{recaptcha_response: recaptcha}} = conn, %{"contact" => params}) do
    if recaptcha.score >= 0.5 do
      case Contacts.create_contact(params) do
        {:ok, contact} ->
          redirect(conn, to: Routes.contact_path(conn, :show, contact))
        {:error, changeset} ->
          render(conn, "new.html", changeset: changeset)
      end
    else
      conn
      |> put_flash(:error, "reCAPTCHA verification failed")
      |> redirect(to: Routes.contact_path(conn, :new))
    end
  end
end
Custom API Client
# Create a custom client with different settings
client = Recaptcha.API.client(
  base_url: "https://recaptcha.net",  # Alternative endpoint
  secret: "custom-secret"
)

# Use the custom client
case Recaptcha.API.verify(client, token) do
  {:ok, response} -> # Handle response
  {:error, reason} -> # Handle error
end
Configuration Options
config :recaptcha,
  # Google reCAPTCHA API endpoint (default: "https://www.google.com")
  base_url: "https://www.google.com",
  
  # Your reCAPTCHA site key (public key)
  site_key: "your-site-key",
  
  # Your reCAPTCHA secret key (private key)
  secret: "your-secret-key"
Security Best Practices
	Always verify server-side - Never trust client-side validation alone
	Use appropriate score thresholds - Typically 0.5 or higher for human users
	Implement rate limiting - Protect your verification endpoints
	Monitor verification patterns - Log and analyze failed verifications
	Secure your secret key - Never expose it in client-side code
	Use meaningful actions - Help distinguish different verification contexts

API Reference
Core Modules
	Recaptcha - Main configuration module
	Recaptcha.API - HTTP client for Google's reCAPTCHA API
	Recaptcha.API.Response - Response data structure
	Recaptcha.Components - Phoenix LiveView components (optional)
	Recaptcha.Verifier - Plug middleware for automatic verification (optional)

Response Structure
%Recaptcha.API.Response{
  success: true,           # Boolean - verification success
  score: 0.9,             # Float - human likelihood (0.0-1.0)
  action: "contact",      # String - action identifier
  challenge_ts: "...",    # String - ISO timestamp
  hostname: "example.com", # String - verified hostname
  "error-codes": []       # List - error codes if failed
}
Testing
# Run all tests
mix test

# Run with coverage
mix test --cover

# Run code analysis
mix credo --strict

# Run static analysis
mix dialyzer

Contributing
	Fork the repository
	Create a feature branch
	Make your changes
	Add tests for new functionality
	Run the test suite
	Submit a pull request

License
This project is licensed under the MIT License - see the LICENSE file for details.
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HTTP client for Google reCAPTCHA verification API.
This module provides the core functionality for communicating with Google's
reCAPTCHA verification service. It handles the creation of HTTP clients and
verification of reCAPTCHA response tokens.
Overview
The Recaptcha.API module serves as the primary interface for:
	Creating configured HTTP clients for reCAPTCHA API requests
	Verifying reCAPTCHA response tokens against Google's servers
	Handling API responses and errors

Basic Usage
# Create a client with default configuration
client = Recaptcha.API.client()

# Create a client with custom configuration
client = Recaptcha.API.client(
  base_url: "https://www.google.com",
  secret: "your-secret-key"
)

# Verify a reCAPTCHA token
case Recaptcha.API.verify(client, token) do
  {:ok, %Recaptcha.API.Response{success: true}} ->
    # Token is valid
  {:ok, %Recaptcha.API.Response{success: false}} ->
    # Token is invalid
  {:error, reason} ->
    # Network or API error
end
Configuration
The module uses application configuration for default values:
config :recaptcha,
  host: "https://www.google.com",
  site_key: "your-site-key",
  secret: "your-secret-key"
Configuration can be overridden when creating a client by passing options
to client/1.
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        Verifies a reCAPTCHA response token against Google's verification API.



    





      


      
        Functions

        


    

  
    
      
    
    
      client(opts \\ [])



        
          
        

    

  


  

      

          @spec client(opts :: Keyword.t()) :: Recaptcha.API.Client.t()


      


Create a new Recaptcha client with the given opts.
Options
	:base_url (String.t/0)

	:secret (String.t/0) - Required.


Examples
  iex> Recaptcha.API.client(secret: "asdfasdf")
  %Recaptcha.API.Client{
req: Req.new(
  base_url: "https://www.google.com", 
  headers: %{"accept" => ["application/json"], "content-type" => ["application/x-www-form-urlencoded"]}
),
secret: "asdfasdf"
  }
  iex> Recaptcha.API.client(base_url: "https://example.com", secret: "asdfasdf")
  %Recaptcha.API.Client{
req: Req.new(
  base_url: "https://example.com", 
  headers: %{"accept" => ["application/json"], "content-type" => ["application/x-www-form-urlencoded"]}
),
secret: "asdfasdf"
  }
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          @spec verify(Recaptcha.API.Client.t(), String.t()) ::
  {:ok, Recaptcha.API.Response.t()} | {:error, map()}


      


Verifies a reCAPTCHA response token against Google's verification API.
This function sends a POST request to Google's reCAPTCHA verification endpoint
with the provided token and the client's secret key. It returns a structured
response indicating whether the verification was successful.
Parameters
	client - A Recaptcha.API.Client struct containing the HTTP client and secret key.
If not provided, a default client will be created using client/1.
	token - The reCAPTCHA response token received from the client-side reCAPTCHA widget.

Returns
	{:ok, %Recaptcha.API.Response{}} - When the HTTP request succeeds (status 200).
The response struct contains verification details including success status, score,
action, and any error codes.
	{:error, map()} - When the HTTP request fails (non-200 status) or encounters
a network error. Returns the raw response body or error reason.

Examples
# Successful verification
client = Recaptcha.API.client(secret: "valid_secret")
# Note: This would require a valid token and network access
{:ok, %Recaptcha.API.Response{success: true, score: 0.9}} = Recaptcha.API.verify(client, "valid_token")

# Using default client
Recaptcha.API.verify("token_string")
# Failed verification returns error tuple
{:error, %{"success" => false, "error-codes" => ["invalid-input-response"]}}
Response
A successful response contains:
	success - Boolean indicating if the token is valid
	score - Float between 0.0 and 1.0 indicating likelihood of being human (v3 only)
	action - String identifying the action name (v3 only)
	challenge_ts - ISO timestamp of the challenge
	hostname - Hostname of the site where the reCAPTCHA was solved
	error-codes - List of error codes if verification failed

Error Codes
Common error codes include:
	"missing-input-secret" - Secret parameter is missing
	"invalid-input-secret" - Secret parameter is invalid or malformed
	"missing-input-response" - Response parameter is missing
	"invalid-input-response" - Response parameter is invalid or malformed
	"bad-request" - Request is invalid or malformed
	"timeout-or-duplicate" - Response has already been used or is too old
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The API client underlying calls to Recaptcha API.
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Recaptcha API response struct.
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          @type t() :: %Recaptcha.API.Response{
  action: String.t(),
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  score: number(),
  success: boolean()
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Phoenix components for Google reCAPTCHA v3 integration.
This module provides Phoenix components that simplify the integration of
Google reCAPTCHA v3 into Phoenix applications. It handles the client-side
JavaScript generation and provides a clean interface for embedding reCAPTCHA
functionality into forms and other interactive elements.
Usage
The primary component is recaptcha/1, which wraps any content that should
trigger reCAPTCHA verification when clicked (typically submit buttons).
<.form for={@form} id="contact-form" phx-submit="submit">
  <.input field={@form[:name]} label="Name" />
  <.input field={@form[:email]} label="Email" />

  <.recaptcha :let={recaptcha} form_id="contact-form" action="contact">
    <button type="submit" 
            class="g-recaptcha"
            {recaptcha} >
      Submit
    </button>
  </.recaptcha>
</.form>
Configuration
The component automatically uses the site key from application configuration:
config :recaptcha,
  site_key: "your-site-key-here"
JavaScript Requirements
This component requires the Google reCAPTCHA v3 JavaScript library to be loaded
in your application. Add this to your layout template:
<script src="https://www.google.com/recaptcha/api.js?render={site_key}"></script>
Security Considerations
	Always verify reCAPTCHA tokens on the server side using Recaptcha.API.verify/2
	Use meaningful action names to distinguish different contexts
	Ensure the site key is properly configured and matches your domain
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Renders a reCAPTCHA widget that wraps interactive content.
This component generates the necessary JavaScript callback function and provides
data attributes for Google reCAPTCHA v3 integration. It wraps any content
(typically buttons) that should trigger reCAPTCHA verification when clicked.
Attributes
	form_id (required) - The HTML ID of the form to validate and submit.
This must match the id attribute of your form element.
	action (required) - The reCAPTCHA action name for this context.
Should be descriptive (e.g., "login", "contact", "signup").

Slots
	inner_block (required) - The content to render inside the widget.
This is typically a submit button or other interactive element.

Data Attributes
The component passes the following data attributes to the inner block:
	data-sitekey - The reCAPTCHA site key from application configuration
	data-action - The action name provided to the component
	data-callback - The generated JavaScript callback function name

Examples
<.form for={@form} id="contact-form" phx-submit="submit">
  <.input field={@form[:email]} label="Email" />
  <.recaptcha :let={recaptcha} form_id="contact-form" action="contact">
    <button type="submit" class="g-recaptcha" {recaptcha} >
      Send Message
    </button>
  </.recaptcha>
</.form>
Attributes
	form_id (:string) (required)
	action (:string) (required)

Slots
	inner_block (required)
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Plug middleware for automatic reCAPTCHA v3 verification.
This module provides a Plug that automatically verifies reCAPTCHA tokens
in incoming requests. It integrates seamlessly with Phoenix applications
and other Plug-based web frameworks to provide server-side reCAPTCHA
verification without manual intervention.
Usage
Add the plug to your router, controller, or pipeline:
Router Pipeline
pipeline :protected do
  plug :accepts, ["html"]
  plug :fetch_session
  plug :protect_from_forgery
  plug Recaptcha.Verifier
end
Controller
defmodule MyAppWeb.ContactController do
  use MyAppWeb, :controller

  plug Recaptcha.Verifier

  def create(%{assigns: %{recaptcha_response: recaptcha}} = conn, params) do
    # Token has been verified, access the response
    %{score: score} = recaptcha
    # Process the request...
  end
end
Configuration
The plug can be configured with options:
plug Recaptcha.Verifier, client: custom_client
Available options:
	:client - Custom API client (defaults to Recaptcha.API.client())

Request Processing
The plug follows this flow:
	Token Extraction: Looks for g-recaptcha-response parameter
	Verification: Calls Google's reCAPTCHA API with the token
	Success Handling: Attaches response to conn.assigns.recaptcha_response
	Error Handling: Raises appropriate exceptions for failures
	Pass Through: Requests without tokens are passed through unchanged

Error Handling
The plug raises structured exceptions for different failure scenarios:
	Recaptcha.VerificationError - When reCAPTCHA verification fails
	Recaptcha.APIError - When the API request encounters an error

These exceptions should be handled by your application's error handling
middleware or try/catch blocks.
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