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    SafeAtom

[image: CI]
[image: License: MIT]
Whitelist-based casting of values to atoms without growing the VM atom table from
untrusted input.
SafeAtom never calls String.to_atom/1 or String.to_existing_atom/1 on
external data. Binary input is matched against Atom.to_string/1 for atoms you
already listed in :allowed, and the returned atom always comes from that list.
Installation
Add safe_atom to your list of dependencies in mix.exs:
def deps do
  [
    {:safe_atom, "~> 0.1"}
  ]
end
Or depend on the Git repository:
{:safe_atom, git: "https://github.com/ivan-podgurskiy/safe_atom.git"}
Quick start
SafeAtom.cast("user", allowed: [:user, :guest])
# => {:ok, :user}

SafeAtom.cast(:guest, allowed: [:user, :guest])
# => {:ok, :guest}

SafeAtom.cast("admin", allowed: [:user, :guest])
# => {:error, :not_allowed}

SafeAtom.cast!("user", allowed: [:user, :guest])
# => :user
API
SafeAtom.cast/2
Casts a binary or atom to one of the atoms in allowed: [...].
	:allowed is required and must be a list of atoms.
	Binary input is compared to each allowed atom’s string form.
	Atom input must already be a member of :allowed.
	nil is treated as an atom; include nil in :allowed if you need it.

Returns {:ok, atom()} or {:error, reason}.
SafeAtom.cast!/2
Same as cast/2, but raises SafeAtom.Error on failure. The exception carries
value, reason, and allowed for debugging.
Error reasons
	Reason	When
	:missing_allowed	:allowed was not provided
	:invalid_allowed	:allowed is not a list of atoms
	:invalid_value	Input is neither a binary nor an atom
	:not_allowed	Input is valid but not in the whitelist

Why?
Atoms in the Erlang VM are not garbage-collected. Calling String.to_atom/1 on
user-controlled strings can exhaust the atom table and crash the node.
String.to_existing_atom/1 avoids creating new atoms but still walks the global
atom table for every lookup.
SafeAtom keeps casting explicit: you declare the finite set of atoms you accept,
and only those atoms can be returned.
Telemetry
SafeAtom emits one event whenever cast/2 returns an error:
	Event	Measurements	Metadata
	[:safe_atom, :cast, :rejected]	%{system_time: integer()}	%{reason, value, allowed}

Successful casts do not emit events. Attach a handler with :telemetry.attach/4
to log rejections or aggregate rates.
:telemetry.attach(
  "safe-atom-rejections",
  [:safe_atom, :cast, :rejected],
  fn _event, _measurements, %{reason: reason, value: value}, _config ->
    Logger.warning("SafeAtom rejected #{inspect(value)}: #{reason}")
  end,
  nil
)
Development
mix test
mix credo --strict
mix dialyzer
mix docs

License
MIT © Ivan Podgurskiy. See LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
0.1.0 - 2026-05-19
Added
	SafeAtom.cast/2 for whitelist-based casting of binaries and atoms without growing the atom table from untrusted input.
	SafeAtom.cast!/2 and SafeAtom.Error for raising on failed casts.
	Telemetry event [:safe_atom, :cast, :rejected] when cast/2 returns an error.



  

    LICENSE


MIT License

Copyright (c) 2026 Ivan Podgurskiy

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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Safe, whitelist-based casting of values to atoms.
SafeAtom returns only atoms that are explicitly present in the :allowed
list.
Binary input is never converted with String.to_atom/1 or
String.to_existing_atom/1. Instead, binary values are compared with the
string representation of atoms already present in :allowed.
This avoids creating new atoms from external input and avoids querying the VM
atom table for arbitrary binary values.
Examples
iex> SafeAtom.cast("user", allowed: [:user, :guest])
{:ok, :user}

iex> SafeAtom.cast(:user, allowed: [:user, :guest])
{:ok, :user}

iex> SafeAtom.cast("admin", allowed: [:user, :guest])
{:error, :not_allowed}

iex> SafeAtom.cast(:admin, allowed: [:user, :guest])
{:error, :not_allowed}

iex> SafeAtom.cast("anything", allowed: [])
{:error, :not_allowed}

iex> SafeAtom.cast("user", [])
{:error, :missing_allowed}

iex> SafeAtom.cast("user", allowed: ["user"])
{:error, :invalid_allowed}

iex> SafeAtom.cast(123, allowed: [:user])
{:error, :invalid_value}

iex> SafeAtom.cast(nil, allowed: [:user])
{:error, :not_allowed}

iex> SafeAtom.cast(nil, allowed: [nil])
{:ok, nil}
Error reasons
	:missing_allowed - the :allowed option was not provided.
	:invalid_allowed - :allowed is not a list of atoms.
	:invalid_value - the input value is not a binary or an atom.
	:not_allowed - the input value is valid, but does not match any allowed atom.

Telemetry events
SafeAtom emits the following Telemetry events:
[:safe_atom, :cast, :rejected]
Emitted whenever cast/2 returns {:error, reason}.
	measurements:	:system_time - System.system_time/0 at the moment of rejection


	metadata:	:reason - one of :missing_allowed, :invalid_allowed, :invalid_value, or :not_allowed
	:value - the input value passed to cast/2
	:allowed - the :allowed option value, or nil when the option is missing
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          @type reason() :: :missing_allowed | :invalid_allowed | :invalid_value | :not_allowed
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          @spec cast(
  term(),
  keyword()
) :: {:ok, atom()} | {:error, reason()}


          @spec cast(term(), term()) :: {:error, :missing_allowed}


      


Casts a binary or atom to one of the explicitly allowed atoms.
The :allowed option is required and must be a list of atoms.
For binary input, SafeAtom compares the input with Atom.to_string/1 for
each allowed atom. The returned atom is always taken from the :allowed list.
Returns {:error, :missing_allowed} when called with options that do not
contain :allowed.
Examples
iex> SafeAtom.cast("user", allowed: [:user, :guest])
{:ok, :user}

iex> SafeAtom.cast(:guest, allowed: [:user, :guest])
{:ok, :guest}

iex> SafeAtom.cast("admin", allowed: [:user, :guest])
{:error, :not_allowed}

iex> SafeAtom.cast(:admin, allowed: [:user, :guest])
{:error, :not_allowed}

iex> SafeAtom.cast("user", allowed: [])
{:error, :not_allowed}

iex> SafeAtom.cast("user", [])
{:error, :missing_allowed}

iex> SafeAtom.cast("user", allowed: :user)
{:error, :invalid_allowed}

iex> SafeAtom.cast("user", allowed: [:user, "guest"])
{:error, :invalid_allowed}

iex> SafeAtom.cast(123, allowed: [:user])
{:error, :invalid_value}

iex> SafeAtom.cast(nil, allowed: [nil])
{:ok, nil}
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SafeAtom.Error exception
    



      
Exception raised by SafeAtom.cast!/2.
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          @type t() :: %SafeAtom.Error{
  __exception__: true,
  allowed: term(),
  reason: SafeAtom.reason(),
  value: term()
}


      



  


        

      


  OEBPS/dist/epub-4WIP524F.js
(()=>{var s=document.querySelector.bind(document),o=document.querySelectorAll.bind(document);function r(e){document.readyState!=="loading"?e():document.addEventListener("DOMContentLoaded",e)}var l="hll";window.addEventListener("exdoc:loaded",t);function t(){o("[data-group-id]").forEach(e=>{e.addEventListener("mouseenter",i),e.addEventListener("mouseleave",i)})}function i(e){let n=e.currentTarget,a=e.type==="mouseenter",c=n.getAttribute("data-group-id");n.parentElement.querySelectorAll(`[data-group-id="${c}"]`).forEach(u=>{u.classList.toggle(l,a)})}r(()=>{t()});})();




