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    Sftpd

A pluggable SFTP server for Elixir with memory, custom, and optional S3
backends.
Sftpd wraps Erlang's :ssh_sftpd subsystem and lets you plug storage behind
it through a small backend behaviour. It ships with:
	an in-memory backend for development and tests
	an optional S3 backend with range reads and multipart streaming writes
	password and public-key auth callbacks that return per-session context
	telemetry hooks around server lifecycle and SFTP operations

Installation
Version notes for this package:
	verified minimum Elixir: ~> 1.14
	verified minimum OTP for CI: 26
	current pinned development environment: Erlang/OTP 29.0
	current pinned development environment: Elixir 1.20.0-rc.5 on OTP 29

The package requirement is declared in mix.exs. The development environment
is pinned in .tool-versions.
def deps do
  [
    {:sftpd, "~> 0.1.1"}
  ]
end
Quick Start
# Start with in-memory backend (great for development)
{:ok, ref} = Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.Memory,
  backend_opts: [],
  auth: {:passwords, [{"dev", "dev"}]},
  system_dir: "/path/to/ssh_host_keys"
)

# Connect with: sftp -P 2222 dev@localhost
Guides
	Getting Started for a step-by-step setup guide
	Phoenix Setup for supervised Phoenix setup with app auth and S3
	Backends for backend architecture and built-in backend tradeoffs
	Custom Backends for implementing your own backend
	Telemetry for emitted events, metadata, and examples

Key Concepts
	Sftpd.start_server/1 starts an SSH daemon configured with an SFTP
file-handler
	Sftpd.child_spec/1 lets Phoenix and other OTP apps supervise the server
	Sftpd.Auth defines password and public-key auth callbacks
	Sftpd.Backend defines the storage contract
	Sftpd.Backends.Memory is the fastest local setup path
	Sftpd.Backends.S3 is the built-in persistent backend
	Sftpd.Telemetry documents the instrumentation surface

Choosing a Backend
	Need	Use
	Tests, demos, and local development	Sftpd.Backends.Memory
	Amazon S3, MinIO, or another S3-compatible store	Sftpd.Backends.S3
	A local disk folder	A custom folder backend
	A shared process, cache, queue, or connection pool	{:genserver, name_or_pid}
	Async ingestion after upload	Store synchronously in the backend, then enqueue a Broadway job

See Backends for backend tradeoffs and
Custom Backends for folder, GenServer, supervision, and
post-write processing examples.
Next Steps
	Adding SFTP to a Phoenix app? Start with Phoenix Setup.
	Choosing storage? Read Backends.
	Implementing your own storage layer? Read Custom Backends.
	Wiring observability? Read Telemetry.

Backends
Memory Backend
Stores files in memory. Useful for development and testing without external dependencies.
Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.Memory,
  backend_opts: [],
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "/path/to/ssh_host_keys"
)
S3 Backend
Stores files in Amazon S3 or S3-compatible storage such as MinIO.
The built-in S3 backend now uses range reads, paginated delimiter-based
directory listings, and multipart streaming writes for better large-file
performance.
The S3 backend is optional. Core users can depend on :sftpd without ExAws.
Applications that use Sftpd.Backends.S3 must add the S3 dependency set:
def deps do
  [
    {:sftpd, "~> 0.1.1"},
    {:ex_aws, "~> 2.0"},
    {:ex_aws_s3, "~> 2.0"},
    {:hackney, "~> 1.9"},
    {:sweet_xml, "~> 0.7"},
    {:jason, "~> 1.3"},
    {:configparser_ex, "~> 4.0"}
  ]
end
Without those dependencies, Sftpd.Backends.S3.init/1 returns
{:error, :missing_s3_dependency}.
The same dependency set is documented in Getting Started
and Backends; those guides also cover when to choose S3 instead
of Memory or a custom backend.
Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.S3,
  backend_opts: [bucket: "my-bucket", prefix: "tenant-a/"],
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "/path/to/ssh_host_keys"
)
backend_opts supports:
	:bucket - required S3 bucket name
	:prefix - optional static key prefix, or {:session, key} to read a prefix
from the authenticated session map
	:aws_client - optional ExAws-compatible client module, mainly useful for tests or custom request adapters

For Phoenix apps, use Sftpd.child_spec/1 and an auth module:
children = [
  {Sftpd,
   port: 2222,
   system_dir: "/run/secrets/sftp_host_keys",
   auth: {MyApp.SftpAuth, []},
   backend: Sftpd.Backends.S3,
   backend_opts: [bucket: "uploads", prefix: {:session, :sftp_prefix}]}
]
Your auth callbacks return a session map such as %{user_id: user.id, tenant_id: user.tenant_id, sftp_prefix: "tenants/#{user.tenant_id}/"}. Backend
callbacks receive that map, and the built-in S3 backend can use it to scope
object keys per tenant.
Configure ExAws for your S3 endpoint:
# config/config.exs
config :ex_aws,
  access_key_id: "your-key",
  secret_access_key: "your-secret",
  region: "us-east-1"

# For MinIO
config :ex_aws, :s3,
  scheme: "http://",
  host: "localhost",
  port: 9000
Optional Streaming Backend Callbacks
Custom module backends can implement optional callbacks for efficient large-file
transfers:
# read_file_range(path, offset, len, state) -> {:ok, binary} | :eof | {:error, reason}
# begin_write(path, state) -> {:ok, writer_handle} | {:error, reason}
# write_chunk(writer_handle, offset, chunk, state) -> {:ok, writer_handle} | {:error, reason}
# finish_write(writer_handle, state) -> :ok | {:error, reason}
# abort_write(writer_handle, state) -> :ok
These callbacks let Sftpd.IODevice avoid loading whole files into memory on
open and reduce write-side buffering. See Sftpd.Backend for the exact
callback contracts.
Note that OTP's built-in :ssh_sftpd implementation always reports success for
close operations, even if final close-time flushing fails. Write errors are
therefore surfaced during active writes whenever possible, while close-only
failures are logged server-side.
If you need to bound how long file opens or close-time finalization can block a
session, pass open_timeout: timeout_in_ms or close_timeout: timeout_in_ms to
Sftpd.start_server/1. Both default to 30_000.
Telemetry
Sftpd emits :telemetry events for server lifecycle and SFTP operations.
The package depends on :telemetry directly, so applications can attach
handlers without adding another dependency.
:telemetry.attach(
  "sftpd-read-logger",
  [:sftpd, :sftp, :read],
  fn _event, measurements, metadata, _config ->
    Logger.info(
      "sftp read io_device=#{inspect(metadata.io_device)} bytes=#{measurements.bytes} result=#{metadata.result}"
    )
  end,
  nil
)
See the full telemetry event reference in Telemetry or
Sftpd.Telemetry.
Custom Backends
Implement the Sftpd.Backend behaviour to create custom storage backends.
See Backends for backend overview and
Custom Backends for a full authoring guide.
SSH Host Keys
Generate SSH host keys for your server:
mkdir -p ssh_keys
ssh-keygen -t rsa -f ssh_keys/ssh_host_rsa_key -N ""
ssh-keygen -t ecdsa -f ssh_keys/ssh_host_ecdsa_key -N ""
ssh-keygen -t ed25519 -f ssh_keys/ssh_host_ed25519_key -N ""

Then pass the directory to system_dir:
Sftpd.start_server(
  # ...
  system_dir: "ssh_keys"
)
Documentation
Full documentation is available at
HexDocs.
Erlang/OTP 29 Note
OTP 29 no longer enables SFTP implicitly for SSH daemons and also disables
shell and exec services by default. Sftpd.start_server/1 already passes the
required SFTP subsystem configuration, so applications using this package do
not need to configure OTP SSH subsystems themselves.
License
Apache 2.0


  

    Getting Started

This guide walks through a minimal Sftpd setup using the in-memory backend,
then shows how to switch to S3.
1. Add the dependency
This guide uses the current pinned development environment:
	Erlang/OTP 29.0
	Elixir 1.20.0-rc.5 on OTP 29

The package itself still declares an older minimum Elixir version in mix.exs.
The current verified minimum is Elixir 1.14.5 on OTP 26.
def deps do
  [
    {:sftpd, "~> 0.1.1"}
  ]
end
Then fetch dependencies:
mix deps.get

2. Generate SSH host keys
SFTP clients expect the server to present SSH host keys. Create them once and
keep them somewhere your application can read:
mkdir -p ssh_keys
ssh-keygen -t rsa -f ssh_keys/ssh_host_rsa_key -N ""
ssh-keygen -t ecdsa -f ssh_keys/ssh_host_ecdsa_key -N ""
ssh-keygen -t ed25519 -f ssh_keys/ssh_host_ed25519_key -N ""

Pass the containing directory as system_dir.
3. Start a server with the memory backend
The memory backend is the fastest way to get a working server without any
external services:
{:ok, ref} =
  Sftpd.start_server(
    port: 2222,
    backend: Sftpd.Backends.Memory,
    backend_opts: [],
    auth: {:passwords, [{"dev", "dev"}]},
    system_dir: "ssh_keys"
  )
Important options:
	:port controls the SSH listener port
	:backend selects the storage implementation
	:backend_opts passes backend-specific configuration
	:auth configures authentication. Use {:passwords, [{"dev", "dev"}]} for
local development, or {MyApp.SftpAuth, opts} for application callbacks
	:system_dir points at the SSH host key directory
	:max_sessions limits concurrent client sessions
	:open_timeout bounds file open setup time
	:close_timeout bounds close-time finalization time

OTP 29 no longer enables the SFTP subsystem implicitly for SSH daemons.
Sftpd.start_server/1 supplies the required :subsystems option internally,
so the setup above works on both OTP 29 and older supported OTP releases.
OTP 29 also disables remote shell and exec services by default. Sftpd is an
SFTP-only wrapper and does not enable those services.
4. Connect with an SFTP client
From another terminal:
sftp -P 2222 dev@localhost

Then try a few operations:
put local.txt remote.txt
ls
get remote.txt
rm remote.txt
Because the memory backend is ephemeral, data disappears when the server stops.
5. Stop the server
:ok = Sftpd.stop_server(ref)
6. Switch to the S3 backend
To persist files in S3-compatible storage, use Sftpd.Backends.S3:
The S3 backend is optional. The memory backend and custom backends work with
only {:sftpd, "~> 0.1.1"}. Add the S3 dependencies before using
Sftpd.Backends.S3:
def deps do
  [
    {:sftpd, "~> 0.1.1"},
    {:ex_aws, "~> 2.0"},
    {:ex_aws_s3, "~> 2.0"},
    {:hackney, "~> 1.9"},
    {:sweet_xml, "~> 0.7"},
    {:jason, "~> 1.3"},
    {:configparser_ex, "~> 4.0"}
  ]
end
Without those dependencies, Sftpd.Backends.S3.init/1 returns
{:error, :missing_s3_dependency}.
{:ok, ref} =
  Sftpd.start_server(
    port: 2222,
    backend: Sftpd.Backends.S3,
    backend_opts: [bucket: "my-bucket", prefix: "tenant-a/"],
    auth: {:passwords, [{"dev", "dev"}]},
    system_dir: "ssh_keys"
  )
S3 backend options:
	:bucket is required
	:prefix scopes keys within a bucket. It can be a string or
{:session, key} to read a per-user prefix from the auth session map
	:aws_client lets you swap in a compatible client for tests or custom
adapters

Example ExAws configuration:
config :ex_aws,
  access_key_id: "your-key",
  secret_access_key: "your-secret",
  region: "us-east-1"

config :ex_aws, :s3,
  scheme: "http://",
  host: "localhost",
  port: 9000
7. Add telemetry handlers if you want instrumentation
Sftpd depends on :telemetry directly. Applications only need to attach
handlers for the events they want to consume.
See Telemetry for the full event reference.
8. Build your own backend
If neither built-in backend fits your storage model:
	read Backends for backend architecture and tradeoffs
	read Custom Backends for implementation guidance
	implement the Sftpd.Backend behaviour

Notes and Caveats
	Sftpd wraps Erlang's :ssh_sftpd implementation and explicitly enables
the SFTP subsystem required by OTP 29
	OTP 29 disables SSH shell and exec services by default; Sftpd does not
expose or enable those services
	OTP's stock SFTP server always reports close success to the client, even if
final close-time backend flushing fails
	backends should return POSIX-style error atoms such as :enoent and :eio
	the S3 backend models directories using .keep marker objects



  

    Backends

Sftpd separates the SFTP server runtime from storage through the
Sftpd.Backend behaviour. A backend is responsible for the filesystem-like
operations that SFTP clients expect: listing directories, reading files,
writing files, and reporting metadata.
Choosing a Backend Style
You can plug in storage in two ways:
	module-based backends
	process-based backends

Module-based backends are the simplest fit for stateless adapters and are what
the built-in backends use. Process-based backends are useful when the storage
layer already has a long-lived process, mutable state, or its own lifecycle.
	Need	Use
	Tests, demos, and local development	Sftpd.Backends.Memory
	Amazon S3, MinIO, or another S3-compatible store	Sftpd.Backends.S3
	A local disk folder	A custom folder backend
	A shared process, cache, queue, or connection pool	{:genserver, name_or_pid}
	Async ingestion after upload	Store synchronously in the backend, then enqueue a Broadway job

Built-In Backends
Sftpd.Backends.Memory
The memory backend stores files in an Agent and is intended for:
	development
	tests
	backend experimentation

Properties:
	no external dependencies
	immediate startup
	supports the core Sftpd.Backend callbacks
	does not implement the optional streaming callbacks

Example:
{:ok, ref} =
  Sftpd.start_server(
    port: 2222,
    backend: Sftpd.Backends.Memory,
    backend_opts: [],
    auth: {:passwords, [{"dev", "dev"}]},
    system_dir: "ssh_keys"
  )
See Sftpd.Backends.Memory for API details.
Sftpd.Backends.S3
The S3 backend maps SFTP operations onto object storage and is intended for:
	Amazon S3
	MinIO
	S3-compatible providers

S3 support is optional. Applications that use this backend must also depend on:
	:ex_aws
	:ex_aws_s3
	:hackney
	:sweet_xml
	:jason
	:configparser_ex

If those dependencies are not available, Sftpd.Backends.S3.init/1 returns
{:error, :missing_s3_dependency} instead of failing during compilation.
Properties:
	supports range reads through read_file_range/4
	supports multipart streaming writes through the optional streaming callbacks
	uses delimiter-based paginated listings for directory traversal
	models directories with .keep marker objects

Example:
{:ok, ref} =
  Sftpd.start_server(
    port: 2222,
    backend: Sftpd.Backends.S3,
    backend_opts: [bucket: "my-bucket", prefix: "tenant-a/"],
    auth: {:passwords, [{"user", "pass"}]},
    system_dir: "ssh_keys"
  )
The S3 :prefix option can be a static string or {:session, key}. Session
prefixes read from the authenticated session map returned by Sftpd.Auth
callbacks, which is useful for tenant-scoped object keys:
backend_opts: [bucket: "uploads", prefix: {:session, :sftp_prefix}]
See Sftpd.Backends.S3 for configuration details and caveats. The Getting
Started guide has the same dependency list in the context of a full server
setup.
Module-Based Backends
A module backend implements the Sftpd.Backend callbacks directly and returns
its own backend state from init/1.
Minimal shape:
defmodule MyApp.CustomBackend do
  @behaviour Sftpd.Backend

  @impl true
  def init(opts) do
    {:ok, %{root: Keyword.fetch!(opts, :root)}}
  end

  @impl true
  def list_dir(_path, _state), do: {:ok, [~c".", ~c".."]}

  @impl true
  def file_info(_path, _state), do: {:error, :enoent}

  @impl true
  def make_dir(_path, _state), do: :ok

  @impl true
  def del_dir(_path, _state), do: :ok

  @impl true
  def delete(_path, _state), do: :ok

  @impl true
  def rename(_src, _dst, _state), do: :ok

  @impl true
  def read_file(_path, _state), do: {:error, :enoent}

  @impl true
  def write_file(_path, _content, _state), do: :ok
end
Use it with:
Sftpd.start_server(
  backend: MyApp.CustomBackend,
  backend_opts: [root: "/data"],
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "ssh_keys"
)
Process-Based Backends
You can also pass a running GenServer as {:genserver, server}. In that mode,
Sftpd skips init/1 and forwards backend operations as legacy
handle_call/3 messages so existing process backends keep working.
Calls follow this shape:
	{:list_dir, path}
	{:file_info, path}
	{:make_dir, path}
	{:del_dir, path}
	{:delete, path}
	{:rename, src, dst}
	{:read_file, path}
	{:write_file, path, content}

If a process backend needs authenticated session context, opt in with
{:genserver, server, session: true}. Session-aware calls follow this shape:
	{:list_dir, path, session}
	{:file_info, path, session}
	{:make_dir, path, session}
	{:del_dir, path, session}
	{:delete, path, session}
	{:rename, src, dst, session}
	{:read_file, path, session}
	{:write_file, path, content, session}

The reply format must match the Sftpd.Backend callback contracts.
Streaming Support
For large files, module backends can optionally implement:
	read_file_range/4
	begin_write/2
	write_chunk/4
	finish_write/2
	abort_write/2

Session-aware variants are also supported by adding the authenticated session
map immediately before backend state, for example list_dir(path, session, state) or write_file(path, content, session, state). When both variants are
available, Sftpd calls the session-aware function.
When present:
	reads avoid preloading the entire file into memory
	sequential writes can stream directly to the backend
	large S3 uploads can use multipart upload instead of a full-buffer rewrite

If those callbacks are not implemented, Sftpd falls back to whole-file
buffering semantics using the required callbacks.
Metadata and Directory Semantics
Backends are expected to expose filesystem-like results even when the
underlying storage is not a filesystem.
Important conventions:
	list_dir/2 must include . and ..
	file_info/2 should distinguish :regular from :directory
	root_path?/1 and normalize_path/1 in Sftpd.Backend help normalize SFTP
paths consistently
	directory_info/0 and file_info/3 build compatible Erlang-style metadata

Error Mapping
Backend functions should return POSIX-style atoms such as:
	:enoent
	:eacces
	:einval
	:eio

That keeps behavior predictable across storage implementations and maps cleanly
onto what SFTP clients expect.
Next Steps
	Read Custom Backends for implementation guidance
	See Sftpd.Backend for the authoritative callback contracts
	See Telemetry for the emitted telemetry events around backend operations



  

    Custom Backends

This guide explains how to build your own backend for Sftpd.
If you only need a built-in backend, see Backends. If you want
the exact callback contracts, see Sftpd.Backend.
Backend Model
Sftpd asks a backend to present a filesystem-like interface over some storage
system. That storage can be:
	a local service API
	object storage
	a database
	an in-memory structure
	a process that fronts another system

Your backend does not need to be a real filesystem, but it does need to act
like one from the SFTP client's point of view.
Required Callbacks
Every backend must implement:
	init/1
	list_dir/2
	file_info/2
	make_dir/2
	del_dir/2
	delete/2
	rename/3
	read_file/2
	write_file/3

Those callbacks are enough for a working backend, even if the underlying
implementation is simplistic.
Minimal Example
defmodule MyApp.ExampleBackend do
  @behaviour Sftpd.Backend

  @impl true
  def init(opts) do
    {:ok, %{root: Keyword.fetch!(opts, :root)}}
  end

  @impl true
  def list_dir(_path, _state) do
    {:ok, [~c".", ~c".."]}
  end

  @impl true
  def file_info(_path, _state) do
    {:error, :enoent}
  end

  @impl true
  def make_dir(_path, _state), do: :ok

  @impl true
  def del_dir(_path, _state), do: :ok

  @impl true
  def delete(_path, _state), do: :ok

  @impl true
  def rename(_src, _dst, _state), do: :ok

  @impl true
  def read_file(_path, _state), do: {:error, :enoent}

  @impl true
  def write_file(_path, _content, _state), do: :ok
end
Returning File Metadata
file_info/2 must return Erlang-style file metadata tuples. In practice you
should use the helpers in Sftpd.Backend instead of constructing them by hand:
	Sftpd.Backend.file_info/3
	Sftpd.Backend.directory_info/0

Example:
{:ok, Sftpd.Backend.file_info(byte_size(content), NaiveDateTime.to_erl(mtime))}
For root-like paths, make sure you return directory metadata rather than
{:error, :enoent}.
Path Handling
SFTP paths arrive as charlists. Common helpers:
	Sftpd.Backend.root_path?/1
	Sftpd.Backend.normalize_path/1

normalize_path/1 is especially useful for key-based stores such as S3-like
systems because it removes the leading /.
Example: Local Folder Backend
This example maps SFTP paths into a single root directory on local disk. The
important part is the local_path/2 helper: it normalizes SFTP charlist paths,
rejects .. traversal, and uses a path-relative containment check that also
works when the configured root is /. This example does not resolve symlink
targets; if users can create symlinks inside the root, disallow symlinks or add
real-path validation before using this pattern for untrusted writes.
defmodule MyApp.LocalFolderBackend do
  @behaviour Sftpd.Backend

  alias Sftpd.Backend

  @impl true
  def init(opts) do
    root = opts |> Keyword.fetch!(:root) |> Path.expand()
    File.mkdir_p!(root)
    {:ok, %{root: root}}
  end

  @impl true
  def list_dir(path, state) do
    with {:ok, local} <- local_path(path, state),
         {:ok, entries} <- File.ls(local) do
      {:ok, [~c".", ~c".." | Enum.map(entries, &String.to_charlist/1)]}
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def file_info(path, state) do
    with {:ok, local} <- local_path(path, state),
         {:ok, stat} <- File.stat(local) do
      {:ok, stat_to_file_info(stat)}
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def make_dir(path, state) do
    with {:ok, local} <- local_path(path, state),
         :ok <- File.mkdir(local) do
      :ok
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def del_dir(path, state) do
    with {:ok, local} <- local_path(path, state),
         :ok <- File.rmdir(local) do
      :ok
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def delete(path, state) do
    with {:ok, local} <- local_path(path, state),
         :ok <- File.rm(local) do
      :ok
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def rename(src, dst, state) do
    with {:ok, src_local} <- local_path(src, state),
         {:ok, dst_local} <- local_path(dst, state),
         :ok <- File.rename(src_local, dst_local) do
      :ok
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def read_file(path, state) do
    with {:ok, local} <- local_path(path, state),
         {:ok, content} <- File.read(local) do
      {:ok, content}
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  @impl true
  def write_file(path, content, state) do
    with {:ok, local} <- local_path(path, state),
         :ok <- File.mkdir_p(Path.dirname(local)),
         :ok <- File.write(local, content) do
      :ok
    else
      {:error, reason} -> {:error, map_error(reason)}
    end
  end

  defp local_path(path, %{root: root}) do
    parts =
      path
      |> Backend.normalize_path()
      |> Path.split()
      |> Enum.reject(&(&1 in ["", "."]))

    if ".." in parts do
      {:error, :eacces}
    else
      candidate = Path.expand(Path.join([root | parts]))

      if contained_in_root?(candidate, root) do
        {:ok, candidate}
      else
        {:error, :eacces}
      end
    end
  end

  defp contained_in_root?(candidate, root) do
    relative = Path.relative_to(candidate, root)

    candidate == root or
      (Path.type(relative) == :relative and
         relative != ".." and
         not String.starts_with?(relative, "../"))
  end

  defp stat_to_file_info(%File.Stat{type: :directory}) do
    Backend.directory_info()
  end

  defp stat_to_file_info(%File.Stat{size: size, mtime: mtime}) do
    Backend.file_info(size, mtime)
  end

  defp map_error(:enoent), do: :enoent
  defp map_error(:eacces), do: :eacces
  defp map_error(:enotdir), do: :enoent
  defp map_error(:eexist), do: :eexist
  defp map_error(:enotempty), do: :eexist
  defp map_error(_reason), do: :eio
end
Use it like any module backend:
Sftpd.start_server(
  port: 2222,
  backend: MyApp.LocalFolderBackend,
  backend_opts: [root: "/srv/my_app/sftp"],
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "ssh_keys"
)
Directory Listings
list_dir/2 must return entries as charlists and must include:
	~c"."
	~c".."

Even if the backing store does not have explicit directory entries, the SFTP
layer expects those names to exist.
Error Conventions
Prefer POSIX-style atoms:
	:enoent for missing files or directories
	:eacces for permission failures
	:einval for invalid requests
	:eio for unexpected storage failures

Using stable error atoms matters because SFTP clients map them to user-visible
status codes.
Optional Streaming Callbacks
For better large-file performance, module backends can also implement:
	read_file_range/4
	begin_write/2
	write_chunk/4
	finish_write/2
	abort_write/2

These callbacks are optional, but valuable when:
	whole-file reads are too expensive
	uploads should stream rather than buffer
	multipart writes are supported by the target storage

If you do not implement them, Sftpd falls back to the required callbacks.
Process-Based Backends
If your backend already lives inside a GenServer, you can provide:
backend: {:genserver, MyApp.BackendServer, session: true}
In that mode, Sftpd does not call init/1. Instead it sends handle_call/3
messages corresponding to the required backend operations.
The default {:genserver, server} form preserves the legacy process-backend
message contract. Use {:genserver, server, session: true} when the backend
needs authenticated session context in each call.
This is useful when:
	the backend owns pooled connections
	the backend has mutable shared state
	the backend is already part of your supervision tree

Process-based backends use only the required whole-file callback contract. The
optional streaming callbacks are module-backend-only.
Here is a complete in-memory GenServer shape:
defmodule MyApp.SftpBackend do
  use GenServer

  alias Sftpd.Backend

  def start_link(opts) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end

  @impl true
  def init(_opts) do
    {:ok, %{files: %{}}}
  end

  @impl true
  def handle_call({:list_dir, _path, _session}, _from, state) do
    names =
      state.files
      |> Map.keys()
      |> Enum.map(&Path.basename/1)
      |> Enum.uniq()
      |> Enum.map(&String.to_charlist/1)

    {:reply, {:ok, [~c".", ~c".." | names]}, state}
  end

  def handle_call({:file_info, path, _session}, _from, state) do
    key = Backend.normalize_path(path)

    reply =
      case Map.fetch(state.files, key) do
        {:ok, content} ->
          mtime = NaiveDateTime.utc_now() |> NaiveDateTime.to_erl()
          {:ok, Backend.file_info(byte_size(content), mtime)}

        :error ->
          {:error, :enoent}
      end

    {:reply, reply, state}
  end

  def handle_call({:make_dir, _path, _session}, _from, state), do: {:reply, :ok, state}
  def handle_call({:del_dir, _path, _session}, _from, state), do: {:reply, :ok, state}
  def handle_call({:delete, path, _session}, _from, state) do
    {:reply, :ok, update_in(state.files, &Map.delete(&1, Backend.normalize_path(path)))}
  end

  def handle_call({:rename, src, dst, _session}, _from, state) do
    src_key = Backend.normalize_path(src)
    dst_key = Backend.normalize_path(dst)

    case Map.pop(state.files, src_key) do
      {nil, files} -> {:reply, {:error, :enoent}, %{state | files: files}}
      {content, files} -> {:reply, :ok, %{state | files: Map.put(files, dst_key, content)}}
    end
  end

  def handle_call({:read_file, path, _session}, _from, state) do
    reply =
      case Map.fetch(state.files, Backend.normalize_path(path)) do
        {:ok, content} -> {:ok, content}
        :error -> {:error, :enoent}
      end

    {:reply, reply, state}
  end

  def handle_call({:write_file, path, content, _session}, _from, state) do
    key = Backend.normalize_path(path)
    {:reply, :ok, put_in(state.files[key], content)}
  end
end
Add the backend process to your application supervision tree before starting
the SFTP server:
children = [
  MyApp.SftpBackend,
  MyApp.SftpServer
]
Then point Sftpd at the registered process:
Sftpd.start_server(
  port: 2222,
  backend: {:genserver, MyApp.SftpBackend, session: true},
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "ssh_keys"
)
Backend calls are synchronous from the SFTP client's perspective. If a
GenServer.call/3 blocks, the client operation blocks too.
Post-Write Processing with Broadway
Use Broadway for follow-up processing after the backend has durably accepted a
file. Do not use it as the synchronous storage acknowledgement path unless the
client can safely treat a queued message as durable storage.
def handle_call({:write_file, path, content, _session}, _from, state) do
  :ok = MyStorage.put(path, content)

  Broadway.producer_names(MyApp.SftpIngestBroadway)
  |> Enum.each(fn producer ->
    message = %Broadway.Message{data: %{path: path}}
    Broadway.push_messages(producer, [message])
  end)

  {:reply, :ok, state}
end
The storage write happens before the reply. Broadway is then responsible for
post-upload work such as parsing, indexing, thumbnails, notifications, or
moving the file into a longer pipeline.
Running Under Supervision
Sftpd.child_spec/1 starts and stops the SSH daemon under your application
supervisor:
children = [
  {Sftpd,
   port: 2222,
   backend: Sftpd.Backends.Memory,
   backend_opts: [],
   auth: {:passwords, [{"user", "pass"}]},
   system_dir: "ssh_keys"}
]
Authentication
Use auth: {:passwords, [{"username", "password"}]} for local development.
For production, pass auth: {MyApp.SftpAuth, opts} and implement
Sftpd.Auth.
Auth callbacks return a session map. Module callbacks can opt into that context
by implementing session-aware arities, for example:
def list_dir(path, %{tenant_id: tenant_id}, state) do
  list_tenant_dir(tenant_id, path, state)
end
Process backends receive the session as the final tuple element, such as
{:read_file, path, session}.
Known Semantics and Limitations
	SFTP paths are charlists.
	Non-streaming backends read and write whole files through the required
callbacks.
	Process-based backends use synchronous GenServer.call/3.
	Process-based backends do not use optional streaming callbacks.
	OTP's stock SFTP server reports close success to the client even when a
close-time backend flush fails, so close-only failures are logged server-side.

Testing Recommendations
At minimum, test:
	root listing behavior
	missing path behavior
	file metadata shape
	write then read round-trips
	rename semantics
	directory creation and deletion

If you implement streaming callbacks, also test:
	sequential reads through read_file_range/4
	sequential writes through write_chunk/4
	finalization and abort paths
	non-sequential write fallback behavior if relevant

Telemetry
Backend activity is visible through Sftpd telemetry events emitted around
server lifecycle and SFTP file-handler operations. See
Telemetry for the event catalog and metadata.
Next Steps
	See Sftpd.Backend for the exact callback contracts
	See Backends for tradeoffs between built-in and custom backends
	See Sftpd.Backends.Memory for a simple reference implementation
	See Sftpd.Backends.S3 for a streaming-capable reference implementation



  

    Phoenix Setup

This guide shows the intended Phoenix integration path: supervise Sftpd,
authenticate through your app, and use the auth session map to scope backend
storage.
It covers:
	supervised startup and shutdown
	runtime configuration for deploy-specific values
	local static auth for development
	password and public-key auth backed by your app
	tenant-scoped S3 storage using session context
	deployment notes for host keys and port exposure

Supervision
Add Sftpd to your application supervisor:
children = [
  {Sftpd,
   port: Application.fetch_env!(:my_app, :sftp_port),
   system_dir: Application.fetch_env!(:my_app, :sftp_system_dir),
   auth: {MyApp.SftpAuth, []},
   backend: Sftpd.Backends.S3,
   backend_opts: [
     bucket: Application.fetch_env!(:my_app, :sftp_bucket),
     prefix: {:session, :sftp_prefix}
   ]}
]
Sftpd.child_spec/1 owns the SSH daemon lifecycle and stops it when your
supervisor stops.
Runtime Config
Use runtime config for deploy-specific values:
# config/runtime.exs
config :my_app,
  sftp_port: String.to_integer(System.get_env("SFTP_PORT", "2222")),
  sftp_system_dir: System.fetch_env!("SFTP_SYSTEM_DIR"),
  sftp_bucket: System.fetch_env!("SFTP_BUCKET")
system_dir must point at persistent SSH host keys. Do not generate new host
keys on every deploy unless clients are prepared for host-key rotation.
Local Static Auth
For local development without app auth:
{Sftpd,
 port: 2222,
 system_dir: "priv/sftp_host_keys",
 auth: {:passwords, [{"dev", "dev"}]},
 backend: Sftpd.Backends.Memory,
 backend_opts: []}
Password Auth
Implement Sftpd.Auth in your app. The returned session map is opaque to
Sftpd except where built-in backends document specific keys.
defmodule MyApp.SftpAuth do
  @behaviour Sftpd.Auth

  alias MyApp.Accounts

  @impl true
  def authenticate_password(username, password, _peer, _opts) do
    with {:ok, user} <- Accounts.authenticate_sftp_user(username, password) do
      {:ok,
       %{
         user_id: user.id,
         tenant_id: user.tenant_id,
         sftp_prefix: "tenants/#{user.tenant_id}/"
       }}
    else
      _ -> :error
    end
  end

  @impl true
  def authorize_public_key(username, public_key, _opts) do
    fingerprint = Sftpd.Auth.fingerprint(public_key)

    with {:ok, user} <- Accounts.get_sftp_user_by_key(username, fingerprint) do
      {:ok,
       %{
         user_id: user.id,
         tenant_id: user.tenant_id,
         sftp_prefix: "tenants/#{user.tenant_id}/"
       }}
    else
      _ -> :error
    end
  end
end
Public Keys
Store public-key fingerprints in your database:
{:ok, public_key} = Sftpd.Auth.decode_authorized_key(authorized_key_line)
fingerprint = Sftpd.Auth.fingerprint(public_key)
The fingerprint is suitable for lookup during authorize_public_key/3.
Tenant-Scoped S3
Use prefix: {:session, :sftp_prefix} to scope every S3 object key by the
authenticated session:
backend_opts: [
  bucket: "uploads",
  prefix: {:session, :sftp_prefix}
]
If auth returns %{sftp_prefix: "tenants/123/"}, an upload to /invoice.pdf
is stored as tenants/123/invoice.pdf.
Deployment Notes
Expose the configured TCP port through your load balancer or host firewall.
Persist the SSH host key directory across deploys. Keep application passwords,
public-key fingerprints, S3 bucket names, and endpoint credentials in your
normal runtime secret/config path.
Next Steps
	Choose production storage in Backends.
	Add metrics and logging with Telemetry.
	Implement non-S3 storage with Custom Backends.



  

    Telemetry

Sftpd emits :telemetry events for server lifecycle and SFTP operations.
The package depends on :telemetry directly, so applications can attach
handlers without adding another dependency.
Installing Sftpd
def deps do
  [
    {:sftpd, "~> 0.1.1"}
  ]
end
Event Families
Sftpd emits three event families:
	[:sftpd, :server, :start]
	[:sftpd, :server, :stop]
	[:sftpd, :sftp, operation]

operation is one of:
	:open
	:close
	:read
	:write
	:list_dir
	:read_file_info
	:read_link_info
	:read_link
	:rename
	:delete
	:make_dir
	:del_dir
	:position
	:is_dir
	:get_cwd
	:make_symlink
	:write_file_info

Measurements
Every event includes:
	%{duration: native_time}

Additional measurements:
	:read adds :bytes
	:write adds :bytes

duration is measured with System.monotonic_time/0 native units. Convert it
with System.convert_time_unit/3 before exporting or logging human-readable
durations.
Metadata
Common SFTP Metadata
All [:sftpd, :sftp, operation] events include:
	:backend
	:backend_kind
	:result
	:reason when an error reason is available

backend_kind is one of:
	:module
	:genserver

For {:genserver, server} backends, :backend is inspect(server) rather
than a module name.
Result Values
Most operations use:
	:ok
	:error

Special cases:
	:read may emit :eof
	:is_dir emits :directory or :not_directory
	exceptions inside Sftpd.Telemetry.span/4 emit result: :exception plus
:kind and :reason, then are reraised

Operation-Specific Metadata
[:sftpd, :sftp, :open]
	:path
	:requested_modes
	:mode
	:open_timeout

requested_modes contains the raw mode list passed into the SFTP file handler.
mode is the resolved value :read or :write after Sftpd normalizes it.
[:sftpd, :sftp, :close]
	:io_device
	:close_timeout
	:close_shutdown_grace

[:sftpd, :sftp, :read]
	:io_device
	:bytes_requested

The :read event does not include :path. If you need path-level context for
reads, correlate the :io_device back to the earlier [:sftpd, :sftp, :open]
event for that handle.
[:sftpd, :sftp, :write]
	:io_device

[:sftpd, :sftp, :position]
	:io_device
	:offset

[:sftpd, :sftp, :rename]
	:src_path
	:dst_path

Path-based operations such as :list_dir, :read_file_info, :read_link_info,
:delete, :make_dir, and :del_dir add:
	:path

Server Metadata
[:sftpd, :server, :start]
	:port
	:max_sessions
	:backend
	:backend_kind
	:result
	:server_ref on success

[:sftpd, :server, :stop]
	:server_ref
	:result

Examples
Attach a single handler:
:telemetry.attach(
  "sftpd-read-logger",
  [:sftpd, :sftp, :read],
  fn _event, measurements, metadata, _config ->
    Logger.info(
      "sftp read io_device=#{inspect(metadata.io_device)} bytes=#{measurements.bytes} result=#{metadata.result}"
    )
  end,
  nil
)
Attach one handler to multiple events:
:telemetry.attach_many(
  "sftpd-audit",
  [
    [:sftpd, :server, :start],
    [:sftpd, :server, :stop],
    [:sftpd, :sftp, :write],
    [:sftpd, :sftp, :delete]
  ],
  fn event, measurements, metadata, _config ->
    Logger.info("""
    event=#{inspect(event)}
    duration_native=#{measurements.duration}
    result=#{metadata.result}
    backend=#{inspect(metadata.backend)}
    """)
  end,
  nil
)
Convert durations before exporting metrics:
:telemetry.attach(
  "sftpd-read-metrics",
  [:sftpd, :sftp, :read],
  fn _event, measurements, metadata, _config ->
    duration_us =
      System.convert_time_unit(measurements.duration, :native, :microsecond)

    Logger.info(
      "read io_device=#{inspect(metadata.io_device)} bytes=#{measurements.bytes} duration_us=#{duration_us}"
    )
  end,
  nil
)
Caveats
	OTP's built-in :ssh_sftpd implementation always reports close success to
the client, even if final close-time flushing fails. Telemetry still records
those server-side close failures, but the client may not see them.
	Telemetry is emitted from Sftpd and Sftpd.FileHandler, so event timings
reflect the library's wrapper and backend call boundaries rather than network
round-trip timings observed by the SFTP client.
	Handlers run in the emitting process, so avoid slow handler work.
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A pluggable SFTP server with support for multiple storage backends.
Sftpd wraps Erlang's :ssh_sftpd module and provides a clean API for
starting SFTP servers with configurable authentication and storage backends.
OTP 29 no longer enables the SFTP subsystem implicitly when starting an SSH
daemon. Sftpd.start_server/1 passes an explicit
:ssh_sftpd.subsystem_spec/1 to :ssh.daemon/2, so callers do not need to
configure the OTP daemon subsystem list themselves.
OTP 29 also disables shell and exec services by default. Sftpd is an
SFTP-only wrapper and does not enable remote shell or exec channels.
Quick Start
# Start an SFTP server with the in-memory backend
{:ok, ref} = Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.Memory,
  backend_opts: [],
  auth: {:passwords, [{"dev", "dev"}]},
  system_dir: "ssh_keys"
)
Backends
Sftpd supports pluggable backends. Built-in backends:
	Sftpd.Backends.Memory - in-memory storage for development and tests
	Sftpd.Backends.S3 - optional Amazon S3 or S3-compatible storage

To create a custom backend, implement the Sftpd.Backend behaviour.
See the HexDocs extras Backends and
Custom Backends for package-level guidance and
examples. If you need persistent object storage, see the S3 backend docs for
the optional dependency set required by that backend.
Guides
Package-level HexDocs extras:
	Getting Started
	Phoenix Setup
	Backends
	Custom Backends
	Telemetry

Options
	:port - Port to listen on (default: 22)
	:backend - Backend module, {:genserver, pid_or_name}, or
{:genserver, pid_or_name, session: true} (required)
	:backend_opts - Options passed to backend.init/1 for module backends (default: [])
The built-in S3 backend accepts :bucket, :prefix, and :aws_client.
	:auth - Authentication config, either {:passwords, list} or {Module, opts} (required)
	:system_dir - Directory containing SSH host keys (required)
	:max_sessions - Maximum concurrent sessions (default: 10)
	:open_timeout - Timeout in milliseconds for opening files (default: 30000)
	:close_timeout - Timeout in milliseconds for finalizing file closes (default: 30000)

Process-Based Backends
Instead of a module, you can use a running GenServer:
{:ok, backend_pid} = MyBackendServer.start_link()
Sftpd.start_server(backend: {:genserver, backend_pid}, ...)
See Sftpd.Backend for the messages your GenServer must handle.
Telemetry
See Sftpd.Telemetry and the Telemetry extra in HexDocs for the event
reference emitted by the server and file-handler layers.
SSH Host Keys
You need SSH host keys for the server. Generate them with:
ssh-keygen -t rsa -f ssh_host_rsa_key -N ""
ssh-keygen -t ecdsa -f ssh_host_ecdsa_key -N ""
Then set :system_dir to the directory containing these keys.
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    Functions
  


    
      
        child_spec(opts)

      


        Return a child spec for supervising an SFTP server.



    


    
      
        start_server(opts)

      


        Start an SFTP server.



    


    
      
        stop_server(ref)

      


        Stop an SFTP server.
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          @type server_ref() :: :ssh.daemon_ref()
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          @spec child_spec(keyword()) :: Supervisor.child_spec()


      


Return a child spec for supervising an SFTP server.
This lets applications start the server directly from a supervision tree:
children = [
  {Sftpd,
   port: 2222,
   backend: Sftpd.Backends.Memory,
   backend_opts: [],
   auth: {:passwords, [{"dev", "dev"}]},
   system_dir: "ssh_keys"}
]
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          @spec start_server(keyword()) :: {:ok, server_ref()} | {:error, term()}


      


Start an SFTP server.
Examples
# Start with the in-memory backend
{:ok, ref} = Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.Memory,
  backend_opts: [],
  auth: {:passwords, [{"admin", "secret"}]},
  system_dir: "ssh_keys"
)
Options
See module documentation for full list of options.

  



  
    
      
    
    
      stop_server(ref)



        
          
        

    

  


  

      

          @spec stop_server(server_ref()) :: :ok | {:error, term()}


      


Stop an SFTP server.
Examples
{:ok, ref} = Sftpd.start_server(opts)
:ok = Sftpd.stop_server(ref)
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Behaviour and helpers for SFTP authentication.
Applications can pass auth: {Module, opts} to Sftpd.start_server/1 or
Sftpd.child_spec/1. The callbacks return an opaque session map that is
threaded into backend operations for the authenticated SSH connection.
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        session()

      


        Opaque session context returned by application auth callbacks.



    





  
    Callbacks
  


    
      
        authenticate_password(username, password, peer, opts)

      


    


    
      
        authorize_public_key(username, public_key, opts)

      


    





  
    Functions
  


    
      
        decode_authorized_key(line)

      


        Decode one OpenSSH authorized-key line into an Erlang public key.



    


    
      
        fingerprint(public_key, digest \\ :sha256)

      


        Return an OpenSSH-style public-key fingerprint.
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          @type session() :: map()


      


Opaque session context returned by application auth callbacks.
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      authenticate_password(username, password, peer, opts)



        
          
        

    

  


  

      

          @callback authenticate_password(
  username :: String.t(),
  password :: String.t(),
  peer :: term(),
  opts :: term()
) :: {:ok, session()} | :error | {:error, term()} | :disconnect


      



  



  
    
      
    
    
      authorize_public_key(username, public_key, opts)



        
          
        

    

  


  

      

          @callback authorize_public_key(
  username :: String.t(),
  public_key :: term(),
  opts :: term()
) :: {:ok, session()} | :error | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      decode_authorized_key(line)



        
          
        

    

  


  

      

          @spec decode_authorized_key(binary()) :: {:ok, term()} | {:error, term()}


      


Decode one OpenSSH authorized-key line into an Erlang public key.

  



    

  
    
      
    
    
      fingerprint(public_key, digest \\ :sha256)



        
          
        

    

  


  

      

          @spec fingerprint(term(), atom()) :: String.t()


      


Return an OpenSSH-style public-key fingerprint.
SHA256 fingerprints are formatted as SHA256:<base64-no-padding>. MD5
fingerprints are formatted as MD5:<colon-separated-hex>.
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Behaviour for SFTP storage backends.
See the HexDocs extras Backends and Custom Backends for package-level
guidance before implementing this behaviour directly.
Implement this behaviour to create custom storage backends for the SFTP server.
Built-in backends include:
	Sftpd.Backends.S3 - Amazon S3 or compatible object storage

Module-Based Backends
Implement the Sftpd.Backend behaviour:
defmodule MyApp.CustomBackend do
  @behaviour Sftpd.Backend

  @impl true
  def init(opts) do
    {:ok, %{root: opts[:root] || "/"}}
  end

  @impl true
  def list_dir(path, state) do
    {:ok, [~c".", ~c"..", ~c"file.txt"]}
  end

  # ... implement other callbacks
end
Then use it:
Sftpd.start_server(
  backend: MyApp.CustomBackend,
  backend_opts: [root: "/data"],
  ...
)
Process-Based Backends
For stateful backends, you can use a GenServer process instead:
Sftpd.start_server(
  backend: {:genserver, MyApp.BackendServer},
  ...
)
By default, the process receives the legacy message shapes:
def handle_call({:list_dir, path}, _from, state)
def handle_call({:file_info, path}, _from, state)
def handle_call({:make_dir, path}, _from, state)
def handle_call({:del_dir, path}, _from, state)
def handle_call({:delete, path}, _from, state)
def handle_call({:rename, src, dst}, _from, state)
def handle_call({:read_file, path}, _from, state)
def handle_call({:write_file, path, content}, _from, state)
Opt in to authenticated session context with {:genserver, server, session: true}. Session-aware processes must handle:
def handle_call({:list_dir, path, session}, _from, state)
def handle_call({:file_info, path, session}, _from, state)
def handle_call({:make_dir, path, session}, _from, state)
def handle_call({:del_dir, path, session}, _from, state)
def handle_call({:delete, path, session}, _from, state)
def handle_call({:rename, src, dst, session}, _from, state)
def handle_call({:read_file, path, session}, _from, state)
def handle_call({:write_file, path, content, session}, _from, state)
Each should reply with the same format as the behaviour callbacks.
Optional Streaming Callbacks
Module backends can implement optional streaming callbacks for more efficient
large-file transfers:
	read_file_range/4
	begin_write/2
	write_chunk/4
	finish_write/2
	abort_write/2

When these callbacks are present, Sftpd.IODevice avoids buffering entire
files in memory for reads and most writes.
Close Semantics
Erlang's stock :ssh_sftpd server ignores the return value of
file_handler.close/2 and always reports close success to the client. Write
failures can therefore only be surfaced reliably during active writes, not on
close/final multipart completion.
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        file_info()

      


        Erlang file_info tuple



    


    
      
        genserver_backend()

      


    


    
      
        path()

      


        SFTP path as charlist



    


    
      
        session()

      


        Authenticated SSH session context returned by Sftpd.Auth callbacks



    


    
      
        state()

      


        Backend state, returned from init/1 and threaded through all calls



    


    
      
        writer_handle()

      


        Opaque backend-managed write handle used by optional streaming callbacks



    





  
    Callbacks
  


    
      
        abort_write(writer_handle, state)

      


        Abort a streaming write operation.



    


    
      
        abort_write(writer_handle, session, state)

      


    


    
      
        begin_write(path, state)

      


        Begin a streaming write operation.



    


    
      
        begin_write(path, session, state)

      


    


    
      
        del_dir(path, state)

      


        Delete an empty directory.



    


    
      
        del_dir(path, session, state)

      


    


    
      
        delete(path, state)

      


        Delete a file.



    


    
      
        delete(path, session, state)

      


    


    
      
        file_info(path, state)

      


        Get file or directory information.



    


    
      
        file_info(path, session, state)

      


    


    
      
        finish_write(writer_handle, state)

      


        Finalize a streaming write operation.



    


    
      
        finish_write(writer_handle, session, state)

      


    


    
      
        init(opts)

      


        Initialize the backend with the given options.



    


    
      
        list_dir(path, state)

      


        List the contents of a directory.



    


    
      
        list_dir(path, session, state)

      


    


    
      
        make_dir(path, state)

      


        Create a directory.



    


    
      
        make_dir(path, session, state)

      


    


    
      
        read_file(path, state)

      


        Read the entire contents of a file.



    


    
      
        read_file(path, session, state)

      


    


    
      
        read_file_range(path, offset, len, state)

      


        Read a byte range from a file.



    


    
      
        read_file_range(path, offset, len, session, state)

      


    


    
      
        rename(src, dst, state)

      


        Rename/move a file or directory.



    


    
      
        rename(src, dst, session, state)

      


    


    
      
        write_chunk(writer_handle, offset, iodata, state)

      


        Append a chunk to a streaming write operation at the given offset.



    


    
      
        write_chunk(writer_handle, offset, iodata, session, state)

      


    


    
      
        write_file(path, content, state)

      


        Write content to a file, creating or overwriting it.



    


    
      
        write_file(path, content, session, state)

      


    





  
    Functions
  


    
      
        directory_info()

      


        Build a file_info tuple for a directory.



    


    
      
        file_info(size, mtime, access \\ :read_write)

      


        Build a file_info tuple for a regular file.



    


    
      
        normalize_path(path)

      


        Normalize an SFTP path to a string without leading slash.



    


    
      
        root_path?(path)

      


        Return true if the path refers to the root directory.



    


    
      
        supports_callback?(module, function, arity)

      


        Return true when a module backend implements the given optional callback.



    





      


      
        Types


        


  
    
      
    
    
      file_info()



        
          
        

    

  


  

      

          @type file_info() ::
  {:file_info, non_neg_integer(), :regular | :directory,
   :read | :write | :read_write, tuple(), tuple(), tuple(), non_neg_integer(),
   non_neg_integer(), non_neg_integer(), non_neg_integer(), non_neg_integer(),
   non_neg_integer(), non_neg_integer()}


      


Erlang file_info tuple

  



  
    
      
    
    
      genserver_backend()



        
          
        

    

  


  

      

          @type genserver_backend() ::
  {:genserver, GenServer.server()} | {:genserver, GenServer.server(), keyword()}


      



  



  
    
      
    
    
      path()



        
          
        

    

  


  

      

          @type path() :: charlist()


      


SFTP path as charlist

  



  
    
      
    
    
      session()



        
          
        

    

  


  

      

          @type session() :: map()


      


Authenticated SSH session context returned by Sftpd.Auth callbacks

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      


Backend state, returned from init/1 and threaded through all calls

  



  
    
      
    
    
      writer_handle()



        
          
        

    

  


  

      

          @type writer_handle() :: term()


      


Opaque backend-managed write handle used by optional streaming callbacks

  


        

      

      
        Callbacks


        


  
    
      
    
    
      abort_write(writer_handle, state)


        (optional)


        
          
        

    

  


  

      

          @callback abort_write(writer_handle(), state()) :: :ok


      


Abort a streaming write operation.

  



  
    
      
    
    
      abort_write(writer_handle, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback abort_write(writer_handle(), session(), state()) :: :ok


      



  



  
    
      
    
    
      begin_write(path, state)


        (optional)


        
          
        

    

  


  

      

          @callback begin_write(path(), state()) :: {:ok, writer_handle()} | {:error, atom()}


      


Begin a streaming write operation.
The returned writer handle is passed back to subsequent streaming write callbacks.

  



  
    
      
    
    
      begin_write(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback begin_write(path(), session(), state()) ::
  {:ok, writer_handle()} | {:error, atom()}


      



  



  
    
      
    
    
      del_dir(path, state)



        
          
        

    

  


  

      

          @callback del_dir(path(), state()) :: :ok | {:error, atom()}


      


Delete an empty directory.

  



  
    
      
    
    
      del_dir(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback del_dir(path(), session(), state()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      delete(path, state)



        
          
        

    

  


  

      

          @callback delete(path(), state()) :: :ok | {:error, atom()}


      


Delete a file.

  



  
    
      
    
    
      delete(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback delete(path(), session(), state()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      file_info(path, state)



        
          
        

    

  


  

      

          @callback file_info(path(), state()) :: {:ok, file_info()} | {:error, atom()}


      


Get file or directory information.
Returns an Erlang file_info tuple. Use Sftpd.Backend.file_info/3 or
Sftpd.Backend.directory_info/0 helpers to construct these.

  



  
    
      
    
    
      file_info(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback file_info(path(), session(), state()) :: {:ok, file_info()} | {:error, atom()}


      



  



  
    
      
    
    
      finish_write(writer_handle, state)


        (optional)


        
          
        

    

  


  

      

          @callback finish_write(writer_handle(), state()) :: :ok | {:error, atom()}


      


Finalize a streaming write operation.

  



  
    
      
    
    
      finish_write(writer_handle, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback finish_write(writer_handle(), session(), state()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @callback init(opts :: keyword()) :: {:ok, state()} | {:error, term()}


      


Initialize the backend with the given options.
Called once when the SFTP session starts. Returns the initial state
that will be passed to all subsequent callbacks.

  



  
    
      
    
    
      list_dir(path, state)



        
          
        

    

  


  

      

          @callback list_dir(path(), state()) :: {:ok, [charlist()]} | {:error, atom()}


      


List the contents of a directory.
Returns a list of filenames as charlists. Must include . and .. entries.

  



  
    
      
    
    
      list_dir(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback list_dir(path(), session(), state()) :: {:ok, [charlist()]} | {:error, atom()}


      



  



  
    
      
    
    
      make_dir(path, state)



        
          
        

    

  


  

      

          @callback make_dir(path(), state()) :: :ok | {:error, atom()}


      


Create a directory.

  



  
    
      
    
    
      make_dir(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback make_dir(path(), session(), state()) :: :ok | {:error, atom()}


      



  



  
    
      
    
    
      read_file(path, state)



        
          
        

    

  


  

      

          @callback read_file(path(), state()) :: {:ok, binary()} | {:error, atom()}


      


Read the entire contents of a file.
For large files, consider implementing streaming in your backend
and using the read_file_range/4 optional callback.

  



  
    
      
    
    
      read_file(path, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback read_file(path(), session(), state()) :: {:ok, binary()} | {:error, atom()}


      



  



  
    
      
    
    
      read_file_range(path, offset, len, state)


        (optional)


        
          
        

    

  


  

      

          @callback read_file_range(
  path(),
  offset :: non_neg_integer(),
  len :: pos_integer(),
  state()
) ::
  {:ok, binary()} | :eof | {:error, atom()}


      


Read a byte range from a file.
This is an optional callback used to avoid buffering entire files in memory.
Return :eof when the requested offset is at or past the end of the file.

  



  
    
      
    
    
      read_file_range(path, offset, len, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback read_file_range(
  path(),
  offset :: non_neg_integer(),
  len :: pos_integer(),
  session(),
  state()
) :: {:ok, binary()} | :eof | {:error, atom()}


      



  



  
    
      
    
    
      rename(src, dst, state)



        
          
        

    

  


  

      

          @callback rename(src :: path(), dst :: path(), state()) :: :ok | {:error, atom()}


      


Rename/move a file or directory.

  



  
    
      
    
    
      rename(src, dst, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback rename(src :: path(), dst :: path(), session(), state()) ::
  :ok | {:error, atom()}


      



  



  
    
      
    
    
      write_chunk(writer_handle, offset, iodata, state)


        (optional)


        
          
        

    

  


  

      

          @callback write_chunk(writer_handle(), offset :: non_neg_integer(), iodata(), state()) ::
  {:ok, writer_handle()} | {:error, atom()}


      


Append a chunk to a streaming write operation at the given offset.

  



  
    
      
    
    
      write_chunk(writer_handle, offset, iodata, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback write_chunk(
  writer_handle(),
  offset :: non_neg_integer(),
  iodata(),
  session(),
  state()
) :: {:ok, writer_handle()} | {:error, atom()}


      



  



  
    
      
    
    
      write_file(path, content, state)



        
          
        

    

  


  

      

          @callback write_file(path(), content :: binary(), state()) :: :ok | {:error, atom()}


      


Write content to a file, creating or overwriting it.

  



  
    
      
    
    
      write_file(path, content, session, state)


        (optional)


        
          
        

    

  


  

      

          @callback write_file(path(), content :: binary(), session(), state()) ::
  :ok | {:error, atom()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      directory_info()



        
          
        

    

  


  

      

          @spec directory_info() :: file_info()


      


Build a file_info tuple for a directory.
Returns a directory with mode 16877 (0o40755 = directory with rwxr-xr-x permissions).

  



  
    
      
    
    
      file_info(size, mtime, access \\ :read_write)



        
          
        

    

  


  

      

          @spec file_info(non_neg_integer(), :calendar.datetime(), :read | :write | :read_write) ::
  file_info()


      


Build a file_info tuple for a regular file.
Parameters
	size - File size in bytes
	mtime - Modification time as Erlang datetime tuple {{Y,M,D},{H,M,S}}
	access - Access mode, one of :read, :write, :read_write

File Info Tuple Structure
The tuple matches Erlang's #file_info{} record:
{:file_info,
  size,           # File size in bytes
  type,           # :regular | :directory | :symlink | etc.
  access,         # :read | :write | :read_write | :none
  atime,          # Last access time {{Y,M,D},{H,M,S}}
  mtime,          # Last modification time
  ctime,          # Creation/change time
  mode,           # Unix permission bits (33188 = 0o100644 = regular file, rw-r--r--)
  links,          # Number of hard links
  major_device,   # Major device number (0 for regular files)
  minor_device,   # Minor device number (0 for regular files)
  inode,          # Inode number (random for virtual filesystems)
  uid,            # Owner user ID
  gid}            # Owner group ID
Examples
iex> {:file_info, 12, :regular, :read_write, {{2024, 1, 1}, {0, 0, 0}}, _, _, _, _, _, _, _, _, _} =
...>   Sftpd.Backend.file_info(12, {{2024, 1, 1}, {0, 0, 0}})

  



  
    
      
    
    
      normalize_path(path)



        
          
        

    

  


  

      

          @spec normalize_path(path() | String.t()) :: String.t()


      


Normalize an SFTP path to a string without leading slash.
Useful for backends that use string keys (like S3).
Examples
iex> Sftpd.Backend.normalize_path(~c"/folder/file.txt")
"folder/file.txt"

iex> Sftpd.Backend.normalize_path("already/normalized")
"already/normalized"

  



  
    
      
    
    
      root_path?(path)



        
          
        

    

  


  

      

          @spec root_path?(path()) :: boolean()


      


Return true if the path refers to the root directory.
Handles all common root path representations used by SFTP clients.
Examples
iex> Sftpd.Backend.root_path?(~c"/")
true

iex> Sftpd.Backend.root_path?(~c"/nested")
false

  



  
    
      
    
    
      supports_callback?(module, function, arity)



        
          
        

    

  


  

      

          @spec supports_callback?(module() | genserver_backend(), atom(), arity()) :: boolean()


      


Return true when a module backend implements the given optional callback.
Process-based backends use the legacy callback contract only.

  


        

      


  

    
Sftpd.Telemetry 
    



      
Telemetry helpers and event conventions for Sftpd.
Sftpd depends on the lightweight :telemetry library and emits events
through the shared Erlang/Elixir instrumentation interface.
See the Telemetry extra in HexDocs for the full event reference, payload
details, examples, and caveats.
The library emits these events:
	[:sftpd, :server, :start]
	[:sftpd, :server, :stop]
	[:sftpd, :sftp, operation] for :close, :del_dir, :delete, :get_cwd,
:is_dir, :list_dir, :make_dir, :make_symlink, :open, :position,
:read, :read_file_info, :read_link, :read_link_info, :rename,
:write, and :write_file_info

Every event includes a :duration measurement in native time units.
Read and write events also include a :bytes measurement.
Common metadata:
	SFTP operation events include :backend, :backend_kind, :result, and
:reason when an error reason exists
	:open also includes :path, :requested_modes, :mode, and
:open_timeout
	:close also includes :io_device, :close_timeout, and
:close_shutdown_grace
	:read also includes :io_device and :bytes_requested
	:write also includes :io_device
	path-oriented operations include :path
	:rename includes :src_path and :dst_path
	:position includes :io_device and :offset
	:is_dir uses :directory and :not_directory result values
	server lifecycle events include :backend, :backend_kind, and :result,
plus :port/:max_sessions on start and :server_ref on successful start
or stop


      


      
        Summary


  
    Types
  


    
      
        event_name()

      


    


    
      
        finalize_fun()

      


    


    
      
        measurements()

      


    


    
      
        metadata()

      


    





  
    Functions
  


    
      
        execute(event_name, measurements, metadata)

      


        Execute an event with measurements and metadata.



    


    
      
        span(event_name, metadata, fun, finalize_fun \\ &default_finalize/2)

      


        Measure a function call, emit a telemetry event, and return the original result.



    





      


      
        Types


        


  
    
      
    
    
      event_name()



        
          
        

    

  


  

      

          @type event_name() :: [atom()]


      



  



  
    
      
    
    
      finalize_fun()



        
          
        

    

  


  

      

          @type finalize_fun() :: (term(), integer() -> {measurements(), metadata()})


      



  



  
    
      
    
    
      measurements()



        
          
        

    

  


  

      

          @type measurements() :: map()


      



  



  
    
      
    
    
      metadata()



        
          
        

    

  


  

      

          @type metadata() :: map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      execute(event_name, measurements, metadata)



        
          
        

    

  


  

      

          @spec execute(event_name(), measurements(), metadata()) :: :ok


      


Execute an event with measurements and metadata.

  



    

  
    
      
    
    
      span(event_name, metadata, fun, finalize_fun \\ &default_finalize/2)



        
          
        

    

  


  

      

          @spec span(event_name(), metadata(), (-> term()), finalize_fun()) :: term()


      


Measure a function call, emit a telemetry event, and return the original result.

  


        

      


  

    
Sftpd.Backends.Memory 
    



      
In-memory storage backend for testing and development.
This backend stores all files in memory using an Agent. It's useful for:
	Testing without external dependencies (no S3-compatible service needed)
	Development and experimentation
	As a reference implementation for custom backends

Usage
{:ok, ref} = Sftpd.start_server(
  port: 2222,
  backend: Sftpd.Backends.Memory,
  backend_opts: [],
  auth: {:passwords, [{"user", "pass"}]},
  system_dir: "path/to/ssh_keys"
)
State Structure
The backend maintains a map of paths to file data:
%{
  "path/to/file.txt" => %{content: "...", mtime: ~N[...]},
  "path/to/dir/.keep" => %{content: "", mtime: ~N[...]}
}
Directories are represented by .keep marker files (like S3).
Examples
iex> {:ok, state} = Sftpd.Backends.Memory.init(
...>   files: %{"hello.txt" => %{content: "hi", mtime: ~N[2024-01-01 00:00:00]}}
...> )
iex> Sftpd.Backends.Memory.list_dir(~c"/", state)
{:ok, [~c".", ~c"..", ~c"hello.txt"]}

iex> {:ok, state} = Sftpd.Backends.Memory.init([])
iex> :ok = Sftpd.Backends.Memory.write_file(~c"/notes.txt", "hello", state)
iex> Sftpd.Backends.Memory.read_file(~c"/notes.txt", state)
{:ok, "hello"}
See the Backends and Custom Backends extras in HexDocs for how this
backend fits into the wider package model.

      


      
        Summary


  
    Types
  


    
      
        file_data()

      


        File data stored in memory



    


    
      
        state()

      


        Memory backend state containing the Agent process



    





      


      
        Types


        


  
    
      
    
    
      file_data()



        
          
        

    

  


  

      

          @type file_data() :: %{content: binary(), mtime: NaiveDateTime.t()}


      


File data stored in memory

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{agent: pid()}


      


Memory backend state containing the Agent process

  


        

      


  

    
Sftpd.Backends.S3 
    



      
S3 storage backend for the SFTP server.
This backend supports efficient directory listings and optional streaming read
and write callbacks for large file transfers.
S3 support is optional at the package level. Applications that use this
backend must also depend on :ex_aws, :ex_aws_s3, :hackney,
:sweet_xml, :jason, and :configparser_ex. When those dependencies are
absent, init/1 returns {:error, :missing_s3_dependency}.
See the Backends extra in HexDocs for package-level backend guidance and
Telemetry for the event reference emitted around S3-backed operations.

      


      
        Summary


  
    Types
  


    
      
        prefix()

      


        S3 backend state containing bucket name, optional prefix, and AWS client module



    


    
      
        state()

      


    


    
      
        writer_handle()

      


    





  
    Functions
  


    
      
        init(opts)

      


        Initialize the S3 backend.



    


    
      
        parse_http_date(date_string)

      


        Parse an HTTP date string (RFC 1123 format) into an Erlang datetime tuple.



    





      


      
        Types


        


  
    
      
    
    
      prefix()



        
          
        

    

  


  

      

          @type prefix() :: String.t() | {:session, atom()}


      


S3 backend state containing bucket name, optional prefix, and AWS client module

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{bucket: String.t(), prefix: prefix(), aws_client: module()}


      



  



  
    
      
    
    
      writer_handle()



        
          
        

    

  


  

      

          @type writer_handle() :: %{
  bucket: String.t(),
  key: String.t(),
  upload_id: String.t() | nil,
  next_offset: non_neg_integer(),
  next_part_number: pos_integer(),
  pending_chunks: :queue.queue(binary()),
  pending_size: non_neg_integer(),
  uploaded_parts: [{pos_integer(), binary()}]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      init(opts)



        
          
        

    

  


  

      

          @spec init(keyword()) :: {:ok, state()} | {:error, atom()}


      


Initialize the S3 backend.
Requires the :bucket option. :prefix scopes all object keys under a
prefix, and :aws_client can override the ExAws-compatible request module.
Returns {:error, :missing_bucket} when :bucket is not provided.
Returns {:error, :missing_s3_dependency} when ExAws.S3 is unavailable,
which lets core-only applications compile and handle accidental S3
configuration without adding ExAws.

  



  
    
      
    
    
      parse_http_date(date_string)



        
          
        

    

  


  

      

          @spec parse_http_date(String.t()) :: :calendar.datetime()


      


Parse an HTTP date string (RFC 1123 format) into an Erlang datetime tuple.
Returns the current time if parsing fails.
Examples
iex> Sftpd.Backends.S3.parse_http_date("Sun, 06 Nov 1994 08:49:37 GMT")
{{1994, 11, 6}, {8, 49, 37}}

  


        

      


  

    
Sftpd.FileHandler 
    



      
Generic file handler for Erlang's ssh_sftpd server module.
This module implements the :ssh_sftpd_file_api behaviour and delegates
all storage operations to the configured backend.
Usage
This module is used internally by Sftpd.start_server/1. You typically
don't need to use it directly unless you're customizing the SSH daemon setup.
:ssh_sftpd.subsystem_spec(
  file_handler: {Sftpd.FileHandler, %{backend: MyBackend, backend_state: state}}
)

      


      
        Summary


  
    Types
  


    
      
        io_device()

      


        IO device handle (GenServer pid)



    


    
      
        state()

      


        File handler state containing backend module and its state



    





      


      
        Types


        


  
    
      
    
    
      io_device()



        
          
        

    

  


  

      

          @type io_device() :: pid()


      


IO device handle (GenServer pid)

  



  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: %{
  :backend =>
    module()
    | {:genserver, GenServer.server()}
    | {:genserver, GenServer.server(), keyword()},
  :backend_state => term(),
  optional(:close_timeout) => timeout(),
  optional(:close_shutdown_grace) => non_neg_integer(),
  optional(:open_timeout) => timeout(),
  optional(:session) => map(),
  optional(:cwd) => charlist()
}


      


File handler state containing backend module and its state

  


        

      


  

    
Sftpd.IODevice 
    



      
GenServer that manages SFTP file handles.
Reads use backend range callbacks when available. Writes are persisted to a
local temp file immediately and optionally mirrored to backend streaming
callbacks for lower memory usage on large transfers.

      


      
        Summary


  
    Types
  


    
      
        mode()

      


    


    
      
        read_strategy()

      


    


    
      
        write_strategy()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start(opts)

      


        Start an IODevice process (not linked to caller).
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      mode()



        
          
        

    

  


  

      

          @type mode() :: :read | :write


      



  



  
    
      
    
    
      read_strategy()



        
          
        

    

  


  

      

          @type read_strategy() :: :range | :buffered


      



  



  
    
      
    
    
      write_strategy()



        
          
        

    

  


  

      

          @type write_strategy() :: :legacy | :streaming | :streaming_replay


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      start(opts)



        
          
        

    

  


  

      

          @spec start(map()) :: GenServer.on_start()


      


Start an IODevice process (not linked to caller).
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