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SimpleXml 
    



      
This is a thin wrapper around the saxy library.  It leverages the DOM generated by saxy's
SimpleForm parser and defines some basic operations on the DOM via the XmlNode module.
The main benefit of using saxy's SimpleForm parsing is that it gives us a string presentation of
the XML DOM, without exposing the users of this library with the
atom exhaustion vulernability
of the xmerl library and any parsers based on it.
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        Parses an XML string to return a tuple representing the XML node.
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        Verifies the signature contained within the XML document represented by the given node.  For the
sake of simplicity of implementation, this function expects the following to be true for the given
XML document
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          @type public_key() :: {atom(), any()}
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          @type xml_attribute() :: {String.t(), String.t()}
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          @type xml_node() :: {String.t(), [xml_attribute()], [tuple()]}
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          @spec parse(String.t()) :: {:ok, xml_node()} | {:error, Saxy.ParseError.t()}


      


Parses an XML string to return a tuple representing the XML node.
Examples
Well-formed XMLs are successfully parsed
iex> SimpleXml.parse(~S{<foo attr1="value1" attr2="value2">body</foo>})
{:ok, {"foo", [{"attr1", "value1"}, {"attr2", "value2"}], ["body"]}}
Malformed XMLs result in an error
iex> SimpleXml.parse("<foo")
{:error, %Saxy.ParseError{reason: {:token, :name_start_char}, binary: "<foo", position: 4}}
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          @spec verify(xml_node(), public_key()) :: :ok | {:error, any()}


      


Verifies the signature contained within the XML document represented by the given node.  For the
sake of simplicity of implementation, this function expects the following to be true for the given
XML document:
	Signature conforms to the XMLDSIG-CORE1 spec
	Canonicalization method is XML-ENC-C14N
	InclusiveNamespaces PrefixList is supported [https://www.w3.org/TR/xml-exc-c14n/#def-InclusiveNamespaces-PrefixList]
	Transformation method includes XMLDSIG-enveloped-signature
	Digest method is XMLENC-SHA256 or XMLDSIG-SHA1
	Signature method is XMLDSIG-SHA256 or XMLDSIG-RSA-SHA1

Arguments:
	node: The xml_node corresponding to the document or portion of the document to be verified
	public_key: The key to use for verifying the signature. Value matches the key argument given
  to :pubic_key.verify/4.  Please see document here
  for further details.

Examples
Verifies a valid signature via the given public key
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> SimpleXml.verify(root, public_key)
:ok
Verifies a valid signature that relies on InclusiveNamespaces
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> SimpleXml.verify(root, public_key)
:ok
Verifies a valid signature using namespace without prefix
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> {:ok, assertion_node} = SimpleXml.XmlNode.first_child(root, ~r/.*:?Assertion$/)
iex> SimpleXml.verify(assertion_node, public_key)
:ok
Verifies a valid signature using SHA1
iex> cert_der = ""
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = "PHNhbWxwOlJlc3BvbnNlIHhtbG5zOnNhbWw9InVybjpvYXNpczpuYW1lczp0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\r\nbDpBc3NlcnRpb24+PC9zYW1scDpSZXNwb25zZT4KCg==\r\n"
iex> {:ok, saml_body} = saml_response |> Base.decode64(ignore: :whitespace)
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> {:ok, assertion_node} = SimpleXml.XmlNode.first_child(root, ~r/.*:?Assertion$/)
iex> SimpleXml.verify(assertion_node, public_key)
:ok
Verification fails if the digest doesn't match the expected value
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> SimpleXml.verify(root, public_key)
{:error, :digest_verification_failed}
Verifies a signature when the Signature element inherits its xmlns prefix from the document root
Some identity providers (notably Cisco DUO) declare xmlns:ds once on the
enclosing <*:Response> and let every <ds:Signature> element inherit it
rather than redeclaring it on each Signature. The Signature element below has
no xmlns:ds attribute of its own; verification still succeeds because the
declaration is resolved against the outer node being verified.
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> SimpleXml.verify(root, public_key)
:ok
Verification fails if the signature doesn't match the expected value
iex> cert_der = ~S()
iex> {:ok, cert} = cert_der |> Base.decode64!() |> X509.Certificate.from_der()
iex> public_key = X509.Certificate.public_key(cert)
iex> saml_response = ""
iex> {:ok, saml_body} = saml_response |> Base.decode64()
iex> {:ok, root} = SimpleXml.parse(saml_body)
iex> SimpleXml.verify(root, public_key)
{:error, :signature_verification_failed}

  


        

      


  

    
SimpleXml.XmlNode 
    



      
A simplistic XML node representation that uses the saxy lib, in order to avoid xmerl based
libraries, which have the vulnerability that they create new atoms for each tag within the XML
document.
For simplicity, this module ignores namespaces within the document.
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        attribute(arg, attr_name)

      


        Obtains value for the given attribute.



    


    
      
        canonicalize(node, opts \\ [])

      


        This function attempts to mimic the :xmerl_c14n.c14n() functionality by
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          @spec attribute(xml_node(), String.t()) :: {:ok, String.t()} | {:error, any()}


      


Obtains value for the given attribute.
Examples
Obtains the value for an attribute
iex> {:ok, node} = SimpleXml.parse(~S'<foo a="1" b="2"></foo>')
iex> SimpleXml.XmlNode.attribute(node, "a")
{:ok, "1"}
Returns the first matching attribute it finds
iex> {:ok, node} = SimpleXml.parse(~S'<foo a="1" a="2"></foo>')
iex> SimpleXml.XmlNode.attribute(node, "a")
{:ok, "1"}
Generates an error when the attribute is missing
iex> {:ok, node} = SimpleXml.parse(~S'<foo a="1" b="2"></foo>')
iex> SimpleXml.XmlNode.attribute(node, "c")
{:error, {:attribute_not_found, "c"}}
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          @spec canonicalize(
  xml_node() | [xml_node()] | String.t(),
  keyword()
) :: xml_node() | [xml_node()]


      


This function attempts to mimic the :xmerl_c14n.c14n() functionality by:
	placing namespace attributes first
	sorting attributes alphabetically
	only applying namespaces attributes to nodes where they're first used
	unused named namespace attributes are applied to descendants where they're first used

Ultimately, :xmerl_c14n.c14n() is an implementation of this W3C spec.
Examples
Nodes with no attributes are unaffected
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo><bar>1</bar><bar>2</bar></foo>'
iex> expected_output = ~S'<foo><bar>1</bar><bar>2</bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Attributes are sorted alphabetically, with namespaces appearing first
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns="a" a="1" B="2"><bar xmlns="b" b="1" a="2">1</bar><bar xmlns="c">2</bar></foo>'
iex> expected_output = ~S'<foo xmlns="a" B="2" a="1"><bar xmlns="b" a="2" b="1">1</bar><bar xmlns="c">2</bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Unused named namespaces are dropped
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a"></foo>'
iex> expected_output = ~S'<foo></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Default namespaces are kept
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns="a"></foo>'
iex> expected_output = ~S'<foo xmlns="a"></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Parent named namespace is preserved when it's used by the parent
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="a"><a:bar>1</a:bar></a:foo>'
iex> expected_output = ~S'<a:foo xmlns:a="a"><a:bar>1</a:bar></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Child named namespace is dropped when the parent declares and uses the same namespace
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="a"><a:bar xmlns:a="B">1</a:bar></a:foo>'
iex> expected_output = ~S'<a:foo xmlns:a="a"><a:bar>1</a:bar></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Parent unused named namespaces are applied to namespaced children, but not namespaced grandchildren
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a"><a:bar>1</a:bar><a:bar><a:baz>2</a:baz></a:bar></foo>'
iex> expected_output = ~S'<foo><a:bar xmlns:a="a">1</a:bar><a:bar xmlns:a="a"><a:baz>2</a:baz></a:bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Parent unused named namespace is given precedence to child's named namespace declaration
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a"><a:bar xmlns:a="b">1</a:bar><a:bar>2</a:bar></foo>'
iex> expected_output = ~S'<foo><a:bar xmlns:a="a">1</a:bar><a:bar xmlns:a="a">2</a:bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Attribute namespaces are preserved
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a" a:type="apple"><bar>1</bar></foo>'
iex> expected_output = ~S'<foo xmlns:a="a" a:type="apple"><bar>1</bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Attribute namespaces within namespaced nodes are preserved
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="a" xmlns:b="b" b:type="apple"><bar>1</bar></a:foo>'
iex> expected_output = ~S'<a:foo xmlns:a="a" xmlns:b="b" b:type="apple"><bar>1</bar></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Unused attribute namespaces in the parent are applied to child nodes
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a"><bar a:type="apple">1</bar></foo>'
iex> expected_output = ~S'<foo><bar xmlns:a="a" a:type="apple">1</bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Unused attribute namespaces in the namespaced parent are applied to child nodes
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="a" xmlns:b="b"><bar b:type="apple">1</bar></a:foo>'
iex> expected_output = ~S'<a:foo xmlns:a="a"><bar xmlns:b="b" b:type="apple">1</bar></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Unused attribute namespaces in the namespaced parent are applied to child nodes, but not grandchildren
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="a" xmlns:b="b"><bar b:type="apple"><baz b:type="food">2</baz></bar></a:foo>'
iex> expected_output = ~S'<a:foo xmlns:a="a"><bar xmlns:b="b" b:type="apple"><baz b:type="food">2</baz></bar></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n() |> to_string()
iex> output
xmerl_output
Inclusive namespaces are preserved
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a" xmlns:b="b"><bar b:type="apple"><baz b:type="food">2</baz></bar></foo>'
iex> expected_output = ~S'<foo xmlns:a="a"><bar xmlns:b="b" b:type="apple"><baz b:type="food">2</baz></bar></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> output = XmlNode.canonicalize(root, inclusive_namespaces: ["a"]) |> XmlNode.to_string()
iex> output
expected_output
iex> {doc, _} = input |> :binary.bin_to_list() |> :xmerl_scan.string()
iex> xmerl_output = doc |> :xmerl_c14n.c14n(false, [~c"a"]) |> to_string()
iex> output
xmerl_output
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          @spec children(xml_node()) ::
  {:ok, [String.t() | xml_node()]}
  | {:error, {:no_children_found, [String.t() | xml_node()]}}


      


Returns the children of the given node.  To get a filtered list of children, see children/2.
Examples
Returns all children
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><baz>2</baz></foo>')
iex> SimpleXml.XmlNode.children(node)
{:ok, [{"bar", [], ["1"]}, {"baz", [], ["2"]}]}
Returns an error if the node doesn't contain a child
iex> {:ok, node} = SimpleXml.parse(~S'<foo>bar</foo>')
iex> SimpleXml.XmlNode.children(node)
{:error, {:no_children_found, ["bar"]}}
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          @spec children(xml_node(), String.t() | Regex.t()) :: [xml_node()]


      


Returns all children that match the given child_name filter.  Filtering matches that of
first_child/2.  A string child tag name or a regex can be supplied for filtering.
Examples
Returns all children by a given string name
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><baz>2</baz></foo>')
iex> SimpleXml.XmlNode.children(node, "bar")
[{"bar", [], ["1"]}]
Returns all children by a given Regex
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><baz>2</baz></foo>')
iex> SimpleXml.XmlNode.children(node, ~r/BA/i)
[{"bar", [], ["1"]}, {"baz", [], ["2"]}]
Returns an empty list, if there are no children
iex> {:ok, node} = SimpleXml.parse(~S'<foo>bar</foo>')
iex> SimpleXml.XmlNode.children(node, "bar")
[]
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          @spec drop_children(xml_node(), String.t() | Regex.t()) :: xml_node()


      


Removes all children that match the given name.  Semantics of the child_name parameter follow
those of the first_child/1 function.
Exmaples
All matching children are removed based on a string child name
iex> {:ok, node} = SimpleXml.parse(~S'<ns:foo><xs:bar>1</xs:bar><xs:bar>2</xs:bar></ns:foo>')
iex> SimpleXml.XmlNode.drop_children(node, "*:Bar")
{"ns:foo", [], []}
All matching children are removed based on a Regex child name
iex> {:ok, node} = SimpleXml.parse(~S'<ns:foo><xs:bar>1</xs:bar><xs:BAR>2</xs:BAR></ns:foo>')
iex> SimpleXml.XmlNode.drop_children(node, ~r/bar/)
{"ns:foo", [], [{"xs:BAR", [], ["2"]}]}
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          @spec first_child(xml_node(), String.t() | Regex.t()) ::
  {:ok, xml_node()} | {:error, any()}


      


Obtains the first direct child of the given node with the given string tag name via
case-insensitive match.
Use a *: prefix for the tag name to ignore namespace associated with the tag name.
Alternatively, you can supply a regex to pattern match the child name.  When Regex is supplied the
Regex's case sensitivity is respected.
Examples
Obtains the first child by the given name
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><baz>2</baz></foo>')
iex> SimpleXml.XmlNode.first_child(node, "bar")
{:ok, {"bar", [], ["1"]}}
Returns the first matching node it finds
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><bar>2</bar></foo>')
iex> SimpleXml.XmlNode.first_child(node, "bar")
{:ok, {"bar", [], ["1"]}}
Ignores case when matching tag name
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar><bar>2</bar></foo>')
iex> SimpleXml.XmlNode.first_child(node, "BAR")
{:ok, {"bar", [], ["1"]}}
Wildcard ignores tag namespace
iex> {:ok, node} = SimpleXml.parse(~S'<ns:foo><xs:bar>1</xs:bar><xs:bar>2</xs:bar></ns:foo>')
iex> SimpleXml.XmlNode.first_child(node, "*:Bar")
{:ok, {"xs:bar", [], ["1"]}}
Use Regex to find a child
iex> {:ok, node} = SimpleXml.parse(~S'<ns:foo><xs:bar>1</xs:bar><xs:bar>2</xs:bar></ns:foo>')
iex> SimpleXml.XmlNode.first_child(node, ~r/.*:BAR/i)
{:ok, {"xs:bar", [], ["1"]}}
Generates an error when there's no child with the given name
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar></foo>')
iex> SimpleXml.XmlNode.first_child(node, "baz")
{:error, {:child_not_found, [child_name: "baz", actual_children: [{"bar", [], ["1"]}]]}}
Generates an error when there no children
iex> {:ok, node} = SimpleXml.parse(~S'<foo></foo>')
iex> SimpleXml.XmlNode.first_child(node, "baz")
{:error, {:child_not_found, [child_name: "baz", actual_children: []]}}
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          @spec namespace_attribute(xml_node()) :: {:ok, xml_attribute()} | {:error, any()}


      


Obtains any namespace declaration attribute associated with the given node.
Examples
Returns the default namespace, if it's applicable
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns="a"></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> XmlNode.namespace_attribute(root)
{:ok, {"xmlns", "a"}}
Returns the named namespace, if it's applicable
iex> alias SimpleXml.XmlNode
iex> input = ~S'<a:foo xmlns:a="b"></a:foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> XmlNode.namespace_attribute(root)
{:ok, {"xmlns:a", "b"}}
Returns an error if there's no namespace
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> XmlNode.namespace_attribute(root)
{:error, :namesapce_attribute_not_found}
Returns an error if there's no applicable namespace
iex> alias SimpleXml.XmlNode
iex> input = ~S'<foo xmlns:a="a"></foo>'
iex> {:ok, root} = SimpleXml.parse(input)
iex> XmlNode.namespace_attribute(root)
{:error, :namesapce_attribute_not_found}
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          @spec namespace_attribute?(String.t()) :: boolean()


      


Returns true if the given attribute name is one that's reserved for namespaces; false otherwise.
Examples
Returns true for xmlns
iex> SimpleXml.XmlNode.namespace_attribute?("xmlns")
true
Returns true for xmlns:*
iex> SimpleXml.XmlNode.namespace_attribute?("xmlns:a")
true
Returns false for non-namespace attributes
iex> SimpleXml.XmlNode.namespace_attribute?("foo")
false
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          @spec text(xml_node()) :: {:ok, String.t()} | {:error, any()}


      


Obtains text within the body of a tag.
Examples
Obtains the text contents of a tag
iex> {:ok, node} = SimpleXml.parse(~S'<foo>bar</foo>')
iex> SimpleXml.XmlNode.text(node)
{:ok, "bar"}
Generates an error when the tag contains no text
iex> {:ok, node} = SimpleXml.parse(~S'<foo><bar>1</bar></foo>')
iex> SimpleXml.XmlNode.text(node)
{:error, {:text_not_found, [{"bar", [], ["1"]}]}}
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          @spec to_string(xml_node() | [xml_node()] | [xml_attribute()] | String.t()) ::
  String.t()


      


Exports the given node, its attributes, and its decendents into an XML string.
Examples
XML can be exported to string
iex> input = ~S'<foo>bar</foo>'
iex> {:ok, node} = SimpleXml.parse(input)
iex> SimpleXml.XmlNode.to_string(node) == input
true
Case is preserved for tag names and attributes
iex> input = ~S'<Foo A="1"><BAR>b</BAR></Foo>'
iex> {:ok, node} = SimpleXml.parse(input)
iex> SimpleXml.XmlNode.to_string(node) == input
true
Attribute order is preserved
iex> input = ~S'<foo b="b" a="a"><bar d="d" c="c">1</bar></foo>'
iex> {:ok, node} = SimpleXml.parse(input)
iex> SimpleXml.XmlNode.to_string(node) == input
true
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