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    SpeckEx

A high-performance Elixir library for the Speck block cipher, powered by Rust NIFs.
Provides Speck in three modes: high-level CTR mode encryption, authenticated encryption in the form of Speck-Poly1305 and the primitive block cipher.
This package is in an experimental state. It has not been audited or reviewed, and its backing Rust packages haven't either. The AEAD-mode in particular, combining Speck and Poly1305, is running dangerously close to "rolling your own encryption". Use at your own risk.
[image: License]
Features
	🚀 High Performance: Rust-backed implementation using NIFs for maximum speed
	🔐 Complete: All 10 Speck cipher variants supported
	🎯 Multiple Modes: Low-level block operations, CTR mode, and AEAD (Speck-Poly1305)
	✅ Well Tested: Comprehensive test suite with official test vectors

Supported Variants
	Variant	Block Size	Key Size	CTR/AEAD Mode Support
	speck32_64	32-bit (4 bytes)	64-bit (8 bytes)	⚠️
	speck48_72	48-bit (6 bytes)	72-bit (9 bytes)	❌
	speck48_96	48-bit (6 bytes)	96-bit (12 bytes)	❌
	speck64_96	64-bit (8 bytes)	96-bit (12 bytes)	⚠️
	speck64_128	64-bit (8 bytes)	128-bit (16 bytes)	⚠️
	speck96_96	96-bit (12 bytes)	96-bit (12 bytes)	❌
	speck96_144	96-bit (12 bytes)	144-bit (18 bytes)	❌
	speck128_128	128-bit (16 bytes)	128-bit (16 bytes)	✅
	speck128_192	128-bit (16 bytes)	192-bit (24 bytes)	✅
	speck128_256	128-bit (16 bytes)	256-bit (32 bytes)	✅ (default)

Note: CTR and AEAD modes are only available for variants with standard block sizes (32, 64 and 128 bits) due to Rust ctr crate limitations. All variants support low-level block operations.
Because using 32 and 64 bits variants with CTR and AEAD modes is a very tricky proposition, they are unsupported through the main entrypoint module, and only available through the SpeckEx.CTR and SpeckEx.AEAD modules. You should not use them unless you have an exceedingly good reason to do so and you know what you are doing. You have been warned.
Installation
Add speck_ex to your list of dependencies in mix.exs:
def deps do
  [
    {:speck_ex, "~> 0.1.0"}
  ]
end
Documentation can be found on hexdocs.pm.
Precompiled binaries
SpeckEx includes precompiled NIFs for most common architectures (Linux, macOS, Windows on x86_64, ARM64, etc.). The Rust toolchain is not required for typical installations.
If you're on an unsupported platform, Rustler will automatically compile from source during installation, which requires the Rust toolchain.
Quick Start
High-Level CTR Mode Encryption
# Generate a random key
key = :crypto.strong_rand_bytes(32)    # 256-bit key

# Encrypt data - nonce is automatically generated and returned
plaintext = "Hello, World! This is a secret message."
{nonce, ciphertext} = SpeckEx.crypt(plaintext, key)

# Decrypt data - provide the nonce from encryption
{_nonce, decrypted} = SpeckEx.crypt(ciphertext, key, nonce: nonce)
# => "Hello, World! This is a secret message."

# Or manually provide a nonce (12 bytes)
nonce = :crypto.strong_rand_bytes(12)
{^nonce, ciphertext} = SpeckEx.crypt(plaintext, key, nonce: nonce)
Authenticated Encryption (AEAD)
Speck-Poly1305 provides authenticated encryption, which protects both the confidentiality and integrity of your data.
# Generate a random key
key = :crypto.strong_rand_bytes(32)
aad = "user_id:12345" # Optional associated data (authenticated but not encrypted)

# Encrypt and authenticate - nonce is automatically generated and returned
{nonce, ciphertext, tag} = SpeckEx.aead_encrypt("Secret message", key, aad: aad)

# Verify and decrypt
{:ok, plaintext} = SpeckEx.aead_decrypt(ciphertext, tag, key, nonce, aad: aad)
# => {:ok, "Secret message"}

# Or manually provide a nonce (12 bytes)
nonce = :crypto.strong_rand_bytes(12)
{^nonce, ciphertext, tag} = SpeckEx.aead_encrypt("Secret message", key, nonce: nonce, aad: aad)
Using Different Variants
# Speck128/128 (smaller key)
key = :crypto.strong_rand_bytes(16)
{nonce, ciphertext} = SpeckEx.crypt("Secret data", key, variant: :speck128_128)

# Note: Speck variants with smaller block sizes are not available via the main module.
Advanced Usage: Low-Level Modules
For advanced users who need more control, SpeckEx provides low-level modules:
	SpeckEx.Block - Direct block cipher operations (all variants)
	SpeckEx.CTR - CTR mode for block sizes 32, 64, 128 bits
	SpeckEx.AEAD - AEAD mode for block sizes 32, 64, 128 bits

These modules have no safety guardrails. You must manage nonces correctly (full block size), understand counter space partitioning, and be aware of birthday bounds for smaller block sizes. Use the main SpeckEx module unless you have specific requirements and know what you're doing.
Security Considerations
⚠️ Important Security Notes:
	Read the documentation: You are strongly encouraged to read the comprehensive security guidelines in the SpeckEx module documentation.

	Use the main module: The SpeckEx module provides important safety features including automatic nonce generation, proper counter space partitioning, and limiting access to only 128-bit block variants. Use SpeckEx.CTR, SpeckEx.AEAD, or SpeckEx.Block only if you have specific requirements and understand the risks.

	Encryption limits: Don't encrypt more than 64 GiB with the same nonce. Cycle your key after 4 billion messages to avoid birthday bound issues.

	Speck Cipher Status: Speck is an NSA-designed cipher optimized for performance on constrained devices. While no practical attacks are known, it has received less academic scrutiny than AES. Consider your threat model carefully - the authors themselves recommend AES whenever the available compute resources allow it.


Performance
SpeckEx leverages Rust NIFs for near-native performance. Speck is designed to be one of the fastest software ciphers, particularly on resource-constrained devices.
# AMD Ryzen AI 9 HX 375, Fedora 43

AES 128/256 block dec:            10_388_586 ops/s
AES 128/256 block enc:            10_230_587 ops/s
Speck 64/128 block dec:            9_060_300 ops/s
Speck 128/256 block enc:           8_921_293 ops/s
Speck 64/128 block enc:            8_806_018 ops/s
Speck 128/256 block dec:           8_651_637 ops/s
Blowfish 64/128 block enc:         7_985_090 ops/s
Blowfish 64/128 block dec:         7_628_045 ops/s
Speck 96/144 block enc:            7_482_359 ops/s
Speck 96/144 block dec:            6_736_502 ops/s
Speck 128/256 init + block enc:    3_011_647 ops/s
AES 128/256 init + block enc:      2_823_029 ops/s
AES 128/256 AEAD 1K blocks enc:      648_185 ops/s
AES 128/256 CTR 1K blocks enc:       474_121 ops/s
Speck 128/256 CTR 1K blocks enc:      53_783 ops/s
Blowfish 64/128 init + block enc:     47_983 ops/s
Speck 128/256 AEAD 1K blocks enc:     45_199 ops/s
# Raspberry Pi 4, Raspbian 5 (Bookworm)

Speck 64/128 block enc:           1_152_034 ops/s
Speck 64/128 block dec:           1_139_208 ops/s
Speck 128/256 block dec:          1_133_155 ops/s
Speck 128/256 block enc:          1_092_916 ops/s
Speck 96/144 block enc:           1_086_639 ops/s
Speck 96/144 block dec:           1_044_686 ops/s
Blowfish 64/128 block enc:          889_855 ops/s
Blowfish 64/128 block dec:          865_773 ops/s
AES 128/256 block enc:              687_009 ops/s
AES 128/256 block dec:              604_879 ops/s
Speck 128/256 init + block enc:     329_179 ops/s
AES 128/256 init + block enc:       176_190 ops/s
Blowfish 64/128 init + block enc:    13_246 ops/s
Speck 128/256 CTR 1K blocks enc:      7_894 ops/s
Speck 128/256 AEAD 1K blocks enc:     6_363 ops/s
AES 128/256 CTR 1K blocks enc:        4_950 ops/s
AES 128/256 AEAD 1K blocks enc:       2_918 ops/s
All single thread runs. Run benchmarks with mix run benchmark/speck.exs. Notes:
	The "init + block" runs are :crypto.crypto_one_time/4 equivalents.
	The "block" results are attained after initiation, so :crypto.crypto_update/2 equivalent.
	The "CTR" results represent init + encrypting 16KB.
	The "AEAD" results represent init + encrypting + poly1305 16KB.
	Blowfish is notoriously slow to initialize and it shows.
	If you encrypt many small things with a different key (so you init every time), Speck is particularly quick.
	If you have AES hardware acceleration you should use AES.

License
This project is licensed under the Apache 2.0 License - see the LICENSE file for details.
References
	Speck Cipher Specification
	IACR ePrint Archive: The SIMON and SPECK Families of Lightweight Block Ciphers
	Rust speck-cipher crate
	RustCrypto cipher traits

Contributing
Contributions are welcome! Please feel free to submit a Pull Request. For major changes, please open an issue first to discuss what you would like to change.
Acknowledgments
	Built with Rustler for Elixir-Rust interoperability
	Uses the RustCrypto cipher traits and implementations



  

    LICENSE

                             Apache License
                       Version 2.0, January 2004
                    http://www.apache.org/licenses/
   TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
	Definitions.
"License" shall mean the terms and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this document.
"Licensor" shall mean the copyright owner or entity authorized by
the copyright owner that is granting the License.
"Legal Entity" shall mean the union of the acting entity and all
other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the
direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.
"You" (or "Your") shall mean an individual or Legal Entity
exercising permissions granted by this License.
"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.
"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but
not limited to compiled object code, generated documentation,
and conversions to other media types.
"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).
"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
"Contribution" shall mean any work of authorship, including
the original version of the Work and any modifications or additions
to that Work or Derivative Works thereof, that is intentionally
submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

	Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

	Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work
or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

	Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:
(a) You must give any other recipients of the Work or
Derivative Works a copy of this License; and
(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and
(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,
excluding those notices that do not pertain to any part of
the Derivative Works; and
(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one
of the following places: within a NOTICE text file distributed
as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and
do not modify the License. You may add Your own attribution
notices within Derivative Works that You distribute, alongside
or as an addendum to the NOTICE text from the Work, provided
that such additional attribution notices cannot be construed
as modifying the License.
You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions
for use, reproduction, or distribution of Your modifications, or
for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with
the conditions stated in this License.

	Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of
this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

	Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

	Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions
of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A
PARTICULAR PURPOSE. You are solely responsible for determining the
appropriateness of using or redistributing the Work and assume any
risks associated with Your exercise of permissions under this License.

	Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

	Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.
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A high-performance Elixir library for the Speck block cipher, powered by Rust NIFs.
Provides Speck in three modes: high-level CTR mode encryption, authenticated encryption in the form of Speck-Poly1305 and the primitive block cipher.
This module provides a clean, high-level API that attempts to protect lib users from missteps. Lower-level implementations without these guardrails can be found in SpeckEx.Block (primitive block cipher), SpeckEx.CTR (counter mode) and SpeckEx.AEAD (authenticated encryption using Speck-Poly1305). You should not use these submodules directly unless you know what you are doing.
Experimental code
This package is in an experimental state. It has not been audited or reviewed, and its backing Rust packages haven't either. The AEAD-mode in particular, combining Speck and Poly1305, is running dangerously close to "rolling your own encryption". Use at your own risk.
Supported Variants
The default variant for all operations is :speck128_256 (128-bit block, 256-bit key).
CTR and AEAD modes support variants with 128-bit block sizes:
	:speck128_128 - 128-bit block, 128-bit key
	:speck128_192 - 128-bit block, 192-bit key
	:speck128_256 - 128-bit block, 256-bit key (default)

Usage
# CTR mode encryption
iex> key = :crypto.strong_rand_bytes(32)
iex> {nonce, ciphertext} = SpeckEx.crypt("Hello, World!", key)
iex> {_nonce, plaintext} = SpeckEx.crypt(ciphertext, key, nonce: nonce)
iex> plaintext
"Hello, World!"

# AEAD mode (authenticated encryption)
iex> key = :crypto.strong_rand_bytes(32)
iex> {nonce, ciphertext, tag} = SpeckEx.aead_encrypt("Secret", key, aad: "metadata")
iex> SpeckEx.aead_decrypt(ciphertext, tag, key, nonce, aad: "metadata")
{:ok, "Secret"}
Security guidelines
TL;DR
Use the main SpeckEx module, it securely generates nonces for you and returns them. Don't encrypt more than 64GiB with the same nonce, and cycle the key after 4 billion messages. Avoid the SpeckEx.CTR, SpeckEx.AEAD and SpeckEx.Block modules unless you know what you are doing.
Nonce generation is a particularly tricky business, about which :crypto is not particularly helpful or informative.
The problem: CTR modes, CTR-based modes like AES-GCM, and equivalent streaming ciphers like ChaCha20 and ChaCha20-Poly1305 are all critically vulnerable to nonce reuse, as are Speck CTR and AEAD modes. Nonce reuse leads to complete confidentiality failure, exposing all messages encrypted with the reused nonce.
What is less well known is that it is not just the initial input nonce that must be unique.
In CTR mode, the nonce is treated like a big counter (e.g., 128-bit) that increments for every encrypted block—
and the counter values generated during encryption must also be unique (under the same key).
In ChaCha20, the first 64 bits of its 128-bit nonce are treated as a counter; each "block" is 512 bits.
Tests illustrating all of this can be found on Github.
This implies that if you encrypt 1000 blocks per message, your input nonces must not just be unique,
but must be spaced at least 1000 increments apart to avoid collision.
In general, it is common practice to reserve 32 bits for the counter portion.
With 128-bit block ciphers, this allows encrypting up to 2^32 * 16 bytes (64 GiB) per nonce (in theory).
That's why schemes like AES-GCM require a 96-bit nonce, even though AES uses a 128-bit block.
The remaining 32 bits are reserved for the internal counter (initialized to a specific value).
(GCM mode is actually more complicated, but this captures the key idea.)
Which brings us to :crypto. For :crypto.crypto_one_time_aead/6, it requires 96-bit nonces for AES-GCM and ChaCha20-Poly1305. This provides a somewhat safe default: users only worry about uniqueness of the input nonce; the library manages the internal counter space.
For CTR modes and plain ChaCha20 via :crypto.crypto_one_time/5, however, no such guardrail exists. A full block-sized nonce is required, and it's left to the user to realize that counter space is needed and how to partition it.
This is further complicated by inconsistency: AES-CTR in OTP treats the entire nonce as a big-endian counter (incrementing the rightmost byte first), while ChaCha20 treats only the first 8 bytes as a little-endian 64-bit counter (incrementing the leftmost byte first). That means the counter space for AES-CTR must appended while the counter space for ChaCha20 must be prepended to (for example) a 96-bits nonce.
To round off this rather confusing state of affairs, generating the input nonce itself is left to the user, who hopefully uses :crypto.strong_rand_bytes/1 and is aware of the birthday problem (don't encrypt too much data under the same key with random nonces). Alternatively, users may implement a deterministic counter mechanism, which is notoriously hazardous in distributed systems - exactly the kind Erlang/Elixir deployments are encouraged to be.
So how about SpeckEx?
SpeckEx uses big endian CTR/AEAD modes that treat the entire nonce as a counter, equivalent to AES-CTR in OTP.
It tries to protect the lib user in the same way as :crypto.crypto_one_time_aead/6 does; by requiring 96-bits nonces and managing the 32-bits counter space internally.
However, unlike OTP it also does so for the unauthenticated CTR mode.
Another layer of protection is offered by the fact that smaller block size variants of the cipher (32 and 64 bits) that could be used in CTR/AEAD modes but shouldn't are not accessible through the main module.
Finally, no nonce is required as input by default; it is generated securely internally and returned.
The returned nonce does have to be provided for decryption, naturally.
Because only 128-bits ciphers are used, there's a clear recommendation to avoid birthday bounds: don't encrypt more than 64 GiB with the same nonce, and cycle your key after 4 billion messages.
It is strongly recommended that users stick to the main module.
The SpeckEx.CTR and SpeckEx.AEAD modules offer access to all supported modes (32, 64 and 128 bits block sizes) and have no guardrails; they require a nonce that matches the block size and that's it.
You only need them if you want to use a small block-size cipher or want to divide the nonce and counter space in some other way than the main module.
Needless to say: you are on your own and do so at your own risk.
You should be exceedingly careful, you can't use random nonces for the small ciphers and you should be aware of the birthday bounds of your chosen block size (you can only securely encrypt 4 * 2^16 = 256KB with the 32-bits cipher, for example, insofar as a 32-bits cipher is secure in the first place).
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        aead_variant()

      


        Speck variants supported by AEAD mode (128-bit block sizes).
Naming: speck<block_size>_<key_size>, sizes in bits.
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        Options for CTR mode.



    


    
      
        ctr_variant()

      


        Speck variants supported by CTR mode (128-bit block sizes).
Naming: speck<block_size>_<key_size>, sizes in bits.
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        Key for speck128_128, speck128_192 and speck128_256



    


    
      
        variant_parameters()

      


        Parameters for a variant; {block_size, key_size} in bits.
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        aead_decrypt(ciphertext, tag, key, nonce, opts \\ [])

      


        Verifies the authentication tag and decrypts the ciphertext using AEAD mode.



    


    
      
        aead_encrypt(plaintext, key, opts \\ [])

      


        Encrypts plaintext and computes an authentication tag using AEAD mode.



    


    
      
        crypt(data, key, opts \\ [])

      


        En/decrypts data using CTR mode.



    


    
      
        variants()

      


        Returns a map of all supported Speck variants with their block and key sizes.
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          @type aead_opt() ::
  {:variant, aead_variant()} | {:nonce, <<_::96>>} | {:aad, binary()}


      


Options for AEAD mode.

  



  
    
      
    
    
      aead_variant()



        
          
        

    

  


  

      

          @type aead_variant() :: :speck128_128 | :speck128_192 | :speck128_256


      


Speck variants supported by AEAD mode (128-bit block sizes).
Naming: speck<block_size>_<key_size>, sizes in bits.
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          @type ctr_opt() :: {:variant, ctr_variant()} | {:nonce, <<_::96>>}


      


Options for CTR mode.
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          @type ctr_variant() :: :speck128_128 | :speck128_192 | :speck128_256


      


Speck variants supported by CTR mode (128-bit block sizes).
Naming: speck<block_size>_<key_size>, sizes in bits.
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          @type key() :: <<_::128>> | <<_::192>> | <<_::256>>


      


Key for speck128_128, speck128_192 and speck128_256
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          @type variant_parameters() :: {pos_integer(), pos_integer()}


      


Parameters for a variant; {block_size, key_size} in bits.
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      aead_decrypt(ciphertext, tag, key, nonce, opts \\ [])



        
          
        

    

  


  

      

          @spec aead_decrypt(binary(), <<_::128>>, key(), <<_::96>>, [aead_opt()]) ::
  {:ok, binary()} | {:error, :authentication_failed}


      


Verifies the authentication tag and decrypts the ciphertext using AEAD mode.
Returns {:ok, plaintext} if authentication succeeds, or
{:error, :authentication_failed} if the tag is invalid.
Parameters
	ciphertext - The encrypted data (binary, any length)
	tag - The 16-byte Poly1305 authentication tag
	key - The encryption key (size depends on variant)
	nonce - The 12-byte nonce (must match the one from encryption)
	opts - Keyword list of options:	:aad - Associated authenticated data (must match encryption, defaults to "")
	:variant - The Speck variant to use (default: :speck128_256)



Returns
{:ok, plaintext} or {:error, :authentication_failed}.
Examples
iex> key = :crypto.strong_rand_bytes(32)
iex> {nonce, ciphertext, tag} = SpeckEx.aead_encrypt("Secret", key, aad: "metadata")
iex> SpeckEx.aead_decrypt(ciphertext, tag, key, nonce, aad: "metadata")
{:ok, "Secret"}

  



    

  
    
      
    
    
      aead_encrypt(plaintext, key, opts \\ [])



        
          
        

    

  


  

      

          @spec aead_encrypt(binary(), key(), [aead_opt()]) :: {<<_::96>>, binary(), <<_::128>>}


      


Encrypts plaintext and computes an authentication tag using AEAD mode.
Returns a tuple {nonce, ciphertext, tag} where:
	nonce is the 12-byte nonce (auto-generated or provided)
	ciphertext is the encrypted data (same length as plaintext)
	tag is a 16-byte Poly1305 authentication tag

Parameters
	plaintext - The data to encrypt (binary, any length)
	key - The encryption key (size depends on variant)
	opts - Keyword list of options:	:nonce - The nonce (12 bytes, auto-generated if not provided)
	:aad - Associated authenticated data (binary, any length, defaults to "")
	:variant - The Speck variant to use (default: :speck128_256)



Returns
A tuple {nonce, ciphertext, tag}.
Examples
iex> key = :crypto.strong_rand_bytes(32)
iex> {nonce, ciphertext, tag} = SpeckEx.aead_encrypt("Secret", key, aad: "metadata")
iex> byte_size(nonce) == 12 and is_binary(ciphertext) and byte_size(tag) == 16
true

  



    

  
    
      
    
    
      crypt(data, key, opts \\ [])



        
          
        

    

  


  

      

          @spec crypt(binary(), key(), [ctr_opt()]) :: {<<_::96>>, binary()}


      


En/decrypts data using CTR mode.
There is no difference between the two in CTR mode.
Parameters
	plaintext - The data to en/decrypt (binary of any length)
	key - The encryption key (length must match the variant's key size)
	opts - Keyword list of options:	:nonce - The nonce (12 bytes, auto-generated if not provided, required for decryption)
	:variant - The Speck variant to use (default: :speck128_256)



Returns
A tuple {nonce, ciphertext} or {nonce, plaintext} where:
	nonce is the 12-byte nonce (auto-generated or provided)
	ciphertext/plaintext is the encrypted or decrypted data

Examples
iex> key = :crypto.strong_rand_bytes(32)
iex> {nonce, ciphertext} = SpeckEx.crypt("Hello, World!", key)
iex> byte_size(nonce)
12
iex> {_nonce, plaintext} = SpeckEx.crypt(ciphertext, key, nonce: nonce)
iex> plaintext
"Hello, World!"

iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(12)
iex> {^nonce, ciphertext} = SpeckEx.crypt("Hello, World!", key, nonce: nonce, variant: :speck128_256)
iex> {^nonce, plaintext} = SpeckEx.crypt(ciphertext, key, nonce: nonce, variant: :speck128_256)
iex> plaintext
"Hello, World!"

  



  
    
      
    
    
      variants()



        
          
        

    

  


  

      

          @spec variants() :: %{required(SpeckEx.Block.variant()) => variant_parameters()}


      


Returns a map of all supported Speck variants with their block and key sizes.
Returns
A map where keys are variant atoms and values are tuples of {block_size_bits, key_size_bits}.

  


        

      


  

    
SpeckEx.AEAD 
    



      
Authenticated Encryption with Associated Data (AEAD) using Speck-Poly1305.
This module provides authenticated encryption using Speck in CTR mode combined
with Poly1305 MAC for authentication. This construction provides both
confidentiality and authenticity, protecting against tampering and forgery.
Here be dragons
This is a "no guardrails" implementation module, where nonce generation is your own responsibility. Use the main SpeckEx module unless you know what you are doing. Be sure to read the SpeckEx security guidelines.
Supported Variants
Only Speck variants with 32, 64 and 128-bit block sizes are supported because of limitations of the backing Rust "ctr" crate:
	:speck32_64 - 32-bit block, 64-bit key (4-byte block, 8-byte key)
	:speck64_96 - 64-bit block, 96-bit key (8-byte block, 12-byte key)
	:speck64_128 - 64-bit block, 128-bit key (8-byte block, 16-byte key)
	:speck128_128 - 128-bit block, 128-bit key (16-byte block, 16-byte key)
	:speck128_192 - 128-bit block, 192-bit key (16-byte block, 24-byte key)
	:speck128_256 - 128-bit block, 256-bit key (16-byte block, 32-byte key, default)

Usage
# Generate a random key (32 bytes for default speck128_256)
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> aad = "user_id:12345"
iex> {ciphertext, tag} = SpeckEx.AEAD.encrypt("Secret message", key, nonce, aad)
iex> SpeckEx.AEAD.decrypt(ciphertext, tag, key, nonce, aad)
{:ok, "Secret message"}
Associated Data (AAD)
The associated data parameter allows you to authenticate additional data that
is not encrypted. This is useful for protocol headers, metadata, or any data
that must be authenticated but not kept confidential.
	AAD can be empty ("")
	AAD is not included in the ciphertext
	Modifying AAD will cause authentication to fail

Why Speck-Poly1305
Most authenticated encryption modes are only defined for 128 bits ciphers,
which makes sense because they tend to create a verification tag of the block size of the underlying cipher,
and a 64-bits MAC is too short to be secure.
By using Poly1305, the MAC (or tag) is always 128 bits regardless of the block size of the cipher used to generate the Poly1305 key.
This is somewhat sanctioned, at least, by RFC8439:
There is nothing special about AES here.  One can replace AES with an arbitrary keyed function from an arbitrary set of nonces to 16-byte strings.


      


      
        Summary


  
    Types
  


    
      
        variant()

      


        AEAD mode supports Speck variants with 32, 64 and 128-bit block sizes.



    





  
    Functions
  


    
      
        decrypt(ciphertext, tag, key, nonce, aad, variant \\ :speck128_256)

      


        Verifies the authentication tag and decrypts the ciphertext.



    


    
      
        encrypt(plaintext, key, nonce, aad, variant \\ :speck128_256)

      


        Encrypts plaintext and computes an authentication tag.



    





      


      
        Types


        


  
    
      
    
    
      variant()



        
          
        

    

  


  

      

          @type variant() :: SpeckEx.CTR.variant()


      


AEAD mode supports Speck variants with 32, 64 and 128-bit block sizes.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      decrypt(ciphertext, tag, key, nonce, aad, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec decrypt(binary(), binary(), binary(), binary(), binary(), variant()) ::
  {:ok, binary()} | {:error, :authentication_failed}


      


Verifies the authentication tag and decrypts the ciphertext.
Returns {:ok, plaintext} if authentication succeeds, or
{:error, :authentication_failed} if the tag is invalid.
Parameters
	ciphertext - The encrypted data (binary, any length)
	tag - The 16-byte Poly1305 authentication tag
	key - The encryption key (size depends on variant)
	nonce - The nonce (size depends on variant, must match encryption)
	aad - Associated authenticated data (must match encryption)
	variant - The Speck variant to use (default: :speck128_256)

Examples
# Successful decryption
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> {ciphertext, tag} = SpeckEx.AEAD.encrypt("Hello", key, nonce, "aad")
iex> SpeckEx.AEAD.decrypt(ciphertext, tag, key, nonce, "aad")
{:ok, "Hello"}

# Failed authentication
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> {ciphertext, tag} = SpeckEx.AEAD.encrypt("Hello", key, nonce, "aad")
iex> tampered = <<0>> <> binary_part(ciphertext, 1, byte_size(ciphertext) - 1)
iex> SpeckEx.AEAD.decrypt(tampered, tag, key, nonce, "aad")
{:error, :authentication_failed}

  



    

  
    
      
    
    
      encrypt(plaintext, key, nonce, aad, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec encrypt(binary(), binary(), binary(), binary(), variant()) ::
  {binary(), binary()}


      


Encrypts plaintext and computes an authentication tag.
Returns a tuple {ciphertext, tag} where:
	ciphertext is the encrypted data (same length as plaintext)
	tag is a 16-byte Poly1305 authentication tag

Parameters
	plaintext - The data to encrypt (binary, any length)
	key - The encryption key (size depends on variant)
	nonce - The nonce (size depends on variant, MUST be unique per key)
	aad - Associated authenticated data (binary, any length, can be empty)
	variant - The Speck variant to use (default: :speck128_256)

Examples
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> {ciphertext, tag} = SpeckEx.AEAD.encrypt("Hello", key, nonce, "metadata")
iex> is_binary(ciphertext) and byte_size(tag) == 16
true

  


        

      


  

    
SpeckEx.Block 
    



      
Low-level block cipher primitives for the Speck cipher.
This module provides generic functions that work with any Speck variant.
Here be dragons
This is a "no guardrails" implementation module of limited practical use. It works with single blocks of data and requires a cipher mode to process anything else. Use the main SpeckEx module unless you know what you are doing.
Supported Variants
	:speck32_64 - 32-bit block, 64-bit key (4-byte block, 8-byte key)
	:speck48_72 - 48-bit block, 72-bit key (6-byte block, 9-byte key)
	:speck48_96 - 48-bit block, 96-bit key (6-byte block, 12-byte key)
	:speck64_96 - 64-bit block, 96-bit key (8-byte block, 12-byte key)
	:speck64_128 - 64-bit block, 128-bit key (8-byte block, 16-byte key)
	:speck96_96 - 96-bit block, 96-bit key (12-byte block, 12-byte key)
	:speck96_144 - 96-bit block, 144-bit key (12-byte block, 18-byte key)
	:speck128_128 - 128-bit block, 128-bit key (16-byte block, 16-byte key)
	:speck128_192 - 128-bit block, 192-bit key (16-byte block, 24-byte key)
	:speck128_256 - 128-bit block, 256-bit key (16-byte block, 32-byte key)

Usage
# Initialize cipher
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> is_reference(cipher)
true

# Encrypt a block
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> ciphertext = SpeckEx.Block.encrypt(<<0::128>>, cipher)
iex> is_binary(ciphertext) and byte_size(ciphertext) == 16
true

# Decrypt a block
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> ciphertext = SpeckEx.Block.encrypt(<<0::128>>, cipher)
iex> SpeckEx.Block.decrypt(ciphertext, cipher)
<<0::128>>

      


      
        Summary


  
    Types
  


    
      
        variant()

      


        All supported Speck block cipher variants. Naming: speck<block_size>_<key_size>, sizes in bits.



    





  
    Functions
  


    
      
        decrypt(data, cipher_ref, variant \\ :speck128_256)

      


        Decrypt a single block using the specified variant.



    


    
      
        encrypt(data, cipher_ref, variant \\ :speck128_256)

      


        Encrypt a single block using the specified variant.



    


    
      
        init(key, variant \\ :speck128_256)

      


        Initialize a Speck cipher with the given key and variant.



    





      


      
        Types


        


  
    
      
    
    
      variant()



        
          
        

    

  


  

      

          @type variant() ::
  :speck32_64
  | :speck48_72
  | :speck48_96
  | :speck64_96
  | :speck64_128
  | :speck96_96
  | :speck96_144
  | :speck128_128
  | :speck128_192
  | :speck128_256


      


All supported Speck block cipher variants. Naming: speck<block_size>_<key_size>, sizes in bits.
All variants are supported for low-level block cipher operations. However, only variants
with 32, 64 and 128-bit block sizes are supported for CTR and AEAD modes.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      decrypt(data, cipher_ref, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec decrypt(binary(), reference(), variant()) :: binary()


      


Decrypt a single block using the specified variant.
Parameters
	data - A binary of the correct block size for the variant
	cipher_ref - A cipher reference from init/2
	variant - The Speck variant (must match the cipher_ref's variant, default :speck128_256)

Returns
The decrypted block as a binary.
Examples
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> ciphertext = SpeckEx.Block.encrypt(<<0::128>>, cipher)
iex> SpeckEx.Block.decrypt(ciphertext, cipher)
<<0::128>>

  



    

  
    
      
    
    
      encrypt(data, cipher_ref, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec encrypt(binary(), reference(), variant()) :: binary()


      


Encrypt a single block using the specified variant.
Parameters
	data - A binary of the correct block size for the variant
	cipher_ref - A cipher reference from init/2
	variant - The Speck variant (must match the cipher_ref's variant, default :speck128_256)

Returns
The encrypted block as a binary.
Examples
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> ciphertext = SpeckEx.Block.encrypt(<<0::128>>, cipher)
iex> is_binary(ciphertext) and byte_size(ciphertext) == 16
true

  



    

  
    
      
    
    
      init(key, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec init(binary(), variant()) :: reference()


      


Initialize a Speck cipher with the given key and variant.
Parameters
	key - A binary of the correct size for the variant
	variant - The Speck variant to use (default: :speck128_256)

Returns
A cipher reference resource that can be used for encryption/decryption.
Examples
iex> cipher = SpeckEx.Block.init(:crypto.strong_rand_bytes(32))
iex> is_reference(cipher)
true

  


        

      


  

    
SpeckEx.CTR 
    



      
Counter (CTR) mode encryption using the Speck block cipher.
This module provides stream cipher encryption using Speck in CTR mode,
allowing encryption of data of arbitrary length. CTR mode turns a block
cipher into a stream cipher by encrypting a counter value.
Here be dragons
This is a "no guardrails" implementation module, where nonce generation is your own responsibility. Use the main SpeckEx module unless you know what you are doing. Be sure to read the SpeckEx security guidelines.
Supported Variants
Only Speck variants with 32, 64 and 128-bit block sizes are supported because of limitations of the backing Rust "ctr" crate:
	:speck32_64 - 32-bit block, 64-bit key (4-byte block, 8-byte key)
	:speck64_96 - 64-bit block, 96-bit key (8-byte block, 12-byte key)
	:speck64_128 - 64-bit block, 128-bit key (8-byte block, 16-byte key)
	:speck128_128 - 128-bit block, 128-bit key (16-byte block, 16-byte key)
	:speck128_192 - 128-bit block, 192-bit key (16-byte block, 24-byte key)
	:speck128_256 - 128-bit block, 256-bit key (16-byte block, 32-byte key, default)

Usage
# Generate a random key (32 bytes for default speck128_256)
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> ciphertext = SpeckEx.CTR.crypt("Secret message", key, nonce)
iex> SpeckEx.CTR.crypt(ciphertext, key, nonce)
"Secret message"

      


      
        Summary


  
    Types
  


    
      
        variant()

      


        Speck variants with 32, 64 and 128-bit block sizes, supported by CTR and AEAD modes.



    





  
    Functions
  


    
      
        crypt(data, key, nonce, variant \\ :speck128_256)

      


        En/decrypt using CTR mode.
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      variant()



        
          
        

    

  


  

      

          @type variant() ::
  :speck32_64
  | :speck64_96
  | :speck64_128
  | :speck128_128
  | :speck128_192
  | :speck128_256


      


Speck variants with 32, 64 and 128-bit block sizes, supported by CTR and AEAD modes.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      crypt(data, key, nonce, variant \\ :speck128_256)



        
          
        

    

  


  

      

          @spec crypt(binary(), binary(), binary(), variant()) :: binary()


      


En/decrypt using CTR mode.
Parameters
	data - The data to en/decrypt (binary, any length)
	key - The encryption key (size depends on variant)
	nonce - The initialization vector (size depends on variant, MUST be unique per key)
	variant - The Speck variant to use (default: :speck128_256)

Returns
The encrypted ciphertext or decrypted plaintext as a binary (same length as data).
Examples
iex> key = :crypto.strong_rand_bytes(32)
iex> nonce = :crypto.strong_rand_bytes(16)
iex> ciphertext = SpeckEx.CTR.crypt("Hello, World!", key, nonce)
iex> is_binary(ciphertext) and byte_size(ciphertext) == byte_size("Hello, World!")
true
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