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TelegramMiniappValidation
    

A library for validating Telegram Mini App initialization data in Elixir.

  
    
  
  Installation


The package can be installed by adding telegram_miniapp_validation to your list of dependencies in mix.exs:
def deps do
  [
    {:telegram_miniapp_validation, "~> 0.1.0"},
    {:jason, "~> 1.4"} # Required for parsing JSON user data
  ]
end

  
    
  
  Usage


This library provides functionality to validate the initialization data received from Telegram Mini Apps. The validation process ensures that the data was indeed sent by Telegram and hasn't been tampered with.

  
    
  
  Basic Usage


alias TelegramMiniappValidation, as: Validator

# The init_data is the raw query string received from the Telegram Mini App
init_data = "query_id=AAHdF6IQAAAAAN0XohDhrOrc&user=%7B%22id%22%3A279058397%7D&auth_date=1662771648&hash=c501b71e775f74ce10e377dea85a7ea24ecd640b223ea86dfe453e0eaed2e2b2"

# Your Telegram Bot token
bot_token = "YOUR_BOT_TOKEN"

# Validate the init data
case Validator.validate(init_data, bot_token) do
  {:ok, data} ->
    # The data is valid, you can now use it
    IO.inspect(data)
    
  {:error, reason} ->
    # The data is invalid
    IO.puts("Validation failed: #{reason}")
end

  
    
  
  Customizing Validation


You can customize the validation by specifying the maximum age of the auth_date parameter:
# Set the maximum age to 1 hour (3600 seconds)
case Validator.validate(init_data, bot_token, 3600) do
  {:ok, data} ->
    # The data is valid and not older than 1 hour
    IO.inspect(data)
    
  {:error, reason} ->
    # The data is invalid or too old
    IO.puts("Validation failed: #{reason}")
end

  
    
  
  Additional Functions


The library also provides these public functions that can be used individually:
# Parse the initialization data and extract the hash
{:ok, {data_map, hash}} = Validator.parse_and_extract_hash(init_data)

# Validate just the auth_date (86400 seconds = 24 hours)
:ok = Validator.validate_auth_date(data_map, 86400)

# Validate just the hash
true = Validator.valid_hash?(init_data, hash, bot_token)

  
    
  
  Validation Process


The validation process follows these steps:
	Parse the query string into key-value pairs
	Extract the hash value and remove it from the pairs
	Sort the remaining pairs alphabetically
	Create a data check string by joining the pairs with newlines
	Create an HMAC-SHA256 signature of the bot token using "WebAppData" as the key
	Create an HMAC-SHA256 signature of the data check string using the result from step 5 as the key
	Compare the calculated hash with the provided hash

This implementation follows the official Telegram Mini Apps documentation: Validating Init Data.

  
    
  
  Examples


For more comprehensive examples, see the examples/validate_init_data.exs file in the repository.
If you want to have a simple function for validating the hash check out examples/validator.ex file in the repository

  
    
  
  License


This project is licensed under the MIT License - see the LICENSE file for details.


  

    
LICENSE
    


MIT License

Copyright (c) 2024 telegram_miniapp_validation

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
TelegramMiniappValidation 
    



      
Provides functionality to validate Telegram Mini App initialization data.
This module implements the validation algorithm described in the Telegram Mini Apps documentation:
https://docs.telegram-mini-apps.com/platform/init-data#validating

      


      
        Summary


  
    Functions
  


    
      
        parse_and_extract_hash(init_data)

      


        Parses the initialization data and extracts the hash value.



    


    
      
        valid_hash?(init_data, hash, bot_token)

      


        Checks if the provided hash is valid for the given data and bot token.



    


    
      
        validate(init_data, bot_token, max_age_seconds \\ 86400)

      


        Validates the initialization data from a Telegram Mini App.



    


    
      
        validate_auth_date(data_map, max_age_seconds)

      


        Validates the auth_date parameter to ensure it's not too old.



    





      


      
        Functions

        


  
    
      
    
    
      parse_and_extract_hash(init_data)



        
          
        

    

  


  

      

          @spec parse_and_extract_hash(String.t()) ::
  {:ok, {map(), String.t()}} | {:error, String.t()}


      


Parses the initialization data and extracts the hash value.

  
    
  
  Parameters


	init_data: The raw initialization data string from the Telegram Mini App


  
    
  
  Returns


	{:ok, {data_map, hash}}: If parsing is successful, returns the data map and hash
	{:error, reason}: If parsing fails, returns the reason for failure


  



  
    
      
    
    
      valid_hash?(init_data, hash, bot_token)



        
          
        

    

  


  

      

          @spec valid_hash?(map(), String.t(), String.t()) :: boolean()


      


Checks if the provided hash is valid for the given data and bot token.

  
    
  
  Parameters


	data_map: The parsed data map
	hash: The hash value to validate
	bot_token: The Telegram Bot token used to sign the data


  
    
  
  Returns


	true: If the hash is valid
	false: If the hash is invalid


  



    

  
    
      
    
    
      validate(init_data, bot_token, max_age_seconds \\ 86400)



        
          
        

    

  


  

      

          @spec validate(String.t(), String.t(), non_neg_integer()) ::
  {:ok, map()} | {:error, String.t()}


      


Validates the initialization data from a Telegram Mini App.
The validation process follows these steps:
	Parse the query string into key-value pairs
	Extract the hash value and remove it from the pairs
	Sort the remaining pairs alphabetically
	Create a data check string by joining the pairs with newlines
	Create an HMAC-SHA256 signature of the bot token using "WebAppData" as the key
	Create an HMAC-SHA256 signature of the data check string using the result from step 5 as the key
	Compare the calculated hash with the provided hash


  
    
  
  Parameters


	init_data: The raw initialization data string from the Telegram Mini App
	bot_token: The Telegram Bot token used to sign the data
	max_age_seconds: Optional maximum age in seconds for the auth_date parameter (default: 86400 - 24 hours)


  
    
  
  Returns


	{:ok, parsed_data}: If validation is successful, returns the parsed data as a map
	{:error, reason}: If validation fails, returns the reason for failure


  
    
  
  Examples


This example shows the structure of the returned data, but in a real scenario,
you would need to use a valid hash and bot token:
# Using 0 for max_age_seconds to skip auth_date validation in this example
iex> init_data = "query_id=AAHdF6IQAAAAAN0XohDhrOrc&user=%7B%22id%22%3A279058397%7D&auth_date=1662771648&hash=mock_hash"
iex> TelegramMiniappValidation.parse_and_extract_hash(init_data)
{:ok, {%{"auth_date" => "1662771648", "query_id" => "AAHdF6IQAAAAAN0XohDhrOrc", "user" => %{"id" => 279058397}}, "mock_hash"}}

  



  
    
      
    
    
      validate_auth_date(data_map, max_age_seconds)



        
          
        

    

  


  

      

          @spec validate_auth_date(map(), non_neg_integer()) :: :ok | {:error, String.t()}


      


Validates the auth_date parameter to ensure it's not too old.

  
    
  
  Parameters


	data_map: The parsed data map
	max_age_seconds: Maximum age in seconds for the auth_date parameter


  
    
  
  Returns


	:ok: If the auth_date is valid
	{:error, reason}: If the auth_date is invalid or missing
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