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    Traceroute

A (partial) Traceroute re-implementation in Elixir.
Simply start the project with iex -S mix and run a trace:
iex> Traceroute.run("google.com", protocol: :udp, ip_protocol: :ipv4, probes: 3)
1  --redacted-- (--redacted--) 11.235ms  6.939ms  9.518ms
2  192.0.0.1 (192.0.0.1) 11.847ms  12.264ms  13.771ms
3  --redacted-- (--redacted--) 12.738ms  12.677ms  13.035ms
4  fra1901aihb001.versatel.de (62.214.42.58) 14.249ms  16.758ms
   89.246.109.249 (89.246.109.249) 21.941ms
5  72.14.217.70 (72.14.217.70) 21.549ms  20.049ms
6  192.178.109.235 (192.178.109.235) 46.902ms  18.17ms  30.988ms
7  142.250.225.76 (142.250.225.76) 98.751ms
   142.251.64.184 (142.251.64.184) 107.648ms
   142.251.241.75 (142.251.241.75) 18.124ms
8  lcfraa-bt-in-f14.1e100.net (142.251.140.174) 16.132ms  16.391ms

For comparison, here's the output from traceroute:
$ traceroute -P udp -w 1 google.com
traceroute to google.com (142.251.140.174), 64 hops max, 40 byte packets
 1  --redacted-- (--redacted--)  3.647 ms  3.184 ms  2.751 ms
 2  192.0.0.1 (192.0.0.1)  8.222 ms  8.685 ms  8.126 ms
 3  --redacted-- (--redacted--)  10.286 ms  9.180 ms  8.877 ms
 4  fra1901aihb001.versatel.de (62.214.42.58)  14.209 ms
    89.246.109.249 (89.246.109.249)  15.354 ms  15.556 ms
 5  72.14.217.70 (72.14.217.70)  16.226 ms *  18.405 ms
 6  192.178.109.153 (192.178.109.153)  17.366 ms *
    192.178.109.235 (192.178.109.235)  19.176 ms
 7  142.251.241.75 (142.251.241.75)  17.459 ms  16.791 ms
    142.251.241.77 (142.251.241.77)  15.151 ms
 8  142.251.241.75 (142.251.241.75)  15.695 ms  16.032 ms  18.588 ms
 9  lcfraa-bt-in-f14.1e100.net (142.251.140.174)  14.811 ms
    108.170.236.249 (108.170.236.249)  17.687 ms *

Features
	Sends probes as ICMP, UDP, and TCP packets
	Supports IPv4 and IPv6 (use ip_protocol: :ipv6)
	Sends multiple probes in parallel with request staggering
	Automatically resolves hostnames for each hop's IP address
	Returns all the data in a structured format

Configurable Options
	protocol - Choose between :icmp, :udp, or :tcp (default: :udp)
	ip_protocol - Choose between :ipv4 or :ipv6 (default: :ipv4)
	max_hops - Maximum number of hops before aborting (default: 20)
	max_retries - Retry count per hop before moving on (default: 3)
	timeout - Response timeout in seconds (default: 1)
	probes - Number of parallel probes per TTL (default: 3)
	print_output - Toggle console output (default: true)

Caveats and Considerations
	This library is untested on Windows. Please report any issues for investigation.
	You may need to run as sudo depending on your OS. MacOS can run ICMP, UDP, and TCP without root for IPv4, but IPv6 requires root permissions for ICMP packets. Linux always requires root permissions because we need to run one raw socket for sending and receiving the ICMP packets. Generally, if you get :eperm errors, use sudo.
	Running many parallel probes can cause performance issues since each ICMP socket receives (but filters) all ICMP replies. Contact me if this affects you. I have a potential fix which is not yet implemented.

Testing IPv6 using WireGuard
Not every routers have IPv6-support, so if you run a traceroute with ip_protocol: :ipv6 and receive the {:error, :ehostunreach} error, try the following:
	Install wireguard (e.g. brew install wireguard-tools)
	Sign up for an IPv6 Tunnel (e.g. route64.org)
	Create a Tunnelbroker by going to: 	IPv6 Tunnelbroker
	Add Tunnelbroker (under List tunnelbrokers)
	Select a region close to you. Select Wireguard.
	Add your home IP (as shown on e.g. ip.me) into Remote Endpoint
	Click Create Tunnelbroker


	Navigate back to List Tunnelbroker and click on the Example Config action button next to your newly created tunnelbroker.
	Copy the config (starting with [Interface]) to a local w0.conf file.
	Enable WireGuard through wg-quick up w0.conf
	Now, you should be able to run traceroutes through IPv6!
	To disable WireGuard again, run wg-quick down w0.conf

Useful traceroute commands to run comparisons
IPv4
# Use 1s timeout and the ICMP protocol
traceroute -w 1 -P ICMP fly.io
# Use 1s timeout and the UDP protocol
traceroute -w 1 -P UDP fly.io
# Use 1s timeout and the TCP protocol
# First try without `sudo` but you most likely need elevated permissions
sudo traceroute -w 1 -P tcp google.com

IPv6
# Use 1s timout and the ICMP protocol
traceroute6 -I -w 1 google.com
# Use 1s timeout and the UDP protocol
traceroute6 -U -w 1 google.com
# Use 1s timeout and the TCP protocol (might need sudo permissions)
traceroute6 -T -w 1 google.com

TODOs
	[ ] Support incrementing UDP ports with every probe/retry



  

    CHANGELOG

[0.2.3] - 2026-01-11
	Use raw ICMP sockets on Linux because Linux does not send all ICMP packets to all open ICMP datagram sockets like macOS does.

[0.2.2] - 2026-01-09
	Fix IPv6 protocol selection on Linux. It had :"IPV6-ICMP" hard-coded, but that's macOS only.

[0.2.1] - 2025-12-31
	Fix a race condition in ICMPConn where the connection could terminate prematurely. This occurred when the last registered process terminated while another process was in the middle of registering (between calling ICMPConn.get_or_start_conn/1 and ICMPConn.register/4).

[0.2.0] - 2025-12-31
	Completely rewrite how ICMP packets are received. 	Previously, every probe would start its own ICMP socket and ignore packets that were meant for other ICMP sockets based on the identifier of the received packet. However, not all ICMP sockets received all packets, so Traceroute would return many more TimeExceeded responses than it should. Now, we start only a single ICMP socket (one for IPv4 and one for IPv6) upon request and receive and send all packets through that singleton socket.


	Fix DestinationReached probe count. 	We previously ignored probes that did not receive a "destination reached" response but had the same TTL as probes that did. We now include such probes in the response because although they didn't receive the correct ICMP response, they most likely still reached the destination.



[0.1.2] - 2025-12-31
	Add min_ttl option to start the traceroute at a higher time-to-live than 1, which makes it easier to skip the first hops (e.g. your local router)
	Return Probe.source_domain as string instead of charlist.

[0.1.1] - 2025-12-15
	Return {:error, :nxdoamain} if domain cannot be parsed into an IP
	If an IP-tuple is provided, auto-select the correct ip_protocol: :ipv4|:ipv6
	Add instructions for setting up an IPv6 tunnel

[0.1.0] - 2025-12-06
	Initial release
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Performs a traceroute request to a given domain.

      


      
        Summary


  
    Functions
  


    
      
        run(domain_or_ip, opts \\ [])

      


        Run a traceroute on a given domain.
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          @spec run(
  String.t() | tuple(),
  keyword()
) ::
  {:ok, Traceroute.Result.trace()}
  | {:error, :max_hops_exceeded, Traceroute.Result.trace()}


      


Run a traceroute on a given domain.
(Default) Options
	protocol: :icmp|:udp|:tcp (default :udp). Which protocol to use for sending the pings.
	max_hops: 20. After how many hops traceroute should abort.
	max_retries: 3. How often to retry each hop before moving to the next hop.
	min_ttl: 1. Which Time-to-live value to start with.
	timeout: 1. How long to wait for a response in seconds.
	print_output: true. Whether to print the output to STDOUT or not.
	ip_protocol: :ipv4|:ipv6. Whether to trace a domain over IPv4 or IPv6. Ignored if an IP-tuple is provided.
	probes: 3. Number of probes to send in parallel for each TTL.

Returns
	{:ok, trace} if destination is reached, where trace is a list of Result.t().
	{:error, :max_hops_exceeded, trace} if max hops are exceeded.


  


        

      


  

    
Traceroute.Ping 
    



      
Sends a Ping request to a domain and returns the request time and response data.

      


      
        Summary


  
    Functions
  


    
      
        run(domain_or_ip, opts)

      


        Send a Ping request to a given domain.
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Send a Ping request to a given domain.
Returns {:ok, result} where result is one of:
	%Probe{} - An intermediate router responded
	%DestinationReached{} - The destination was reached

Or {:error, reason} on failure.

  


        

      


  

    
Traceroute.Protocols.ICMP 
    



      
Implements the encoding and decoding of ICMP and ICMPv6 packets.
See: https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol
See: https://en.wikipedia.org/wiki/ICMPv6
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        checksum(data)

      


    


    
      
        decode_datagram(payload, ip_protocol)

      


        Decodes an IPv4 or IPv6 ICMP datagram and its reply packet.



    


    
      
        encode_datagram(type, code, id, sequence, payload)

      


        Encodes an ICMP datagram which consists of a header and data section.
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          @type reply() ::
  Traceroute.Protocols.ICMP.EchoReply.t()
  | Traceroute.Protocols.ICMP.TimeExceeded.t()
  | Traceroute.Protocols.ICMP.DestinationUnreachable.t()
  | Traceroute.Protocols.ICMP.Unparsed.t()


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Traceroute.Protocols.ICMP{
  checksum: binary(),
  code: non_neg_integer(),
  reply: reply(),
  type: non_neg_integer()
}
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          @spec checksum(binary()) :: binary()
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          @spec decode_datagram(binary(), atom()) :: t()


      


Decodes an IPv4 or IPv6 ICMP datagram and its reply packet.

  



  
    
      
    
    
      encode_datagram(type, code, id, sequence, payload)



        
          
        

    

  


  

      

          @spec encode_datagram(
  type :: non_neg_integer(),
  code :: non_neg_integer(),
  id :: non_neg_integer(),
  sequence :: non_neg_integer(),
  payload :: binary()
) :: binary()


      


Encodes an ICMP datagram which consists of a header and data section.
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|      Type     |      Code     |           Checksum          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     Rest of Header - Varies based on ICMP type and code     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                             Data                            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

  


        

      


  

    
Traceroute.Protocols.ICMP.DestinationUnreachable 
    



      
Represents an ICMP Destination Unreachable message (Type 3).
This message is returned when a packet cannot be delivered to its destination.
In traceroute, a "Port Unreachable" (code 3) indicates the packet has reached
the destination server but the target port is not open - which is the expected
behavior signaling the end of the route.
See: https://en.wikipedia.org/wiki/Internet_Control_Message_Protocol#Destination_unreachable
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          @type protocol() :: :icmp | :tcp | :udp
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          @type t() :: %Traceroute.Protocols.ICMP.DestinationUnreachable{
  data: map() | binary(),
  protocol: protocol()
}


      



  


        

      


  

    
Traceroute.Protocols.ICMP.EchoReply 
    



      
Represents an ICMP Echo Reply message (type 0, code 0).
This is the response to an Echo Request (ping), indicating that
the destination host is reachable and responding.
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        parse(payload)

      


        Parses an Echo Reply from the ICMP payload.
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          @type t() :: %Traceroute.Protocols.ICMP.EchoReply{
  data: binary(),
  identifier: non_neg_integer(),
  sequence: non_neg_integer()
}
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          @spec parse(binary()) :: t()


      


Parses an Echo Reply from the ICMP payload.

  


        

      


  

    
Traceroute.Protocols.ICMP.RequestDatagram 
    



      
Represents the original ICMP request datagram embedded in ICMP error responses.
When a router or destination sends back an ICMP error (like Time Exceeded or
Destination Unreachable), it includes the header and first bytes of the original
packet that triggered the error. This struct captures that data for correlation.
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    Functions
  


    
      
        parse(data)

      


        Parses the original request datagram from an ICMP error response payload.
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          @type t() :: %Traceroute.Protocols.ICMP.RequestDatagram{
  checksum: binary(),
  code: non_neg_integer(),
  id: non_neg_integer(),
  rest: binary(),
  sequence: non_neg_integer(),
  type: non_neg_integer()
}
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          @spec parse(binary()) :: t()


      


Parses the original request datagram from an ICMP error response payload.

  


        

      


  

    
Traceroute.Protocols.ICMP.TimeExceeded 
    



      
Represents an ICMP Time Exceeded message (Type 11).
This message is sent by a router when a packet's TTL reaches zero,
which is the core mechanism that makes traceroute work.
Fields
	:protocol - The protocol of the original packet (:icmp, :tcp, or :udp)
	:request_datagram - The original datagram/header that triggered this response.
The type depends on the protocol:	:icmp -> RequestDatagram.t()
	:udp -> UDP.Datagram.t()
	:tcp -> TCP.Header.t()



Codes
	Code 0: TTL expired in transit
	Code 1: Fragment reassembly time exceeded
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          @type t() :: %Traceroute.Protocols.ICMP.TimeExceeded{
  protocol: :icmp | :tcp | :udp | non_neg_integer(),
  request_datagram:
    Traceroute.Protocols.ICMP.RequestDatagram.t()
    | Traceroute.Protocols.UDP.Datagram.t()
    | Traceroute.Protocols.TCP.Header.t()
    | binary()
}


      



  


        

      


  

    
Traceroute.Protocols.ICMP.Unparsed 
    



      
Represents an unparsed or unhandled ICMP message.
This struct is returned when the ICMP type/code combination
is not explicitly handled by the parser.
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          @type t() :: %Traceroute.Protocols.ICMP.Unparsed{
  code: non_neg_integer() | nil,
  payload: binary(),
  type: non_neg_integer() | nil
}
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Implements decoding IPv4 Headers.
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        split_header(packet)

      


        Splits a packet into IPv4 Header and Payload.
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Splits a packet into IPv4 Header and Payload.
The IPv4 header of the ICMP response packet looks like this:
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version|  IHL  |Type of Service|          Total Length       |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Identification       |Flags|     Fragment Offset   |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| Time to Live  |   Protocol    |    Header Checksum          |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                         Source Address                      |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      Destination Address                    |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                      (Optional options)                     |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|     Type      |   Code        |         Checksum            |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
IHL: Internet Header Length
See: https://en.wikipedia.org/wiki/IPv4#Header

  


        

      


  

    
Traceroute.Protocols.IPv4.Header 
    



      
Represents an IPv4 header.
See: https://en.wikipedia.org/wiki/IPv4#Header

      




  

    
Traceroute.Protocols.IPv6 
    



      
Implements decoding IPv6 Headers.
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        split_header(packet, source \\ nil)

      


        Parses an IPv6 packet and separates the header from the payload.
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      split_header(packet, source \\ nil)



        
          
        

    

  


  

Parses an IPv6 packet and separates the header from the payload.
When receiving from an ICMPv6 DGRAM socket, the kernel strips the IPv6 header
and delivers only the ICMPv6 payload. In this case, the packet will NOT start
with version 6, so we return a minimal header struct and treat the entire
packet as payload.
When receiving a full IPv6 packet (e.g., from a raw socket), we parse the
complete header.
Parameters
	packet - The raw packet data
	source - Optional source address map from socket's recvfrom result (e.g., %{addr: {ipv6_tuple}, ...})


  


        

      


  

    
Traceroute.Protocols.IPv6.Header 
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        %Traceroute.Protocols.IPv6.Header{}

      


        Represents an IPv6 header.
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      %Traceroute.Protocols.IPv6.Header{}


        (struct)


        
          
        

    

  


  

Represents an IPv6 header.
See: https://en.wikipedia.org/wiki/IPv6_packet#Fixed_header

  


        

      


  

    
Traceroute.Protocols.TCP 
    



      
Parses TCP header for extracting information from ICMP error responses.
When an ICMP error (Time Exceeded, Destination Unreachable) is received,
it contains the first 8 bytes of the original TCP header, which includes
the source and destination ports needed for request correlation.
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        parse_header(data)

      


        Parses the first 8 bytes of a TCP header.
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          @spec parse_header(binary()) :: Traceroute.Protocols.TCP.Header.t()


      


Parses the first 8 bytes of a TCP header.
This is sufficient for extracting the source port, destination port,
and sequence number from ICMP error responses.
TCP Header Structure (first 8 bytes):
0                   1                   2                   3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|          Source Port          |       Destination Port        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                        Sequence Number                        |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

  


        

      


  

    
Traceroute.Protocols.TCP.Header 
    



      
Represents a parsed TCP header (first 8 bytes).
In ICMP error responses, only the first 8 bytes of the original packet
are guaranteed to be included, which contains:
	Source Port (2 bytes)
	Destination Port (2 bytes)
	Sequence Number (4 bytes)

See: https://en.wikipedia.org/wiki/Transmission_Control_Protocol#TCP_segment_structure
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          @type t() :: %Traceroute.Protocols.TCP.Header{
  dest_port: non_neg_integer(),
  sequence_number: non_neg_integer(),
  source_port: non_neg_integer()
}
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Decodes a UDP datagram.
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        parse_datagram(data)

      


        Parses a UDP datagram.
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          @spec parse_datagram(binary()) :: Traceroute.Protocols.UDP.Datagram.t()


      


Parses a UDP datagram.
See: https://en.wikipedia.org/wiki/User_Datagram_Protocol#UDP_datagram_structure

  


        

      


  

    
Traceroute.Protocols.UDP.Datagram 
    



      
Represents a parsed UDP datagram.
See: https://en.wikipedia.org/wiki/User_Datagram_Protocol#UDP_datagram_structure
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          @type t() :: %Traceroute.Protocols.UDP.Datagram{
  checksum: non_neg_integer(),
  data: binary(),
  dest_port: non_neg_integer(),
  length: non_neg_integer(),
  source_port: non_neg_integer()
}


      



  


        

      


  

    
Traceroute.Result.DestinationReached 
    



      
Represents a successful traceroute result where the destination was reached.
This result is returned when:
	An ICMP Echo Reply is received from the target IP
	An ICMP Destination Unreachable (Port Unreachable) is received for UDP probes
	A TCP connection is established or reset by the target

When multiple probes are sent in parallel, they are collected into a single
DestinationReached result with all probes listed.
Fields
	:ttl - The TTL value at which the destination was reached (hop count)
	:probes - List of individual probe results for this destination
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        t()

      


    





  
    Functions
  


    
      
        new(ttl, probe_or_probes)

      


        Creates a new DestinationReached result from a TTL and a single probe or list of probes.



    


    
      
        source_addr(destination_reached)

      


        Returns the source address from the first probe, or nil if no probes.
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          @type t() :: %Traceroute.Result.DestinationReached{
  probes: [Traceroute.Result.Probe.t()],
  ttl: pos_integer()
}
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          @spec new(pos_integer(), Traceroute.Result.Probe.t() | [Traceroute.Result.Probe.t()]) ::
  t()


      


Creates a new DestinationReached result from a TTL and a single probe or list of probes.
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          @spec source_addr(t()) :: :inet.ip4_address() | nil


      


Returns the source address from the first probe, or nil if no probes.

  


        

      


  

    
Traceroute.Result.Error 
    



      
Represents a hop that returned an error during traceroute.
This struct captures errors other than timeouts, such as network
unreachable, host unreachable, or other ICMP error responses.
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        new(ttl, reason)

      


        Creates a new Error result.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Traceroute.Result.Error{reason: atom() | term(), ttl: pos_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(ttl, reason)



        
          
        

    

  


  

      

          @spec new(pos_integer(), atom() | term()) :: t()


      


Creates a new Error result.

  


        

      


  

    
Traceroute.Result.Hop 
    



      
Represents a hop in a traceroute, containing one or more probe results.
A hop groups all probe responses for a given TTL value. When multiple
probes are sent in parallel, they are collected into a single hop.
Fields
	:ttl - The TTL value used for this hop (hop number)
	:probes - List of probe results for this hop


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(ttl, probe_or_probes)

      


        Creates a new Hop from a TTL and a single probe or list of probes.



    


    
      
        source_addr(hop)

      


        Returns the source address from the first probe, or nil if no probes.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Traceroute.Result.Hop{
  probes: [Traceroute.Result.Probe.t()],
  ttl: pos_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(ttl, probe_or_probes)



        
          
        

    

  


  

      

          @spec new(pos_integer(), Traceroute.Result.Probe.t() | [Traceroute.Result.Probe.t()]) ::
  t()


      


Creates a new Hop from a TTL and a single probe or list of probes.

  



  
    
      
    
    
      source_addr(hop)



        
          
        

    

  


  

      

          @spec source_addr(t()) :: :inet.ip4_address() | nil


      


Returns the source address from the first probe, or nil if no probes.

  


        

      


  

    
Traceroute.Result.Probe 
    



      
Represents a single probe response in a traceroute.
A probe is recorded when a router along the path responds with an ICMP
Time Exceeded message after the packet's TTL reaches zero.
Fields
	:ttl - The TTL value used for this probe (hop number)
	:time - Round-trip time in microseconds
	:source_addr - IP address of the responding router as a tuple
	:source_domain - Hostname of the responding router (or IP string if DNS lookup fails)
	:reply - The parsed ICMP response struct


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(ttl, time, ip_header, icmp)

      


        Creates a new Probe from the TTL, response time, IPv4 header, and ICMP data.



    


    
      
        time_ms(probe)

      


        Returns the round-trip time formatted in milliseconds.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Traceroute.Result.Probe{
  reply: Traceroute.Protocols.ICMP.t(),
  source_addr: :inet.ip_address(),
  source_domain: String.t(),
  time: non_neg_integer(),
  ttl: pos_integer()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(ttl, time, ip_header, icmp)



        
          
        

    

  


  

      

          @spec new(pos_integer(), non_neg_integer(), map(), Traceroute.Protocols.ICMP.t()) ::
  t()


      


Creates a new Probe from the TTL, response time, IPv4 header, and ICMP data.

  



  
    
      
    
    
      time_ms(probe)



        
          
        

    

  


  

      

          @spec time_ms(t()) :: float()


      


Returns the round-trip time formatted in milliseconds.

  


        

      


  

    
Traceroute.Result.Timeout 
    



      
Represents a hop that did not respond within the timeout period.
When a router or destination doesn't respond to a probe packet,
this result is recorded after all retries have been exhausted.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(ttl, retries \\ 0)

      


        Creates a new Timeout result.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Traceroute.Result.Timeout{
  retries: non_neg_integer(),
  ttl: pos_integer()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(ttl, retries \\ 0)



        
          
        

    

  


  

      

          @spec new(ttl :: pos_integer(), retries :: non_neg_integer()) :: t()


      


Creates a new Timeout result.

  


        

      


  

    
Traceroute.Sockets.ICMP 
    



      
A GenServer that sends an ICMP traceroute probe and waits for a response.
Uses the ICMPConn singleton socket to send ICMP packets and receive
responses using asynchronous message handling.
Response Filtering
When multiple ICMP probes run in parallel, each probe registers with ICMPConn
using its ICMP identifier. ICMPConn routes incoming ICMP responses to the
correct probe process based on the identifier in the response packet.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        send(packet, ip, ttl, timeout, ip_protocol, opts \\ [])

      


        Sends an ICMP probe packet and waits for a response.



    


    
      
        start_link(args)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      send(packet, ip, ttl, timeout, ip_protocol, opts \\ [])



        
          
        

    

  


  

Sends an ICMP probe packet and waits for a response.
Returns {:ok, time_microseconds, reply_packet} on success, or {:error, reason} on failure.
Options
	:identifier - The ICMP identifier used in the probe packet (required for response filtering)


  



  
    
      
    
    
      start_link(args)



        
          
        

    

  


  


  


        

      


  

    
Traceroute.Sockets.ICMPConn 
    



      
Opens a singleton ICMP socket connection upon request and sends back received ICMP packets to the
process that registered for its protocol + port_or_identifier combination.
We should only ever have one open ICMP socket, because received ICMP packets are not routed to the
ICMP sockets that sent them, unlike TCP or UDP sockets. That's why we open only a single socket and send&receive
all ICMP packets through this socket. The routing of received packets happens in our application based on a
combintation of protocol (e.g. :tcp, :udp, :icmp) and identifier (port or ICMP packet identifier)

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        get_or_start_conn(ip_protocol)

      


        Returns the pid of the ICMPConn for a given ip_protocol: (:ipv4 | :ipv6).



    


    
      
        register(ip_protocol, protocol, identifier, pid)

      


    


    
      
        send_packet(ip_protocol, ttl, packet, destination)

      


    


    
      
        start_link(args)

      


    


    
      
        unregister(ip_protocol, protocol, identifier)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      get_or_start_conn(ip_protocol)



        
          
        

    

  


  

Returns the pid of the ICMPConn for a given ip_protocol: (:ipv4 | :ipv6).
Starts the GenServer for the given ip_protocol if no process for the given protocol exists already.

  



  
    
      
    
    
      register(ip_protocol, protocol, identifier, pid)



        
          
        

    

  


  


  



  
    
      
    
    
      send_packet(ip_protocol, ttl, packet, destination)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(args)



        
          
        

    

  


  


  



  
    
      
    
    
      unregister(ip_protocol, protocol, identifier)



        
          
        

    

  


  


  


        

      


  

    
Traceroute.Sockets.TCP 
    



      
A GenServer that sends a TCP traceroute probe and waits for a response.
Opens a TCP socket for sending probe packets and uses the ICMPConn singleton
socket for receiving ICMP responses.
The probe can complete in one of several ways:
	TCP connection succeeds (reached destination)
	TCP connection refused/reset (reached destination, port closed)
	ICMP Time Exceeded received (intermediate hop responded)
	Timeout (no response)

Response Filtering
When multiple TCP probes run in parallel, each probe registers with ICMPConn
using its TCP source port. ICMPConn routes incoming ICMP responses to the
correct probe process based on the source port in the embedded TCP header.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        send(ip, ttl, timeout, ip_protocol, opts \\ [])

      


        Sends a TCP probe to the given IP address with the specified TTL.



    


    
      
        start_link(args)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      send(ip, ttl, timeout, ip_protocol, opts \\ [])



        
          
        

    

  


  

Sends a TCP probe to the given IP address with the specified TTL.
Returns {:ok, time_microseconds, result} on success, or {:error, reason} on failure.
Options
	:dest_port - The destination port (default: 80)


  



  
    
      
    
    
      start_link(args)



        
          
        

    

  


  


  


        

      


  

    
Traceroute.Sockets.UDP 
    



      
A GenServer that sends a UDP traceroute probe and waits for a response.
Opens a UDP socket for sending probe packets and uses the ICMPConn singleton
socket for receiving ICMP responses.
This implements the UDP-based traceroute approach where:
	UDP packets are sent to high-numbered ports with increasing TTL values
	ICMP "Time Exceeded" or "Port Unreachable" messages are received via ICMPConn
	The UDP socket triggers ICMP errors, which ICMPConn routes back to this process

If the probe reaches an open port, it will be accepted silently and no response is sent. That means that the probe will result in a timeout. You can try to increment the UDP port with every retry probe to prevent this.
Response Filtering
When multiple UDP probes run in parallel, each probe registers with ICMPConn
using its UDP source port. ICMPConn routes incoming ICMP responses to the
correct probe process based on the source port in the embedded UDP header.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        send(packet, ip, ttl, timeout, ip_protocol, opts \\ [])

      


        Sends a UDP probe packet and waits for an ICMP response.



    


    
      
        start_link(args)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      send(packet, ip, ttl, timeout, ip_protocol, opts \\ [])



        
          
        

    

  


  

Sends a UDP probe packet and waits for an ICMP response.
Returns {:ok, time_microseconds, reply_packet} on success, or {:error, reason} on failure.
Options
	:dest_port - The destination port (default: 33434)


  



  
    
      
    
    
      start_link(args)



        
          
        

    

  


  


  


        

      


  

    
Traceroute.Utils 
    



      
Implements various helper functions.

      


      
        Summary


  
    Functions
  


    
      
        any_addr(atom)

      


        Returns the any address for a given socket domain.



    


    
      
        get_domain(ip)

      


        Returns the domain for a given IP.



    


    
      
        get_domain_or_address(ip)

      


        Returns the domain or a string representation of an IP address



    


    
      
        get_host_os()

      


        Returns the host OS (linux or macOS)



    


    
      
        get_icmp_identifier(ip_protocol, reply_packet)

      


        Returns an ICMP packet's protocol + identifier combination.



    


    
      
        get_ip(arg1, ip)

      


        Returns the IPv4 or IPv6 address as Tuple for a given IP Protocol and Domain.



    


    
      
        get_ip_protocol(ip)

      


        Returns {:ok, ip_protocol} with ip_protocol = :ipv4|:ipv6 for an IP tuple
or {:error, :invalid_ip_address} if the IP tuple is invalid.



    


    
      
        get_ipv4(domain)

      


        Returns the IPv4 as Tuple for a given Domain.



    


    
      
        get_ipv6(domain)

      


        Returns the IPv6 as Tuple for a given Domain.



    


    
      
        get_protocol_options(atom, protocol)

      


        Returns the socket domain, protocol, and ttl option for an IP protocol.



    


    
      
        get_socket_type(protocol)

      


        Returns the correct socket type (raw, dgram, stream) for a given protocol depending on the current host OS



    


    
      
        ipv4_tuple(ip)

      


        Converts an integer to an IPv4 tuple



    


    
      
        ipv6_tuple(ip)

      


        Converts an integer to an IPv6 tuple



    


    
      
        split_reply_packet(ip_protocol, reply_packet, source \\ nil)

      


        Splits an ICMP reply packet into IP header and payload.



    





      


      
        Functions


        


  
    
      
    
    
      any_addr(atom)



        
          
        

    

  


  

Returns the any address for a given socket domain.

  



  
    
      
    
    
      get_domain(ip)



        
          
        

    

  


  

Returns the domain for a given IP.

  



  
    
      
    
    
      get_domain_or_address(ip)



        
          
        

    

  


  

Returns the domain or a string representation of an IP address

  



  
    
      
    
    
      get_host_os()



        
          
        

    

  


  

Returns the host OS (linux or macOS)

  



  
    
      
    
    
      get_icmp_identifier(ip_protocol, reply_packet)



        
          
        

    

  


  

Returns an ICMP packet's protocol + identifier combination.
This is used to send ICMP responses to the correct process when multiple sockets run in parallel,
ensuring each socket only processes responses intended for its own request.
Parameters
	ip_protocol - Whether the packet was sent through :ipv4 or :ipv6
	reply_packet - The raw ICMP response packet


  



  
    
      
    
    
      get_ip(arg1, ip)



        
          
        

    

  


  

Returns the IPv4 or IPv6 address as Tuple for a given IP Protocol and Domain.

  



  
    
      
    
    
      get_ip_protocol(ip)



        
          
        

    

  


  

Returns {:ok, ip_protocol} with ip_protocol = :ipv4|:ipv6 for an IP tuple
or {:error, :invalid_ip_address} if the IP tuple is invalid.

  



  
    
      
    
    
      get_ipv4(domain)



        
          
        

    

  


  

Returns the IPv4 as Tuple for a given Domain.

  



  
    
      
    
    
      get_ipv6(domain)



        
          
        

    

  


  

Returns the IPv6 as Tuple for a given Domain.

  



  
    
      
    
    
      get_protocol_options(atom, protocol)



        
          
        

    

  


  

Returns the socket domain, protocol, and ttl option for an IP protocol.

  



  
    
      
    
    
      get_socket_type(protocol)



        
          
        

    

  


  

Returns the correct socket type (raw, dgram, stream) for a given protocol depending on the current host OS

  



  
    
      
    
    
      ipv4_tuple(ip)



        
          
        

    

  


  

Converts an integer to an IPv4 tuple

  



  
    
      
    
    
      ipv6_tuple(ip)



        
          
        

    

  


  

Converts an integer to an IPv6 tuple

  



    

  
    
      
    
    
      split_reply_packet(ip_protocol, reply_packet, source \\ nil)



        
          
        

    

  


  

Splits an ICMP reply packet into IP header and payload.
For IPv6, an optional source address can be provided (from the socket's recvfrom result)
since ICMPv6 DGRAM sockets strip the IPv6 header.
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