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    Overview

Usher is a web framework-agnostic invitation link management library for any Elixir application with Ecto.
🚧 This library is in its infancy so you should treat all versions as early pre-release versions. We'll make the best effort to give heads up about breaking changes; however we can't guarantee backwards compatibility for every change.

Core Use Cases
Usher is designed to handle invitation-based access control for applications where:
	You need to control who can register or access specific features
	You need time-limited access tokens
	You want web framework-agnostic invitation management that works with Phoenix, Plug, or any Ecto-based application

The library is designed to be lightweight and focused, handling the core invitation logic while leaving application-specific concerns (like user registration, email sending, etc.) to your application code.
Get started by checking out the installation guide and the getting started guide.
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    Installation

Requirements
Usher requires:
	Elixir 1.14 or later
	OTP 25 or later
	PostgreSQL

Note: Usher may work with earlier versions of Elixir and OTP, but it wasn't tested against them.

Adding Usher to Your Project
Add usher to your list of dependencies in mix.exs:
def deps do
  [
    {:usher, "~> 0.5.0"}
  ]
end
Then run:
mix deps.get

Database Setup
Usher requires database tables to store invitation data. You'll need to create and run a migration to set up these tables.
1. Configuring the JSON library
Ecto requires a JSON library for encoding and decoding JSON data. While this is optional, Usher requires it due to custom Ecto types.
If you're on Elixir 1.18 or later, you can use the built-in Elixir.JSON module, like so:
config :postgrex, json_library: Elixir.JSON
Otherwise, you can use Jason as your JSON library. Add it to your dependencies:
def deps do
  [
    {:usher, "~> 0.5.0"},
    {:jason, "~> 1.4"}
  ]
end
⚠️ if you change the json_library configuration, make sure to recompile the Postgrex adapter. Otherwise your change won't be picked up:

mix deps.clean --build postgrex

2. Generate Migration
Create a new migration file:
mix ecto.gen.migration install_usher_tables

3. Add Migration Content
Add the Usher schema to your migration file.
For first-time installations:
defmodule MyApp.Repo.Migrations.InstallUsherTables do
  use Ecto.Migration

  def up do
    Usher.Migration.migrate_to_version(5)  # Latest version
  end

  def down do
    Usher.Migration.migrate_to_version(1)  # First version
  end
end
For existing installations upgrading to a new version:
Check the CHANGELOG.md for migration instructions specific to your current version. Each release includes detailed migration guides with the required database changes.
4. Run Migration
Execute the migration:
mix ecto.migrate

This will create the necessary tables for storing invitations and tracking their usage.
ℹ️ Pass in the Usher.Migration.latest_version/0 value to Usher.Migration.migrate_to_version/1 to apply only the necessary migrations.

Next Steps
After installation, you'll need to configure Usher for your application. See the Getting Started Guide for configuration and basic usage examples.
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    Getting Started

This guide will walk you through setting up Usher and creating your first invitations.
Prerequisites
Before you begin, make sure you have:
	Completed the Installation steps
	A running Ecto-based Elixir application
	PostgreSQL database set up and migrated

Configuration
Configure Usher in your config/config.exs file.
Here's a basic example, to get you started:
# Only the required configuration options are shown below.
config :usher,
  repo: MyApp.Repo,
  validations: %{
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
You can find details about configuration options in the Configuration Guide.
Basic Usage
Creating Your First Invitation
# Create with default settings (7-day expiration)
{:ok, invitation} = Usher.create_invitation()

# The invitation will have a generated token and expires_at timestamp
IO.inspect(invitation.token)      # => "a1b2c3d4e5f6g7h8"
IO.inspect(invitation.expires_at) # => ~U[2024-01-15 10:30:00Z]
Creating Invitations with Custom Settings
# Create with custom expiration (30 days from now)
{:ok, invitation} = Usher.create_invitation(%{
  expires_at: DateTime.add(DateTime.utc_now(), 30, :day)
})

# Create with custom token
{:ok, invitation} = Usher.create_invitation(%{
  token: "my-custom-token"
})

# Create with both custom token and expiration
{:ok, invitation} = Usher.create_invitation(%{
  token: "welcome-2024",
  expires_at: DateTime.add(DateTime.utc_now(), 14, :day)
})
Creating Never-Expiring Invitations
You can create invitations that never expire by setting expires_at to nil:
# Create a permanent invitation
{:ok, invitation} = Usher.create_invitation(%{
  name: "Permanent Team Invitation",
  expires_at: nil
})

# This invitation will never expire and will always validate successfully
{:ok, validated} = Usher.validate_invitation_token(invitation.token)
Validating Invitations
When users visit your application with an invitation token, validate it:
case Usher.validate_invitation_token("a1b2c3d4e5f6g7h8") do
  {:ok, invitation} -> 
    # Valid invitation - proceed with your logic
    IO.puts("Welcome! Invitation expires: #{invitation.expires_at}")
    
  {:error, :invalid_token} -> 
    # Token doesn't exist in database
    IO.puts("Invalid invitation token")
    
  {:error, :invitation_expired} -> 
    # Token exists but has expired
    IO.puts("This invitation has expired")
end
Tracking Usage
When a user successfully uses an invitation (e.g., completes registration), track the usage:
# You can also pass in invitation.token.
Usher.track_invitation_usage(invitation, :user, user.id, :registered, metadata)
Building Invitation URLs
Create shareable URLs with invitation tokens:
# Basic URL
url = Usher.invitation_url("a1b2c3d4e5f6g7h8", "https://myapp.com/signup")
# => "https://myapp.com/signup?invitation_token=a1b2c3d4e5f6g7h8"

# The function handles existing query parameters
url = Usher.invitation_url("a1b2c3d4e5f6g7h8", "https://myapp.com/signup?ref=email")
# => "https://myapp.com/signup?ref=email&invitation_token=a1b2c3d4e5f6g7h8"

# Signed URL (optional, for user-supplied tokens)
{:ok, invitation, signature} =
  Usher.create_invitation_with_signed_token(%{token: "friendly-code-2025"})

signed_url =
  Usher.signed_invitation_url(invitation.token, signature, "https://myapp.com/signup")
# => "https://myapp.com/signup?invitation_token=friendly-code-2025&s=..."
Usher supports signed invitation tokens to prevent token guessing. For usage details, see Advanced Usage Guide - Signed Tokens.
Complete Example
Here's a complete example showing a typical invitation workflow:
defmodule MyApp.InvitationWorkflow do
  def create_and_send_invitation(email) do
    # Create invitation
    {:ok, invitation} = Usher.create_invitation(%{
      expires_at: DateTime.add(DateTime.utc_now(), 14, :day)
    })
    
    # Build invitation URL
    invite_url = Usher.invitation_url(invitation.token, "https://myapp.com/signup")
    
    # Send email (using your preferred email library)
    MyApp.Mailer.send_invitation_email(email, invite_url)
    
    {:ok, invitation}
  end

  def handle_signup(%{"invitation_token" => token}) when is_binary(token) do
    case Usher.validate_invitation_token(token) do
      {:ok, invitation} ->
        # Proceed with user registration
        with {:ok, user} <- create_user(params),
              {:ok, _} <- Usher.track_invitation_usage(invitation, :user, user.id, :registered) do
          {:ok, user}
        end
        
      {:error, reason} ->
        {:error, "Invalid invitation: #{reason}"}
    end
  end

  def handle_signup(_params) do
    {:error, "No invitation token provided"}
  end
  
  defp create_user(params) do
    # Your user creation logic here
    {:ok, %{id: 1, email: params["email"]}}
  end
end
Next Steps
	Learn how to track invitation usage in more detail in the Usage Tracking Guide
	Learn about Configuration options for advanced setups
	Explore Advanced Usage patterns like cleanup and complex validation
	See Phoenix Integration for framework-specific examples
	Set up Testing for your invitation workflows
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    Advanced Usage

This guide covers advanced patterns and techniques for using Usher in production applications.
Signed Tokens
Usher supports cryptographically signed invitation tokens to prevent token guessing. This feature is particularly useful when you want to define user-friendly tokens that could be easily guessed, such as youtube-2025.
To use signed tokens, ensure you have set the :signing_secret configuration option. See the Configuration Guide for details.
Generating and verifying signed tokens is straightforward:
# Signed URL (optional, for user-supplied tokens)
{:ok, invitation, signature} =
  Usher.create_invitation_with_signed_token(%{token: "friendly-code-2025"})

signed_url =
  Usher.signed_invitation_url(invitation.token, signature, "https://myapp.com/signup")
# => "https://myapp.com/signup?invitation_token=friendly-code-2025&s=..."
⚠️ This feature only prevents guessing of user-supplied tokens by people who do not have access to the invitation token.

Invitation Expiration Management
Usher provides flexible expiration management capabilities, allowing you to extend, modify, or remove expiration dates from invitations.
Extending Existing Expiration Dates
Use Usher.extend_invitation_expiration/2 to add time to an existing expiration date:
# Extend an invitation by 7 days
{:ok, invitation} = Usher.extend_invitation_expiration(invitation, {7, :day})

# Extend by 2 hours
{:ok, invitation} = Usher.extend_invitation_expiration(invitation, {2, :hour})

# Works with expired invitations too
expired_invitation = Usher.get_invitation!("some-id")
{:ok, renewed_invitation} = Usher.extend_invitation_expiration(expired_invitation, {30, :day})
Note: This function only works with invitations that already have an expiration date. For never-expiring invitations, use Usher.set_invitation_expiration/2.
Setting Specific Expiration Dates
Use Usher.set_invitation_expiration/2 to set a specific expiration date:
# Set a specific date
future_date = ~U[2025-12-31 23:59:59Z]
{:ok, invitation} = Usher.set_invitation_expiration(invitation, future_date)

# Set expiration to 30 days from now
future_date = DateTime.add(DateTime.utc_now(), 30, :day)
{:ok, invitation} = Usher.set_invitation_expiration(invitation, future_date)

# Works with any invitation, including never-expiring ones
future_date = DateTime.add(DateTime.utc_now(), 1, :week)
{:ok, invitation} = Usher.set_invitation_expiration(never_expiring_invitation, future_date)
Creating Never-Expiring Invitations
Use Usher.remove_invitation_expiration/1 to make invitations permanent:
# Remove expiration from any invitation
{:ok, permanent_invitation} = Usher.remove_invitation_expiration(invitation)

# Now the invitation will never expire
{:ok, validated_invitation} = Usher.validate_invitation_token(permanent_invitation.token)
You can also create never-expiring invitations directly:
{:ok, invitation} = Usher.create_invitation(%{
  name: "Permanent Team Invitation",
  expires_at: nil
})
Expiration Management Strategies
Extend invitations based on their usage patterns:
defmodule MyApp.AdaptiveInvitations do
  def extend_if_active(invitation) do
    recent_usage_count =
      invitation
      |> Usher.list_invitation_usages(action: :visited)
      |> filter_recent_usages()
      |> Enum.count()

    if recent_usage_count > 5 do
      Usher.extend_invitation_expiration(invitation, {14, :day})
    else
      {:ok, invitation}
    end
  end

  def filter_recent_usages(invitation_usages) do
    cutoff_date = DateTime.utc_now() |> DateTime.add(-7, :day)

    Enum.filter(invitation_usages, fn invitation_usage ->
      DateTime.compare(invitation_usage.inserted_at, cutoff_date) == :gt
    end)
  end
end
Invitation Cleanup Strategies
While Usher doesn't include built-in cleanup functionality, you can implement cleanup strategies to manage expired invitations.
Basic Cleanup Module
Create a reusable cleanup module:
defmodule MyApp.InvitationCleanup do
  @moduledoc """
  A module for cleaning up expired invitations.

  This can be used with a job scheduler like Oban or simply a GenServer
  to periodically remove expired invitations from the database.
  """

  @doc """
  Removes expired invitations older than the given number of days.

  This is useful if you want to keep recently expired invitations
  for debugging or analytics purposes.
  """
  def cleanup_old_expired_invitations(days_old \\ 30) do
    cutoff_date = DateTime.utc_now() |> DateTime.add(-days_old, :day)

    old_expired_invitations =
      Usher.list_invitations()
      |> Enum.filter(fn invitation ->
        DateTime.compare(invitation.expires_at, cutoff_date) == :lt
      end)

    deleted_count =
      old_expired_invitations
      |> Enum.reduce(0, fn invitation, acc ->
        # Alternatively, you can use your application's repo to
        # `Repo.delete_all/2` expired invitations in bulk.
        case Usher.delete_invitation(invitation) do
          {:ok, _} -> acc + 1
          {:error, _} -> acc
        end
      end)

    deleted_count
  end
end
Manual Cleanup
For one-off cleanup operations:
# Remove all expired invitations
iex> MyApp.InvitationCleanup.cleanup_old_expired_invitations(0)
15

# Remove invitations expired more than 30 days ago
iex> MyApp.InvitationCleanup.cleanup_old_expired_invitations(30)
3
Cleanup with Oban (Recommended)
For applications using Oban job processing:
defmodule MyApp.Workers.InvitationCleanupWorker do
  @moduledoc """
  A worker that periodically cleans up old expired invitations.

  This worker can be scheduled to run periodically with Oban Cron.
  """
  use Oban.Worker, queue: :cleanup

  @impl Oban.Worker
  def perform(%Oban.Job{}) do
    deleted_count = MyApp.InvitationCleanup.cleanup_old_expired_invitations(7)

    {:ok, deleted_count}
  end
end
Add to your Oban cron configuration:
# config/config.exs
config :my_app, Oban,
  repo: MyApp.Repo,
  plugins: [
    {Oban.Plugins.Cron,
     crontab: [
       # Clean up expired invitations daily at 2 AM
       {"0 2 * * *", MyApp.Workers.InvitationCleanupWorker}
     ]}
  ]
Cleanup with GenServer
For applications wanting a self-contained cleanup process:
defmodule MyApp.InvitationCleanupCron do
  @moduledoc """
  A GenServer that periodically cleans up expired invitations.

  Runs cleanup tasks at configurable intervals and can be
  added to your application's supervision tree.
  """
  use GenServer

  require Logger

  # Default cleanup interval: 24 hours
  @default_cleanup_interval_ms 24 * 60 * 60 * 1000
  @default_days_old 7

  def start_link(opts \\ []) do
    GenServer.start_link(__MODULE__, opts, name: __MODULE__)
  end

  @impl GenServer
  def init(opts) do
    cleanup_interval = Keyword.get(opts, :cleanup_interval_ms, @default_cleanup_interval_ms)
    days_old = Keyword.get(opts, :days_old, @default_days_old)

    schedule_cleanup(cleanup_interval)

    state = %{
      cleanup_interval: cleanup_interval,
      days_old: days_old,
      last_cleanup: nil
    }

    Logger.info("InvitationCleanupCron started with #{cleanup_interval}ms interval")
    {:ok, state}
  end

  @impl GenServer
  def handle_info(:cleanup, state) do
    deleted_count = MyApp.InvitationCleanup.cleanup_old_expired_invitations(state.days_old)

    new_state = %{
      state |
      last_cleanup: DateTime.utc_now()
    }

    Logger.info("Cleanup completed. Deleted #{deleted_count} invitations.")

    # Schedule the next cleanup
    schedule_cleanup(state.cleanup_interval)

    {:noreply, new_state}
  end

  defp schedule_cleanup(interval) do
    Process.send_after(self(), :cleanup, interval)
  end
end
Add to your application supervision tree:
defmodule MyApp.Application do
  use Application

  def start(_type, _args) do
    children = [
      # ... other children
      {MyApp.InvitationCleanupCron, [
        cleanup_interval_ms: 2 * 60 * 60 * 1000,  # 2 hours
        days_old: 14  # Delete invitations expired more than 14 days ago
      ]}
    ]

    opts = [strategy: :one_for_one, name: MyApp.Supervisor]
    Supervisor.start_link(children, opts)
  end
end
Custom Attributes for Invitations
Custom attributes allow defining attributes you can utilize after you validate an invitation. For example, you could utilize these attributes to determine the welcome message or the role a user should be assigned during account creation.
The examples here assume the default configuration for :custom_attributes, which is a field of type Map. If you'd like to use an embedded schema instead, see the configuration guide
Example: Setting User Role upon Registration
defmodule MyApp.RoleBasedInvitations do
  def create_team_invitation(inviter, role, department) do
    Usher.create_invitation(%{
      name: "Join #{department} as #{role}",
      custom_attributes: %{
        invited_by: inviter.id,
        role: role,
        department: department,
        permissions: get_default_permissions(role),
        welcome_message: build_welcome_message(role, department)
      }
    })
  end

  def handle_registration(invitation_token, user_params) do
    with {:ok, invitation} <- Usher.validate_invitation_token(invitation_token),
         {:ok, user} <- create_user_from_invitation(invitation, user_params) do

      Usher.track_invitation_usage(invitation, :user, user.id, :registered)

      {:ok, user}
    end
  end

  defp create_user_from_invitation(invitation, user_params) do
    attrs = Map.take(
      invitation.custom_attributes,
      [:role, :department, :permissions, :invited_by]
    )

    MyApp.Accounts.create_user(attrs)
  end
end
Example: Campaign Tracking Integration
Use custom attributes for marketing campaign tracking:
defmodule MyApp.CampaignInvitations do
  def create_campaign_invitation(campaign_params) do
    Usher.create_invitation(%{
      name: campaign_params.subject,
      custom_attributes: %{
        campaign_id: campaign_params.campaign_id,
        campaign_name: campaign_params.campaign_name,
        utm_source: campaign_params.utm_source,
        utm_medium: campaign_params.utm_medium,
        utm_campaign: campaign_params.utm_campaign,
        landing_page: campaign_params.landing_page,
        expected_conversion_action: campaign_params.conversion_action,
        a_b_test_variant: campaign_params.ab_variant
      }
    })
  end

  def track_campaign_interaction(invitation_token, entity_id, action) do
    with {:ok, invitation} <- Usher.validate_invitation_token(invitation_token) do
      Usher.track_invitation_usage(invitation, :user, entity_id, action)

      # Also send to your analytics service
      send_to_analytics(invitation, entity_id, action)

      {:ok, invitation}
    end
  end

  defp send_to_analytics(invitation, entity_id, action) do
    attrs = invitation.custom_attributes

    analytics_event = %{
      user_id: entity_id,
      event: "invitation_#{action}",
      properties: %{
        campaign_id: attrs.campaign_id,
        campaign_name: attrs.campaign_name,
        utm_source: attrs.utm_source,
        utm_medium: attrs.utm_medium,
        utm_campaign: attrs.utm_campaign,
        ab_variant: attrs.a_b_test_variant,
      }
    }

    MyApp.Analytics.track_event(analytics_event)
  end
end
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    Invitation Usage Tracking

This guide explains how to use Usher's invitation tracking features to monitor entity interactions with invitation links and gather usage statistics.
With Usher, you can track any domain entity's usage of invitation links, such as users, companies, devices, etc.
A note about tracking
Most countries around the world have privacy laws that regulate user tracking. Please ensure you comply with all relevant regulations (e.g., GDPR, CCPA) when implementing tracking features in your application. Usher does not handle compliance for you.
We encourage you to only track what is necessary, to be transparent with your users about what you are tracking and why, and to anonymize tracking where possible.
Configuration
First, configure the valid entity types and actions in your config/config.exs:
config :usher,
  repo: MyApp.Repo,
  validations: %{
    invitation_usage: %{
      # Required for entity tracking
      valid_usage_entity_types: [:user, :company, :device],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
Entity Tracking
Track Invitation Usage
Track when entities interact with your invitation links:
# Track with invitation struct
{:ok, usage} = Usher.track_invitation_usage(
  invitation,
  :user,                   # entity type
  "user_123",              # entity ID
  :registered,             # action
  %{                       # optional metadata
    plan: "premium",
    ip: "192.168.1.1",
    user_agent: "Mozilla/5.0...",
    campaign: "summer_2024"
  }
)

# Track with token string
{:ok, usage} = Usher.track_invitation_usage(
  "abc123token",
  :company,
  "company_456",
  :visited,
  %{referrer: "google.com"}
)
Common Tracking Patterns
Track page visits:
# When someone clicks the invitation link
Usher.track_invitation_usage(token, :user, user_id, :visited, %{
  ip: request_ip,
  user_agent: user_agent,
  timestamp: DateTime.utc_now()
})
Track registrations:
# When user completes registration
Usher.track_invitation_usage(invitation, :user, new_user.id, :registered, %{
  plan: selected_plan,
  signup_method: "email"
})
Track activations:
# When user activates their account
Usher.track_invitation_usage(invitation, :user, user.id, :activated, %{
  activation_method: "email_confirmation"
})
Getting Usage Statistics
List All Usage Records
# Get all usage records for an invitation
usages = Usher.list_invitation_usages(invitation)

# Filter by entity type
user_usages = Usher.list_invitation_usages(invitation, entity_type: :user)

# Filter by action
registrations = Usher.list_invitation_usages(invitation, action: :registered)

# Multiple filters with pagination
recent_visits = Usher.list_invitation_usages(invitation,
  entity_type: :user,
  action: :visited,
  limit: 10
)
Analyze Unique Entities
# Get unique entities that used the invitation
entities = Usher.list_invitation_usages_by_unique_entity(invitation)
# Returns: [{"user_123", [usage_records...]}, {"company_456", [usage_records...]}]

# Filter for specific actions
registered_entities = Usher.list_invitation_usages_by_unique_entity(
  invitation,
  action: :registered
)
Check Individual Entity Usage
# Check if a specific entity used the invitation
has_used = Usher.entity_used_invitation?(invitation, :user, "user_123")

# Check for specific action
has_registered = Usher.entity_used_invitation?(invitation, :user, "user_123", :registered)
Analytics Examples
Conversion Funnel Analysis
defmodule MyApp.InvitationAnalytics do
  def conversion_funnel(invitation) do
    visits = Usher.list_invitation_usages(invitation, action: :visited)
    registrations = Usher.list_invitation_usages(invitation, action: :registered)
    activations = Usher.list_invitation_usages(invitation, action: :activated)

    %{
      visits: length(visits),
      registrations: length(registrations),
      activations: length(activations),
      visit_to_registration_rate: length(registrations) / max(length(visits), 1),
      registration_to_activation_rate: length(activations) / max(length(registrations), 1)
    }
  end
end
Entity Type Breakdown
defmodule MyApp.InvitationAnalytics do
  def entity_breakdown(invitation) do
    invitation
    |> Usher.list_invitation_usages()
    |> Enum.group_by(& &1.entity_type)
    |> Enum.map(fn {entity_type, usages} ->
      {entity_type, length(usages)}
    end)
    |> Enum.into(%{})
  end
end
Metadata Analysis
defmodule MyApp.InvitationAnalytics do
  def referrer_sources(invitation) do
    invitation
    |> Usher.list_invitation_usages(action: :visited)
    |> Enum.map(& get_in(&1.metadata, ["referrer"]))
    |> Enum.filter(& &1)
    |> Enum.frequencies()
  end

  def plan_preferences(invitation) do
    invitation
    |> Usher.list_invitation_usages(action: :registered)
    |> Enum.map(& get_in(&1.metadata, ["plan"]))
    |> Enum.filter(& &1)
    |> Enum.frequencies()
  end
end
Error Handling
Common error scenarios and handling:
case Usher.track_invitation_usage(token, :user, "123", :registered) do
  {:ok, usage} ->
    # Success
    usage

  {:error, :invalid_token} ->
    # Token doesn't exist

  {:error, :invitation_expired} ->
    # Invitation has expired

  {:error, :invalid_entity_type} ->
    # Entity type not in valid_usage_entity_types config

  {:error, :invalid_action} ->
    # Action not in valid_usage_actions config

  {:error, %Ecto.Changeset{}} ->
    # Database constraint violation (e.g., duplicate tracking)
end
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    Phoenix Integration

This guide shows how to integrate Usher with Phoenix applications, including controllers, LiveView, and custom plugs.
Controller Integration
Basic Registration Controller
defmodule MyAppWeb.UserRegistrationController do
  use MyAppWeb, :controller
  
  def new(conn, params) do
    case validate_invitation_from_params(params) do
      {:ok, invitation} ->
        conn
        |> assign(:invitation, invitation)
        |> render(:new)
        
      {:error, reason} ->
        message = invitation_error_message(reason)
        conn
        |> put_flash(:error, message)
        |> redirect(to: ~p"/")
    end
  end
  
  def create(conn, %{"user" => user_params} = params) do
    case validate_invitation_from_params(params) do
      {:ok, invitation} ->
        # Create user and increment invitation count
        create_user(invitation, user_params)
        
      {:error, reason} ->
        # This is a function that you can define,
        # e.g. in the fallback controller.
        handle_invitation_error(conn, reason)
    end
  end

  defp create_user(invitation, user_params) do
    MyApp.Repo.transaction(fn ->
      with {:ok, user} <- create_user(user_params),
          {:ok, _} <- Usher.track_invitation_usage(invitation, :user, user.id, :registered) do
        conn
        |> put_flash(:info, "Account created successfully!")
        |> redirect(to: ~p"/dashboard")
      end
    end)
  end
  
  defp validate_invitation_from_params(params) do
    case params["invitation_token"] do
      token when is_binary(token) ->
        Usher.validate_invitation_token(token)
      
      _ ->
        {:error, :missing_token}
    end
  end
  
  defp create_user(params) do
    # Your user creation logic here
    MyApp.Users.create_user(params)
  end
  
  defp handle_invitation_error(conn, reason) do
    message = invitation_error_message(reason)
    
    conn
    |> put_flash(:error, message)
    |> redirect(to: ~p"/")
  end
end
Admin Invitation Management Controller
defmodule MyAppWeb.Admin.InvitationController do
  use MyAppWeb, :controller
  
  def index(conn, _params) do
    invitations = Usher.list_invitations()
    render(conn, :index, invitations: invitations)
  end
  
  def new(conn, _params) do
    render(conn, :new)
  end
  
  def create(conn, %{"invitation" => invitation_params}) do
    expires_in_days = Map.get(invitation_params, "expires_in_days", "7")
    
    attrs = %{
      expires_at: DateTime.add(DateTime.utc_now(), String.to_integer(expires_in_days), :day)
    }
    
    case Usher.create_invitation(attrs) do
      {:ok, invitation} ->
        invite_url = Usher.invitation_url(invitation.token, url(~p"/signup"))
        
        conn
        |> put_flash(:info, "Invitation created! URL: #{invite_url}")
        |> redirect(to: ~p"/admin/invitations")
        
      {:error, changeset} ->
        conn
        |> put_flash(:error, "Failed to create invitation")
        |> render(:new, changeset: changeset)
    end
  end
  
  def delete(conn, %{"id" => id}) do
    invitation = Usher.get_invitation!(id)
    
    case Usher.delete_invitation(invitation) do
      {:ok, _} ->
        conn
        |> put_flash(:info, "Invitation deleted successfully")
        |> redirect(to: ~p"/admin/invitations")
        
      {:error, _} ->
        conn
        |> put_flash(:error, "Failed to delete invitation")
        |> redirect(to: ~p"/admin/invitations")
    end
  end
end
LiveView Integration
Registration LiveView
defmodule MyAppWeb.RegistrationLive do
  use MyAppWeb, :live_view

  def mount(params, _session, socket) do
    case validate_invitation_from_params(params) do
      {:ok, invitation} ->
        {:ok, assign(socket, :invitation, invitation)}
        
      {:error, reason} ->
        message = invitation_error_message(reason)
        {:ok, 
         socket
         |> put_flash(:error, message)
         |> redirect(to: ~p"/")}
    end
  end
  
  def handle_event("register", %{"user" => user_params}, socket) do
    case MyApp.Users.create_user(user_params) do
      {:ok, user} ->
        # Increment invitation usage
        invitation = socket.assigns.invitation
        {:ok, _} = Usher.track_invitation_usage(invitation, :user, user.id, :registered)

        {:noreply,
         socket
         |> put_flash(:info, "Registration successful!")
         |> redirect(to: ~p"/dashboard")}
         
      {:error, changeset} ->
        {:noreply, assign(socket, :changeset, changeset)}
    end
  end
  
  defp validate_invitation_from_params(params) do
    case params["invitation_token"] do
      token when is_binary(token) ->
        Usher.validate_invitation_token(token)
      
      _ ->
        {:error, :missing_token}
    end
  end
end
Admin Dashboard LiveView
defmodule MyAppWeb.Admin.InvitationDashboardLive do
  use MyAppWeb, :live_view
  
  def mount(_params, _session, socket) do
    invitations = Usher.list_invitations()
    
    socket = 
      socket
      |> assign(:invitations, invitations)
      |> assign(:form, to_form(%{}, as: :invitation))
    
    {:ok, socket}
  end
  
  def handle_event("create_invitation", %{"invitation" => params}, socket) do
    expires_in_days = Map.get(params, "expires_in_days", "7") |> String.to_integer()
    
    attrs = %{
      expires_at: DateTime.add(DateTime.utc_now(), expires_in_days, :day)
    }
    
    case Usher.create_invitation(attrs) do
      {:ok, invitation} ->
        updated_invitations = [invitation | socket.assigns.invitations]
        
        {:noreply,
         socket
         |> assign(:invitations, updated_invitations)
         |> put_flash(:info, "Invitation created successfully!")}
         
      {:error, _} ->
        {:noreply, put_flash(socket, :error, "Failed to create invitation")}
    end
  end
  
  def handle_event("delete_invitation", %{"id" => id}, socket) do
    invitation = Enum.find(socket.assigns.invitations, &(&1.id == id))
    
    case Usher.delete_invitation(invitation) do
      {:ok, _} ->
        updated_invitations = Enum.reject(socket.assigns.invitations, &(&1.id == id))
        
        {:noreply,
         socket
         |> assign(:invitations, updated_invitations)
         |> put_flash(:info, "Invitation deleted successfully!")}
         
      {:error, _} ->
        {:noreply, put_flash(socket, :error, "Failed to delete invitation")}
    end
  end
  
  def handle_event("copy_url", %{"token" => token}, socket) do
    url = Usher.invitation_url(token, url(~p"/signup"))
    
    {:noreply,
     socket
     |> push_event("copy-to-clipboard", %{text: url})
     |> put_flash(:info, "Invitation URL copied to clipboard!")}
  end
end
Custom Plug Implementation
Create a reusable plug for invitation validation:
defmodule MyApp.InvitationPlug do
  import Phoenix.Controller, only: [put_flash: 3, redirect: 2]
  import Plug.Conn

  @behaviour Plug

  def init(opts), do: opts

  def call(conn, opts) do
    redirect_on_error_to = Keyword.get(opts, :redirect_on_error_to, "/")
    flash_key = Keyword.get(opts, :flash_key, :error)

    case validate_invitation_from_params(conn.params) do
      {:ok, invitation} ->
        conn
        |> assign(:invitation, invitation)
        # Store invitation token in session for later use
        |> put_invitation_token_in_session(invitation.token)

      {:error, reason} ->
        message = invitation_error_message(reason)

        conn
        |> put_flash(flash_key, message)
        |> redirect(to: redirect_on_error_to)
        |> halt()
    end
  end

  def put_invitation_token_in_session(conn, token) do
    put_session(conn, :invitation_token, token)
  end

  def get_invitation_token_from_session(conn) do
    get_session(conn, :invitation_token)
  end

  def validate_invitation_from_session(conn) do
    case get_invitation_token_from_session(conn) do
      token when is_binary(token) ->
        Usher.validate_invitation_token(token)

      _ ->
        {:error, :missing_token}
    end
  end

  defp validate_invitation_from_params(params) do
    case params["invitation_token"] do
      token when is_binary(token) ->
        Usher.validate_invitation_token(token)

      _ ->
        {:error, :missing_token}
    end
  end
end
Using the Custom Plug
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  # ... other pipelines

  pipeline :invitation_required do
    plug MyApp.InvitationPlug, 
      redirect_on_error_to: "/contact",
      flash_key: :error
  end

  scope "/signup", MyAppWeb do
    pipe_through [:browser, :invitation_required]
    
    get "/", UserRegistrationController, :new
    post "/", UserRegistrationController, :create
    live "/live", RegistrationLive
  end

  scope "/admin", MyAppWeb.Admin do
    pipe_through [:browser, :require_admin]
    
    resources "/invitations", InvitationController, except: [:show, :edit, :update]
    live "/dashboard", InvitationDashboardLive
  end
end
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    Configuration

This guide covers all configuration options available in Usher and how to set them up for different scenarios.
Basic Configuration
Configure Usher in your config/config.exs file:
config :usher,
  repo: MyApp.Repo,
  token_length: 16,
  default_expires_in: {7, :day},
  validations: %{
    invitation: %{
      name_required: true
    },
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company, :device],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  },
  signing_secret: System.fetch_env!("USHER_SIGNING_SECRET")
Configuration Options
	Option	Type	Default	Required	Description
	:repo	module	N/A	Yes	Your Ecto repository module
	:token_length	integer	16	No	Length of generated invitation tokens
	:default_expires_in	tuple	{7, :day}	No	Default expiration period for new invitations
	:validations	map	%{}	No	Map defining validation rules for invitations
	:schemas	map	%{}	No	Map defining custom schema configurations
	:signing_secret	string	nil	Only when using signed tokens	Secret used to sign/verify user-supplied tokens

Validations
You can define validation rules for invitations using the :validations option. This allows you to enforce (or make optional) certain rules (available as features in Usher) such as requiring a name for invitations.
The :validations option accepts a map where keys are schema types (like :invitation) and values are maps of validation rules. For example:
config :usher,
  validations: %{
    invitation: %{
      name_required: false
    },
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company, :device],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
The available options for :invitation are:
	Option	Type	Default	Required	Description
	:name_required	boolean	true	No	Whether the invitation must have a name

The available options for :invitation_usage are:
	Option	Type	Default	Required	Description
	:valid_usage_entity_types	list	nil	Yes	List of atoms defining allowed entity types for usage tracking
	:valid_usage_actions	list	nil	Yes	List of atoms defining allowed actions for usage tracking

Schemas
You can customize the schema behavior for various parts of Usher using the :schema_overrides option.
The :schema_overrides option accepts a map where keys are schema names (like :invitation) and values are maps of schema configurations. For example:
config :usher,
  schema_overrides: %{
    invitation: %{
      custom_attributes_type: MyApp.InvitationAttributes
    }
  }
The available options for :invitation schemas are:
	Option	Type	Default	Required	Description
	:custom_attributes_type	module	:map	No	Embedded schema module for custom_attributes field. If not defined, defaults to :map

Invitation :custom_attributes Configuration
Usher supports storing custom attributes with invitations through the custom_attributes field. By default, this field uses the :map type. If you want better type safety and validations, you can use an embedded schema.
Using Map Type (Default)
When :custom_attributes_type is not defined, the value of invitation.custom_attributes will be of type Map:
{:ok, invitation} = Usher.create_invitation(%{
  name: "Join our team",
  custom_attributes: %{
    role: "developer",
    department: "engineering",
    tags: ["backend", "elixir"]
  }
})

# Access after validation
case Usher.validate_invitation_token(token) do
  {:ok, invitation} ->
    role = invitation.custom_attributes.role
    # Use role for user creation or other business logic
  {:error, reason} ->
    # Handle error
end
Using Embedded Schema
For better type safety and validation, you can set :custom_attributes_type to an embedded schema:
# In config/config.exs
config :usher,
  repo: MyApp.Repo,
  # Other configuration...
  schema_overrides: %{
    invitation: %{
      custom_attributes_type: MyApp.InvitationAttributes
    }
  }
Then define your embedded schema:
defmodule MyApp.InvitationAttributes do
  use Ecto.Schema
  import Ecto.Changeset

  @primary_key false

  embedded_schema do
    field(:role, Ecto.Enum, values: [:admin, :manager, :user])
    field(:department, :string)
    field(:tags, {:array, :string})
    field(:welcome_message, :string)
  end

  def changeset(schema, attrs) do
    schema
    |> cast(attrs, [:role, :department, :tags, :welcome_message])
    |> validate_required([:role])
    |> validate_inclusion(:role, [:admin, :manager, :user])
  end
end
With the embedded schema configured, you can use it like this:
{:ok, invitation} = Usher.create_invitation(%{
  name: "Join our team",
  custom_attributes: %{
    role: :developer,
    department: "engineering",
    tags: ["backend", "elixir"],
    welcome_message: "Welcome to our development team!"
  }
})

# Access typed fields after validation
case Usher.validate_invitation_token(token) do
  {:ok, %{custom_attributes: %MyApp.InvitationAttributes{} = custom_attributes}} ->
    role = custom_attributes.role
    department = custom_attributes.department
    # Use role for user creation or other business logic
  {:error, reason} ->
    # Handle error
end
Entity Usage Tracking Configuration
For usage tracking of invitation interactions, you must configure entity types and actions:
config :usher,
  repo: MyApp.Repo,
  # Basic configuration
  token_length: 16,
  default_expires_in: {7, :day},
  # Entity tracking configuration
  validations: %{
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company, :device],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
Time Units
The :default_expires_in option accepts tuples with these time units:
	:second
	:minute
	:hour
	:day
	:week
	:month
	:year

Examples:
# Various time configurations
default_expires_in: {30, :minute}   # 30 minutes
default_expires_in: {2, :hour}      # 2 hours
default_expires_in: {7, :day}       # 7 days (default)
default_expires_in: {2, :week}      # 2 weeks
default_expires_in: {1, :month}     # 1 month
Runtime Configuration
You can also configure Usher at runtime or override specific values:
# Override default expiration for specific invitations
{:ok, invitation} = Usher.create_invitation(%{
  expires_at: DateTime.add(DateTime.utc_now(), 1, :hour)
})

# Use custom token length (though token_length config is for generated tokens)
{:ok, invitation} = Usher.create_invitation(%{
  token: "my-very-long-custom-token-here"
})

# Signed token setup (requires signing_secret)
config :usher, signing_secret: System.fetch_env!("USHER_SIGNING_SECRET")
Accessing Configuration
You can access the current configuration in your application using the Usher.Config module.
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    Testing

This guide covers how to set up testing for Usher and test invitation workflows in your application.
Test Setup
Database Requirements
Usher requires PostgreSQL to run tests. You can either:
	Use Docker Compose (recommended):
docker-compose up -d


	Install PostgreSQL manually and ensure it's running on the configured port.


Test Configuration
Configure Usher for your test environment in config/test.exs:
# config/test.exs
config :usher,
  repo: MyApp.Repo,
  token_length: 6,  # Shorter tokens for tests
  default_expires_in: {1, :hour},  # Short expiration for tests
  validations: %{
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company, :device],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
Test Database Setup
Run the setup command to create and migrate your test database:
mix test.setup

Or manually:
mix ecto.create
mix ecto.migrate

Using Test Fixtures
Usher provides test fixtures to make testing easier. Import them in your test files:
# In your test files
import Usher.TestFixtures

test "user registration with invitation" do
  invitation = invitation_fixture()
  # ... test your registration flow
end
Available Fixtures
defmodule MyApp.TestHelpers do
  import Usher.TestFixtures
  
  def setup_invitations do
    %{
      valid_invitation: invitation_fixture(),
      expired_invitation: invitation_fixture(%{
        expires_at: DateTime.add(DateTime.utc_now(), -1, :day)
      }),
      custom_invitation: invitation_fixture(%{
        token: "test-token-123",
        expires_at: DateTime.add(DateTime.utc_now(), 7, :day)
      })
    }
  end
end
Testing Utilities
Here are some utilities to help with testing Usher functionality:
Custom Test Helpers
defmodule MyApp.InvitationTestHelpers do
  import Usher.TestFixtures
  
  def create_expired_invitation(attrs \\ %{}) do
    default_attrs = %{expires_at: DateTime.add(DateTime.utc_now(), -1, :day)}
    invitation_fixture(Map.merge(default_attrs, attrs))
  end
  
  def create_valid_invitation(attrs \\ %{}) do
    default_attrs = %{expires_at: DateTime.add(DateTime.utc_now(), 7, :day)}
    invitation_fixture(Map.merge(default_attrs, attrs))
  end
  
  def invitation_url_for(invitation, base_url \\ "http://localhost:4000/signup") do
    Usher.invitation_url(invitation.token, base_url)
  end
end
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    Contributing

Thank you for your interest in contributing to Usher! This guide will help you get started with development and understand our contribution process.
Development Setup
Prerequisites
	Elixir 1.14 or later
	OTP 25 or later
	PostgreSQL (for running tests)
	Git

Getting Started
	Fork and clone the repository:
git clone https://github.com/your-username/usher.git
cd usher


	Install dependencies:
mix deps.get


	Set up the database:
# Using Docker (recommended)
docker-compose up -d

# Or start PostgreSQL manually on port 2345
# Then create and migrate the test database
mix test.setup


	Run the tests to ensure everything works:
mix test



Development Commands
Testing
	mix test - Run all tests
	mix test.setup - Set up test database (drops, creates, migrates)
	docker-compose up -d - Start PostgreSQL for testing

Database Operations
	mix ecto.setup - Create and migrate database
	mix ecto.reset - Drop and recreate database
	mix ecto.migrate - Run pending migrations

Code Quality
	mix lint - Run formatter and dialyzer
	mix format - Format code according to project standards
	mix dialyzer - Run static analysis

Documentation
	mix docs - Generate documentation locally
	mix hex.publish - Publish to Hex.pm (maintainers only)

Code Style and Quality
Formatting
We use the standard Elixir formatter. Before submitting code:
mix format

Static Analysis
We use Dialyzer for static analysis. Run it before submitting:
mix dialyzer

Code Standards
	Follow Elixir naming conventions
	Write clear, descriptive function and variable names
	Add documentation for public functions
	Include type specs for public functions
	Keep functions small and focused
	Write comprehensive tests for new functionality

If you notice any code that does not follow these standards, please let us know or submit a pull request to fix it. We strive for a clean and maintainable codebase.
Submitting Changes
1. Create a Feature Branch
git checkout -b feature/amazing-feature

Use descriptive branch names:
	feature/add-bulk-invitations
	fix/token-validation-bug

2. Make Your Changes
	Write code following our style guidelines
	Add tests for new functionality
	Update documentation if needed
	Ensure all tests pass

3. Commit Your Changes
Write clear, descriptive commit messages.
4. Run Quality Checks
Before pushing, ensure code quality:
# Run tests
mix test

# Run all quality checks
mix lint

5. Push and Create Pull Request
git push origin feature/amazing-feature

Then create a pull request on GitHub with:
	Clear description of changes
	Reference to any related issues

Pull Request Guidelines
PR Description Template
## Summary
Brief description of what this PR does.

## Changes
- List of specific changes made
- Any breaking changes
- New features added

## Testing
- [ ] All existing tests pass
- [ ] New tests added for new functionality
- [ ] Manual testing completed

## Documentation
- [ ] Updated relevant documentation
- [ ] Added docstrings for new public functions
- [ ] Updated CHANGELOG.md if applicable

## Checklist
- [ ] Code follows project style guidelines
- [ ] Self-review completed
- [ ] Tests added and passing
- [ ] Documentation updated
Review Process
	Automated Checks: CI will run tests and quality checks
	Code Review: Maintainers will review your code
	Feedback: Address any requested changes
	Approval: Once approved, your PR will be merged

Reporting Issues
Bug Reports
When reporting bugs, include:
	Description: Clear description of the issue
	Steps to Reproduce: Exact steps to trigger the bug
	Expected Behavior: What should happen
	Actual Behavior: What actually happens
	Environment: Elixir/OTP versions, database version
	Code Examples: Minimal code that reproduces the issue

Feature Requests
For feature requests, include:
	Use Case: Why is this feature needed?
	Proposed Solution: How should it work?
	Alternatives: Other ways to solve the problem
	Examples: Code examples of proposed API

Documentation
Writing Documentation
	Use clear, concise language
	Include code examples
	Document all public functions with @doc
	Add type specs with @spec
	Update guides when adding new features

Building Documentation
# Generate docs locally
mix docs

# Open docs in browser
open doc/index.html

Releasing
For maintainers only:
	Update version in mix.exs
	Update CHANGELOG.md
	Run tests and quality checks
	Publish to Hex: mix hex.publish
	Create release on GitHub, with tag matching version in mix.exs

Getting Help
	GitHub Issues: For bug reports and feature requests
	GitHub Discussions: For questions and general discussion
	Email: Reach out to maintainers for sensitive issues

Code of Conduct
Please be respectful and constructive in all interactions. We want Usher to be a welcoming project for contributors of all backgrounds and experience levels.
Thank you for contributing to Usher! 🎉
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Usher.Token.Signature 
    



      
Helper functions to sign and verify user-supplied invitation tokens.
Signing tokens is optional and does not change how tokens are stored. Use it when you
want to distribute a signature along with a token, so that you can later check for
authenticity, before looking up the invitation in the DB.
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    Functions
  


    
      
        sign(token)

      


        Signs a token string using HMAC-SHA256 and returns a URL-encoded Base64 string.



    


    
      
        verify(token, signature)

      


        Verifies a signature against the given token. Signature must've been generated using
the given token.
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          @spec sign(String.t()) :: String.t()


      


Signs a token string using HMAC-SHA256 and returns a URL-encoded Base64 string.
Requires config :usher, signing_secret: "..." to be set.
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          @spec verify(token(), signature()) :: {:ok, token()} | {:error, :invalid_signature}


      


Verifies a signature against the given token. Signature must've been generated using
the given token.
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Usher 
    



      
Usher is a web framework-agnostic invitation link management library for
any Elixir application with Ecto.

      


      
        Summary


  
    Types
  


    
      
        entity_id()

      


    


    
      
        invitation_usages_by_unique_entity()
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    Functions
  


    
      
        change_invitation(invitation, attrs \\ %{}, opts \\ [])

      


        Returns an %Ecto.Changeset{} for tracking invitation changes.



    


    
      
        create_invitation(attrs \\ %{}, opts \\ [])

      


        Creates a new invitation with a token and default expiration datetime.



    


    
      
        create_invitation_with_signed_token(attrs, opts \\ [])

      


        Creates an invitation and returns a signed presentation token alongside it.



    


    
      
        delete_invitation(invitation)

      


        Deletes an invitation.



    


    
      
        entity_used_invitation?(invitation, entity_type, entity_id, action \\ nil)

      


        Checks if a specific entity has performed an action on an invitation.



    


    
      
        extend_invitation_expiration(invitation, arg2)

      


        Extends the expiration of an invitation by the given duration.



    


    
      
        get_invitation!(id)

      


        Gets a single invitation by ID. Raises if not found.



    


    
      
        get_invitation_by_token(token)

      


        Gets an invitation by token.



    


    
      
        invitation_url(token, base_url)

      


        Builds an invitation URL for the given token and base URL.



    


    
      
        list_invitation_usages(invitation, opts \\ [])

      


        Gets all usage records for an invitation.



    


    
      
        list_invitation_usages_by_unique_entity(invitation, opts \\ [])

      


        Gets all usage records for an invitiation, grouped by unique entity IDs.



    


    
      
        list_invitations()

      


        Retrieves all invitations.



    


    
      
        remove_invitation_expiration(invitation)

      


        Removes the expiration from an invitation, making it never expire.



    


    
      
        set_invitation_expiration(invitation, expires_at)

      


        Sets a specific expiration date for an invitation.



    


    
      
        signed_invitation_url(token, signature, base_url)

      


        Builds an invitation URL for the given token and signature using the base URL.



    


    
      
        track_invitation_usage(invitation_or_token, entity_type, entity_id, action, metadata \\ %{})

      


        Records an entity's usage of an invitation.



    


    
      
        validate_invitation_token(token)

      


        Validates an invitation token exists and returns the invitation if valid.



    


    
      
        validate_secure_invitation_token(token, signature)

      


        Validates the invitation token against the given signature and returns
the invitation, if the signature is valid.
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          @type signed_token() :: String.t()


      



  


        

      

      
        Functions

        


    

    

  
    
      
    
    
      change_invitation(invitation, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

Returns an %Ecto.Changeset{} for tracking invitation changes.
Options
	:require_name - Whether to require the name field (defaults to false)

Examples
iex> Usher.change_invitation(invitation)
%Ecto.Changeset{data: %Usher.Invitation{}}

iex> Usher.change_invitation(invitation, %{name: "Test"})
%Ecto.Changeset{data: %Usher.Invitation{}}

iex> Usher.change_invitation(invitation, %{}, require_name: true)
%Ecto.Changeset{data: %Usher.Invitation{}, errors: [name: {"can't be blank", _}]}

  



    

    

  
    
      
    
    
      create_invitation(attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

Creates a new invitation with a token and default expiration datetime.
Attributes
	:name - Name for the invitation
	:expires_at - Custom expiration datetime (overrides default)
	:token - Custom token (overrides generated token)

Options
	:require_name - Whether to require the name field (defaults to false)

Examples
iex> Usher.create_invitation()
{:ok, %Usher.Invitation{token: "abc123...", expires_at: ~U[...]}}

iex> Usher.create_invitation(%{name: "Welcome Team"})
{:ok, %Usher.Invitation{name: "Welcome Team"}}

iex> Usher.create_invitation(%{}, require_name: true)
{:error, %Ecto.Changeset{errors: [name: {"can't be blank", _}]}}

  



    

  
    
      
    
    
      create_invitation_with_signed_token(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec create_invitation_with_signed_token(
  map(),
  keyword()
) ::
  {:ok, Usher.Invitation.t(), signed_token()}
  | {:error, Ecto.Changeset.t() | :token_required}


      


Creates an invitation and returns a signed presentation token alongside it.
This is useful for scenarios where you want to use a user-friendly token,
but want to ensure authenticity, as user-friendly tokens are more likely to be
guessed or fabricated.
Only works when a :token is supplied in the attrs. If you're not supplying a
token, or do not care about the authenticity of invitation tokens, use
Usher.create_invitation/2 instead.

  



  
    
      
    
    
      delete_invitation(invitation)



        
          
        

    

  


  

Deletes an invitation.
Examples
iex> Usher.delete_invitation(invitation)
{:ok, %Usher.Invitation{}}

iex> Usher.delete_invitation(bad_invitation)
{:error, %Ecto.Changeset{}}

  



    

  
    
      
    
    
      entity_used_invitation?(invitation, entity_type, entity_id, action \\ nil)



        
          
        

    

  


  

Checks if a specific entity has performed an action on an invitation.
Examples
# Check if user 123 has registered
if Usher.entity_used_invitation?(invitation, "user", "123", "registered") do
  # Entity has already registered
end

# Check if entity has any usage
if Usher.entity_used_invitation?(invitation, "user", "123") do
  # Entity has used this invitation for any action
end

  



  
    
      
    
    
      extend_invitation_expiration(invitation, arg2)



        
          
        

    

  


  

      

          @spec extend_invitation_expiration(
  Usher.Invitation.t(),
  {pos_integer(), Usher.Config.duration_unit_pair()}
) ::
  {:ok, Usher.Invitation.t()}
  | {:error, Ecto.Changeset.t() | :no_expiration_to_extend}


      


Extends the expiration of an invitation by the given duration.
Only works with invitations that already have an expiration date.
Returns an error if the invitation has no expiration date (nil).
Parameters
	invitation - The invitation struct to extend
	duration - A tuple like {7, :day} or {2, :hour}

Examples
# Extend an invitation by 7 days
iex> Usher.extend_invitation_expiration(invitation, {7, :day})
{:ok, %Usher.Invitation{expires_at: ~U[...]}}

# Extend an expired invitation by 2 hours
iex> Usher.extend_invitation_expiration(expired_invitation, {2, :hour})
{:ok, %Usher.Invitation{expires_at: ~U[...]}}

# Try to extend a never-expiring invitation
iex> Usher.extend_invitation_expiration(never_expiring_invitation, {1, :week})
{:error, :no_expiration_to_extend}

  



  
    
      
    
    
      get_invitation!(id)



        
          
        

    

  


  

Gets a single invitation by ID. Raises if not found.
Examples
iex> Usher.get_invitation!(id)
%Usher.Invitation{}

iex> Usher.get_invitation!("nonexistent")
** (Ecto.NoResultsError)

  



  
    
      
    
    
      get_invitation_by_token(token)



        
          
        

    

  


  

Gets an invitation by token.
Examples
iex> Usher.get_invitation_by_token("valid_token")
%Usher.Invitation{}

iex> Usher.get_invitation_by_token("invalid")
nil

  



  
    
      
    
    
      invitation_url(token, base_url)



        
          
        

    

  


  

Builds an invitation URL for the given token and base URL.
Examples
iex> Usher.invitation_url("abc123", "https://example.com/signup")
"https://example.com/signup?invitation_token=abc123"

  



    

  
    
      
    
    
      list_invitation_usages(invitation, opts \\ [])



        
          
        

    

  


  

      

          @spec list_invitation_usages(
  Usher.Invitation.t(),
  keyword()
) :: [Usher.InvitationUsage.t()]


      


Gets all usage records for an invitation.
Options
	:entity_type - Filter by entity type
	:entity_id - Filter by entity ID
	:action - Filter by action
	:limit - Limit number of results

Examples
# Get all usages for an invitation
usages = Usher.list_invitation_usages(invitation)

# Get only user registrations
usages = Usher.list_invitation_usages(invitation, entity_type: :user, action: :registered)

  



    

  
    
      
    
    
      list_invitation_usages_by_unique_entity(invitation, opts \\ [])



        
          
        

    

  


  

      

          @spec list_invitation_usages_by_unique_entity(
  Usher.Invitation.t(),
  keyword()
) :: [{String.t(), [invitation_usages_by_unique_entity()]}]


      


Gets all usage records for an invitiation, grouped by unique entity IDs.
Options
	:entity_type - Filter by entity type, useful for getting unique usages of a specific entity type
	:entity_id - Filter by entity ID, useful for getting unique usages of a specific entity
	:action - Filter by action, useful for getting unique usages of a specific action
	:limit - Limit number of results

Examples
# All unique entities that used the invitation
unique_entities = Usher.list_invitation_usages_by_unique_entity(invitation)

# All entities of a specific type that used the invitation
unique_users = Usher.list_invitation_usages_by_unique_entity(invitation, entity_type: :user)

# All entities that took a specific action with the invitation
unique_registrations = Usher.list_invitation_usages_by_unique_entity(
  invitation,
  action: :registered
)

# A specific entity and the actions they took with the invitation
unique_entity_actions = Usher.list_invitation_usages_by_unique_entity(
  invitation,
  entity_id: "123"
)

  



  
    
      
    
    
      list_invitations()



        
          
        

    

  


  

Retrieves all invitations.
Examples
iex> Usher.list_invitations()
[%Usher.Invitation{}, ...]

  



  
    
      
    
    
      remove_invitation_expiration(invitation)



        
          
        

    

  


  

      

          @spec remove_invitation_expiration(Usher.Invitation.t()) ::
  {:ok, Usher.Invitation.t()} | {:error, Ecto.Changeset.t()}


      


Removes the expiration from an invitation, making it never expire.
Sets the expires_at field to nil, effectively creating a permanent invitation link.
Parameters
	invitation - The invitation struct to update

Examples
# Make an invitation never expire
iex> Usher.remove_invitation_expiration(invitation)
{:ok, %Usher.Invitation{expires_at: nil}}

# Remove expiration from an already expired invitation
iex> Usher.remove_invitation_expiration(expired_invitation)
{:ok, %Usher.Invitation{expires_at: nil}}

  



  
    
      
    
    
      set_invitation_expiration(invitation, expires_at)



        
          
        

    

  


  

      

          @spec set_invitation_expiration(Usher.Invitation.t(), DateTime.t()) ::
  {:ok, Usher.Invitation.t()} | {:error, Ecto.Changeset.t()}


      


Sets a specific expiration date for an invitation.
Works with any invitation, regardless of current expiration state.
Parameters
	invitation - The invitation struct to update
	expires_at - A DateTime struct for the new expiration date

Examples
# Set a specific expiration date
iex> Usher.set_invitation_expiration(invitation, ~U[2025-12-31 23:59:59Z])
{:ok, %Usher.Invitation{expires_at: ~U[2025-12-31 23:59:59Z]}}

# Set expiration to 30 days from now
iex> future_date = DateTime.add(DateTime.utc_now(), 30, :day)
iex> Usher.set_invitation_expiration(invitation, future_date)
{:ok, %Usher.Invitation{expires_at: future_date}}

  



  
    
      
    
    
      signed_invitation_url(token, signature, base_url)



        
          
        

    

  


  

      

          @spec signed_invitation_url(
  Usher.Token.Signature.token(),
  Usher.Token.Signature.signature(),
  String.t()
) :: String.t()


      


Builds an invitation URL for the given token and signature using the base URL.
Examples
iex> Usher.signed_invitation_url("abc123", "Z7aPPn0OT3ARmifwmGJkMRec74H1AV-RwtpUqN8Ev2c", "https://example.com/signup")
"https://example.com/signup?invitation_token=abc123&s=Z7aPPn0OT3ARmifwmGJkMRec74H1AV-RwtpUqN8Ev2c"

  



    

  
    
      
    
    
      track_invitation_usage(invitation_or_token, entity_type, entity_id, action, metadata \\ %{})



        
          
        

    

  


  

      

          @spec track_invitation_usage(
  Usher.Invitation.t() | String.t(),
  atom(),
  String.t(),
  atom(),
  map()
) ::
  {:ok, Usher.InvitationUsage.t()}
  | {:error, Ecto.Changeset.t()}
  | {:error, :invitation_not_found}


      


Records an entity's usage of an invitation.
This provides flexible tracking of how invitations are used. You can track
different actions (like :visited, :registered, :activated) and different
entity types (like :user, :company, :device).
Parameters
	invitation_or_token - An %Invitation{} struct or invitation token string
	entity_type - String describing the type of entity (e.g., :user, :company, :device)
	entity_id - String ID of the entity
	action - String describing the action (e.g., :visited, :registered, :activated)
	metadata - Optional map of additional data (e.g., user agent, IP, custom fields)

Examples
# Track a user visiting signup page
{:ok, usage} = Usher.track_invitation_usage(
  "abc123",
  :user,
  "user_123",
  :visited,
  %{ip: "192.168.1.1", user_agent: "Mozilla/5.0..."}
)

# Track a company registration
{:ok, usage} = Usher.track_invitation_usage(
  invitation,
  :company,
  "company_456",
  :registered,
  %{plan: "premium", source: "email_campaign"}
)

# Tracking without metadata
{:ok, usage} = Usher.track_invitation_usage("abc123", :user, "789", :activated)

  



  
    
      
    
    
      validate_invitation_token(token)



        
          
        

    

  


  

Validates an invitation token exists and returns the invitation if valid.
Returns {:ok, invitation} if the token exists and hasn't expired.
Returns {:error, reason} if the token is invalid or expired.
Examples
iex> Usher.validate_invitation_token("valid_token")
{:ok, %Usher.Invitation{}}

iex> Usher.validate_invitation_token("expired_token")
{:error, :invitation_expired}

iex> Usher.validate_invitation_token("invalid_token")
{:error, :invalid_token}

  



  
    
      
    
    
      validate_secure_invitation_token(token, signature)



        
          
        

    

  


  

      

          @spec validate_secure_invitation_token(
  Usher.Token.Signature.token(),
  Usher.Token.Signature.signature()
) ::
  {:ok, Usher.Invitation.t()}
  | {:error, Ecto.Changeset.t() | :invalid_signature}


      


Validates the invitation token against the given signature and returns
the invitation, if the signature is valid.
Returns {:error, invalid_signature} if the signature is invalid.
Examples
iex> Usher.validate_secure_invitation_token("valid_token", "S9cjQ8oET4qrHZjwdgbNsc9H3wwIn_e1st9E5A2GmXA")
{:ok, %Usher.Invitation{}}

iex> Usher.validate_secure_invitation_token("valid_token", "invalid-signature")
{:error, :invalid_signature}

iex> Usher.validate_invitation_token("expired_token", "S9cjQ8oET4qrHZjwdgbNsc9H3wwIn_e1st9E5A2GmXA")
{:error, :invitation_expired}

  


        

      


  

  
    
    Usher.Config - Usher v0.5.0
    
    

    


  
  

    
Usher.Config 
    



      
Configuration management for Usher.
Handles loading and validating configuration from the application environment.
See the configuration guide for details on usage.

      


      
        Summary


  
    Types
  


    
      
        duration_unit_pair()

      


    


    
      
        schema_overrides()

      


    


    
      
        t()

      


    


    
      
        validations()

      


    





  
    Functions
  


    
      
        all()

      


        Returns all Usher configuration as a keyword list.



    


    
      
        custom_attributes_type()

      


        Returns the schema field type for the :custom_attributes field in the
Usher.Invitation schema.



    


    
      
        default_expires_in()

      


        Returns the configured default expiration duration.



    


    
      
        name_required?()

      


        Returns whether the name field is required for invitations.



    


    
      
        repo()

      


        Returns the configured Ecto repository.



    


    
      
        schema_overrides()

      


        Returns schema override configuration for all schemas.



    


    
      
        signing_secret!()

      


        Returns the signing secret for token signing.



    


    
      
        token_length()

      


        Returns the configured token length.



    


    
      
        valid_usage_actions()

      


        Returns the configured valid actions for invitation usage tracking.



    


    
      
        valid_usage_entity_types()

      


        Returns the configured valid entity types for invitation usage tracking.



    


    
      
        validations()

      


        Returns validation configuration for all schemas.



    





      


      
        Types

        


  
    
      
    
    
      duration_unit_pair()



        
          
        

    

  


  

      

          @type duration_unit_pair() ::
  {:year, integer()}
  | {:month, integer()}
  | {:week, integer()}
  | {:day, integer()}
  | {:hour, integer()}
  | {:minute, integer()}
  | {:second, integer()}


      



  



  
    
      
    
    
      schema_overrides()



        
          
        

    

  


  

      

          @type schema_overrides() :: %{
  optional(:invitation) => %{custom_attributes_type: :map | module()}
}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: [
  repo: Ecto.Repo.t(),
  token_length: non_neg_integer(),
  default_expires_in: duration_unit_pair(),
  validations: validations()
]


      



  



  
    
      
    
    
      validations()



        
          
        

    

  


  

      

          @type validations() :: %{
  optional(:invitation) => %{name_required: boolean()},
  invitation_usage: %{
    valid_usage_entity_types: [atom()],
    valid_usage_actions: [atom()]
  }
}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: t()


      


Returns all Usher configuration as a keyword list.
Useful for debugging or displaying current configuration.
Examples
iex> Usher.Config.all()
[
  repo: MyApp.Repo,
  token_length: 16,
  default_expires_in: {7, :day},
  validations: %{
    invitation: %{name_required: true}
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company],
      valid_usage_actions: [:visited, :registered]
    }
  }
]

  



  
    
      
    
    
      custom_attributes_type()



        
          
        

    

  


  

      

          @spec custom_attributes_type() :: :map | module()


      


Returns the schema field type for the :custom_attributes field in the
Usher.Invitation schema.

  



  
    
      
    
    
      default_expires_in()



        
          
        

    

  


  

Returns the configured default expiration duration.
Accepts a Duration.unit_pair(), such as {30, :minute}.
See the docs for Duration.
Defaults to 7 days if not configured.

  



  
    
      
    
    
      name_required?()



        
          
        

    

  


  

      

          @spec name_required?() :: boolean()


      


Returns whether the name field is required for invitations.
This is a convenience function that extracts the name_required value
from the validations configuration.

  



  
    
      
    
    
      repo()



        
          
        

    

  


  

Returns the configured Ecto repository.
This is required for Usher to function and must be set in your application config:
config :usher, repo: MyApp.Repo
Raises if not configured.

  



  
    
      
    
    
      schema_overrides()



        
          
        

    

  


  

      

          @spec schema_overrides() :: schema_overrides()


      


Returns schema override configuration for all schemas.

  



  
    
      
    
    
      signing_secret!()



        
          
        

    

  


  

      

          @spec signing_secret!() :: binary()


      


Returns the signing secret for token signing.
Required if you use signed invitation tokens. Raises if not configured.

  



  
    
      
    
    
      token_length()



        
          
        

    

  


  

Returns the configured token length.
Defaults to 16 characters if not configured.

  



  
    
      
    
    
      valid_usage_actions()



        
          
        

    

  


  

Returns the configured valid actions for invitation usage tracking.
This is required for usage tracking to function and must be set in your application config:
config :usher,
  validations: %{
    invitation_usage: %{
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
Raises if not configured.

  



  
    
      
    
    
      valid_usage_entity_types()



        
          
        

    

  


  

Returns the configured valid entity types for invitation usage tracking.
This is required for usage tracking to function and must be set in your application config:
config :usher,
  validations: %{
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company, :device]
    }
  }
Raises if not configured.

  



  
    
      
    
    
      validations()



        
          
        

    

  


  

      

          @spec validations() :: validations()


      


Returns validation configuration for all schemas.

  


        

      


  

  
    
    Usher.Invitation - Usher v0.5.0
    
    

    


  
  

    
Usher.Invitation 
    



      
Invitation schema for Usher.
Represents an invitation with a unique token, expiration date, and usage tracking.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(invitation, attrs, opts \\ [])

      


        Changeset for creating and updating invitations.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Usher.Invitation{
  __meta__: term(),
  custom_attributes: term(),
  expires_at: DateTime.t() | nil,
  id: Ecto.UUID.t(),
  inserted_at: DateTime.t(),
  name: String.t() | nil,
  token: String.t(),
  updated_at: DateTime.t(),
  usages: [Usher.InvitationUsage.t()] | Ecto.Association.NotLoaded.t()
}


      



  


        

      

      
        Functions

        


    

  
    
      
    
    
      changeset(invitation, attrs, opts \\ [])



        
          
        

    

  


  

Changeset for creating and updating invitations.
Options
	:require_name - Whether to require the name field (defaults to Config.name_required?())

Examples
iex> Usher.Invitation.changeset(%Usher.Invitation{}, %{
...>   token: "abc123",
...>   expires_at: ~U[2024-12-31 23:59:59Z]
...> })
%Ecto.Changeset{valid?: true}

iex> Usher.Invitation.changeset(%Usher.Invitation{}, %{})
%Ecto.Changeset{valid?: false, errors: [token: {"can't be blank", _}]}

iex> Usher.Invitation.changeset(%Usher.Invitation{}, %{token: "abc", expires_at: ~U[2024-12-31 23:59:59Z]}, require_name: true)
%Ecto.Changeset{valid?: false, errors: [name: {"can't be blank", _}]}

  


        

      


  

  
    
    Usher.InvitationUsage - Usher v0.5.0
    
    

    


  
  

    
Usher.InvitationUsage 
    



      
Schema for tracking invitation usage by entities.
An invitation usage record represents when an entity (user, company, device, etc.)
interacts with an invitation. This could be visiting a signup page, completing
registration, or any other trackable action.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(usage, attrs)

      


        Changeset for creating invitation usage records.



    





      


      
        Types

        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Usher.InvitationUsage{
  __meta__: term(),
  action: atom(),
  entity_id: String.t(),
  entity_type: atom(),
  id: Ecto.UUID.t(),
  inserted_at: DateTime.t(),
  invitation: Usher.Invitation.t() | Ecto.Association.NotLoaded.t(),
  invitation_id: Ecto.UUID.t(),
  metadata: map(),
  updated_at: DateTime.t()
}


      



  


        

      

      
        Functions

        


  
    
      
    
    
      changeset(usage, attrs)



        
          
        

    

  


  

Changeset for creating invitation usage records.
Required fields
	invitation_id: The invitation being used
	entity_type: A string describing what kind of entity (e.g., :user, :company, :device)
	entity_id: ID of the entity
	action: What action was performed (e.g., :visited, :registered, :activated)

Optional fields
	metadata: Additional context (user agent, IP, custom data, etc.)


  


        

      


  

  
    
    Usher.Types.Atom - Usher v0.5.0
    
    

    


  
  

    
Usher.Types.Atom 
    



      
Custom Ecto type for handling atoms as strings for schemas.

      


      
        Summary


  
    Functions
  


    
      
        cast(value)

      


        Callback implementation for Ecto.Type.cast/1.



    


    
      
        dump(value)

      


        Callback implementation for Ecto.Type.dump/1.



    


    
      
        embed_as(_)

      


        Callback implementation for Ecto.Type.embed_as/1.



    


    
      
        equal?(term1, term2)

      


        Callback implementation for Ecto.Type.equal?/2.



    


    
      
        load(value)

      


        Callback implementation for Ecto.Type.load/1.



    


    
      
        type()

      


        Callback implementation for Ecto.Type.type/0.



    





      


      
        Functions

        


  
    
      
    
    
      cast(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.cast/1.

  



  
    
      
    
    
      dump(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.dump/1.

  



  
    
      
    
    
      embed_as(_)



        
          
        

    

  


  

Callback implementation for Ecto.Type.embed_as/1.

  



  
    
      
    
    
      equal?(term1, term2)



        
          
        

    

  


  

Callback implementation for Ecto.Type.equal?/2.

  



  
    
      
    
    
      load(value)



        
          
        

    

  


  

Callback implementation for Ecto.Type.load/1.

  



  
    
      
    
    
      type()



        
          
        

    

  


  

Callback implementation for Ecto.Type.type/0.
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Usher.Migration 
    



      
Migration helpers for creating and upgrading Usher tables.
Use this module in your application's migrations to create the necessary
database tables for Usher.
Versioned Migrations
Starting with v0.2.0, Usher supports versioned migrations to allow incremental
updates to the database schema. This is useful for existing installations that
need to upgrade to new versions without losing data.
For new installations:
defmodule MyApp.Repo.Migrations.CreateUsherInvitations do
  use Ecto.Migration

  def up do
    Usher.Migration.migrate_to_version(4)
  end

  def down do
    Usher.Migration.migrate_to_version(1)
  end
end
For existing installations upgrading:
defmodule MyApp.Repo.Migrations.UpgradeUsherInvitations do
  use Ecto.Migration
  import Usher.Migration

  def up do
    Usher.Migration.migrate_to_version(4)
  end

  def down do
    Usher.Migration.migrate_to_version(3)
  end
end

      


      
        Summary


  
    Functions
  


    
      
        latest_version()

      


        Returns the latest version of the Usher migrations.



    


    
      
        migrate_to_version(to_version)

      


        Migrates the Usher tables to a specific version.



    


    
      
        valid_versions()

      


        Returns a list of all valid migration versions.



    





      


      
        Functions

        


  
    
      
    
    
      latest_version()



        
          
        

    

  


  

      

          @spec latest_version() :: non_neg_integer()


      


Returns the latest version of the Usher migrations.

  



  
    
      
    
    
      migrate_to_version(to_version)



        
          
        

    

  


  

      

          @spec migrate_to_version(non_neg_integer()) :: no_return()


      


Migrates the Usher tables to a specific version.
This function automatically detects the current migration version and applies
only the necessary migrations to reach the latest version. It's safe to run
multiple times.
Parameters
	version: The target version to migrate to, e.g. 1, 2, 3, etc.

Examples
migrate_to_version(3)

  



  
    
      
    
    
      valid_versions()



        
          
        

    

  


  

      

          @spec valid_versions() :: [non_neg_integer()]


      


Returns a list of all valid migration versions.

  


        

      


  

  
    
    Usher.Migrations.V01 - Usher v0.5.0
    
    

    


  
  

    
Usher.Migrations.V01 
    



      
Initial table structure for Usher invitations.
This migration creates the base invitations table with:
	UUID primary key
	Token field with unique index
	Expiration tracking
	Join count tracking
	Timestamps


      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)
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      down(opts)
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    Usher.Migrations.V02 - Usher v0.5.0
    
    

    


  
  

    
Usher.Migrations.V02 
    



      
Adds name field to Usher invitations.
This migration adds:
	A name field to track invitation names
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    Functions
  


    
      
        down(opts)

      


    


    
      
        up(opts)
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    Usher.Migrations.V03 - Usher v0.5.0
    
    

    


  
  

    
Usher.Migrations.V03 
    



      
Adds InvitationUsage table for tracking invitation usage.
Drops the joined_count field from the Invitation table, as the count
can be derived from the InvitationUsage records.
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        down(opts)

      


    


    
      
        up(opts)
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    Usher.Migrations.V04 - Usher v0.5.0
    
    

    


  
  

    
Usher.Migrations.V04 
    



      
Makes the expires_at field nullable to support never-expiring invitations.
This allows invitation links to be created without an expiration date,
enabling "long-living" personal invitation links.
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        down(opts)
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    Usher.Migrations.V05 - Usher v0.5.0
    
    

    


  
  

    
Usher.Migrations.V05 
    



      
Adds the :custom_attributes field to the Usher.Invitation schema.
Custom attributes allow users of the library to fetch and use these custom
attributes after validating the invitation, for example, for setting
attributes for the newly created user.
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        down(opts)

      


    


    
      
        up(opts)
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    Usher.Invitations.CreateInvitation - Usher v0.5.0
    
    

    


  
  

    
Usher.Invitations.CreateInvitation 
    



      
Creates a new invitation with a token and default expiration datetime.
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    Functions
  


    
      
        call(attrs, opts \\ [])
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      call(attrs, opts \\ [])



        
          
        

    

  


  


  


        

      


  

  
    
    Usher.Invitations.CreateInvitationWithSignedToken - Usher v0.5.0
    
    

    


  
  

    
Usher.Invitations.CreateInvitationWithSignedToken 
    



      
Creates an invitation and returns a signed presentation token alongside it.
Only works when a :token is supplied in the attrs.

      


      
        Summary
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        call(attrs, opts \\ [])
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      call(attrs, opts \\ [])



        
          
        

    

  


  


  


        

      


  

  
    
    Usher.Invitations.InvitationUsageQuery - Usher v0.5.0
    
    

    


  
  

    
Usher.Invitations.InvitationUsageQuery 
    



      
Query builder for invitation usage records.
You can use this module to construct queries for fetching invitation usage data,
if the provided functions in the Usher module do not meet your needs.
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    Functions
  


    
      
        entity_exists_query(invitation, entity_type, entity_id, action \\ nil)

      


        Builds an existence check query for a specific entity and optional action.



    


    
      
        list_query(invitation, opts \\ [])

      


        Builds a complete list query with optional filters and modifiers.



    


    
      
        unique_entities_query(invitation, opts \\ [])

      


        Builds a unique entities query with optional filters.
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      entity_exists_query(invitation, entity_type, entity_id, action \\ nil)



        
          
        

    

  


  

Builds an existence check query for a specific entity and optional action.

  



    

  
    
      
    
    
      list_query(invitation, opts \\ [])



        
          
        

    

  


  

Builds a complete list query with optional filters and modifiers.
Options
	:entity_type - Filter by entity type (string)
	:action - Filter by action (string)
	:limit - Limit number of results (integer)


  



    

  
    
      
    
    
      unique_entities_query(invitation, opts \\ [])



        
          
        

    

  


  

Builds a unique entities query with optional filters.
Options
	:action - Filter by action (string)
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