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    Overview

Usher Web is a web interface for the Usher invitation link management library.
  
  
  Usher Web allows you to easily manage invitation links through a user-friendly interface. You can list, create, edit, and delete invitation links.
Usher Web is built using Phoenix LiveView. You can access the pages provided by Usher Web in your existing Phoenix Router. Get started by checking out the installation instructions and the getting started guide.


  

    Installation

Requirements
Usher requires:
	Elixir 1.14 or later
	OTP 25 or later
	PostgreSQL

Note: Usher Web may work with earlier versions of Elixir and OTP, but it wasn't tested against them.

Adding Usher Web to Your Project
Add usher_web to your list of dependencies in mix.exs:
def deps do
  [
    {:usher_web, "~> 1.0.1"}
  ]
end
Then run:
mix deps.get

Database Setup
Usher Web requires database tables to store invitation data. You'll need to create and run a migration to set up these tables.
First, follow the database setup instructions for the Usher library.
Once you've set up the Usher database tables, continue on to the Getting Started guide for configuration and basic usage examples.


  

    Getting Started

This guide will walk you through setting up Usher Web and creating your first invitation.
Prerequisites
Before you begin, make sure you have:
	Completed the Installation steps
	A running Phoenix application with support for LiveView (you don't need to be using LiveView elsewhere in your app, but it must be set up to support LiveView routes)
	PostgreSQL database set up and migrated

Configuration
Usher Library Configuration
You need to configure the underlying Usher library that Usher Web depends on.
Configure Usher in your config/config.exs file.
Here's a basic example, to get you started:
# Only the required configuration options are shown below.
config :usher,
  repo: MyApp.Repo,
  validations: %{
    invitation_usage: %{
      valid_usage_entity_types: [:user, :company],
      valid_usage_actions: [:visited, :registered, :activated]
    }
  }
You can find details about configuration options in Usher's Configuration guide.
Usher Web Configuration
Usher Web needs its own configuration:
config :usher_web,
  invitation_redirect_url: "https://myapp.com"
Currently, you can only configure the :invitation_redirect_url, which specifies where users will be redirected when they click invitation links. Defaults to "http://localhost:4000" if not provided. For example, if you set it to "https://myapp.com", the generated invitation links will look like https://myapp.com/invitations/abcdef.
See the Configuration guide for more details.
Routing to Usher Web Views
To use Usher Web, you need to add its routes to your Phoenix Router:
# In your lib/my_app_web/router.ex file
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  import Usher.Web.Router

  scope "/" do
    pipe_through [:browser, :require_authenticated_user] # Don't forget about auth!

    usher_dashboard("/usher")
  end
end
Now you can go to the /usher path in your application to access the Usher Web interface.
Authentication and Authorization
For handling auth for Usher Web, you need to implement a custom resolver module by creating a module that uses the Usher.Web.Resolver behaviour and implements its callbacks. See module docs for Usher.Web.Authentication and Usher.Web.Resolver for details.


  

    Configuration

This guide covers configuration options for Usher Web and the underlying Usher library.
Usher Web Configuration
Usher Web provides its own configuration options that should be added to your config/config.exs file:
config :usher_web,
  invitation_redirect_url: "https://myapp.com"
Configuration Options
:invitation_redirect_url
The URL where users will be redirected when they click invitation links.
	Type: String.t()
	Default: "http://localhost:4000"
	Required: No

Example:
config :usher_web,
  invitation_redirect_url: "https://myapp.com"
When configured, invitation links will redirect users to this URL. For example, if you set it to "https://myapp.com", the generated invitation links will look like https://myapp.com/invitations/abcdef.
Usher Library Configuration
Usher Web depends on the Usher library for core invitation management functionality. You need to configure Usher separately in your config/config.exs file.
For more detailed information about Usher library configuration options, see the Usher Configuration guide.


  

    Contributing

Thank you for your interest in contributing to Usher Web! This guide will help you get started with development and understand our contribution process.
Development Setup
Prerequisites
	Elixir 1.14 or later
	OTP 25 or later
	PostgreSQL (for running tests)
	Git

Getting Started
	Fork and clone the repository:
git clone https://github.com/typhoonworks/usher_web.git
cd usher_web


	Install dependencies:
mix deps.get

npm install --prefix assets


	Set up the database:
# Using Docker (recommended)
docker-compose up -d

# Or start PostgreSQL manually on port 2345
# Then create and migrate the test database
mix test.setup


	Run the tests to ensure everything works:
mix test



A note on Heroicons
Usher Web uses Heroicons for its icons. We include Heroicons as a sparse Git submodule as there's no Elixir nor npm package that we can install.
Development Commands
Testing
	mix test - Run all tests
	mix test.setup - Set up test database (drops, creates, migrates)
	docker-compose up -d - Start PostgreSQL for testing
	mix dev - Starts a development server that deploys the LiveView UI for Usher Web

Code Quality
	mix lint - Run formatter and dialyzer
	mix format - Format code according to project standards
	mix dialyzer - Run static analysis

Documentation
	mix docs - Generate documentation locally
	mix hex.publish - Publish to Hex.pm (maintainers only)

Code Style and Quality
Formatting
We use the standard Elixir formatter. Before submitting code:
mix format

Static Analysis
We use Dialyzer for static analysis. Run it before submitting:
mix dialyzer

Code Standards
	Follow Elixir naming conventions
	Write clear, descriptive function and variable names
	Add documentation for public functions
	Include type specs for public functions
	Keep functions small and focused
	Write comprehensive tests for new functionality

If you notice any code that does not follow these standards, please let us know or submit a pull request to fix it. We strive for a clean and maintainable codebase.
Submitting Changes
1. Create a Feature Branch
git checkout -b feature/amazing-feature

Use descriptive branch names:
	feature/add-bulk-invitations
	fix/token-validation-bug

2. Make Your Changes
	Write code following our style guidelines
	Add tests for new functionality
	Update documentation if needed
	Ensure all tests pass

3. Commit Your Changes
Write clear, descriptive commit messages.
4. Run Quality Checks
Before pushing, ensure code quality:
# Run tests
mix test

# Run all quality checks
mix lint

5. Push and Create Pull Request
git push origin feature/amazing-feature

Then create a pull request on GitHub with:
	Clear description of changes
	Reference to any related issues

Pull Request Guidelines
PR Description Template
## Summary

Brief description of what this PR does.

## Changes

- List of specific changes made
- Any breaking changes
- New features added

## Testing

- [ ] All existing tests pass
- [ ] New tests added for new functionality
- [ ] Manual testing completed

## Documentation

- [ ] Updated relevant documentation
- [ ] Added docstrings for new public functions
- [ ] Updated CHANGELOG.md if applicable

## Checklist

- [ ] Code follows project style guidelines
- [ ] Self-review completed
- [ ] Tests added and passing
- [ ] Documentation updated
Review Process
	Automated Checks: CI will run tests and quality checks
	Code Review: Maintainers will review your code
	Feedback: Address any requested changes
	Approval: Once approved, your PR will be merged

Reporting Issues
Bug Reports
When reporting bugs, include:
	Description: Clear description of the issue
	Steps to Reproduce: Exact steps to trigger the bug
	Expected Behavior: What should happen
	Actual Behavior: What actually happens
	Environment: Elixir/OTP versions, database version, OS version
	Code Examples: Minimal code that reproduces the issue

Feature Requests
For feature requests, include:
	Use Case: Why is this feature needed?
	Proposed Solution: How should it work?
	Alternatives: Other ways to solve the problem
	Examples: Code examples of proposed API

Documentation
Writing Documentation
	Use clear, concise language
	Include code examples
	Document all public functions with @doc
	Add type specs with @spec
	Update guides when adding new features

Building Documentation
# Generate docs locally
mix docs

# Open docs in browser
open doc/index.html

Releasing
For maintainers only:
	Update version in mix.exs
	Update CHANGELOG.md
	Run tests and quality checks
	Publish to Hex: mix hex.publish
	Create release on GitHub, with tag matching version in mix.exs

Getting Help
	GitHub Issues: For bug reports and feature requests
	GitHub Discussions: For questions and general discussion
	Email: Reach out to maintainers for sensitive issues

Code of Conduct
Please be respectful and constructive in all interactions. We want Usher Web to be a welcoming project for contributors of all backgrounds and experience levels.
Thank you for contributing to Usher Web! 🎉
See also
	Router (mounting macro): lib/usher/web/router.ex
	Authentication (on_mount hook): lib/usher/web/authentication.ex
	Resolver (behaviour and defaults): lib/usher/web/resolver.ex



  

    
Usher.Web.Config 
    



      
Provides functions to retrieve configuration values for the Usher Web application.
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        Returns the URL where users will be redirected when they click invitation links.
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          @spec invitation_redirect_url() :: String.t()


      


Returns the URL where users will be redirected when they click invitation links.
Defaults to "http://localhost:4000" if not configured.

  


        

      


  

    
Usher.Web.Authentication 
    



      
LiveView on_mount hook for Usher's authentication and access control.
This module enforces access to the Usher Dashboard by reading values placed
in the LiveView session by Usher.Web.Router. It doesn't perform user lookup
itself; instead, it relies on a configured resolver implementing the
Usher.Web.Resolver behaviour.
How it works
When the Usher Dashboard mounts, the router injects session data including a
"resolver", a "user", and an "access" level. This hook assigns those to
the socket and halts navigation if access is forbidden:
	:all — full access
	:read_only — limited, view-only access (UI elements may restrict actions)
	:forbidden — denies access and navigates to / with a flash message
	{:forbidden, path} — denies access and navigates to path with a flash

The final enforcement is handled here, while determination of the user and
access level is delegated to the resolver.
Resolver behaviour
The resolver is responsible for extracting the user from Plug.Conn and
mapping that user to an access level. See Usher.Web.Resolver for the
behaviour and return values. A typical resolver may look like this:
defmodule MyAppWeb.UsherResolver do
  @behaviour Usher.Web.Resolver

  def resolve_user(conn), do: conn.assigns[:current_user]

  def resolve_access(%{role: :admin}), do: :all
  def resolve_access(%{role: :viewer}), do: :read_only
  def resolve_access(_), do: :forbidden
end
Configure the dashboard to use your resolver:
import Usher.Web.Router
scope "/" do
  pipe_through :browser
  usher_dashboard "/usher", resolver: MyAppWeb.UsherResolver
end
Integration notes
	Protect the Usher routes behind your existing authentication pipeline.
	Prefer placing the current user into conn.assigns in your auth plug(s) so
your resolver can read it easily.
	For apps with role-based access, return :read_only for non-admins to
allow safe observation without modification.

Important
Usher does not provide authentication for you. You must:
	Implement your own authentication pipeline (plugs) to sign users in and set
a user into conn.assigns.
	Provide a resolver module via the router option resolver: to determine the
appropriate access level for each user.

If you don't provide a resolver, the default Usher.Web.Resolver allows
access for everyone (resolve_access/1 defaults to :all). That means the
dashboard is open to any visitor of the mounted routes until you configure
authentication and a resolver.
See Usher.Web.Router for mounting and configuration options.
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Usher.Web.Resolver behaviour
    



      
Behaviour module for resolving users and access levels for the Usher Dashboard.
A resolver is responsible for two things:
	Extracting the current user from a Plug.Conn when the dashboard mounts
	Mapping that user to an access level for the dashboard

Usher invokes your resolver from the router to populate the LiveView session.
Enforcement happens in Usher.Web.Authentication, which reads the session and
halts/redirects when access is forbidden. See Usher.Web.Router for mounting
and configuration, and Usher.Web.Authentication for the on-mount hook.
Callbacks
	resolve_user/1 — Given a Plug.Conn, return a user value (map/struct) or
nil. This value is passed to resolve_access/1.
	resolve_access/1 — Given the user value, return one of the supported
access levels:	:all — Full access
	:read_only — View-only access, with mutations disabled
	:forbidden — No access; authentication will redirect to /
	{:forbidden, path} — No access; redirect to the given path



Both callbacks are optional. If a callback isn’t implemented, Usher falls
back to the defaults defined in this module: resolve_user/1 returns nil
and resolve_access/1 returns :all.
Security note
You are expected to implement these callbacks to enforce your application's
authentication and authorization policies. If you don't, the defaults mean
anyone can access the Usher UI (no authentication, full access). Pair this
with a proper authentication pipeline and pass your resolver via the router
option resolver:.
Example
defmodule MyAppWeb.UsherResolver do
  @behaviour Usher.Web.Resolver

  # Pull the current user from assigns (your auth plug should set this)
  def resolve_user(conn), do: conn.assigns[:current_user]

  # Map user roles to access levels
  def resolve_access(%{role: :admin}), do: :all
  def resolve_access(%{role: :viewer}), do: :read_only
  def resolve_access(_), do: :forbidden
end
Then configure the dashboard to use your resolver in your Phoenix router:
import Usher.Web.Router
scope "/" do
  pipe_through :browser
  usher_dashboard "/usher", resolver: MyAppWeb.UsherResolver
end
See Usher.Web.Authentication for how the access level is enforced during
LiveView mount.
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        resolve_user(conn)

      


        Extract the current user from a Plug.Conn when the dashboard mounts.
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          @type access_level() :: :all | :read_only | :forbidden | {:forbidden, String.t()}
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          @type user() :: nil | map() | struct()
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          @callback resolve_access(user :: user()) :: access_level()


      


Determine the access level for a user.
Based on the user returned from resolve_user/1, this callback determines
what operations the user can perform in the Usher dashboard.
Return Values
	:all - Full access to all Usher's features
	:read_only - Can only view and run queries, no modifications
	:forbidden - No access
	{:forbidden, path} - Redirect to the given path


  



  
    
      
    
    
      resolve_user(conn)
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          @callback resolve_user(conn :: Plug.Conn.t()) :: user()


      


Extract the current user from a Plug.Conn when the dashboard mounts.
This callback is invoked when the Usher dashboard is accessed. The returned
user value will be passed to other callbacks for access control decisions.

  


        

      


  

    
Usher.Web.Router 
    



      
Mount the Usher Dashboard into a Phoenix router.
This module provides the usher_dashboard/2 macro, which mounts Usher's
LiveView-powered dashboard and wires it to your application's LiveView socket.
Usage
Import Usher.Web.Router in your Phoenix router and call usher_dashboard/2
within a scope that uses your browser pipeline:
defmodule MyAppWeb.Router do
  use MyAppWeb, :router

  import Usher.Web.Router

  pipeline :browser do
    plug :accepts, ["html"]
    plug :fetch_session
    plug :fetch_live_flash
    plug :put_root_layout, {MyAppWeb.Layouts, :root}
    plug :protect_from_forgery
    plug :put_secure_browser_headers
    # ...your auth plug(s) that assign the current user...
  end

  scope "/" do
    pipe_through :browser

    # Mount at "/usher" with default options
    usher_dashboard "/usher"
  end
end
By default, this mounts three routes under the given path:
	GET /usher — Dashboard index
	GET /usher/new — New item view
	GET /usher/:id/edit — Edit item view

The exact UI and behavior are provided by Usher's LiveViews and may evolve,
but the route structure remains stable for helpers and links.
Important
Usher does not implement authentication on its own. Until you configure an
authentication pipeline and a custom resolver (resolver: option), the
default Usher.Web.Resolver allows access for everyone (:all). Protect your
Usher routes behind your browser/auth pipelines and provide a resolver to
restrict access appropriately. See Usher.Web.Authentication and
Usher.Web.Resolver for details.
Options
	:as — Prefix used for route helpers and the LiveView session name.
Defaults to :usher_dashboard. For example, with the default you can
generate paths with ~p"/usher" or via helpers such as
Routes.usher_dashboard_path(conn, :index) depending on your Phoenix
version and setup.

	:socket_path — Path to your LiveView socket. Defaults to "/live".
Change this if your application configured a custom LiveView socket path.

	:transport — LiveView transport, either :websocket (default) or
:longpoll. Match this to your LiveView configuration.

	:csp_nonce_assign_key — Configure how CSP nonces are read from
conn.assigns and injected into the LiveView session. Accepts:
	nil (default): no CSP nonces are propagated
	an atom: the same assign key is used for both script and style nonces
	a map: %{script: :script_key, style: :style_key} for independent keys

For Phoenix apps that place a single nonce under :csp_nonce, you can pass
csp_nonce_assign_key: :csp_nonce. If you maintain separate keys, pass
a map such as csp_nonce_assign_key: %{script: :csp_script_nonce, style: :csp_style_nonce}.

	:resolver — A module that implements the Usher.Web.Resolver behaviour
used to determine the current user and their access level. Defaults to
Usher.Web.Resolver, which allows all access. See Usher.Web.Authentication
for end-to-end authentication and access control details.

	:on_mount — A list of additional on_mount hooks to run for all Usher
LiveViews. Usher always prepends Usher.Web.Authentication and
Usher.Web.LiveMount; any hooks you provide are invoked afterwards.


Authentication & access control
Usher's dashboard authentication flow is implemented by the
Usher.Web.Authentication on-mount hook together with a configurable
Usher.Web.Resolver. The resolver extracts a user and determines an access
level; the hook applies enforcement (including redirects for forbidden
access). See Usher.Web.Authentication for the complete walkthrough and a
resolver example.
CSP Nonces
If your application enforces a strict CSP and uses per-request nonces, set
:csp_nonce_assign_key so Usher's LiveViews receive and apply the nonces to
inline scripts and styles as needed. Usher reads the nonces from
conn.assigns using the keys you provide and makes them available as
@csp_nonces.script and @csp_nonces.style assigns during mount.
Session Data
Usher stores a small set of values in the LiveView session for each request,
all of which are internal implementation details. They are documented here to
aid integration and debugging:
	"prefix" — the mounted path prefix (scope-aware)
	"live_path" — the LiveView socket path (e.g., "/live")
	"live_transport" — the chosen LiveView transport
	"resolver" — the resolver module used for auth/access
	"user" — the resolved user value
	"access" — the access level derived by the resolver
	"csp_nonces" — a map with :script and :style nonce values (when set)
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Mount the Usher Dashboard at the given path within a Phoenix router.
See the module documentation for a complete list of options and usage notes.

  


        

      


  

    
Usher.Web.Components.InvitationFormComponent.InvitationFormData 
    



      
Embedded schema and changeset functions for the invitation form.
Reasons why we're not directly using an Usher.Invitation changeset:
	We need to convert between expires_at (a DateTime) and expires_on (a Date)
for user-friendly date input.
	We want to handle the optional expiration date with a checkbox, which doesn't map
directly to the Invitation schema. While we could user a :virtual field for this,
Usher Web can't modify the original schema.
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