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    Vodozemac

Elixir bindings to Matrix's Olm and Megolm cryptographic primitives,
backed by Element's vodozemac (Rust) — the modern successor to
the deprecated libolm.
def deps do
  [{:vodozemac, "~> 0.1"}]
end
⚠️ Pre-1.0. The surface is documented and tested, but signatures
may shift before 1.0 — see the stability table below for the rows
that are explicitly unstable.

Scope
Olm and Megolm are the pairwise and group ratchets defined by the
Matrix end-to-end encryption spec. This library wraps only
those primitives. It does not speak HTTP, parse Matrix events,
or talk to Synapse. Callers are responsible for:
	talking to the homeserver (/keys/upload, /keys/query,
/keys/claim, /sendToDevice, /sync)
	routing m.room_key / m.room.encrypted events
	persisting the serialized session state this library returns
	key backup transport

That boundary is deliberate so the same library can power a thin
client SDK, a server-side chat backend, a CLI testing tool, or an
appservice — none of which agree on the rest of the stack.
Quick start
# Long-term identity for a device.
account = Vodozemac.account_create()

# Identity keys to publish to the server.
{curve25519, ed25519} = Vodozemac.account_identity_keys(account)

# Generate ten unpublished one-time keys for the pre-key bundle.
{account, otks} = Vodozemac.account_generate_one_time_keys(account, 10)

# After `/keys/upload` succeeds, mark them published so future
# generate calls return only NEW ones.
account = Vodozemac.account_mark_published(account)

# Establish an outbound Megolm session for a room.
{session_id, session_key, outbound} = Vodozemac.outbound_group_session_create()
{ciphertext, outbound} = Vodozemac.outbound_group_session_encrypt(outbound, "hello")

# The corresponding inbound session is built from the session_key the
# sender shares (typically wrapped in an Olm m.room_key to-device event).
{^session_id, inbound} = Vodozemac.inbound_group_session_create(session_key)
{:ok, "hello", _index, _inbound} =
  Vodozemac.inbound_group_session_decrypt(inbound, ciphertext)
Every function that mutates state returns a fresh pickle. Callers
must persist the latest pickle — once you advance the ratchet,
the previous pickle can no longer decrypt the next message.
Status of the surface
	Area	API	Stability
	Account (identity + OTKs)	account_*	stable
	Olm pairwise sessions	olm_*	stable
	Inbound Megolm group session	inbound_group_session_*	stable
	Outbound Megolm group session	outbound_group_session_*	stable
	Raw Ed25519 / Curve25519	ed25519_* / curve25519_*	stable
	SAS (emoji verification)	sas_*	stable
	Pickle encryption key	(not exposed)	unstable

The last row is the headline pre-1.0 gap: pickle bytes are wrapped
with vodozemac's default zero-key (no confidentiality at rest).
Callers must apply their own at-rest encryption layer until a
pickle_key parameter lands in a later release.
Precompiled binaries
0.1.0 is source-only. Consumers need a Rust toolchain
(rustup install stable) on mix deps.get; the NIF compiles from
source via Rustler. Precompiled tarballs for the targets below
are scheduled for 0.1.1:
	Target	Status
	aarch64-apple-darwin	planned for 0.1.2
	x86_64-apple-darwin	planned for 0.1.2
	aarch64-unknown-linux-gnu	planned for 0.1.2
	x86_64-unknown-linux-gnu	planned for 0.1.2
	x86_64-unknown-freebsd	planned for 0.1.2

Once 0.1.1 ships, the precompiled artifact for your target is
fetched automatically from the sr.ht release ref. Force a
local cargo build at any time with
RUSTLER_PRECOMPILATION_FORCE_BUILD=1 before mix deps.get.
Hacking
The repo lives at https://git.sr.ht/~sbr/vodozemac. Patches
welcome — send via git send-email to the ~sbr/public-inbox
list, or open a ticket on the tracker.
git clone https://git.sr.ht/~sbr/vodozemac
cd vodozemac
mix deps.get
RUSTLER_PRECOMPILATION_FORCE_BUILD=1 mix compile
mix test

License
The Elixir + Rust glue in this repository is licensed under
BSD-3-Clause — see LICENSE.
The precompiled NIF binaries (the .tar.gz shipped to the sr.ht
release ref for each tagged version) statically link Element's
vodozemac (Apache-2.0) and a tree of transitive Rust crates.
Each tarball includes:
	LICENSE — this project's BSD-3-Clause text
	LICENSE-APACHE — full Apache-2.0 text covering vodozemac
	THIRD-PARTY-NOTICES — auto-generated inventory of every linked
crate with its license text (built via
cargo-about)

The source-only Hex package does not bundle vodozemac — Cargo
resolves it from crates.io at build time on the consumer's machine —
so the Apache-2.0 redistribution obligation only applies to the
precompiled artifacts.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
[0.1.4] - 2026-05-13
Added
	Precompiled NIF artifacts for aarch64-apple-darwin,
x86_64-apple-darwin, aarch64-unknown-linux-gnu,
x86_64-unknown-linux-gnu, and x86_64-unknown-freebsd. Consumers
on these targets no longer need a Rust toolchain on mix deps.get.

Fixed
	Set a User-Agent header on NIF downloads. sr.ht sits behind the
go-away anti-scraper proxy, which 403s any request with an empty
UA — Erlang's :httpc (used by rustler_precompiled) sends none
by default, so 0.1.2/0.1.3 consumers would have hit the proxy.

[0.1.0] - 2026-05-13
Added
	Initial public release: Olm + Megolm primitives for Matrix
end-to-end encryption, built on Element's
vodozemac (Rust) via
Rustler. Surface covers account / one-time-keys, inbound and
outbound Megolm group sessions, Olm pairwise sessions, raw Ed25519	Curve25519 helpers, and SAS short-authentication-string
verification.



Known limitations
	Source-only release. Consumers need a Rust toolchain
(rustup install stable) on mix deps.get; the NIF compiles
from source via Rustler. Precompiled binaries for the four major
macOS + Linux targets are scheduled for 0.1.1.
	Pickle bytes are wrapped with vodozemac's default zero-key — no
confidentiality at rest. Callers must apply their own at-rest
encryption until a pickle_key parameter lands in a later release.



  

    LICENSE


BSD 3-Clause License

Copyright (c) 2026, 8by3

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this
   list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
   this list of conditions and the following disclaimer in the documentation
   and/or other materials provided with the distribution.

3. Neither the name of the copyright holder nor the names of its
   contributors may be used to endorse or promote products derived from
   this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS"
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE
OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Elixir bindings to Matrix's Olm and Megolm cryptographic primitives,
built on top of Element's vodozemac (Rust) via Rustler.
This library wraps the protocol primitives only — talking to a
homeserver, persisting serialized session state, and routing
decrypted events are caller concerns.
Surface
	Account — long-term Curve25519 + Ed25519 identity for a
device. Generates one-time keys and is the input to outbound
Olm sessions. (account_* functions.)
	Olm session — pairwise channel between two devices, used
to share Megolm room keys. (olm_* functions.)
	Megolm group session — symmetric ratchet for one sender
fanning out to many receivers. (*_group_session functions.)
	Cross-signing — raw Ed25519/Curve25519 helpers used by
Matrix's cross-signing identities.
	SAS — short-authentication-string verification primitives.

Persistence
All session state serializes to an opaque pickle binary. The
pickle is currently wrapped with vodozemac's default zero-key
(no confidentiality at rest); callers must apply their own
encryption layer until a pickle_key parameter lands in a later
release.
Stability
Pre-1.0. Function signatures may move before the API freezes; see
CHANGELOG.md and the README's stability table.

      


      
        Summary


  
    Functions
  


    
      
        account_create()

      


        Create a fresh Olm account; returns its libolm-compatible pickle.



    


    
      
        account_generate_one_time_keys(pickle, count)

      


        Generate up to count new one-time keys. Returns the updated
account pickle and a list of {key_id_b64, public_key_b64} tuples.



    


    
      
        account_identity_keys(pickle)

      


        Return the device's identity keys as {curve25519_b64, ed25519_b64}.



    


    
      
        account_mark_published(pickle)

      


        Mark all unpublished one-time keys as published after /keys/upload.



    


    
      
        account_max_one_time_keys(pickle)

      


        Maximum number of one-time keys the account holds (vodozemac uses 50).



    


    
      
        account_sign(pickle, message)

      


        Sign message with the account's Ed25519 key.



    


    
      
        curve25519_ecdh(our_secret_b64, their_public_b64)

      


        Perform an X25519 Diffie-Hellman between our base64-encoded secret
key and a peer's base64-encoded public key. Returns the 32-byte
shared secret (raw bytes), ready to feed into HKDF.



    


    
      
        curve25519_keypair_new()

      


        Generate a fresh Curve25519 keypair. Returns {secret_b64, public_b64}.
Used by the Megolm key backup (phase 5c) where the public key
encrypts every stored session under an ephemeral-static ECDH wrap.



    


    
      
        ed25519_keypair_new()

      


        Generate a fresh Ed25519 keypair. Returns
{secret_b64, public_b64} — base64 strings ready to embed in
Matrix cross-signing payloads. The caller is responsible for
persisting (and ideally encrypting) the secret.



    


    
      
        ed25519_public_key(secret_b64)

      


        Recover the base64 public key from a base64 Ed25519 secret key.



    


    
      
        ed25519_sign(secret_b64, message)

      


        Sign message with the given base64 Ed25519 secret key.



    


    
      
        inbound_group_session_create(session_key_b64)

      


        Build an InboundGroupSession from the base64 session_key field
of an m.room_key to-device event. Returns the session id (which
matches the timeline event's session_id) and the pickle to
persist.



    


    
      
        inbound_group_session_decrypt(pickle, ciphertext_b64)

      


        Decrypt a Megolm timeline ciphertext. Returns plaintext, the
message index for replay defence, and the updated pickle (the
session ratchets internal state on decrypt).



    


    
      
        inbound_group_session_id(pickle)

      


        Return the session id of an inbound Megolm group session. Same id
that the original sender embeds in m.room.encrypted events; use
it to look up the correct inbound session per incoming event.



    


    
      
        olm_session_create_inbound(account_pickle, their_curve25519, ciphertext_b64)

      


        Decrypt an inbound pre-key (type 0) Olm message, establishing the
inbound session in the process. Returns plaintext, the session id,
the session pickle to persist, and the updated account pickle.



    


    
      
        olm_session_create_outbound(account_pickle, their_curve25519, their_one_time_key)

      


        Establish an outbound Olm session against a peer device. Returns
the session id, the session pickle, and a new account pickle (the
account's internal state advances).



    


    
      
        olm_session_decrypt(pickle, message_type, ciphertext_b64)

      


        Decrypt with an existing Olm session.



    


    
      
        olm_session_encrypt(pickle, plaintext)

      


        Encrypt with an existing Olm session. Returns {type, ciphertext, new_pickle}.



    


    
      
        olm_session_id(pickle)

      


        Return the session id of an Olm pairwise session. Both ends of a
successfully-established session derive the same id, so callers can
use it as a dedupe key when multiple pre-key messages race.



    


    
      
        outbound_group_session_create()

      


        Create a fresh outbound group session. Returns the session id, the
base64 session_key (to be wrapped in m.room_key events and
shared with peers), and the pickle.



    


    
      
        outbound_group_session_encrypt(pickle, plaintext)

      


        Encrypt plaintext with the outbound group session.



    


    
      
        outbound_group_session_id(pickle)

      


        Return the session id of an outbound Megolm group session. This is
the value to publish in the session_id field of every
m.room.encrypted event you send under this session so that
recipients can match it to the corresponding inbound session.



    


    
      
        outbound_group_session_key(pickle)

      


        Extract the current Megolm session key from an outbound session
pickle. Use the result as the session_key field of an
m.room_key to-device payload.



    


    
      
        outbound_group_session_message_index(pickle)

      


        Index of the next message the outbound session would encrypt
(i.e. how many ratchet steps have been taken). Used to record
the starting index when uploading a session to server-side key
backup; receivers can only decrypt messages at or after the
index they were keyed at.



    


    
      
        sas_bytes(established, info)

      


        Derive the SAS bytes for the given info string. Returns the seven
emoji indices (0–63 each) and a 3-tuple of decimals to show
alongside.



    


    
      
        sas_calculate_mac(established, input, info)

      


        Compute a base64 MAC over input with the given info string.



    


    
      
        sas_diffie_hellman(sas, their_public_b64)

      


        Perform ECDH with the peer's curve25519 public key. Consumes the
pre-DH handle (any subsequent use returns :sas_consumed) and
produces an established_sas handle.



    


    
      
        sas_new()

      


        Create a fresh SAS instance with an ephemeral curve25519 keypair.
Returns {handle, public_key_b64} — the handle is an opaque
Rust-side reference; persist nothing about it, just thread it
through subsequent SAS calls in the same BEAM process.



    


    
      
        sas_verify_mac(established, input, info, tag_b64)

      


        Verify a peer-computed MAC. Returns :ok or {:error, :bad_message}.



    


    
      
        verify_ed25519(signer_ed25519_b64, message, signature_b64)

      


        Verify an Ed25519 signature.



    





      


      
        Functions


        


  
    
      
    
    
      account_create()



        
          
        

    

  


  

      

          @spec account_create() :: binary()


      


Create a fresh Olm account; returns its libolm-compatible pickle.

  



  
    
      
    
    
      account_generate_one_time_keys(pickle, count)



        
          
        

    

  


  

      

          @spec account_generate_one_time_keys(binary(), non_neg_integer()) ::
  {binary(), [{binary(), binary()}]}


      


Generate up to count new one-time keys. Returns the updated
account pickle and a list of {key_id_b64, public_key_b64} tuples.

  



  
    
      
    
    
      account_identity_keys(pickle)



        
          
        

    

  


  

      

          @spec account_identity_keys(binary()) :: {binary(), binary()}


      


Return the device's identity keys as {curve25519_b64, ed25519_b64}.

  



  
    
      
    
    
      account_mark_published(pickle)



        
          
        

    

  


  

      

          @spec account_mark_published(binary()) :: binary()


      


Mark all unpublished one-time keys as published after /keys/upload.

  



  
    
      
    
    
      account_max_one_time_keys(pickle)



        
          
        

    

  


  

      

          @spec account_max_one_time_keys(binary()) :: non_neg_integer()


      


Maximum number of one-time keys the account holds (vodozemac uses 50).

  



  
    
      
    
    
      account_sign(pickle, message)



        
          
        

    

  


  

      

          @spec account_sign(binary(), iodata()) :: binary()


      


Sign message with the account's Ed25519 key.

  



  
    
      
    
    
      curve25519_ecdh(our_secret_b64, their_public_b64)



        
          
        

    

  


  

      

          @spec curve25519_ecdh(binary(), binary()) :: binary()


      


Perform an X25519 Diffie-Hellman between our base64-encoded secret
key and a peer's base64-encoded public key. Returns the 32-byte
shared secret (raw bytes), ready to feed into HKDF.

  



  
    
      
    
    
      curve25519_keypair_new()



        
          
        

    

  


  

      

          @spec curve25519_keypair_new() :: {secret_b64 :: binary(), public_b64 :: binary()}


      


Generate a fresh Curve25519 keypair. Returns {secret_b64, public_b64}.
Used by the Megolm key backup (phase 5c) where the public key
encrypts every stored session under an ephemeral-static ECDH wrap.

  



  
    
      
    
    
      ed25519_keypair_new()



        
          
        

    

  


  

      

          @spec ed25519_keypair_new() :: {secret_b64 :: binary(), public_b64 :: binary()}


      


Generate a fresh Ed25519 keypair. Returns
{secret_b64, public_b64} — base64 strings ready to embed in
Matrix cross-signing payloads. The caller is responsible for
persisting (and ideally encrypting) the secret.

  



  
    
      
    
    
      ed25519_public_key(secret_b64)



        
          
        

    

  


  

      

          @spec ed25519_public_key(binary()) :: binary()


      


Recover the base64 public key from a base64 Ed25519 secret key.

  



  
    
      
    
    
      ed25519_sign(secret_b64, message)



        
          
        

    

  


  

      

          @spec ed25519_sign(binary(), iodata()) :: binary()


      


Sign message with the given base64 Ed25519 secret key.

  



  
    
      
    
    
      inbound_group_session_create(session_key_b64)



        
          
        

    

  


  

      

          @spec inbound_group_session_create(binary()) ::
  {session_id :: binary(), pickle :: binary()}


      


Build an InboundGroupSession from the base64 session_key field
of an m.room_key to-device event. Returns the session id (which
matches the timeline event's session_id) and the pickle to
persist.

  



  
    
      
    
    
      inbound_group_session_decrypt(pickle, ciphertext_b64)



        
          
        

    

  


  

      

          @spec inbound_group_session_decrypt(binary(), binary()) ::
  {plaintext :: binary(), message_index :: non_neg_integer(),
   new_pickle :: binary()}


      


Decrypt a Megolm timeline ciphertext. Returns plaintext, the
message index for replay defence, and the updated pickle (the
session ratchets internal state on decrypt).

  



  
    
      
    
    
      inbound_group_session_id(pickle)



        
          
        

    

  


  

      

          @spec inbound_group_session_id(binary()) :: binary()


      


Return the session id of an inbound Megolm group session. Same id
that the original sender embeds in m.room.encrypted events; use
it to look up the correct inbound session per incoming event.

  



  
    
      
    
    
      olm_session_create_inbound(account_pickle, their_curve25519, ciphertext_b64)



        
          
        

    

  


  

      

          @spec olm_session_create_inbound(binary(), binary(), binary()) ::
  {plaintext :: binary(), session_id :: binary(), session_pickle :: binary(),
   new_account_pickle :: binary()}


      


Decrypt an inbound pre-key (type 0) Olm message, establishing the
inbound session in the process. Returns plaintext, the session id,
the session pickle to persist, and the updated account pickle.

  



  
    
      
    
    
      olm_session_create_outbound(account_pickle, their_curve25519, their_one_time_key)



        
          
        

    

  


  

      

          @spec olm_session_create_outbound(binary(), binary(), binary()) ::
  {session_id :: binary(), session_pickle :: binary(),
   new_account_pickle :: binary()}


      


Establish an outbound Olm session against a peer device. Returns
the session id, the session pickle, and a new account pickle (the
account's internal state advances).

  



  
    
      
    
    
      olm_session_decrypt(pickle, message_type, ciphertext_b64)



        
          
        

    

  


  

      

          @spec olm_session_decrypt(binary(), 0 | 1, binary()) ::
  {plaintext :: binary(), new_pickle :: binary()}


      


Decrypt with an existing Olm session.

  



  
    
      
    
    
      olm_session_encrypt(pickle, plaintext)



        
          
        

    

  


  

      

          @spec olm_session_encrypt(binary(), iodata()) ::
  {message_type :: 0 | 1, ciphertext_b64 :: binary(), new_pickle :: binary()}


      


Encrypt with an existing Olm session. Returns {type, ciphertext, new_pickle}.

  



  
    
      
    
    
      olm_session_id(pickle)



        
          
        

    

  


  

      

          @spec olm_session_id(binary()) :: binary()


      


Return the session id of an Olm pairwise session. Both ends of a
successfully-established session derive the same id, so callers can
use it as a dedupe key when multiple pre-key messages race.

  



  
    
      
    
    
      outbound_group_session_create()



        
          
        

    

  


  

      

          @spec outbound_group_session_create() ::
  {session_id :: binary(), session_key :: binary(), pickle :: binary()}


      


Create a fresh outbound group session. Returns the session id, the
base64 session_key (to be wrapped in m.room_key events and
shared with peers), and the pickle.

  



  
    
      
    
    
      outbound_group_session_encrypt(pickle, plaintext)



        
          
        

    

  


  

      

          @spec outbound_group_session_encrypt(binary(), iodata()) ::
  {ciphertext_b64 :: binary(), new_pickle :: binary()}


      


Encrypt plaintext with the outbound group session.

  



  
    
      
    
    
      outbound_group_session_id(pickle)



        
          
        

    

  


  

      

          @spec outbound_group_session_id(binary()) :: binary()


      


Return the session id of an outbound Megolm group session. This is
the value to publish in the session_id field of every
m.room.encrypted event you send under this session so that
recipients can match it to the corresponding inbound session.

  



  
    
      
    
    
      outbound_group_session_key(pickle)



        
          
        

    

  


  

      

          @spec outbound_group_session_key(binary()) :: binary()


      


Extract the current Megolm session key from an outbound session
pickle. Use the result as the session_key field of an
m.room_key to-device payload.

  



  
    
      
    
    
      outbound_group_session_message_index(pickle)



        
          
        

    

  


  

      

          @spec outbound_group_session_message_index(binary()) :: non_neg_integer()


      


Index of the next message the outbound session would encrypt
(i.e. how many ratchet steps have been taken). Used to record
the starting index when uploading a session to server-side key
backup; receivers can only decrypt messages at or after the
index they were keyed at.

  



  
    
      
    
    
      sas_bytes(established, info)



        
          
        

    

  


  

      

          @spec sas_bytes(reference(), binary()) ::
  {[non_neg_integer()],
   {non_neg_integer(), non_neg_integer(), non_neg_integer()}}


      


Derive the SAS bytes for the given info string. Returns the seven
emoji indices (0–63 each) and a 3-tuple of decimals to show
alongside.

  



  
    
      
    
    
      sas_calculate_mac(established, input, info)



        
          
        

    

  


  

      

          @spec sas_calculate_mac(reference(), binary(), binary()) :: binary()


      


Compute a base64 MAC over input with the given info string.

  



  
    
      
    
    
      sas_diffie_hellman(sas, their_public_b64)



        
          
        

    

  


  

      

          @spec sas_diffie_hellman(reference(), binary()) :: reference()


      


Perform ECDH with the peer's curve25519 public key. Consumes the
pre-DH handle (any subsequent use returns :sas_consumed) and
produces an established_sas handle.

  



  
    
      
    
    
      sas_new()



        
          
        

    

  


  

      

          @spec sas_new() :: {reference(), binary()}


      


Create a fresh SAS instance with an ephemeral curve25519 keypair.
Returns {handle, public_key_b64} — the handle is an opaque
Rust-side reference; persist nothing about it, just thread it
through subsequent SAS calls in the same BEAM process.

  



  
    
      
    
    
      sas_verify_mac(established, input, info, tag_b64)



        
          
        

    

  


  

      

          @spec sas_verify_mac(reference(), binary(), binary(), binary()) ::
  :ok | {:error, :bad_message}


      


Verify a peer-computed MAC. Returns :ok or {:error, :bad_message}.

  



  
    
      
    
    
      verify_ed25519(signer_ed25519_b64, message, signature_b64)



        
          
        

    

  


  

      

          @spec verify_ed25519(binary(), iodata(), binary()) :: :ok | {:error, :bad_message}


      


Verify an Ed25519 signature.
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