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    WalletPasses

Apple Wallet and Google Wallet pass generation, management, and remote updates for Elixir.
Features
	Apple Wallet: Build signed .pkpass bundles, handle device registration callbacks, send silent APNs pushes
	Google Wallet: Create/update pass objects and classes, generate "Save to Google Wallet" URLs, handle save/delete callbacks with full ECv2SigningOnly signature verification
	Unified event handling: One WalletPasses.EventHandler behaviour reacts to pass-added / removed / fetched events from both platforms, dispatched asynchronously under supervision
	Wallet presence query: WalletPasses.wallet_presence/1 reports whether a pass is currently saved on either platform
	Platform-agnostic data model: PassData struct for content, separate Apple.Visual / Google.Visual for platform-specific styling
	Theme helper: Convert shared colors into platform-specific visual configs
	QR code generation: SVG and PNG output
	Ecto persistence: Separate per-platform tables with migration generator
	Telemetry: :telemetry events on every Apple/Google API call, push notification, pkpass build, save URL JWT, callback verification, and event-handler dispatch
	Optional add-ons: LiveView preview components, Oban background sync worker

Installation
Add wallet_passes to your list of dependencies in mix.exs:
def deps do
  [
    {:wallet_passes, "~> 0.6"},
  ]
end
Generate and run the database migrations:
$ mix wallet_passes.gen.migration
$ mix ecto.migrate

Upgrading from 0.5.x? 0.6.0 adds a wallet_passes_google_callbacks audit table. Re-run mix wallet_passes.gen.migration and migrate — the generator emits only the new migration files; existing tables are untouched.
Configuration
# config/config.exs
config :wallet_passes,
  repo: MyApp.Repo,
  pass_data_provider: MyApp.WalletPassProvider,
  apple_pass_type_id: "pass.com.example.mypass",
  apple_web_service_url: "https://yourdomain.com/passes/apple",
  google_callback_url: "https://yourdomain.com/passes/google/callback",
  event_handler: MyApp.WalletEventHandler

# config/runtime.exs
config :wallet_passes,
  apple_team_id: System.get_env("APPLE_TEAM_ID"),
  apple_pass_type_cert: System.get_env("APPLE_PASS_TYPE_CERT"),
  apple_pass_type_key: System.get_env("APPLE_PASS_TYPE_KEY"),
  apple_wwdr_cert: System.get_env("APPLE_WWDR_CERT"),
  google_issuer_id: System.get_env("GOOGLE_WALLET_ISSUER_ID"),
  google_service_account_json: System.get_env("GOOGLE_WALLET_SERVICE_ACCOUNT_JSON")
Certificate/key values accept file paths, PEM strings, or base64-encoded values.
:google_callback_url and :event_handler are both optional. Without :google_callback_url, no callbackOptions is registered on the Google class object and Google won't send save/delete callbacks. Without :event_handler, lifecycle events fire but are silently ignored.
Quick Start
1. Implement the PassDataProvider
The library needs to look up pass data autonomously (e.g., when Apple requests an updated pass). Implement the behaviour:
defmodule MyApp.WalletPassProvider do
  @behaviour WalletPasses.PassDataProvider

  @impl true
  def build_pass_data(serial_number) do
    case MyApp.find_by_serial(serial_number) do
      nil -> {:error, :not_found}
      record ->
        {:ok, %{
          pass_data: %WalletPasses.PassData{
            serial_number: serial_number,
            event_name: record.event_name,
            holder_name: record.holder_name,
            primary_fields: [{"name", "Name", record.holder_name}],
            # ... more fields
          },
          apple: %WalletPasses.Apple.Visual{
            background_color: "#1A1A1A",
            foreground_color: "#FFFFFF",
            label_color: "#D4A843",
            icon_path: "/path/to/icon.png",
          },
          google: %WalletPasses.Google.Visual{
            background_color: "#1A1A1A",
            logo_uri: "https://example.com/logo.png",
          },
        }}
    end
  end
end
2. Generate passes
# Build an Apple .pkpass
{:ok, pkpass_binary} = WalletPasses.build_apple_pass(pass_data, apple_visual)

# Get a Google Wallet save URL
{:ok, url} = WalletPasses.google_save_url(pass_data, google_visual)
3. Mount the callback routers
Apple devices register with your server for push notifications and pull updated passes. Google's servers POST signed callbacks when users save or remove a pass. Mount both routers in your Phoenix app, outside any CSRF-protected pipeline (neither sends a CSRF token):
# router.ex
forward "/passes/apple", WalletPasses.Apple.Router
forward "/passes/google", WalletPasses.Google.Router
The Google Router endpoint is POST /callback, so the full URL Google will hit is whatever you set :google_callback_url to (e.g. https://yourdomain.com/passes/google/callback). Every callback is verified against Google's published ECv2SigningOnly keys before persistence — no shared secrets, no per-request signing setup on your side.
4. Send push updates
WalletPasses.notify_apple_devices("SERIAL-NUMBER")
5. React to pass lifecycle events
Implement the WalletPasses.EventHandler behaviour to react to passes being added, removed, or fetched on either platform:
defmodule MyApp.WalletEventHandler do
  @behaviour WalletPasses.EventHandler

  @impl true
  def on_pass_added(serial, :google, _meta) do
    MyApp.Orders.mark_saved_to_wallet(serial)
  end

  def on_pass_added(serial, :apple, %{device_library_id: device, push_token: token}) do
    MyApp.Telemetry.track_apple_register(serial, device, token)
  end

  @impl true
  def on_pass_removed(serial, :google, _meta) do
    # Definitive: user removed the pass from their Google Wallet.
    MyApp.Orders.mark_pass_removed(serial)
  end

  def on_pass_removed(_serial, :apple, _meta) do
    # Apple unregister fires on push-token rotation, app uninstall, OR genuine removal.
    # Treat as a "device unreachable" signal, not an authoritative "user deleted" signal.
    :ok
  end
end
Wire it in:
config :wallet_passes, :event_handler, MyApp.WalletEventHandler
Callbacks run asynchronously under a Task.Supervisor so a slow handler can never extend Apple's iOS response time or Google's callback timeout. Exceptions are captured, logged, and reported via telemetry. All three callbacks (on_pass_added, on_pass_removed, on_pass_fetched) are optional — implement only what you care about.
If :event_handler is configured but the module exports none of the optional callbacks (typo, missing @behaviour), a one-time warning is logged at boot.
6. Query current wallet presence
case WalletPasses.wallet_presence("SERIAL-NUMBER") do
  %{apple: true, google: true}   -> "Saved on both"
  %{apple: true, google: _}      -> "Saved on Apple"
  %{apple: false, google: true}  -> "Saved on Google"
  %{apple: false, google: false} -> "Removed from Google"
  %{apple: false, google: nil}   -> "Not yet saved"
end
:google is boolean() | nil. nil means no callback has been recorded yet (either the pass was never saved, or :google_callback_url isn't configured) — distinct from false, which means Google explicitly told us the pass was deleted. :apple is "at least one device is reachable for push" — see the on_pass_removed/3 caveat above for why it isn't authoritative on its own.
Theme Helper
Use the Theme struct to share colors across platforms:
theme = %WalletPasses.Theme{
  background_color: "#1A1A1A",
  foreground_color: "#FFFFFF",
  label_color: "#D4A843",
  logo_text: "My Event",
}

apple_visual = theme
  |> WalletPasses.Theme.to_apple_visual()
  |> struct!(icon_path: "/path/to/icon.png", strip_image_path: "/path/to/strip.png")

google_visual = theme
  |> WalletPasses.Theme.to_google_visual()
  |> struct!(logo_uri: "https://example.com/logo.png", hero_image_uri: "https://example.com/hero.png")
NFC Passes
Apple Wallet (VAS Protocol)
Add NFC fields to your PassData to enable tap-to-identify:
pass_data = PassData.new(
  serial_number: "MEMBER-001",
  nfc_message: "member-id:MEMBER-001",
  nfc_encryption_public_key: "MDkwEwYH...",  # Base64 X.509 ECDH P-256 public key
  nfc_requires_authentication: false,
  # ... other fields
)
Both nfc_message and nfc_encryption_public_key are required -- if either is nil, the NFC dictionary is omitted from the pass.
To generate the keypair in the format Apple expects (PKCS#8 private key, compressed-point SPKI public key, base64-encoded), run:
$ mix wallet_passes.gen.apple_nfc_key

This writes three files into ./nfc_keys/ (override with a path argument). Hand nfc_private.pem to your VAS reader vendor and paste the contents of nfc_public.b64 into :nfc_encryption_public_key. Requires openssl on PATH.
Note: Apple NFC passes require a special entitlement from Apple. Apply at developer.apple.com/contact/passkit.
Google Wallet (Smart Tap)
Set nfc_message on the pass data (used as the Smart Tap redemption value), and enable Smart Tap on the class:
pass_data = PassData.new(
  serial_number: "MEMBER-001",
  nfc_message: "REDEEM-MEMBER-001",
  # ... other fields
)

# When creating the class, enable Smart Tap:
WalletPasses.Google.Api.create_or_update_class(%{
  id: "loyalty_class",
  issuer_name: "My Store",
  event_name: "Loyalty Card",
  enable_smart_tap: true,
  redemption_issuers: ["YOUR_REDEMPTION_ISSUER_ID"],
})
Note: Google Smart Tap requires partner approval. Contact Google Wallet support to enable Smart Tap for your issuer account.
Optional Add-ons
Preview Components (Phoenix LiveView)
Add {:phoenix_live_view, "~> 1.0"} to your deps, then:
import WalletPasses.Preview.Components

<.apple_pass_preview pass_json={@apple_json} qr_svg={@qr_svg} />
<.google_pass_preview pass_object={@google_obj} qr_svg={@qr_svg} />
Background Sync (Oban)
Add {:oban, "~> 2.18"} to your deps, then:
# Sync specific passes
WalletPasses.Sync.sync(["SERIAL-1", "SERIAL-2"])

# Sync all passes in the database
WalletPasses.Sync.sync_all()
Development
A bundled Phoenix app at dev/wallet_passes_dev/ provides a visual sandbox for working on the library — live pass previews, editable form inputs, and a mock API activity log. No real Apple/Google credentials needed.
cd dev/wallet_passes_dev
mix setup        # deps, db, migrations, assets
mix phx.server   # http://localhost:4000
See dev/README.md for details.
Why not passbook?
The passbook (ex_passbook) package is the only other Elixir library for .pkpass generation. However:
	Missing authenticationToken support -- passbook doesn't support the authenticationToken field, which is required for the pass update lifecycle (Apple devices use it to authenticate callback requests)
	URL camelization bug -- passbook has a known bug that mis-cases fields containing "url"
	Full lifecycle -- This library owns the entire pass lifecycle (generation, callbacks, push updates, Google Wallet API) rather than just .pkpass building
	No runtime dependency on OpenSSL -- This library uses a pure Erlang PKCS#7 implementation for .pkpass signing, while passbook shells out to openssl smime

System Requirements
	PostgreSQL -- required for pass persistence (via Ecto)

License
MIT -- see LICENSE for details.


  

    LICENSE


MIT License

Copyright (c) 2025 Tyler Davis

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.



  

    
WalletPasses 
    



      
Apple Wallet and Google Wallet pass generation, management, and remote updates.
This module provides convenience functions that orchestrate both platforms.
For platform-specific control, use WalletPasses.Apple.Builder,
WalletPasses.Google.Api, etc. directly.

      


      
        Summary


  
    Functions
  


    
      
        build_apple_pass(pass_data, visual)

      


        Generates an Apple .pkpass binary for a pass.



    


    
      
        google_save_url(pass_data, visual, opts \\ [])

      


        Generates a "Save to Google Wallet" URL for a pass.



    


    
      
        notify_apple_devices(serial_number)

      


        Sends Apple push notifications for a pass to trigger refresh on devices.



    


    
      
        update_google_pass(pass_data, visual, opts \\ [])

      


        Updates a Google Wallet pass object on Google's servers.



    


    
      
        wallet_presence(serial_number)

      


        Returns wallet presence for a pass across both platforms.



    





      


      
        Functions


        


  
    
      
    
    
      build_apple_pass(pass_data, visual)



        
          
        

    

  


  

Generates an Apple .pkpass binary for a pass.
Creates or retrieves the Apple pass record, then builds the .pkpass bundle.

  



    

  
    
      
    
    
      google_save_url(pass_data, visual, opts \\ [])



        
          
        

    

  


  

Generates a "Save to Google Wallet" URL for a pass.
Creates or retrieves the Google pass record, creates/updates the object
on Google's servers, and returns the save URL.
Options
	:class_id — Class ID suffix to use for the object (defaults to the
pass type's standard suffix).
	:class_config — Map of class configuration. When provided, ensures
the class exists on Google's servers (idempotent — only created once
per VM lifetime per class). The map's :id key defaults to the
:class_id opt or to the pass type's standard suffix.
	:origins — Passed through to Google.SaveUrl.


  



  
    
      
    
    
      notify_apple_devices(serial_number)



        
          
        

    

  


  

Sends Apple push notifications for a pass to trigger refresh on devices.

  



    

  
    
      
    
    
      update_google_pass(pass_data, visual, opts \\ [])



        
          
        

    

  


  

Updates a Google Wallet pass object on Google's servers.
Options
	:class_id — Pass-through to Google.Api.update_object.
	:class_config — Map of class configuration. When provided, ensures
the class exists on Google's servers (idempotent).


  



  
    
      
    
    
      wallet_presence(serial_number)



        
          
        

    

  


  

      

          @spec wallet_presence(String.t()) :: %{apple: boolean(), google: boolean() | nil}


      


Returns wallet presence for a pass across both platforms.
	:apple — true when the pass has at least one device registration.
Note: this is a "reachable for push" signal, not a "user has the pass"
signal — see WalletPasses.EventHandler.on_pass_removed/3 for the
caveats around iOS push-token rotation and app uninstall.

	:google — true when the latest recorded callback for the pass is
save, false if del, and nil if no callback has been received
(either the pass was never saved, or the consumer doesn't have
:google_callback_url configured).



  


        

      


  

    
WalletPasses.Apple.Builder 
    



      
Builds Apple Wallet .pkpass bundles.
Constructs pass.json, generates SHA1 manifests, signs with PKCS#7,
and zips everything into a .pkpass file.

      


      
        Summary


  
    Functions
  


    
      
        build_pass_json(pass_data, visual, auth_token)

      


        Builds the pass.json map from pass data, visual config, and auth token.



    


    
      
        build_pkpass(pass_data, visual, auth_token)

      


        Builds a complete .pkpass ZIP bundle.



    


    
      
        generate_manifest(files)

      


        Generates a SHA1 manifest map from a map of %{filename => binary_content}.



    





      


      
        Functions


        


  
    
      
    
    
      build_pass_json(pass_data, visual, auth_token)



        
          
        

    

  


  

Builds the pass.json map from pass data, visual config, and auth token.

  



  
    
      
    
    
      build_pkpass(pass_data, visual, auth_token)



        
          
        

    

  


  

Builds a complete .pkpass ZIP bundle.
Returns {:ok, pkpass_binary} or {:error, reason}.
Emits [:wallet_passes, :apple, :build_pass, :start|:stop|:exception]
telemetry events with %{serial_number: pass_data.serial_number} metadata.

  



  
    
      
    
    
      generate_manifest(files)



        
          
        

    

  


  

Generates a SHA1 manifest map from a map of %{filename => binary_content}.

  


        

      


  

    
WalletPasses.Apple.PKCS7 
    



      
Constructs PKCS#7 SignedData structures for Apple Wallet pass signing.
Uses only Erlang/OTP's :public_key and :crypto — no external dependencies.

      


      
        Summary


  
    Functions
  


    
      
        alg_id(args \\ [])

      


    


    
      
        alg_id(record, args)

      


    


    
      
        content_info(args \\ [])

      


    


    
      
        content_info(record, args)

      


    


    
      
        encap_content_info(args \\ [])

      


    


    
      
        encap_content_info(record, args)

      


    


    
      
        issuer_serial(args \\ [])

      


    


    
      
        issuer_serial(record, args)

      


    


    
      
        sign(data, cert_pem, key_pem, extra_certs_pem)

      


        Signs data and produces a DER-encoded PKCS#7 SignedData structure.



    


    
      
        signed_data(args \\ [])

      


    


    
      
        signed_data(record, args)

      


    


    
      
        signer_info_rec(args \\ [])

      


    


    
      
        signer_info_rec(record, args)

      


    





      


      
        Functions


        


    

  
    
      
    
    
      alg_id(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      alg_id(record, args)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      content_info(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      content_info(record, args)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      encap_content_info(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      encap_content_info(record, args)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      issuer_serial(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      issuer_serial(record, args)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      sign(data, cert_pem, key_pem, extra_certs_pem)



        
          
        

    

  


  

      

          @spec sign(binary(), binary(), binary(), binary()) ::
  {:ok, binary()} | {:error, term()}


      


Signs data and produces a DER-encoded PKCS#7 SignedData structure.
	data — the binary content to sign (manifest JSON for Apple Wallet)
	cert_pem — PEM-encoded signer certificate
	key_pem — PEM-encoded private key for the signer
	extra_certs_pem — PEM-encoded additional certificates (e.g., WWDR)

Returns {:ok, der_binary} or {:error, reason}.

  



    

  
    
      
    
    
      signed_data(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      signed_data(record, args)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      signer_info_rec(args \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      signer_info_rec(record, args)


        (macro)


        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Apple.Push 
    



      
Sends silent APNs push notifications to Apple Wallet devices.
Uses HTTP/2 with client certificate authentication to notify devices
that a pass has been updated.

      


      
        Summary


  
    Functions
  


    
      
        notify(apple_pass)

      


        Notifies all registered devices for an Apple pass by serial number.



    


    
      
        notify_devices(push_tokens)

      


        Sends silent push notifications to a list of APNs push tokens.



    





      


      
        Functions


        


  
    
      
    
    
      notify(apple_pass)



        
          
        

    

  


  

Notifies all registered devices for an Apple pass by serial number.
Looks up push tokens via Schema and sends notifications.
Returns {:ok, {successes, errors}}.

  



  
    
      
    
    
      notify_devices(push_tokens)



        
          
        

    

  


  

Sends silent push notifications to a list of APNs push tokens.
Returns {:ok, {successes, errors}} or {:error, reason}.
Emits [:wallet_passes, :apple, :push, :start|:stop] telemetry events.
Stop measurements include duration, success_count, and error_count.

  


        

      


  

    
WalletPasses.Apple.Router 
    



      
Plug.Router implementing Apple's required REST API for wallet pass updates.
Mount this in your Phoenix endpoint or router:
forward "/wallet", to: WalletPasses.Apple.Router
Endpoints
	POST /v1/devices/:device_id/registrations/:pass_type_id/:serial_number — register device
	DELETE /v1/devices/:device_id/registrations/:pass_type_id/:serial_number — unregister device
	GET /v1/passes/:pass_type_id/:serial_number — serve latest .pkpass
	GET /v1/devices/:device_id/registrations/:pass_type_id — list serial numbers for device


      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
WalletPasses.Apple.Visual 
    



      
Apple Wallet visual configuration for a pass.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %WalletPasses.Apple.Visual{
  background_color: String.t() | nil,
  foreground_color: String.t() | nil,
  icon_path: String.t() | nil,
  label_color: String.t() | nil,
  logo_text: String.t() | nil,
  strip_image_path: String.t() | nil,
  thumbnail_path: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.EventHandler behaviour
    



      
Behaviour for reacting to wallet pass lifecycle events from both Apple and
Google.
Configure with:
config :wallet_passes, :event_handler, MyApp.WalletEventHandler
All callbacks are optional — implement only the ones you care about.
Callbacks run asynchronously in a supervised Task (see
WalletPasses.EventHandler.Dispatch) so they cannot extend Apple/Google
response times. Their return value is ignored. Exceptions are captured,
logged, and reported via telemetry; they do not bring down the request or
the supervisor.

      


      
        Summary


  
    Types
  


    
      
        event_meta()

      


    


    
      
        platform()

      


    





  
    Callbacks
  


    
      
        on_pass_added(serial_number, platform, event_meta)

      


        Fires when a pass is added to a user's wallet.



    


    
      
        on_pass_fetched(serial_number, platform, event_meta)

      


        Fires when an Apple device fetches the latest version of a pass. This is
high-volume — iOS may fetch the pass several times per day per device.
Treat as informational; do not write a row per fetch to a consumer DB
without rate-limiting.



    


    
      
        on_pass_removed(serial_number, platform, event_meta)

      


        Fires when a pass is removed.



    





      


      
        Types


        


  
    
      
    
    
      event_meta()



        
          
        

    

  


  

      

          @type event_meta() :: map()


      



  



  
    
      
    
    
      platform()



        
          
        

    

  


  

      

          @type platform() :: :apple | :google


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      on_pass_added(serial_number, platform, event_meta)


        (optional)


        
          
        

    

  


  

      

          @callback on_pass_added(serial_number :: String.t(), platform(), event_meta()) :: any()


      


Fires when a pass is added to a user's wallet.
	Apple: when a device registers for push notifications for this pass.
	Google: when a save callback is received from Google Wallet.

meta:
	Apple: %{device_library_id: String.t(), push_token: String.t()}
	Google: %{object_id: String.t(), class_id: String.t(), nonce: String.t(), exp_time_millis: integer()}


  



  
    
      
    
    
      on_pass_fetched(serial_number, platform, event_meta)


        (optional)


        
          
        

    

  


  

      

          @callback on_pass_fetched(serial_number :: String.t(), platform(), event_meta()) :: any()


      


Fires when an Apple device fetches the latest version of a pass. This is
high-volume — iOS may fetch the pass several times per day per device.
Treat as informational; do not write a row per fetch to a consumer DB
without rate-limiting.
Google does not have an analogue (Google serves pass updates itself).
meta:
	Apple: %{}


  



  
    
      
    
    
      on_pass_removed(serial_number, platform, event_meta)


        (optional)


        
          
        

    

  


  

      

          @callback on_pass_removed(serial_number :: String.t(), platform(), event_meta()) :: any()


      


Fires when a pass is removed.
	Google: unambiguous — the user removed the pass from their wallet.
	Apple: ambiguous. This event fires on any device unregister, which
includes iOS push-token rotation, app uninstall, the user disabling
notifications for the pass, or genuine pass removal. There is no
on-device signal to disambiguate. Treat the Apple variant as "this
device is no longer reachable for push," not as a definitive removal
signal. For an authoritative wallet-presence check, use
WalletPasses.wallet_presence/1 (which reports both platforms
separately) or rely on Google's del.

meta:
	Apple: %{device_library_id: String.t()}
	Google: %{object_id: String.t(), class_id: String.t(), nonce: String.t(), exp_time_millis: integer()}


  


        

      


  

    
WalletPasses.Google.Api 
    



      
Google Wallet API client for wallet passes.
Uses the Google Wallet REST API to create, update, and manage
pass objects and classes across all supported types (event tickets,
boarding passes, loyalty cards, offers, and generic passes).

      


      
        Summary


  
    Functions
  


    
      
        build_class_object(class_config)

      


        Builds a Google Wallet class object map from configuration.



    


    
      
        build_pass_object(pass_data, visual, opts \\ [])

      


        Builds a Google Wallet pass object map from PassData and Visual.



    


    
      
        create_object(pass_data, visual, opts \\ [])

      


        Creates a pass object on Google's servers.



    


    
      
        create_or_update_class(class_config, pass_type \\ :event_ticket)

      


        Creates or updates a pass class on Google's servers.



    


    
      
        ensure_class(class_config, pass_type \\ :event_ticket)

      


        Ensures a class exists on Google's servers, creating it if necessary.



    


    
      
        get_access_token()

      


        Gets a cached Google OAuth2 access token, refreshing if expired.



    


    
      
        update_object(pass_data, visual, object_id, opts \\ [])

      


        Updates an existing pass object on Google's servers.



    





      


      
        Functions


        


  
    
      
    
    
      build_class_object(class_config)



        
          
        

    

  


  

Builds a Google Wallet class object map from configuration.
Options
	:id - Class ID suffix (required)
	:issuer_name - Issuer name (required)
	:event_name - Title/name for the class (required). Maps to type-specific field:
eventName for event tickets, programName for loyalty, title for offers, etc.
	:pass_type - Pass type atom (optional, defaults to :event_ticket)
	:start_date - Start date as ISO 8601 string (optional)
	:end_date - End date as ISO 8601 string (optional)
	:location_name - Venue name (optional)
	:location_address - Venue address (optional)
	:enable_smart_tap - Enable Smart Tap / NFC for this class (optional, boolean)
	:redemption_issuers - List of redemption issuer IDs authorized for Smart Tap (optional)
	:latitude - Venue latitude (optional)
	:longitude - Venue longitude (optional)
	:logo_uri - Logo image URI (optional)


  



    

  
    
      
    
    
      build_pass_object(pass_data, visual, opts \\ [])



        
          
        

    

  


  

Builds a Google Wallet pass object map from PassData and Visual.
The object type is determined by pass_data.pass_type.

  



    

  
    
      
    
    
      create_object(pass_data, visual, opts \\ [])



        
          
        

    

  


  

Creates a pass object on Google's servers.
If the object already exists (409), updates it instead.
The object type is determined by pass_data.pass_type.
Returns {:ok, object_id} on success.

  



    

  
    
      
    
    
      create_or_update_class(class_config, pass_type \\ :event_ticket)



        
          
        

    

  


  

Creates or updates a pass class on Google's servers.
Attempts to update first; falls back to insert on 404.
Pass type defaults to :event_ticket when not specified.

  



    

  
    
      
    
    
      ensure_class(class_config, pass_type \\ :event_ticket)



        
          
        

    

  


  

Ensures a class exists on Google's servers, creating it if necessary.
The first call within a VM lifetime calls create_or_update_class/2.
Subsequent calls for the same class_id are no-ops, tracked via the
TokenCache ETS table with key {:class_ensured, class_id}.
Returns :ok on success, {:error, reason} on failure.

  



  
    
      
    
    
      get_access_token()



        
          
        

    

  


  

Gets a cached Google OAuth2 access token, refreshing if expired.
Emits [:wallet_passes, :google, :token_exchange, :start|:stop] events
with metadata %{cached: boolean()}.

  



    

  
    
      
    
    
      update_object(pass_data, visual, object_id, opts \\ [])



        
          
        

    

  


  

Updates an existing pass object on Google's servers.
The object type is determined by pass_data.pass_type.
Returns {:ok, object_id} on success.

  


        

      


  

    
WalletPasses.Google.Router 
    



      
Plug.Router for Google Wallet class callbacks.
Mount in your Phoenix router outside any CSRF-protected pipeline:
forward "/passes/google", to: WalletPasses.Google.Router
The endpoint is POST /callback. Configure the URL Google should hit:
config :wallet_passes, :google_callback_url, "https://yourdomain.com/passes/google/callback"

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
WalletPasses.Google.SaveUrl 
    



      
Generates 'Save to Google Wallet' URLs via signed JWTs.

      


      
        Summary


  
    Functions
  


    
      
        build_jwt(pass_object, opts \\ [])

      


        Builds a signed JWT containing the pass object for Google Wallet.



    


    
      
        url(pass_object, opts \\ [])

      


        Builds a full "Save to Google Wallet" URL.



    





      


      
        Functions


        


    

  
    
      
    
    
      build_jwt(pass_object, opts \\ [])



        
          
        

    

  


  

Builds a signed JWT containing the pass object for Google Wallet.
Options
	:origins - List of allowed origins for the save button (optional)


  



    

  
    
      
    
    
      url(pass_object, opts \\ [])



        
          
        

    

  


  

Builds a full "Save to Google Wallet" URL.
Returns {:ok, url} or {:error, reason}.
Emits [:wallet_passes, :google, :save_url, :start|:stop|:exception]
telemetry events with %{serial_number: serial} metadata, where serial
is extracted from pass_object["id"].

  


        

      


  

    
WalletPasses.Google.Visual 
    



      
Google Wallet visual configuration for a pass.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts \\ [])

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %WalletPasses.Google.Visual{
  background_color: String.t() | nil,
  hero_image_uri: String.t() | nil,
  image_modules: [{String.t(), String.t()}],
  logo_uri: String.t() | nil,
  wide_logo_uri: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.PassData 
    



      
Platform-agnostic representation of wallet pass content.
Contains shared data consumed by both Apple and Google pass builders.
Platform-specific visual configuration lives in WalletPasses.Apple.Visual
and WalletPasses.Google.Visual (passed separately).

      


      
        Summary


  
    Types
  


    
      
        field()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        barcode_value(pass_data)

      


        Returns the barcode message, falling back to serial_number if not set.



    


    
      
        format_date_range(pass_data)

      


        Formats start_date..end_date as a human-readable range.



    


    
      
        new(opts \\ [])

      


        Creates a new PassData struct from keyword options.



    





      


      
        Types


        


  
    
      
    
    
      field()



        
          
        

    

  


  

      

          @type field() :: {key :: String.t(), label :: String.t(), value :: String.t()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %WalletPasses.PassData{
  auxiliary_fields: [field()],
  back_fields: [field()],
  barcode_alt_text: String.t() | nil,
  barcode_message: String.t() | nil,
  description: String.t() | nil,
  end_date: Date.t() | nil,
  event_name: String.t() | nil,
  header_fields: [field()],
  holder_name: String.t() | nil,
  latitude: float() | nil,
  location_address: String.t() | nil,
  location_name: String.t() | nil,
  longitude: float() | nil,
  nfc_encryption_public_key: String.t() | nil,
  nfc_message: String.t() | nil,
  nfc_requires_authentication: boolean() | nil,
  organization_name: String.t() | nil,
  pass_type: WalletPasses.PassType.t(),
  primary_fields: [field()],
  secondary_fields: [field()],
  serial_number: String.t(),
  start_date: Date.t() | nil,
  timezone: String.t() | nil,
  transit_type: :air | :boat | :bus | :train | :generic | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      barcode_value(pass_data)



        
          
        

    

  


  

Returns the barcode message, falling back to serial_number if not set.

  



  
    
      
    
    
      format_date_range(pass_data)



        
          
        

    

  


  

Formats start_date..end_date as a human-readable range.

  



    

  
    
      
    
    
      new(opts \\ [])



        
          
        

    

  


  

Creates a new PassData struct from keyword options.

  


        

      


  

    
WalletPasses.PassDataProvider behaviour
    



      
Behaviour for consumers to implement pass data lookups.
The library calls this when it needs to autonomously build pass content,
e.g. when Apple requests an updated pass via the callback router.

      


      
        Summary


  
    Types
  


    
      
        pass_bundle()

      


    





  
    Callbacks
  


    
      
        build_pass_data(serial_number)

      


    





      


      
        Types


        


  
    
      
    
    
      pass_bundle()



        
          
        

    

  


  

      

          @type pass_bundle() :: %{
  pass_data: WalletPasses.PassData.t(),
  apple: WalletPasses.Apple.Visual.t() | nil,
  google: WalletPasses.Google.Visual.t() | nil
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      build_pass_data(serial_number)



        
          
        

    

  


  

      

          @callback build_pass_data(serial_number :: String.t()) ::
  {:ok, pass_bundle()} | {:error, term()}


      



  


        

      


  

    
WalletPasses.PassType 
    



      
Maps pass type atoms to platform-specific type strings.
Supported pass types: :event_ticket, :boarding_pass, :store_card, :coupon, :generic.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        all()

      


        Returns all supported pass types.



    


    
      
        apple_style_key(atom)

      


        Returns the Apple pass.json top-level key for the given pass type.



    


    
      
        google_class_suffix(atom)

      


        Returns the class ID suffix for Google Wallet (e.g. "flight_class").



    


    
      
        google_class_type(atom)

      


        Returns the Google Wallet class resource name (e.g. "flightClass").



    


    
      
        google_object_type(atom)

      


        Returns the Google Wallet object resource name (e.g. "flightObject").



    


    
      
        google_save_objects_key(atom)

      


        Returns the JWT payload key for Save to Google Wallet (e.g. "flightObjects").



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: :event_ticket | :boarding_pass | :store_card | :coupon | :generic


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

Returns all supported pass types.

  



  
    
      
    
    
      apple_style_key(atom)



        
          
        

    

  


  

Returns the Apple pass.json top-level key for the given pass type.

  



  
    
      
    
    
      google_class_suffix(atom)



        
          
        

    

  


  

Returns the class ID suffix for Google Wallet (e.g. "flight_class").

  



  
    
      
    
    
      google_class_type(atom)



        
          
        

    

  


  

Returns the Google Wallet class resource name (e.g. "flightClass").

  



  
    
      
    
    
      google_object_type(atom)



        
          
        

    

  


  

Returns the Google Wallet object resource name (e.g. "flightObject").

  



  
    
      
    
    
      google_save_objects_key(atom)



        
          
        

    

  


  

Returns the JWT payload key for Save to Google Wallet (e.g. "flightObjects").

  


        

      


  

    
WalletPasses.Preview.Components 
    



      
LiveView function components for previewing wallet passes.
Optional — requires phoenix_live_view dependency.
Usage
import WalletPasses.Preview.Components

<.apple_pass_preview pass_json={@apple_json} qr_svg={@qr_svg} />
<.google_pass_preview pass_object={@google_obj} qr_svg={@qr_svg} />

      


      
        Summary


  
    Functions
  


    
      
        apple_pass_preview(assigns)

      


        


    


    
      
        google_pass_preview(assigns)

      


        


    





      


      
        Functions


        


  
    
      
    
    
      apple_pass_preview(assigns)



        
          
        

    

  


  

Attributes
	pass_json (:map) (required)
	qr_svg (:string) (required)


  



  
    
      
    
    
      google_pass_preview(assigns)



        
          
        

    

  


  

Attributes
	pass_object (:map) (required)
	qr_svg (:string) (required)


  


        

      


  

    
WalletPasses.QR 
    



      
QR code generation for wallet passes.

      


      
        Summary


  
    Functions
  


    
      
        png(message, opts \\ [])

      


        Generates a QR code as a PNG binary.



    


    
      
        svg(message, opts \\ [])

      


        Generates a QR code as an SVG string.



    





      


      
        Functions


        


    

  
    
      
    
    
      png(message, opts \\ [])



        
          
        

    

  


  

Generates a QR code as a PNG binary.

  



    

  
    
      
    
    
      svg(message, opts \\ [])



        
          
        

    

  


  

Generates a QR code as an SVG string.

  


        

      


  

    
WalletPasses.Schema 
    



      
Query functions for wallet pass schemas.

      


      
        Summary


  
    Functions
  


    
      
        get_apple_pass(serial_number)

      


    


    
      
        get_apple_pass_by_serial_and_auth(serial_number, auth_token)

      


    


    
      
        get_google_pass(serial_number)

      


    


    
      
        get_or_create_apple_pass(serial_number)

      


    


    
      
        get_or_create_google_pass(serial_number)

      


    


    
      
        google_callback_history(serial_number)

      


    


    
      
        has_device_registrations?(serial_number)

      


    


    
      
        latest_google_callback(serial_number)

      


    


    
      
        list_all_apple_serial_numbers()

      


    


    
      
        list_all_google_passes()

      


    


    
      
        list_push_tokens_for_serial(serial_number)

      


    


    
      
        record_google_callback(google_pass, attrs)

      


    


    
      
        register_device(apple_pass, device_id, push_token)

      


    


    
      
        serial_numbers_for_device(device_id)

      


    


    
      
        unregister_device(apple_pass, device_id)

      


    


    
      
        update_google_object_id(google_pass, object_id)

      


    





      


      
        Functions


        


  
    
      
    
    
      get_apple_pass(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      get_apple_pass_by_serial_and_auth(serial_number, auth_token)



        
          
        

    

  


  


  



  
    
      
    
    
      get_google_pass(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      get_or_create_apple_pass(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      get_or_create_google_pass(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      google_callback_history(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      has_device_registrations?(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      latest_google_callback(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      list_all_apple_serial_numbers()



        
          
        

    

  


  


  



  
    
      
    
    
      list_all_google_passes()



        
          
        

    

  


  


  



  
    
      
    
    
      list_push_tokens_for_serial(serial_number)



        
          
        

    

  


  


  



  
    
      
    
    
      record_google_callback(google_pass, attrs)



        
          
        

    

  


  


  



  
    
      
    
    
      register_device(apple_pass, device_id, push_token)



        
          
        

    

  


  


  



  
    
      
    
    
      serial_numbers_for_device(device_id)



        
          
        

    

  


  


  



  
    
      
    
    
      unregister_device(apple_pass, device_id)



        
          
        

    

  


  


  



  
    
      
    
    
      update_google_object_id(google_pass, object_id)



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Schema.ApplePass 
    



      
Ecto schema for Apple wallet passes.

      


      
        Summary


  
    Functions
  


    
      
        changeset(pass, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(pass, attrs)



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Schema.DeviceRegistration 
    



      
Ecto schema for Apple device push notification registrations.

      


      
        Summary


  
    Functions
  


    
      
        changeset(reg, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(reg, attrs)



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Schema.GoogleCallback 
    



      
Audit log of Google Wallet save/delete callbacks for a pass.

      


      
        Summary


  
    Functions
  


    
      
        changeset(callback, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(callback, attrs)



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Schema.GooglePass 
    



      
Ecto schema for Google wallet passes.

      


      
        Summary


  
    Functions
  


    
      
        changeset(pass, attrs)

      


    





      


      
        Functions


        


  
    
      
    
    
      changeset(pass, attrs)



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Sync 
    



      
Convenience functions for background pass syncing.
Optional — requires oban dependency.

      


      
        Summary


  
    Functions
  


    
      
        sync(serial_numbers)

      


    


    
      
        sync_all()

      


    





      


      
        Functions


        


  
    
      
    
    
      sync(serial_numbers)



        
          
        

    

  


  


  



  
    
      
    
    
      sync_all()



        
          
        

    

  


  


  


        

      


  

    
WalletPasses.Sync.Worker 
    



      
Oban worker that bulk-updates wallet passes.
Optional — requires oban dependency.

      




  

    
WalletPasses.Theme 
    



      
Shared color/styling helper that produces platform-specific visual structs.
Only handles the common denominator (colors + logo text). Consumers merge
in platform-specific assets (icon paths, image URIs) themselves.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        hex_to_apple_rgb(arg)

      


        Converts a hex color string (#RRGGBB) to Apple's rgb(r, g, b) format.



    


    
      
        to_apple_visual(theme)

      


        Produces an Apple.Visual from this theme's shared colors.



    


    
      
        to_google_visual(theme)

      


        Produces a Google.Visual from this theme's shared colors.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %WalletPasses.Theme{
  background_color: String.t() | nil,
  foreground_color: String.t() | nil,
  label_color: String.t() | nil,
  logo_text: String.t() | nil,
  name: String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      hex_to_apple_rgb(arg)



        
          
        

    

  


  

Converts a hex color string (#RRGGBB) to Apple's rgb(r, g, b) format.

  



  
    
      
    
    
      to_apple_visual(theme)



        
          
        

    

  


  

Produces an Apple.Visual from this theme's shared colors.

  



  
    
      
    
    
      to_google_visual(theme)



        
          
        

    

  


  

Produces a Google.Visual from this theme's shared colors.

  


        

      


  

    
mix wallet_passes.gen.apple_nfc_key 
    



      
Generates a P-256 (secp256r1) keypair for Apple Wallet NFC passes (VAS).
$ mix wallet_passes.gen.apple_nfc_key [output_dir]

Defaults to ./nfc_keys if no directory is given.
Three files are written:
	nfc_private.pem — PKCS#8 private key. Hand this to your VAS reader vendor.
	nfc_public.pem — SPKI public key in compressed-point form.
	nfc_public.b64 — single-line base64 of the SPKI key, ready to paste
into PassData's :nfc_encryption_public_key field (or pass.json's
nfc.encryptionPublicKey).

Existing files in the output directory are never overwritten — losing a
private key you've already shared with a reader vendor would be painful.
Apple NFC passes also require a special entitlement from Apple — apply at
https://developer.apple.com/contact/passkit/.
Requires openssl on PATH.

      




  

    
mix wallet_passes.gen.migration 
    



      
Generates the Ecto migrations for WalletPasses tables.
$ mix wallet_passes.gen.migration

Options
	--repo - the repo to generate migrations for (defaults to the app's repo)
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